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1.0 INTRODUCTION 
 

EVS 5.2.0.0 was submitted for 2005 Voluntary Voting System Guidelines Standards Version 1.0 (2005 VVSG) 
certification.  The modifications submitted were tested to the latest voting system standards, the 2005 Voluntary 
Voting System Guidelines (2005 VVSG), based on the requirements set forth in section 4.4.2.3 of the EAC 
Testing and Certification Program Manual. 
 

 
 
 
 
 
1.1 Testing Scope 
 

This report presents the procedures followed and the results obtained during certification testing of the Election 
Systems & Software (ES&S) EVS 5.2.0.0 Voting System. A previous version of this system, EVS 5.0.0.0, was 
granted certification under EAC Certification Number ESSEVS5000.  Since that time, ES&S has incorporated 
modifications resulting in the release of EVS 5.2.0.0.   
 
The primary purpose of certification testing was to determine whether the system complied with the requirements 
of the Election Assistance Commission (EAC) 2005 Voluntary Voting System Guidelines (VVSG). The primary 
purpose of this modification was to introduce the ExpressVote Universal Vote Capture Device and the DS200 1.3 
& 1.2.3 hardware versions into the previously certified EVS 5.0.0.0 voting system. In addition, ES&S submitted 
software changes to the DS200, DS850, AutoMARK, ElectionWare, and Election Reporting Manager (ERM).   
 
The system changes submitted to the EAC in the Application for Certification (ESS1303) include functional and 
hardware modifications to the EMS, DS850, and DS200. Functional upgrades were made throughout this 
modification including software fixes, conformance with new RFIs released before application submission, 
software to enhance usability, replacement of hardware parts nearing end of life, and integration with the EVS 
suite to enhance usability and performance. These modifications are presented in their entirety in Appendix A. 
 

1.2 Objective 
 

The objective of this system modification test program was to ensure that EVS 5.2.0.0 complied with the 
hardware and software requirements of the EAC 2005 VVSG. The scope and detail of the requirements tested in 
the certification were selected to correspond to the scope of the system detailed in the application submitted by 
ES&S. An in-depth examination of the system further confirmed the applicable requirements selected for 
compliance testing. This included the inspection and evaluation of system documentation and the execution of 
functional tests to verify system performance and function under normal/abnormal conditions.     
 

1.3       Test Report Overview 
 
 This test report consists of four main sections and appendices: 
  

• 1.0 Introduction – Provides: the architecture of the National Certification Test Report (hereafter referred to as 
Test Report), a brief overview of the testing scope of the Test Report, customer information, and references 
applicable to the voting system hardware, software, and this test report. 

  

EVS 5.0.0.0 
2005 VVSG Certification 

EVS 5.2.0.0 
2005 VVSG Certification 
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1.0      INTRODUCTION (Continued) 
 

1.3     Test Report Overview (Continued) 
 

• 2.0 System Identification – Provides information about the system tested that includes the system name and 
major subsystems, test support hardware, and specific documentation provided by the vendor used to support 
testing. 

• 3.0 Test Background – Contains information about the certification test process and a list of terms and 
nomenclature pertinent to the Test Report and system tested.  

• 4.0 Test Findings and Recommendations – Provides a summary of the results of the testing process.  
• Appendices– Information supporting reviews and testing of the voting system.  

 
1.4 Customer 
 
 Election Systems & Software, LLC 

11208 John Galt Blvd.  
Omaha, NE 68137-2364 

 
1.5 References 
 

The documents listed were utilized to perform testing.  

• Election Assistance Commission 2005 Voluntary Voting System Guidelines, Volume I, Version 1.0, “Voting 
System Performance Guidelines,” and Volume II, Version 1.0, “National Certification Testing Guidelines”, 
dated December 2005 

• Election Assistance Commission Testing and Certification Program Manual, Version 1.0, effective date June 
1, 2011 

• Election Assistance Commission Voting System Test laboratory Program Manual, Version 1.0, expires 
November 2014 

• National Voluntary Laboratory Accreditation Program NIST Handbook 150, 2006 Edition, “NVLAP 
Procedures and General Requirements (NIST Handbook 150),” dated February 2006 

• National Voluntary Laboratory Accreditation Program NIST Handbook 150-22, 2008 Edition, “Voting 
System Testing (NIST Handbook 150-22),” dated May 2008 

• United States 107th Congress Help America Vote Act (HAVA) of 2002 (Public Law 107-252), dated October 
2002 

• Test Guidelines Documents: EMI-001A, Test Guidelines for Performing Electromagnetic Interference (EMI) 
Testing,” and EMI-002A, “Test Procedure for Testing and Documentation of Radiated and Conducted 
Emissions Performed on Commercial Products” 

• Quality Assurance Program Manual, Revision 5 

• ANSI/NCSL Z540-1, “Calibration Laboratories and Measuring and Test Equipment, General Requirements” 

• ISO 10012-1, “Quality Assurance Requirements for Measuring Equipment” 

• EAC Requests for Interpretation and Notices of Clarification (listed on www.eac.gov) 

 

 

http://www.eac.gov/
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1.0 INTRODUCTION (Continued) 
 
1.5 References (Continued) 

• EAC Quality Monitoring Program residing on:  

 http://www.eac.gov/testing_and_certification/quality_monitoring_program.aspx 

• Wyle Test Report No. T71013.02-01 – Hardware Compliance Testing of Election Systems and Software FL 
EVS 4.5.0.0 ExpressVote Hardware Version 1.0  

• Wyle Test Report No. T71013.01-01 – Hardware Compliance Testing of Election Systems and Software FL 
EVS 4.5.0.0 DS200 Hardware Version 1.3 

• Wyle Test Report No. T59087.01-01 Rev A – National Certification Test Report of Election Systems and 
Software EVS 5.0.0.0  

2.0 SYSTEM IDENTIFICATION AND OVERVIEW 
 

2.1 System Overview 
 

The ES&S EVS 5.2.0.0 Voting System is a paper-based, digital scan voting system.  The EVS 5.2.0.0 Voting 
System hardware consists of six major components: 

1. Election Management System (EMS) Server 

2. Election Management System (EMS) client (desktop and/or laptop) with Election Reporting Manager 
(ERM) 

3. Polling Place American Disability Act (ADA) and Universal Vote Capture Device – ExpressVote 

4. Polling Place Scanner – DS200  

5. Polling Place American Disability Act (ADA) Devices – AutoMARK A100, AutoMARK A200, and 
AutoMARK A300 

6. Central Count Digital Scanner – DS850 

The following paragraphs describe the design and structure of the EVS 5.2.0.0 Voting System as taken from the 
ES&S Technical Documentation. 

 
 
 
 
 
 

 
(The remainder of this page intentionally left blank) 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.1 System Overview (Continued) 
 
2.1.1 System Hardware 

 
EMS Client Server Configuration 
  

 EVS 5.2.0.0 Voting System Election Management System (EMS) was configured with a Server running Windows 
Server 2008 R2 with Service Pack 1 (SP1), and a combination of a client laptop and a client desktop running 
Windows 7 Professional SP1. 

 
 

 
 
 

Photograph No. 1: EMS Server 
 

 
 
 

(The remainder of this page intentionally left blank) 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.1 System Overview (Continued) 
 
2.1.1 System Hardware (Continued) 

 

 
 

Photograph No. 2: EMS Client Laptop 
 

 
 

Photograph No. 3: EMS Client Desktop 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.1 System Overview (Continued) 
 
2.1.1 System Hardware (Continued) 

 
ExpressVote Vote Capture Device 
 
The ExpressVote is a universal vote capture device with an independent voter-verifiable paper record that is 
digitally scanned for tabulation by the DS200 or the DS850. This system combines paper-based voting with touch 
screen technology. The ExpressVote includes a mandatory vote summary screen that requires voters to confirm or 
revise selections prior to printing the summary of ballot selections using the internal thermal printer. Once 
printed, ES&S ballot scanners process the vote summary card. The ExpressVote can serve all voters, including 
those with special needs, allowing voters to cast ballots autonomously. ES&S has fully integrated the 
ExpressVote with the existing suite of ES&S voting system products. 
 
 

 
 

Photograph No. 4: ExpressVote 
 
 
 

(The remainder of this page intentionally left blank) 
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2.0       SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.1 System Overview (Continued) 
 
2.1.1 System Hardware (Continued) 

 
Precinct Ballot Tabulator: DS200 
 
The precinct ballot tabulator component is the DS200.  The DS200 is a digital scan paper ballot tabulator 
designed for use at the polling place. After the voter marks a paper ballot, their ballot is inserted into the unit and 
immediately tabulated. The tabulator uses a high-resolution image-scanning device to image the front and back of 
the ballot simultaneously. The resulting ballot images are then processed by a proprietary mark recognition 
engine.   
 
The system includes a 12-inch touch screen display providing voter feedback and poll worker messaging. Once a 
ballot is tabulated and the system creates cast vote records, the ballot is dropped into an integrated ballot box. The 
DS200 includes an internal thermal printer for the printing of the zero reports, log reports, and polling place totals 
upon the official closing of the polls. 

 
 

 
 
 

Photograph No. 5: DS200 (on plastic ballot box) 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.1 System Overview (Continued) 
 
2.1.1 System Hardware (Continued) 
 
 
 
 

 
 

Photograph No. 6: DS200 (on metal ballot box)  
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.1 System Overview (Continued) 
 
2.1.1 System Hardware (Continued) 

 
Electronic Ballot Marking Device: AutoMARK Voter Assist Terminal (VAT) 
 
The electronic ballot marking device component is the ES&S AutoMARK Voter Assist Terminal (VAT). The 
AutoMARK VAT assists voters with disabilities by marking optical scan ballots. 
 
The AutoMARK VAT includes two user interfaces to accommodate voters who are visually or physically 
impaired or voters who are more comfortable reading or hearing instructions and choices in an alternative 
language. The AutoMARK is equipped with a touch-screen and keypad. The touch-screen interface includes 
various colors and effects to prompt and guide the voter through the ballot marking process. Each key has both 
Braille and printed text labels designed to indicate function and a related shape to help the voter determine its use.  
 
Regardless whether the voter uses the touch-screen or the audio interface, changes can be made throughout the 
voting process by navigating back to the appropriate screen and selecting the change or altering selections at the 
mandatory vote summary screen that closes the ballot-marking session. 
 
The A100 (hardware version 1.0), A200 (hardware versions 1.1 and 1.3) and A300 (hardware version 1.3) all 
operate the same and have the same features. The difference between the models is the location of two printed 
circuit boards and related wiring harness and cables. In the A200, the Printer Engine Board and Power Supply 
Board were moved from under the machine to the top. The A300 has a different lock and label. Since the 
functionality is not different between the A100, A200, and A300 equipment, the A200 was the only one used in 
system integration testing. Therefore, the A100, A200, and A300 are all included in the recommendation for 
certification. 
 

 
 

Photograph No. 7: AutoMARK A100 VAT 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.1 System Overview (Continued) 
 
2.1.1 System Hardware (Continued) 

 
 
 

 
 

Photograph No. 8: AutoMARK A200 VAT 
 
 
 
 
 
 
 
 
 

(The remainder of this page intentionally left blank) 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.1 System Overview (Continued) 
 
2.1.1 System Hardware (Continued) 

 
Tabulator: DS850 
 
The DS850 is a high-speed, digital scan central ballot counter. During scanning, the DS850 prints a continuous 
audit log to a dedicated audit log printer and can print results directly from the scanner to a second connected 
printer. The scanner saves results internally and to results collection media that officials can use to format and 
print results from a PC running Election Reporting Manager. The DS850 has an optimum throughput rate of 300 
ballots per minute and uses cameras and imaging algorithms to image the front and back of a ballot, evaluate the 
results and sort ballots into discrete bins to maintain continuous scanning. 
 

 
 

Photograph No. 9: DS850 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.1 System Overview (Continued) 
 
2.1.2 System Software 
 

The EVS 5.2.0.0 Voting System EMS is an application suite comprised of six components: Election Reporting 
Manager (ERM), ElectionWare, ES&S Event Logging Service (ELS), ExpressVote Previewer, Removable Media 
Service (RMS), and VAT Previewer. 
 
Election Reporting Manager (ERM) 
 
Election Reporting Manager (ERM) generates paper and electronic reports for election workers, candidates, and 
the media. Jurisdictions can use a separate ERM installation to display updated election totals on a monitor as 
ballot data is tabulated, and send the results’ reports directly to the media outlets.   

 
ERM supports accumulation and combination of ballot results data from all ES&S tabulators. Precinct and 
accumulated total reports provide a means to accommodate candidate and media requests for totals and are 
available upon demand. High-speed printers are configured as part of the system accumulation/reporting stations 
PC and related software. 
 
ElectionWare 
 
ElectionWare is the election management software that provides end-to-end election management activities 
through a powerful and intuitive user interface. Its efficient and flexible design enables jurisdictions of all sizes to 
effectively manage their elections. ElectionWare delivers everything needed to run an election, from creating the 
ballots to reporting the voting results. 
 
ES&S Event Logging Service (ELS) 
 
ES&S Event Logging Service leverages the Windows Event Viewer, included with a standard Windows 
installation, to audit user interactions with the ES&S Election Management System. 
 
ExpressVote Previewer 
 
The ExpressVote Previewer is an application within the EMS program that allows the user to preview audio text 
and screen layout prior to burning Election Day media for the ExpressVote.  
 
Removable Media Service (RMS)  
 
Removable Media Service (RMS) is an application that runs in the background of the EMS client workstation and 
supports the insertion and removal of election and results USB media. 
 
VAT Previewer 
 
The VAT Previewer is an application within the EMS program that allows the user to preview audio text and 
screen layout prior to burning Election Day media for the AutoMARK. 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 

2.1 System Overview (Continued) 
 
2.1.3 System Operational Concept 
 

The operational flow and low-level system interfaces for the EVS 5.2.0.0 Voting System is illustrated in Figure 1-
1. 
 

  
 

Figure 1-1 System Overview Diagram 
 

 
 
 
 
 

 
(The remainder of this page intentionally left blank) 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 

2.2 Software 
 
This section defines the two types of software required for testing: software used for the testing of hardware, 
software, security and system integration; and supporting software required for the test environment (operating 
systems, compliers, assemblers, database managers, and any other supporting software). All COTS third-party 
software was downloaded or retrieved by NTS Huntsville qualified personnel. These products were verified not to 
have been modified and were built into the EVS 5.2.0.0 for the entire test campaign. NTS Huntsville believes 
these components to have proven performance in other commercial applications. Both COTS and non-COTS 
software components are listed in this section. 
 

Table 2-1 EVS 5.2.0.0 EMS Software Platform Component Descriptions 
 

Software Required For Testing Software Version 
ElectionWare 4.6.0.0 

Election Reporting Manager (ERM) 8.11.0.0 
ES&S Event Logging Service (ELS) 1.5.5.0 

ExpressVote Previewer 1.4.0.0 
ExpressPass Application* 1.1.0.0 

Removable Media Service (RMS) 1.4.5.0 
VAT Previewer 1.8.6.0 

*ExpressPass Application software is not in the scope of certification, but NTS reviewed the source code for 2005 VVSG compliance.  
 

Table 2-2 EVS 5.2.0.0 EMS COTS Software Platform Component Descriptions 
 

Software Required For Testing Description 
Windows 7 Professional, with SP1 Original Disk 

Windows Server 2008 R2, with SP1 Original Disk 
Adobe Acrobat Standard version XI Original Disk 

RM/Cobol 12.06 
Cerberus FTP 6.0.7.1 

Symantec Endpoint Protection 
Small Business Edition 2013 12.1.4 

 
 

 
 
 

(The remainder of this page intentionally left blank) 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.3 Hardware 
 

The system submitted by ES&S for certification testing consisted of the following hardware, firmware, and 
software source code components. 

Table 2-3 EVS 5.2.0.0 Voting System EMS Description   
 

Equipment Manufacturer Version/Model Specifications Serial Number 

EMS Client 
Laptop Dell Latitude E6410 

Intel Core i5 CPU M580 @ 2.67GHz 
4.00 GB Installed RAM 
HD Capacity 250 GB 

2FD65Q1 

EMS Server Dell T710 
Intel Xeon CPU E5645 @ 2.40GHz (2 processors), 

12.0 GB Installed RAM 
HD Capacity 300 GB 

JPZ6VR1 

EMS Client 
Desktop Dell OptiPlex 980 

Intel Core i5 CPU 650 @ 3.20 GHz 
4.0 GB Installed RAM 
HD Capacity 320 GB 

3TZJFQ1 

 
Table 2-4 EVS 5.2.0.0 Build Machine Description 

 

Equipment Manufacturer Version/Model Serial 
Number 

COTS/ 
Non-COTS 

Build 1 Dell OptiPlex 
760 

Processor: Intel Duo Core E8400 Wolfdale 
Memory: 4x 1GB, 800 MHz Ram 

Hard Drive Capacity: 80 GB 
6D7DJG1 COTS 

Build 2 Dell OptiPlex 
760 

Processor: Intel Duo Core E8400 Wolfdale 
Memory: 4x 1GB, 800 MHz Ram 

Hard Drive Capacity: 80 GB 
6DCKJG1 COTS 

Build 3 Dell Precision 
T3500 

Processor: Intel X5650 2.66/6.4 12MB Xeon Westmere 
Memory: 1x 2GB, 1333 MHz Ram 

Hard Drive Capacity: 160 GB 
15TMMN1 COTS 

Build 4 Dell Precision 
T3500 

Processor: Intel X5650 2.66/6.4 12MB Xeon Westmere 
Memory: 1x 2GB, 1333 MHz Ram 

Hard Drive Capacity: 160 GB 
15TNMN1 COTS 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.3 Hardware 
 

Table 2-5 EVS 5.2.0.0 Voting System Equipment 
 

Equipment Description Serial Numbers 

ExpressVote Hardware Version 1.0 Vote Capture Device 

EV0113350021, EV0113350022 
EV0113350025, EV0113350037 
EV0113350052, EV0113350033, 

EV0113350049 
DS200 Hardware Version 1.2.1 Precinct Count Digital Scanner ES0108340026, DS0113340087 

DS200 Hardware Version 1.2.3 Precinct Count Digital Scanner DS0113360186 

DS200 Hardware Version 1.3 Precinct Count Digital Scanner DS0313350002, DS0313350010 
AutoMARK A100 Hardware 

Version 1.0 Accessible Voting Station AM0106431607 

AutoMARK A200 Hardware 
Version 1.1 Accessible Voting Station AM0308421809 

DS850 Hardware Version 1.0 Central Count Digital Scanner 

DS850: DS8511090075 
Cart: 549037-01 

Laser Printer Oki B430dn: 
AL03021036A0 

UPS APC-RS 1500: JB1103003923 
Dot Matrix Printer Oki 420: 

AE72011853C0 
 

Ballot Box 
Hardware v. 1.2 and 1.3 Plastic Ballot Box Box1; Box 2; Box 3; Box 4; Box 5; Box 

01; Box 02; E089; E099 
Ballot Box 

Hardware v. 1.0, 1.1, & 1.2 Metal Box with Diverter Box 12 

Report Printer OKI B6300 USQX074394 

Headphones Avid FV 60 HP-57936-1- 9  

ExpressPass Printer* Thermal Bar Code Printer 
Model 4200 

S/N: 01901042505 
Quick Response (QR) Code 

Scanner 
Motorola QR Code Scanner 

Model DS9208 
S/N: 14014000502091 

Transport Media 
(USB Flash Drives) 

Delkin 1GB 
Delkin 2 GB 
Delkin 4GB 
Delkin 8GB 

NTS-assigned: TM-XXX 

Compact Flash Delkin Devices 1 GB Compact Flash NTS-assigned: CF-XXX 
*This equipment is not in the scope of certification. This equipment was tested to ensure that it functions as stated in the TDP.  No other 
testing was performed on this equipment. 

 
 
 
 

(The remainder of this page intentionally left blank)  
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.4 Test Tools/Materials 
 

This subsection enumerates any and all test materials needed to perform voter system testing.  The scope of 
testing determined the quantity of a specific material required.   
  
The following test materials are required to support the EVS 5.2.0.0 certification testing: 

 
Table 2-6 Test Support Materials 

 
Test Material Quantity Make Model 

Ballot on Demand Printer 1 OKI Data C9650 
ExpressPass Printer 1 Microcom 4200 
QR Code Scanner 1 Motorola DS9208 

8 ½” X 11” Paper in Speed Loading Box (2700 
Sheets) 4 Dot Matrix 951027 

Security Seals 5000 Intab 800-0038R 

Security Locks 

20 E. J. Brooks 86022 
25 E. J. Brooks 6024 

50 American Casting 
Corp. 00561-03 

ES&S Pens 20 BIC  Grip Roller 
Ethernet Switch 1 Dell HNC67M1 
Security Sleeves 7 ES&S PS-S7-936 
CF Card Reader 1 SanDisk 018-6305 

Magnifier 3 --- --- 
Blue Security Ballot Storage/Transport Box 2 --- --- 

Headphone Covers 30 --- --- 
Paddles (yes/no) 3 --- --- 

 
2.5 Vendor Technical Data Package 
 

The Technical Data Package (TDP) contains information about requirements, design, configuration management, 
quality assurance, and system operations. The EAC 2005 VVSG  requirements state that, at a minimum, the TDP 
shall contain the following documentation: system configuration overview; system functionality description; 
system hardware specifications; software design and specifications; system test and verification specifications; 
system security specifications; user/system operation procedures; system maintenance procedures; personnel 
deployment and training requirements; configuration management plan; quality assurance program; and system 
change notes. 
 
The documents listed in Table 2-7 comprise the EVS 5.2.0.0 Voting System TDP: 

 
 
 
 

(The remainder of this page intentionally left blank) 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.5 Vendor Technical Data Package (Continued) 

 
Table 2-7 EVS 5.2.0.0 Voting System TDP 

 
EVS 5.2.0.0 TDP Documents Version Doc No. Document Code 

System Overview 
Voting System Overview 9.0 01-01 EVS5200_C_D_0100_SysOvr 

System Functionality Description 
System Functionality Description – 

Voting System 6.0 02-01 EVS5200_C_D_0200_SFD 

System Hardware Specification 
System Hardware Specification – DS200 Hardware 

Revision 1.2 3.0 03-01 DS200HW_M_SPC_0312_HWSpec 

System Hardware Specification – DS200 Hardware 
Revision 1.3 4.0 03-02 DS200HW_M_SPC_0313_HWSpec 

System Hardware Specification – DS850 1.1 03-03 DS850HW_M_SPC_0310_HWSpec 
ExpressVote Hardware Specification 3.0 03-04 ExpressVoteHW_M_SPC_0310_HWSpec 

AutoMARK System Hardware Overview 3.0 03-05-01 AutoMARK_ESS_System_Hardware_ 
Overview_AQS-18-5002-000-S 

AutoMARK System Hardware Specification 3.0 03-05-02 AutoMARK_ESS_System_Hardware_ 
Specification_AQS-18-5000-001-F 

Software Design and Specification 
Software Design and Specification – 

ES&S Event Log Service 1.0 04-01 EVS5200_SDS00_ELS 

Software Design and Specification - ElectionWare 2.0 04-02 EVS5200_SDS00_ElectionWare 
Software Design and Specification – ERM 2.0 04-03 EVS5200_SDS00_ERM 

ES&S Software Design Specifications 
ERM Appendices 2.0 04-03-01 EVS5200_SDS00_ERM01_Appendices 

Software Design and Specification – DS850 2.0 04-04 EVS5200_SDS00_DS850 
DS200 Software Design and Specification 4.0 04-05 EVS5200_D_SDS00_DS200 

ExpressVote Software Design and Specification 3.0 04-06 EVS5200_D_SDS00_ExpressVote 
Software Design and Specification – 

AutoMARK 1.8 04-07 AutoMARK ESS Software Design 
Specifications Overview 

AutoMARK Operating Software Design 
Specifications 5.0 04-07-01 AQS-18-5001-002-R 

AutoMARK Ballot processing Specifications 3.0 04-07-01 AQS-18-5002-003-S 
AutoMARK Software Design Specifications 5.0 04-07-01 AQS-18-5001-004-S 

AutoMARK Software Development Environment 5.0 04-07-01 AQS-18-5001-006-R 
AutoMARK Graphical User Interface Specifications 6.0 04-07-01 AQS-18-5001-005-R 

AutoMARK Software Diagnostics Specifications 5.0 04-07-01 AQS-18-5000-004-F 
AutoMARK Embedded Database Interface 

Specifications 5.0 04-07-01 AQS-18-5002-005-S 

AutoMARK Ballot Scanning and Printing 
Specifications 5.0 04-07-01 AQS-18-5002-007-S 

AutoMARK Driver API Specifications 5.0 04-07-01 AQS-18-5000-002-F 
AutoMARK Programming Specifications Details 5.0 04-07-01 AQS-18-5001-011-R 

AutoMARK ESS Software Standards Specification 5.0 04-07-01 AQS-18-4000-000-S 
AutoMARK ESS Operations and Diagnostic Log 

Specs 5.0 04-07-01 AQS-18-5002-004-S 

ES&S System Development Program 2.0 04-08 ESSSYS_SG_P_0400_ 
SystemDevProgram 

Coding Standards 3.0 04-09 ESSSYS_D_P_0400_CodingStandards 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.5 Vendor Technical Data Package (Continued) 
 

Table 2-7 EVS 5.2.0.0 Voting System TDP (Continued) 
 

EVS 5.2.0.0 TDP Documents Version Doc No. Document Code 
System Test/Verification Specification 

Voting System Test Plan 
ES&S Voting System 5.2.0.0 2.0 05-01 EVS5200_QA_D_0500_SysTestPlan 

CIF Usability Test Reports – ExpressVote 1.0 05-02-01 ExpressVoteHW_P_D_0509_ 
CIFRptExpressVote 

CIF Usability Test Reports – AutoMARK 1.x 05-02-02 AMVATHW_P_D_0510_CIFRptAMVAT 
CIF Usability Test Reports – DS200 1.2.1 05-02-03 DS200HW_P_D_0512_CIFRptDS200 

System Security Specification 
Voting System Security Specification 4.0 06-01 EVS5200_CM_SPC00_SysSecuritySpec 

Hardening Procedures for the Election System 1.2 06-02 EVS5200_CM_SPC01_ 
HardeningProcedures 

Security Script Description 1.1 06-03 EVS5200_CM_SPC02_SecScriptDesc 

AutoMARK System Security Specifications 6.0 06-04 AutoMARK ESS System Security 
Specification AQS-18-5002-001-S 

System Operations Procedure 

Network Setup Guide 1.2 07-01 EVS5200_CM_SOP_ 
NetworkConfigGuide 

AutoMARK System Operator’s Guide 4.0 07-02 EVS5200_DOC_SOP_AMVAT 
DS200 Operator’s Guide 6.00 07-03 EVS5200_DOC_SOP_DS200 
DS850 Operator’s Guide 4.0 07-04 EVS5200_DOC_SOP_DS850 

EVS Event Logging Service 3.0 07-05 EVS5200_DOC_SOP_ELS 
Election Reporting Manager User’s Guide 7.0 07-06 EVS5200_DOC_SOP_ERM 

ElectionWare Volume I: Administrator’s Guide 4.0 07-07 EVS5200_DOC_SOP_EW01Admin 
ElectionWare Volume II: Define User’s Guide 5.0 07-08 EVS5200_DOC_SOP_EW02Define 
ElectionWare Volume III: Design User’s Guide 3.0 07-09 EVS5200_DOC_SOP_EW03Design 
ElectionWare Volume IV: Deliver User’s Guide 4.0 07-10 EVS5200_DOC_SOP_EW04Deliver 
ElectionWare Volume V: Results User’s Guide 3.0 07-11 EVS5200_DOC_SOP_EW05Results 

ExpressPass Operator’s Guide 4.0 07-12 EVS5200_DOC_SOP_ExpressPass 
ExpressVote Operator’s Guide 4.0 07-13 EVS5200_DOC_SOP_ExpressVote 

System Maintenance Manuals 
AutoMARK System Maintenance Manual 2.1 08-01 EVS5200_DOC_SMM_AMVAT 

DS200 Maintenance Guide 2.0 08-02 EVS5200_DOC_SMM_DS200 
DS850 Maintenance Guide 3.0 08-03 EVS5200_DOC_SMM_DS850 

ExpressVote Maintenance Guide 2.3 08-04 EVS5200_DOC_SMM_ExpressVote 
Personnel Deployment and Training 

Personnel Deployment and Training Program 3.0 09-01 ESSSYS_T_D_0900_TrainingProgram 
Configuration Management Plan 

Configuration Management Plan 2.0 10-1 ESSSYS_CM_P_1000_CMProgram 
ES&S Technical Documentation Program 5.0 10-2 ESSSYS_DOC_P_1000_TDProgram 

 
 
 

(The remainder of this page intentionally left blank) 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.5 Vendor Technical Data Package (Continued) 
 

Table 2-7 EVS 5.2.0.0 Voting System TDP (Continued) 
 

EVS 5.2.0.0 TDP Documents Version Doc No. Document Code 
QA Program 

Manufacturing Quality Assurance Plan 2.0 11-01 ESSSYS_M_P_1100_MNFQuality 
AssurancePlan 

ES&S 1.3 Hardware DS200 Acceptance Checklist A 11-01-01 1 3 Hardware 
DS200_AccptChklst_001RevA 

DS850 Acceptance checklist D 11-01-01 850_AccptChklst_revD 
DS850 Onsite Acceptance Checklist B 11-01-01 850_OAccptChklst_revB 

Acceptance Checklist 
AutoMARK Voter Assist Terminal A 11-01-01 AutoMARK_AccptChklst_001_Rev.A 

AutoMARK QC Checklist A 11-01-01 AutoMARK_QC_Chklst_001Rev.A 
ES&S DS200 Acceptance Checklist D 11-01-01 DS200_AccptChklst_001RevD 

ES&S ExpressVote Acceptance Checklist B 11-01-01 ExpressVote_AccptChcklst_001Rev B 

Software Quality Assurance Program 2.0 11-02 ESSSYS_QA_P_1100_SoftwareQuality 
AssuranceProgram 

ES&S Software/Firmware Acceptance 2.0 11-02-01 ESSSYS_QA_L_1100_SoftwareFirmware
Acceptance 

System Change Notes 
System Change Notes 10.0 12-01 EVS5200_DOC_D_1200_ChangeNotes 

Other TDP Documents 
ES&S Ballot Production Guide 2.1 13-01 EVS5200_DOC_SOP_11_BPG 
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued) 
 
2.6 Deliverable Materials 
 

The materials listed on Table 2-8 are identified by ES&S to be delivered as part of the EVS 5.2.0.0 Voting System 
to the end users. 

 
Table 2-8 EVS 5.2.0.0 Voting System Deliverables 

 
Deliverable Material Version Description 

ExpressVote Firmware 1.4.0.0; Hardware 1.0 Vote Capture Device 

DS200 Firmware 2.12.0.0; Hardware 1.2.1 or 
1.2.3 or 1.3 

Precinct Ballot 
Scanner 

AutoMARK A100 or A200 or A300 Firmware 1.8.6.0; Hardware 1.0 or 1.1 
or 1.3 

Voter Assist 
Terminal 

DS850 Firmware 2.10.0.0; Hardware 1.0 Central Ballot 
Scanner 

OKI Printer B430dn or B431dn Laser Report Printer 
OKI Printer Microline 420 Dot Matrix Printer 
Headphones Avid FV 60 Stereo Headphones 

QR Code Scanner Motorola Model DS9208 Bar code scanner 
ElectionWare 4.6.0.0 EMS 

ERM 8.11.0.0 EMS 
ES&S Event Log Service 1.5.5.0 EMS 

Removable Media Services 1.4.5.0 EMS 
VAT Previewer 1.8.6.0 EMS 

ExpressVote Previewer 1.4.0.0 EMS 
EVS 5.2.0.0 Voting System Overview  9.0 TDP Document 

EVS 5.2.0.0 System Functionality Description 6.0 TDP Document 
ES&S ElectionWare Volume I:  

Administrator’s Guide 3.0 TDP Document 

ES&S ElectionWare Volume II:  
Define User’s Guide 4.0 TDP Document 

ES&S ElectionWare Volume III:  
Design User’s Guide 2.0 TDP Document 

ES&S ElectionWare Volume IV:  
Deliver User’s Guide 4.0 TDP Document 

ES&S ElectionWare Volume V:  
Results User’s Guide 2.0 TDP Document 

Election Reporting Manager User’s Guide 7.0 TDP Document 
ExpressVote Operator’s Guide 4.0 TDP Document 

DS200 Operator’s Guide  6.0 TDP Document 
DS850 Operator’s Guide 4.0 TDP Document 

AutoMARK System Operator’s Guide 4.0 TDP Document 
EVS 5.2.0.0 Network Setup Guide 1.1 TDP Document 

ES&S EVS Event Logging Service User’s Guide  3.0 TDP Document 
EVS 5.2.0.0 Voting System Security Specification 4.0 TDP Document 
EVS 5.2.0.0 Hardening Procedures for the Election 

System 1.2 TDP Document 
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3.0 TEST BACKGROUND 
 
 NTS Huntsville is an independent testing laboratory for systems and components under harsh environments, 

including dynamic and climatic extremes as well as the testing of electronic voting systems. NTS Huntsville holds 
the following accreditations: 

 
• ISO-9001:2000 
• NVLAP Accredited ISO 17025:2005 
• EAC Accredited VSTL, NIST 150,150-22 
• A2LA Accredited (Certification No.’s 845.01, 845.02, and 845.03) 
• FCC Approved Contractor Test Site (Part 15, 18) 

 
3.1 General Information 
 

All testing performed as part of this test effort was performed at the NTS Huntsville, AL facility. 
Qualification/Certification testing was limited to the ES&S EVS 5.2.0.0 Voting System components previously 
identified in this report.  

 
All hardware used during testing for this test campaign was configured in early voting or election-day setup for 
voting. Each precinct tabulator was placed on a ballot box and loaded with the proper firmware. The central count 
components were loaded with the proper firmware. The AutoMARK ADA device and ExpressVote vote capture 
device were placed on the accessible voting table or within the ES&S ADA booth with peripherals and loaded 
with the proper firmware. The EVS 5.2.0.0 EMS suite was configured on COTS PCs. All media used during 
testing was loaded from these PCs. All hardware used to build the applicable software and firmware for this test 
campaign was configured by NTS Huntsville personnel. 

 
3.2 Certification Testing Scope 
 

To evaluate the system test requirements and the scope of the test campaign, each section of the EAC 2005 VVSG 
was analyzed to determine the applicable tests. The EAC 2005 VVSG Volume I Sections, along with the strategy 
for evaluation, are described below: 

• Section 2: Functional Requirements – The requirements in this section were tested during the FCA and 
System Integration test utilizing the “NTS Huntsville Baseline Test Cases” along with test cases specially 
designed for the ES&S EVS 5.2.0.0.  

• Section 3: Usability and Accessibility –   The requirements in this section were tested during the Usability 
Test, FCA, and System Integration test utilizing a combination of the “NTS Huntsville Baseline Test Cases” 
and the “NTS Huntsville Baseline Usability Test Cases.”  

• Section 4: Hardware Requirements – The requirements in this section were tested during the FL EVS 
4.5.0.0 test campaign with the exception of Electrical Supply and Maintainability. The FL EVS 4.5.0.0 test 
campaign tested the ExpressVote and hardware modifications to the DS200. The FL EVS 4.5.0.0 Hardware 
Test Report Number T71013.01-01 and T71013.01-02 are presented in Appendix C as part of the approved 
Test Plan and request for reuse during this testing campaign. The requirements in this section were tested by 
trained NTS Huntsville personnel per sections 4.5 of this report.   

• Section 5: Software Requirements – The requirements in this section were tested during source code 
review, TDP review, and FCA. A combination of review and functional testing was performed to ensure these 
requirements were met. 
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3.0 TEST BACKGROUND (Continued) 
 
3.2 Certification Testing Scope (Continued) 

 
• Section 6: Telecommunication –   The requirements in this section were not tested during this test campaign. 

• Section 7: Security Requirements – The requirements in this section were tested during source code review, 
FCA, System Integration, and Security Tests.    

• Section 8: Quality Assurance (QA) Requirements – The QA requirements were spot checked and limited 
to only the changes included within this modification. The following documents were utilized during the 
limited review process: 

o ESSSYS_M_P_1100_MNFQualityAssurancePlan 

o ESSSYS_QA_P_1100_SoftwareQualityAssurance Program 

• Section 9: Configuration Management (CM) Requirements – The CM requirements were spot checked 
and limited to only the changes included within this modification. The following documents were utilized 
during the limited review process: 

o ESSSYS_CM_P_1000_CMProgram 

o ESSSYS_DOC_P_1000_TDPProgram 
 

The ES&S EVS 5.2.0.0 Voting System is a paper based precinct counting system. Therefore, all EAC 2005 
VVSG requirements intended for DRE were excluded from this test campaign, as well as the following:  
 
• Volume I Section 6 (Telecommunication Requirements) 

• Volume I Section 7.5.2-7.5.4 (Telecommunications and Data Transmission)  

• Volume I Section 7.6 (Use of Public Communication Networks)  

• Volume I Section 7.7 (Wireless Communications) 

• Volume I Section 7.9 (Voter Verifiable Paper Audit Trail Requirements) 

 
The rationale for not evaluating the EVS 5.2.0.0 Voting System to the requirements contained in the indicated 
sections of the EAC 2005 VVSG is described in Table 3-1. 
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3.0 TEST BACKGROUND (Continued) 
 
3.2 Certification Testing Scope (Continued) 

 
Table 3-1 Not Applicable Requirements 

 
EAC 2005 VVSG Volume I 

Section Rationale for ‘Not Applicable’ 

6, 7.5.2-7.5.4 These requirements are written for use on public networks. The ES&S EVS 
5.2.0.0 Voting System does not use public networks. 

7.6 
This section pertains to “Voting systems that transmit data over public 
telecommunications…”  The ES&S EVS 5.2.0.0 Voting System as configured 
for this certification does not permit transmission over public networks. 

7.7 No wireless technology is present in ES&S EVS 5.2.0.0 Voting System. 
7.9 The ES&S EVS 5.2.0.0 Voting System is a paper based system. 

 
 
3.3 Quality Assurance  
 

All work performed on this test program was completed in accordance with NTS’ Quality Program. 
 
The NTS, Huntsville Facility, Quality Management System is registered in compliance with the ISO-9001:2008 
International Quality Standard. Registration has been completed by SAI Global, a Division of Canadian Standards 
Association (CSA). 

 
3.4 Test Equipment and Instrumentation  
 

All instrumentation, measuring, and test equipment used in the performance of this test program was calibrated in 
accordance with NTS Huntsville Quality Assurance Program, which complies with the requirements of 
ANSI/NCSL 2540-1, ISO 10012-1, and ISO/IEC 17025. Standards used in performing all calibrations are 
traceable to the National Institute of Standards and Technology (NIST) by report number and date. When no 
national standards exist, the standards are traceable to international standards, or the basis for calibration is 
otherwise documented.   
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3.0 TEST BACKGROUND (Continued) 
 
3.5 Terms and Abbreviations 
 

This subsection defines all terms and abbreviations applicable to the development of the Test Report. 
 

Table 3-2 Terms and Abbreviations 
 

Term Abbreviation Definition 

Americans with Disabilities 
Act of 1990 ADA ADA is a wide-ranging civil rights law that prohibits, under 

certain circumstances, discrimination based on disability. 

Configuration Management CM --- 

Commercial Off the Shelf COTS Commercial, readily available hardware or 
Software. 

United  States Election 
Assistance Commission EAC 

Commission created per the Help America Vote Act of 2002, 
assigned the responsibility for setting voting system standards 

and providing for the voluntary testing and certification of 
voting systems. 

ES&S Event Logging 
Service ELS --- 

Election Management 
System EMS 

Within the EVS 5.2.0.0 Voting System, the EMS is comprised of 
seven components: ElectionWare, ERM, ES&S Event Logging 
Service, ExpressVote Previewer, RMS, and VAT Previewer. 

Election Reporting Manager ERM EVS EMS reporting component. 
Election Systems and 

Software ES&S --- 

Equipment Under Test EUT Refers to the individual system component or multiple piece of 
the same component. 

ES&S Voting System EVS --- 
Functional Configuration 

Audit FCA Verification of system functions and combination of functions 
cited in the manufacturer’s documentation. 

Help America Vote Act HAVA Act created by United States Congress in 2002. 

Intelligent Mark Recognition IMR Visible light scanning technology to detect completed ballot 
targets. 

Physical Configuration 
Audit PCA 

Review by accredited test laboratory to compare voting system 
components submitted for certification testing to the 

manufacturer’s technical documentation, and confirmation the 
documentation meets national certification requirements. 

Quality Assurance QA -- 

Regression Testing --- 

The process of examining and testing to verify that all functional 
and firmware modifications made during the test campaign did 

not introduce new errors or non-conformities into the voting 
system. 

Removable Media Service RMS Application that runs in the background of the EMS client 
workstation. 
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3.2 TEST BACKGROUND (Continued) 
 
3.5 Terms and Abbreviations (Continued) 
 

Table 3-2 Terms and Abbreviations (Continued) 
 

Term Abbreviation Definition 
System Under Test SUT Refers to the system as a whole (all components). 
Secure File Transfer 

Protocol SFTP A network protocol that provides file access, files transfer, and 
file management functionality over any reliable data stream. 

Technical Data Package TDP Manufacturer documentation related to the voting system 
required to be submitted as a precondition of certification testing. 

Trusted Build --- 
Final build of source code performed by a trusted source and 
overseen by the manufacturer which is delivered to the EAC 
designated repository; also referred to as a “Witness Build”. 

Uninterruptible Power 
Supply UPS --- 

Voter Assist Terminal VAT The electronic ballot marking device component is the ES&S 
AutoMARK. 

Voluntary Voting System 
Guidelines 

EAC 2005 
VVSG 

Published by the EAC, the third iteration of national level voting 
system standards. 

National Technical Systems NTS --- 
Operating Procedure OP Test Method or Test Procedure. 
Voting System Test 

Laboratory 
VSTL  NTS Huntsville. 

Voluntary Voting System 
Guidelines VVSG EAC Voluntary Voting System Guidelines Version 1.0. 

 

Quick Response Code QR Code Two-dimensional barcode 
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4.0 TEST FINDINGS AND RECOMMENDATIONS 
 

The ES&S EVS 5.2.0.0 Voting System, as identified in Section 2 of this report, was subjected to the tests 
summarized in the following paragraphs. 

  
4.1 Source Code Review 
 

As part of testing activities, the ES&S EVS 5.2.0.0 Voting System received a 100% manual review on all 
modified source code not written in Java for the EMS, DS200, AutoMARK, DS850, and ExpressVote. The source 
code was reviewed to the EAC 2005 VVSG coding standards and the manufacturer supplied coding standards. 
The manufacturer supplied coding standards (ESSSYS_D_P_0400_Coding Standards) can be found within the 
vendor provided TDP. The review was conducted per the guideline described in the following paragraph. 

 
As the updated source code was received, a SHA256 hash value was created for each source code file. The source 
code team conducted a visual scan of every line of modified source code not written in Java. The source code 
team then conducted automated source code reviews using Eclipse and Checkstyle on the ElectionWare portion of 
source code written in Java. In addition to the automated source code review, NTS also performed a 10% manual 
review of the headers and quality of comments. This was done to identify any violation of EAC 2005 VVSG 
coding standards or manufacturer supplied coding standards. The COTS tools utilized by the source code group 
were Beyond Compare and Crimson Editor. Each identified violation was then recorded by making notes of the 
standards violation along with directory name, file name, and line number.   
 
Summary Findings 
 
Other than the coding standards noted in the technical summary reports, no other deficiencies or significant 
problems were found during the source code review. A technical summary report of all identified standards 
violations was sent to ES&S for resolution. ES&S then corrected all standards violations and re-submitted the 
source code for re-review. Notice of Anomaly (NOA) No. 4, documenting these discrepancies, is found in 
Appendix F of this report. During the source code review a total of 69 discrepancies were notated. Tables 4-1 and 
4-2 below provide the discrepancies and count identified during the entire review process: 
                                                      

Table 4-1 Source Code Discrepancies by type 
 

Units Called 26 
Header Return 2 

Non Enumerated Constant 6 
Header File References 1 

Over 6 Levels Of Indenting 2 
Line Too Long 3 

Header or File Missing 5 
Header Revision History 10 

In-Line Comments 1 
Header Return 2 

Header Inputs and Outputs 4 
Header Parameter 2 

Object/Datatype/Variable Comment 5 
Total: 69 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 
 

4.1 Source Code Review (Continued) 
 

Table 4-2 Source Code Review Breakdown 
 

Source Code Component 
and Utilities *Number of Reviews *Number of 

Discrepancies 
ElectionWare 5 0 

ERM 2 1 
Event Log Service 1 0 

ExpressVote 5 48 
Removable Media Service 1 0 

DS200 4 14 
AutoMARK 4 2 

DS850 5 4 
ExpressPass Application** 3 0 

                      *The number of reviews includes both initial submissions and subsequent reviews which may include clean versions of code where no discrepancies were identified. 
                             **ExpressPass Application software is not in the scope of certification, but NTS reviewed the source code for 2005 VVSG compliance. 
 
4.2 Trusted Build 

 
A Trusted Build of the software was created using ES&S trusted build documents. The Trusted Build was 
performed by completing the following tasks in the order listed: 

 
• Clear hard drive of existing data 
• Retrieve the compliant source code 
• Retrieve the installation media for OS, compilers, and build software 
• Construct the build environment 
• Create disk image of the build environment 
• Load the compliant source code into the build environment 
• Create a disk image of the pre-build environment 
• Create a digital signature of the pre build environment 
• Build executable code 
• Create a disk image of the post-build environment 
• Create a digital signature of executable code 
• Build installation media 
• Create a digital signature of the installation media 
• Install executable code onto the system and validate the software/firmware 
• Deliver source code with digital signature, disk image of pre-build environment with digital signatures, disk 

image of post-build environment with digital signatures, executable code with digital signatures, and 
installation media to the EAC Repository. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 
 
4.2 Trusted Build (Continued) 
 

The Trusted Build for the ES&S EVS 5.2.0.0 includes source code, data, and script files, in clear text form. The 
build also includes COTS software on commercially available media, COTS software downloaded by the VSTL, 
COTS software verified by SHA256 from the software supplier, and picture and sound files in binary format 
provided by ES&S. The first step of the process was to clean the hard drives by writing data to every spot on the 
hard drive, so the drive is cleared of existing data. Microsoft Windows 7 Professional operating systems were then 
loaded and the applications from the VSTL reviewed source along with the VSTL verified COTS software was 
built. The final step was installing the applications on the hardware. 
 
Summary Findings  
 
NTS Huntsville performed a Trusted Build for each software component of the ES&S EVS 5.2.0.0 on April 14-
16, 2014.  ES&S Technical Representative for the Trusted Build was Dave Herrera. The products from the 
Trusted Build shall be supplied to the EAC as part of the certification effort.  

 
4.3 Technical Data Package Review 
 

The ES&S EVS 5.2.0.0 Technical Data Package (TDP) was reviewed to the 2005 VVSG. This review was 
performed as part of the testing activities. The TDP review included only the documents that support the scope of 
certification for this testing campaign.  
 
The TDP contains information about requirements, design, configuration management, quality assurance, and 
system operations. The EAC requirements state that, at a minimum, the TDP shall contain the following 
documentation: system configuration overview; system functionality description; system hardware specifications; 
software design and specifications; system test and verification specifications; system security specifications; 
user/system operations procedures; system maintenance procedures; personnel deployment and training 
requirements; configuration management plan; quality assurance program; and system change notes. 
 
The TDP documents were reviewed for accuracy, completeness, and compliance to the VVSG. The TDP 
documentation served as the basis for design and development of the functional tests.  
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 
 
4.3 Technical Data Package Review (Continued) 
 

Summary Findings  
 
The review results were recorded in a worksheet that provided the pass/fail compliance to each applicable VVSG 
requirement. There were 47 discrepancies reported to ES&S and internally tracked by NTS Huntsville as test 
exceptions until verified that the applicable documents had been corrected. ES&S corrected nonconformance 
observations and resubmitted the associated documents for review. This process continued until the TDP 
complied with the applicable TDP standards in the EAC 2005 VVSG. 
 
A summary of the TDP issues encountered is provided below:  

• Some descriptive information included was inconsistent with descriptions in other TDP documents. 

• Some documents included functionality that was not supported in the voting system.  

• Some of the individual user guides included information which conflicted with the actual information 
encountered when verified during the testing process. 

 
All noted TDP issues were resolved prior to the conclusion of the review process. The Technical Data Package 
Review Report that summarizes the 47 discrepancies noted is included in Appendix E of this report. The Notice of 
Anomaly (NOA) No.3 documenting that TDP discrepancies were found is included in Appendix F of this report. 
 

 

 
 
 
 
 
 
 
 
 

(The remainder of this page intentionally left blank) 

 



Page 31 of 44 
Test Report No. T71379.01-01 Rev B 

 
 

National Technical Systems 
Huntsville Facility 

4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 
 

4.4 Hardware Testing 
 

EVS 5.2.0.0 is comprised of four proprietary pieces of hardware; DS200, AutoMARK, DS850, and ExpressVote. 
There were no hardware changes to the AutoMARK or DS850, so these components were excluded from 
hardware testing during this campaign. The DS200 hardware versions 1.2.3, 1.3 and the ExpressVote were 
incorporated into the EVS system during this campaign. NTS Huntsville performed hardware testing on the 
DS200 1.3 version and the ExpressVote as part of the FL EVS 4.5.0.0 campaign and the accepted tests are listed 
in table 4-3. NTS Huntsville performed Electrical Supply and Maintainability hardware testing on the DS200 
version 1.3 and ExpressVote during the EVS 5.2.0.0 test campaign. NTS Huntsville also performed Acoustic 
testing on the ExpressVote as part of the EVS 5.2.0.0 campaign. NTS Huntsville determined the EMS computers 
that consist of COTS PCs and laptops are not subject to hardware testing per the EAC 2005 VVSG. The provided 
PCs and laptops documented in Section 2 Materials Required For Testing all contained CE, UL, and FCC 
labeling. 
 

Table 4-3 Hardware Test Examination Results 
 

Test/EAC 2005 VVSG Section Procedure/Description 
EVS 5.2.0.0  

DS200 HW 1.3 & 
ExpressVote HW 1.0  

Electromagnetic Radiation/4.1.2.9 FCC Part 15 Class B for both radiated and 
conducted emissions 

Accept 
FL EVS 4.5.0.0 

Low Temperature/4.1.2.14 MIL-STD-810D minimum temperature shall be -4°F Accept 
FL EVS 4.5.0.0 

Vibration/4.1.2.14 MIL-STD-810D, Method 514.3 physical shock and 
vibration during handling and transport 

Accept 
FL EVS 4.5.0.0 

Lightning Surge/4.1.2.7 IEC 61000-4-5 (1995-02) Accept 
FL EVS 4.5.0.0 

High Temperature/4.1.2.14 MIL-STD-810D, Method 501.2 maximum 
temperature shall be 140°F 

Accept 
FL EVS 4.5.0.0 

Bench Handling MIL-STD-810D, Method 516.3 Procedure VI six 4” 
drops on each edge totaling 24 drops 

Accept 
FL EVS 4.5.0.0 

Electrical Fast Transient/4.1.2.6 IEC 61000-4-4 (2004) Accept 
FL EVS 4.5.0.0 

Humidity Test/4.1.2.14 MIL-STD-810D, Method 501.2 ten 24 hour 
humidity cycles 

Accept 
FL EVS 4.5.0.0 

Electrostatic Disruption/4.1.2.8 IEC 61000-4-2 (1995-01) 15kV air discharge and 
8kV contact discharge 

Accept 
FL EVS 4.5.0.0 

Electromagnetic Susceptibility/4.1.2.10 
IEC 61000-4-3 (2006) electromagnetic field of 

10V/m modulated by a 1kHZ, 80% AM modulation 
at 80MHz to 1000MHz frequency 

Accept 
FL EVS 4.5.0.0 

Conducted RF Immunity/4.1.2.11 IEC 61000-4-6 (1996-04) conducted radio 
frequency energy 

Accept 
FL EVS 4.5.0.0 

Magnetic Fields Immunity/4.1.2.12 IEC 61000-4-8 (1993-06) AC magnetic fields of 30 
A/m at 60Hz 

Accept 
FL EVS 4.5.0.0 

Electrical Power Disturbance/4.1.2.5 IEC 61000-4-11 (1994-06) power surges and dips Accept 
FL EVS 4.5.0.0 

Temperature/Power Variation/4.1.2.13 MIL-STD-810D, Method 502.2 and Method 501.2 
163 hours at 50°F to    95°F  

Accept 
FL EVS 4.5.0.0 

Safety/4.3.8 UL 60950-1 product safety review Accept 
FL EVS 4.5.0.0 

 



Page 32 of 44 
Test Report No. T71379.01-01 Rev B 

 
 

National Technical Systems 
Huntsville Facility 

4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 
 

4.4.1 Acoustic Noise Level Test 
 
The ExpressVote was subjected to an Acoustic Noise Level Test to satisfy the following requirements of Sections 
3.17.1 and 3.2.2.2 (c) of Volume I of the 2005 VVSG: 

Summary Findings   
 
During the Acoustic Noise Level Test, there was one discrepancy recorded.  Refer to Notice of Anomaly (NOA) 
No. 2 presented in Appendix F for further details.  The test was repeated and the ExpressVote successfully met 
the requirements of the Acoustic Noise Level Test.   

 
4.4.2 Electrical Supply Testing 
 

Electrical Supply Testing was performed in accordance with Section 4.1.2.4 of Volume I of the VVSG. The test 
was performed to ensure the DS200 hardware version 1.3 and ExpressVote continue to allow for any voter voting 
at the time of a failure of the main power supply, which is external to the voting system, to complete the casting 
of a ballot. Additionally, it is required that the voting system perform a successful shutdown without loss or 
degradation of the voting and audit data, and allow voters to resume voting once the voting system has reverted to 
back-up power. 
 
To perform the test, the EUT was configured as for normal operation. The EUT was then operated as designed for 
fifteen minutes prior to the removal of the AC input power. Once AC power was interrupted, the DS200 and 
ExpressVote were continuously operated for a minimum period of two hours until backup power was exhausted. 
Following the exhaustion of backup power, the AC power was restored and the system was operated for an 
additional fifteen minutes.  

 
Summary Findings   
 
The DS200 hardware version 1.3 and the ExpressVote successfully completed the requirements of the Electrical 
Supply Test. 

 
4.4.3 Maintainability 
 

Maintainability Testing was performed in accordance with Section 4.7.2 of Volume II of the VVSG. This test was 
performed to evaluate the ease with which preventive and corrective maintenance actions can be performed. This 
test factored in design characteristics of equipment; software; processes the vendor and election officials have in 
place for preventing failures; and procedures for addressing failures. It includes the ability of equipment and 
software to self-diagnose problems and make non-technical election workers aware of a problem and addresses all 
scheduled and unscheduled events which are performed to determine operational status and make component 
adjustments or repairs.  

 
The DS200 hardware version 1.3 and ExpressVote were evaluated with the appropriate vendor documentation, 
and maintainability was determined based on the presence of specific physical attributes that aid system 
maintenance activities, and the ease with which system maintenance tasks were able to be performed. 
 
Summary Findings 
 
The DS200 hardware version 1.3 and the ExpressVote successfully completed the requirements of the 
Maintainability Test. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 
 
4.5 System Level Testing 
  

The ES&S stated system limits for EVS 5200; the tested limit values; and the tests performed to verify each limit 
are compiled in Table 4-4. 
 
System Level Testing was performed to evaluate the integrated operation of the voting system hardware and 
software. The suite of tests that comprise the System level Testing includes: Volume and Stress Test, System 
Integration Test, Security Test, Usability and Accessibility Tests, Data Accuracy, as well as the Physical and 
Functional Configuration Audits.  

 
Table 4-4 EVS 5.2.0.0 System Limits 

 
Limit 

(Maximum             
Number of) 

Declared Value Tested Value Test Performed 

Precincts in Election 9,900 9,900 Volume and Stress 
Candidates/Counters in 

Election 21,000 21,000 Volume and Stress 

Candidates/Counters in 
Precinct 1,000 1,000 Volume and Stress 

Candidates/Counters in 
Tabulator 65,535 65,535 Volume and Stress 

Maximum Precinct 
Element 500,000 500,000 Volume and Stress 

Ballot Styles in Election 9,900 9,900 Volume and Stress 
Contests in a Ballot Style 200 200 Volume and Stress 
Candidates in a Contests 175 175 Volume and Stress 

Ballot Styles in a Precinct 40 40 Volume and Stress 
Number of Parties Gen-=75, Prim=20 Gen=75, Prim=20 Volume and Stress  

Vote For in Contest 98 98 Volume and Stress 

Supported Languages per 
Election 

 
5* 

 
Verified Possible System Integration 

(3) 

* “Verified Possible” means that the limit was tested during the FCA, but could not be verified in an election environment because 
of dependencies in the ballot layout configuration. The stated limits in the “Test Performed” column were tested in an election 
environment. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 

4.5 System Level Testing (Continued) 
 
4.5.1 Volume and Stress Test 
 

The EVS 5.2.0.0 Voting System was subjected to a Volume and Stress Test in accordance with the requirements 
of Section 6.2.3 of Volume II of the VVSG. The purpose of the test was to investigate the system’s response to 
conditions that tend to overload the system’s capacity to process, store, and report data. The Volume Test 
parameters were dependent upon the maximum number of active voting positions and the maximum number of 
ballot styles that the TDP claims the system can support. Testing was performed by exercising election definitions 
developed specifically to test for volume and stress (Election Definitions: Elections A, C, D, and E contained in 
Table 4-5 of this document). Elections B and F were excluded from this campaign based on no changes within the 
ERM limits from the previously certified EVS 5.0.0.0 system. All ExpressVote cards were cast and tabulated 
utilizing the DS200. All totals were verified within ERM against the expected results matrix to verify accuracy 
and the system’s ability to handle the TDP stated limits.  
 

 
Table 4-5 EVS 5.2.0.0 Volume and Stress  

 

Voting Pattern 

“Test Decks” were created for each election definition: 
Election A:  
 
Limits Tested: 

 Maximum Precincts in an election (9900)* 
 Maximum Ballot Styles in an Election (9900)* 

 ExpressVote Test Deck: Marked 99 cards * 
 Voted each contest on card 

 ExpressVote: Marked first candidate in each contest on a card 
*All 9900 ballot styles were loaded on the ExpressVote and the DS200.  99 out of the 9900 ballot 
styles were selected and printed by the ExpressVote.  The DS200 was then used to cast the 99 cards.     
 
Election C: 
 
Limits Tested: 

 Maximum candidate counters/election (21,000) 
 Maximum candidates/contest (175) 
 Maximum “Vote for”/contest (98) 
 Maximum number of parties in a General Election (75) 

 ExpressVote Test Deck: Marked 15 randomly selected cards 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 

4.5 System Level Testing (Continued) 
 
4.5.1 Volume and Stress Test (Continued) 
 

Table 4-5 EVS 5.2.0.0 Volume and Stress (Continued) 
 

Voting Pattern 

Election D: 
 
Limits Tested: 

 Maximum number of parties in a Primary Election (20 including 
nonpartisan party) 

 ExpressVote Test Deck: 20 cards 
 Each candidate was marked 

Election E: 
 
Limits Tested: 

 Maximum district types (20) 
 Maximum district names (40) 

 ExpressVote Test Deck: 8 cards 
 Each candidate was marked 

 
 

Table 4-6 EVS 5.2.0.0 Volume and Stress Cards Cast 
 

EUT Election A Election C Election D Election E Total Cards Cast 
DS200 99 15 20 8 142 

ExpressVote 99 15 20 8 142 
 

 
Summary Findings 
 
At the conclusion of the Volume and Stress Test, the DS200 and ExpressVote units successfully exercised the 
stated system limits. There was one (1) of each DS200 and ExpressVote used for the duration of Volume and 
Stress performance. A total of 142 ballots were processed without issue upon the completion of the test.  

4.5.2 System Integration Test 

System Integration Testing was performed to test all system hardware, software, and peripherals. System 
Integration Testing focused on the complete system including all proprietary software, proprietary hardware, 
proprietary peripherals, COTS software, COTS hardware, and COTS peripherals configured as described in the 
ES&S-submitted TDP for the EVS 5.2.0.0 Voting System. To perform the System Integration Testing, NTS 
Huntsville developed specific procedures and test cases designed to test the system as a whole. These procedures 
demonstrated compliance of the EVS 5.2.0.0 Voting System to Sections 2, 3, 4, 5, and 6 of Volume I of the 
VVSG.   
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 
 

4.5 System Level Testing (Continued) 
 

4.5.2 System Integration Test (Continued) 
 
In order to further verify compatibility between the system in scope, ballots were presented across the system and 
all results verified against the expected results matrix. The created test deck for system integration included hand 
marked ballots, folded ballots, AutoMARK generated ballots, and ExpressVote generated ballots. The generated 
test deck was then utilized for system integration testing on the DS200 and DS850 with all expected results 
verified within ERM. 
 
The six election definitions exercised during the System Integration Testing are listed below: 

• GEN-01 

• GEN-02 

• GEN-03 

• PRIM-01 

• PRIM-02 

• PRIM-03 

 
Summary Findings 
 
Through System Integration Testing, it was demonstrated that the system performed as documented with all 
components performing their intended functions. No anomalies were noted during testing.  
 

4.5.3 Security  
 
EVS 5.2.0.0 was subjected to Security Testing in accordance with the requirements of Section 7.0 of Volume I 
and Section 6.4 of Volume II of the EAC 2005 VVSG. The purpose of the Security Test was to verify that the 
modifications included in the EVS 5.2.0.0 system including the introduction of the DS200 Hardware Version 1.3 
and the ExpressVote did not compromise the security of the system. The focus of security testing was on the 
DS200 Hardware Version 1.3 and the ExpressVote with the remaining components being unmodified from the 
previously certified versions. Based on the limited modifications to the remainder of the system, all previous 
security testing for these components were reused and accepted for the current test campaign. 
 
The ES&S TDP was utilized during this portion of testing to ensure the proper placement was identified within 
the documentation and the placement ensured the security of the component. The DS200 Hardware Version 1.3 
underwent physical security testing in which all tie straps, seals, and locks were tested and verified. The 
ExpressVote underwent a full security test suite to provide verification of the access controls and the physical 
controls documented by ES&S.  
  
Summary Findings:  
 
NTS Huntsville reviewed the ES&S TDP security documentation and the provided Threat Matrix. An analysis 
was performed on the ExpressVote configured as documented by ES&S. Attempts were made to access certain 
functions of the ExpressVote by users that did not have permissions to access those functions. Those attempts 
were unsuccessful. The ExpressVote and DS200 security tie straps, tamper evident seals, locks, and their 
documented installation were analyzed and found to be adequate. NTS Huntsville has determined the EVS 5.2.0.0 
Voting System to be compliant with the security requirements of the EAC 2005 VVSG.   
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 
 
4.5 System Level Testing (Continued) 
 
4.5.4 Usability and Accessibility Test 

 
The EVS 5.2.0.0 Voting System was subjected to Usability and Accessibility Tests in accordance with Volume I, 
Section 3 of the EAC 2005 VVSG. The purpose of this testing was to assess the DS200 Hardware Version 1.3 and 
the ExpressVote conformance to the usability and accessibility requirements in the EAC 2005 VVSG.  
 
All efforts should be made by the voting system to enable a quality interaction between the voter and voting 
system with a comfortable and efficient process providing confidence their votes are cast correctly. Additional 
requirements for task performance are independence and privacy: the voter should normally be able to complete 
the voting task without assistance from others and the voter selections should be private. 
 
The Usability and Accessibility requirements set forth by the VVSG and the Help America Vote Act (HAVA) 
ensure that all eligible voters are provided the ability to vote without discrimination regardless of any disabilities. 
As stated in the VVSG, to meet the requirements of the Usability and Accessibility Test, the voting system shall: 
conform to the specified usability requirements of Volume I, Section 3.1; provide the capabilities required by 
Volume I, Section 3.2; and operate consistently with vendor specifications and documentation. 
 
The requirements for physical, sensory, or cognitive disabilities shall be followed according to HAVA (a) (3) (B). 
Alternative languages shall be in accordance to HAVA (a) (4) and privacy mandated by HAVA (a) (1) (C). In 
addition, Common Industry Format (CIF) shall be used for testing purposes according to ANSI/INCITS 354-2001 
and in accordance with the VVSG. To help meet this requirement, ES&S submitted a summative usability test 
report for the ExpressVote to NTS for review and is included in Appendix K of this report. 
 
Summary Findings 

  
During the Usability and Accessibility Test, there was one discrepancy recorded for the ExpressVote.  Refer to 
Notice of Anomaly (NOA) No. 1 presented in Appendix F for further details.  The test was repeated and the 
ExpressVote successfully met the requirements of the Usability and Accessibility Test. The DS200 Hardware 
Version 1.3 successfully met the requirements of the Usability and Accessibility Test.   

 
4.5.5 Data Accuracy Test 
 

Per the VVSG Vol. II Section 4.7.1.1, “As indicated in Volume I, Section 4, data accuracy is defined in terms of 
ballot position error rate.” This rate applies to the voting functions and supporting equipment that capture, record, 
store, consolidate, and report the selections (or absence thereof) made by the voter for each ballot position. To 
meet the requirements of this test, the voting system must be subjected to the casting of a large number of ballots 
to verify vote recording accuracy, i.e. at least 1,549,703 ballot positions correctly read and recorded. An accuracy 
test was performed on the ExpressVote based on the new component being introduced into the system and NTS 
Huntsville determined the DS200 (versions 1.2, 1.2.3, 1.3) also required an accuracy test based on the hardware 
and software changes made to each of the components. Based on the evaluation of the software changes to the 
AutoMARK and DS850 NTS Huntsville determined these components were excluded from the accuracy test, 
however the DS850 was utilized for tabulation of the ExpressVote cards that were printed during the ExpressVote 
accuracy test. The tables below summarize the accuracy test breakdown for the DS200 and the ExpressVote. 
 
Tables 4-7 and 4-8 show the breakdown of the ballots processed during the Accuracy Test. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 
 

4.5 System Level Testing (Continued) 
 
4.5.5 Data Accuracy Test (Continued) 

 
Table 4-7 EVS 5.2.0.0 Accuracy DS200 

 

Ballot 
Size 

No. of 
Ballots 

No.  Vendor 
Marked 

No. 
Hand 

Marked 

No.  Ballot 
Positions 
per Ballot 

No. of 
Machines 

in Test 
X Voted= 

Total 
Ballot 

Positions 

Total 
Ballots 

11 inch 100 30 70 392 3 2 235,200 600 

14 inch 100 30 70 512 3 2 307,200 600 

17 inch 100 30 70 640 3 2 384,000 600 

19 inch 100 30 70 720 3 3 648,000 900 

Total 400 120 280 N/A N/A 9 1,574,400 2700 
 

 
Table 4-8 EVS 5.2.0.0 Accuracy ExpressVote 

 

Ballot 
Size 

No. of 
Cards 

No. of  ExpressPass 
cards with activation 

bar codes per unit 

No. of blank 
ExpressVote 

cards per unit 

No.  Ballot 
Positions 
per Ballot 

No. of 
Machines 

in Test 

Total 
Ballot 

Positions 

Total 
Cards 

11 inch 100 10 90 800 5 400,000 500 

14 inch 100 10 90 800 5 400,000 500 

17 inch 95 10 85 800 5 380,000 475 

19 inch 95 10 85 800 5 380,000 475 

Total 390 40 350 N/A N/A 1,560,000 1950 
 

Summary Findings 
 

The EVS 5.2.0.0 Voting System successfully met the requirements of the Data Accuracy Test by scanning and 
processing at least 1,549,703 ballot positions. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 
 

4.5 System Level Testing (Continued) 
 
4.5.6 Physical Configuration Audit 

 
A Physical Configuration Audit (PCA) of the EVS 5.2.0.0 Voting System was performed as part of the testing 
activities in accordance with Section 6.6 of Volume II of the VVSG. The PCA compares the voting system 
components submitted for certification with the vendor’s technical documentation and confirms that the 
documentation submitted meets the requirements of the Guidelines. The PCA included the following activities:  
 
• Establishing a configuration baseline of software and hardware to be tested; confirm whether manufacturer’s 

documentation is sufficient for the user to install, validate, operate, and maintain the voting system;  

• Verifying software conforms to the manufacturer’s specifications; inspect all records of manufacturer’s 
release control system; if changes have been made to the baseline version, verify manufacturer’s engineering 
and test data are for the software version submitted for certification;  

• Reviewing drawings, specifications, technical data, and test data associated with system hardware, and to 
establish system baseline;  

• Reviewing manufacturer’s documents of user acceptance test procedures and data against system’s functional 
specifications; resolve any discrepancy or inadequacy in manufacturer’s plan or data prior to beginning 
system integration functional and performance tests;  

• Subsequent changes to baseline software configuration made during testing, as well as system hardware 
changes that may produce a change in software operation are subject to re-examination.  

 
The PCA performed on the EVS 5.2.0.0 Voting System consisted of inspecting the following:  

• The EVS Election Management System (EMS) software platform 

• ExpressVote Universal Vote Capture Device 

• DS200 Precinct Digital Scanner 

• AutoMARK ADA Ballot Marking Device 

• DS850 Digital Scan Central Ballot Scanner 

• All accessories, equipment, and documentation used with the EVS 5.2.0.0 Voting System 
 

Summary Findings 
 
A PCA was performed to baseline the system’s hardware and software components that were used during the test 
campaign. No discrepancies were noted during the PCA. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 
 

4.5 System Level Testing (Continued) 
 
4.5.7 Functional Configuration Audit (FCA) 
 

The Functional Configuration Audit encompassed an examination of manufacturer’s testing, and additional 
testing by the VSTL, to verify that the system hardware and software under scope for the test campaign performed 
all functions described in the manufacturer’s documentation submitted as part of the TDP. In addition to 
functioning according to the manufacturer’s documentation, tests were conducted to ensure the system hardware 
and software met all applicable EAC 2005 VVSG requirements. The FCA for the EVS 5.2.0.0 campaign included 
the EMS, ExpressVote, DS200, AutoMARK, and DS850. 

 
A Functional Configuration Audit of the ES&S EVS 5.2.0.0 was performed in accordance with Section 6.7 of 
Volume II of the VVSG. The purpose of the FCA was to verify that the EVS 5.2.0.0 system under scope 
performed as documented in the ES&S-supplied technical documentation during pre-voting, voting, and post-
voting activities and validated that the EVS 5.2.0.0 meets the requirements of the EAC 2005 VVSG. To perform 
the FCA, the EVS 5.2.0.0 was subjected to a series of tests to simulate pre-voting, voting, and post-voting 
activities. These tests were performed to ensure compatibility of voting machine functions using the referenced 
firmware. During the FCA, both normal and abnormal data was input into the system to attempt to introduce 
errors and test for error recovery. The activities simulated were:  
 
• Verification of hardware status via diagnostic reports prior to election; 

 
• Performing procedures required to prepare hardware for election operations; 

 
• Obtaining ‘zero’ machine report printouts on all contest fields; 

 
• Performing procedures to open the polling place and enable ballot counting; 

 
• Casting of ballots to demonstrate proper processing, error handling, and generation of audit data; 

  
• Performing hardware operations required to disable ballot counting and closing the polls; 
 
• Obtaining machine reports and verifying correctness 
 
• Obtaining machine-generated audit logs and verifying correctness 
 
The FCA was divided into three phases: pre-voting, voting, and post-voting. The three phases are described in 
greater detail in the following paragraphs: 

 
1. Pre-Voting 
 

Pre-Voting encompasses all activities performed to the point of loading the election data on a transport 
media. These activities include verifying roles, user administration, database administration, defining the 
political subdivisions, defining election types, defining voting variations, defining the ballot contents, 
audio ballot definition, election definition loading, auditing election creation process, producing pre- 
election reports, adding to existing elections, updating existing elections, modifying ballot styles, 
verifying alternative language translations, and loading an election on precinct count devices.  
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 
 

4.5 System Level Testing (Continued) 
 

4.5.7 Functional Configuration Audit (FCA) (Continued) 
 

2. Voting 
 

Voting encompasses all activities performed by poll workers, voters, and warehouse maintenance 
technicians after an election has been loaded. These activities include pre-election logic testing, 
diagnostic tests, opening the polls, activating ballots, voting and casting both normal and audio ballots, 
utilizing the usability and accessibility aspects of the accessible voting station, closing the polls, printing 
machine reports, performing post-election maintenance tasks, and executing special voting sessions such 
as the processing of absentee and provisional ballots.  

 
3. Post-Voting 
 

Post-Voting encompasses all activities performed after the polls have closed. These activities include 
verifying election results, tabulation of results, consolidating voted data, Election Media  maintenance & 
cleaning, Election Media logs, concluding an election, backing up results, retaining election data for 22 
months, deleting elections, and auditing voting machine log.  

 
Summary Findings 
 
A Functional Configuration Audit was performed on the EMS, DS200, ExpressVote, AutoMARK, and DS850 to 
ensure it functions and operates as described with the system’s technical documentation. A total of seven 
discrepancies were documented during the FCA.  All discrepancies notated during the FCA are included within 
Notice of Anomaly No.5, Rev A and further detail is located within Appendix F of this report. All discrepancies 
noted were corrected and retested to validate the fix prior to the conclusion of the test campaign. 

 
 
 
 
 
 
 
 
 
 

(The remainder of this page intentionally left blank) 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 
 
4.5 System Level Testing (Continued) 
 
4.5.8 Availability 
   

The voting system achieved at least 99 percent availability during normal operation for the applicable functions of 
the system. 

4.6 Anomalies and Resolutions 
 

A total of five Notices of Anomaly were issued throughout the test campaign upon occurrence of a verified 
failure, an unexpected test result, or any unsatisfactory condition. All anomalies encountered during testing were 
successfully resolved prior to test completion.  The Notices of Anomaly generated are presented in their entirety 
in Appendix F of this report and are summarized below, along with their resolution.  
 

 Notice of Anomaly (NOA) No. 1: Usability and Accessibility Test:   
 

The horizontal distance between the centers of the keys on the touchscreen keyboard on the ExpressVote was less 
than 0.8 inches. 
 
Resolution to Anomaly No. 1: 
 
ES&S acknowledged the anomaly and resolved the issue in a subsequent version of the firmware.  The distance 
between the keys was re-tested and found to be compliant.          

 
 Notice of Anomaly No. 2: Acoustic Noise Level Test:  The ExpressVote would not allow the voter to decrease the 

volume at the beginning of each voting session.     
 

Resolution to Anomaly No. 2: 
 
ES&S acknowledged the anomaly and resolved the issue in a subsequent version of the firmware.  The Acoustic 
Test was repeated and the volume levels were complaint.    

  
 Notice of Anomaly No. 3: Technical Data Package (TDP) Review 
 
Review of the submitted documentation revealed discrepancies between the TDP and the EAC 2005 VVSG 
requirements.  Functional testing also identified text in the TDP that conflicted with the actual operation of the 
system.  Each noted discrepancy was documented in detail in the NTS Huntsville-generated TDP review reports 
on file as raw data. The review results were recorded in a worksheet that provided the pass/fail compliance to 
each applicable EAC 2005 VVSG requirement.  
  
Resolution to Anomaly No. 3:  
 
The EVS 5.2.0.0 Voting System is a modification of a previously certified system. As such, the TDP was only 
reviewed where modified or where impacted by system modification. ES&S corrected each nonconformance 
observation and resubmitted the associated documents for review. This process continued until the TDP complied 
with all applicable requirements. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 
 
4.6 Anomalies and Resolutions (Continued) 

 
Notice of Anomaly No. 4: Source Code Review 

  
Review of the submitted source code modules comprising the EVS 5.2.0.0 Voting System revealed deviations 
from the standard as well as issues with the commenting. These anomalies are documented in detail in the NTS-
Huntsville generated review reports on file as raw data.   
 
Resolution to Anomaly No. 4:  
 
Upon completion of the review for each source code submission, a technical summary report of all identified 
standards violations was sent to ES&S for resolution. ES&S then corrected the reported discrepancies and re-
submitted the source code for re-review.  This process was repeated as many times as necessary until all identified 
standards violations were corrected.  All discrepancies were resolved by ES&S before the conclusion of the test 
campaign. Additional information can be located in tables 4-1 and 4-2 of this document.  
 
Notice of Anomaly No. 5 Rev A: Functional Configuration Audit (FCA) 
 
During the FCA, seven discrepancies were identified and included within this NOA. The following discrepancies 
were documented: 
 
1. "ExpressVote General Error.  Unknown Error occurred.  Please Contact an Election Official.  An Error has 

occurred."  Message displayed when attempting to generate hash of Firmware/OS/Bootloader with Include 
Graphics Option checked. 

2. Open Primary contests without party preference on the ExpressVote: Voting in more than one party's contests 
caused candidates to display as selected, but not print. 

3. When attempting to print a ballot image in ElectionWare, if a new printer is selected when attempting to print 
ballot images, the image will print to the previously selected printer. 

4. When attempting to print a ballot image in ElectionWare, pressing the "X" button to close the printer window 
causes the image to be printed anyways. 

5. Enable/Disable BOL Scanning option is stated incorrectly in the system log as "Bypass Graphics/Audio 
Check Option Enabled/Disabled" on the ExpressVote. 

6. For DS200 tabulation in ERM, the option "Update DS200 Results from SFTP" is not greyed out. 
7. The DS200 was incorrectly displaying the ballot counts for the ExpressVote cards on the QR Status Code 

screen.  The ExpressVote cards were being counted as DS200 ballots after the polls were closed. 
 

Resolution to Anomaly No. 5 Rev A Items 1, 5, and 7: 
 
ES&S acknowledged the discrepancies and resolved them in subsequent versions of the ExpressVote and DS200 
firmware.  The items were retested and found to be compliant. 
  
Resolution to Anomaly No. 5 Rev A Items 2, 3, 4, and 6: 
 
ES&S acknowledged the discrepancies and resolved them in subsequent versions of the ElectionWare and ERM 
software.  The items were retested and found to be compliant. 
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued) 

4.7 Recommendation for Certification 
 
NTS Huntsville performed conformance/specification testing on the modifications to EVS 5.2.0.0 Voting System 
to the EAC 2005 VVSG (Version 1.0).  During the test campaign, the data from all testing was reviewed to ensure 
all VVSG requirements that are supported by the EVS 5.2.0.0 Voting System had been tested. NTS Huntsville 
also used discretion as granted by the VVSG to design and exercise FCA Test Cases, perform source code 
reviews, and perform Security Tests. 

 
NTS Huntsville performed conformance testing on all modifications submitted for the ES&S EVS 5.2.0.0 Voting 
System. The modifications and additions met the requirements of the EAC 2005 VVSG and the manufacturer’s 
technical documentation. As such, NTS Huntsville recommends the EAC grant the ES&S EVS 5.2.0.0 Voting 
System certification to the EAC 2005 VVSG. 
 
This report is valid only for the equipment identified in Section 2 of this report. Any changes, revisions, or 
corrections made to the system after this evaluation shall be submitted to the EAC to determine if the modified 
system requires a new application, or can be submitted as a modified system. The scope of testing required was 
determined based upon the degree of modification. 

 
Due to the varying requirements of individual jurisdictions, it is recommended by the EAC 2005 VVSG 
that local jurisdictions perform pre-election logic and accuracy tests on all systems prior to their use in an 
election within their jurisdiction. 
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Item 
Number Module Affected Version Number Modification 

1 ExpressVote Hardware v1.0 Addition of a new universal vote capture device 
2 DS200 Hardware 1.2.3 Incorporates all changes in ECO 1281 

3 DS200 Hardware v1.3 Implement new motherboard and new scanner board as previous 
boards are going end-of-life (EOL). 

4 DS200 Hardware v1.3 Transport component update to enhance ballot handling and 
manufacturing tolerances. 

5 DS200 Hardware v1.3 Replace CFL backlight with LED backlight due to EOL (end of 
life). 

6 DS200 Hardware v1.3 
Usability and compatibility enhancements to battery compartment 
access, ballot box replacement rails, power/close compartment 
switch, and equipment labeling. 

7 ExpressVote & 
ElectionWare 

ExpressVote FW 1.4.0.0; 
ElectionWare 4.6.0.0 Enhancement to support the Open Primary election type. 

8 ExpressVote ExpressVote FW 1.4.0.0 Enhancement to update the field length displayed on the 
ExpressVote 

9 ExpressVote & 
ElectionWare 

ExpressVote FW 1.4.0.0; 
ElectionWare 4.6.0.0 

This enhancement will allow the ExpressVote to display the 
customized precinct name that is configured in ElectionWare. 

10 DS200 & 
ElectionWare 

DS200 FW 2.12.0.0 
 ElectionWare 4.6.0.0 

The ability for the DS200 to query blank ExpressVote activation 
cards. 

11 ElectionWare ElectionWare 4.6.0.0 Enhances the cast vote record (CVR) export so that contest totals 
by district can be derived from the CVR spreadsheet. 

12 DS200 Firmware 2.12.0.0 The enhancement allows an override to bypass “diverter not 
installed” stop and keep scanning.  

13 DS850 Firmware 2.10.0.0 Added the ability to password protect the generation of results 
reports. 

14 DS200 Firmware 2.12.0.0 Enhancement so the candidate order on the zero and results 
reports on the DS200 matches the ballot for that precinct. 

15 

DS200, DS850, 
ExpressVote, 

AutoMARK, & 
ElectionWare 

DS200 FW 2.12.0.0;  
DS850 FW 2.10.0.0; 

ExpressVote FW 1.4.0.0; 
AutoMARK FW 1.8.6.0; 

ElectionWare 4.6.0.0 

Implement method to validate hash values with Trusted Build to 
conform to RFI 2012-04. 

16 System Wide EVS 5.2.0.0 TDP update for Configuration Management to conform to RFI 
2012-03. 

17 ERM ERM 8.11.0.0 Audit Log timestamp updates to conform with RFI 2013-03. 

18 System Wide EVS 5.2.0.0 Quality Improvements: enhancements to any GUI related issues 
and toolbox improvements   

19 ExpressVote & 
AutoMARK 

ExpressVote FW 1.4.0.0 
AutoMARK FW 1.8.6.0 

Pennsylvania rule for contest re-voting conditions associated with 
Straight Party ticket voting. 

20 ExpressVote & 
AutoMARK 

ExpressVote FW 1.4.0.0 
AutoMARK FW 1.8.6.0 

Enhancements of the ExpressVote and AutoMARK screens for 
plain language and conformance to usability guidelines. 

21 ERM ERM 8.11.0.0 The ERM csv export excludes some vote totals when PRC contest 
types are used. 

22 

DS200, DS850, 
AutoMARK, 

ERM, & 
ElectionWare 

DS200 FW 2.12.0.0;  
DS850 FW 2.10.0.0;  

AutoMARK FW 1.8.6.0; 
ERM 8.11.0.0 

ElectionWare 4.6.0.0 

Illinois tabulation rule: An overvoted contest must count as 1 in 
the overvote tally, rather than being counted as the same number 
as the Vote-for in the contest. 

23 System Wide EVS 5.2.0.0 Upgrade to Adobe Standard version XI. 

24 System Wide EVS 5.2.0.0 
Routine task updates for every release. For example: TDP 
updates, hardening scripts, source code file listings, and change 
notes. 

25 DS850 DS850 FW 2.10.00 DataWin updates to DS850 firmware 
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Photograph No. 1 
ExpressVote Acoustic Noise Level Test Setup 

 
 

               
 

Photograph No. 2  
DS200 Electrical Supply Test Setup 

 Photograph No. 3  
ExpressVote Electrical Supply Test Setup 
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Photograph No. 4  
DS200 Maintainability Test Setup 

 Photograph No. 5  
ExpressVote Maintainability Test Setup 

 
 

 
 

Photograph No. 6 
Usability and Accessablity Test Setup 
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Photograph No. 7 
DS200 Accuracy Test Setup 

 
 
 
 

 

 
 

Photograph No. 8 
ExpressVote Accuracy Test Setup 
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Photograph No. 9 
Volume and Stress Test Setup 

 
 

 
 

Photograph No. 10 
Volume and Stress Test Setup 
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Photograph No. 11 
System Integration Test Setup 

 
 

 
 

Photograph No. 12 
DS200 System Integration Test Setup 
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Photograph No. 13 
ExpressVote System Integration Test Setup 

 Photograph No. 14 
AutoMARK System Integration Test Setup 

 
 

 
 

Photograph No. 15 
DS850 System Integration Test Setup
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ID Category Status Summary 

107 FCA closed 
Message displayed when attempting to generate hash of Firmware/OS/Bootloader with Include 
Graphics Option checked. "ExpressVote General Error.  Unknown Error occurred.  Please 
Contact an Election Official.  An Error has occurred."   

126 FCA closed Open Primary: Voting in more than one party's contests caused candidates to display as selected, 
but not print. 

134 FCA closed When attempting to print a ballot image in ElectionWare, if a new printer is selected when 
attempting to print ballot images, the image will print to the previously selected printer. 

139 FCA closed When attempting to print a ballot image in ElectionWare, pressing the "X" button to close the 
printer window causes the image to be printed anyways. 

140 FCA closed Enable/Disable BOL Scanning option is stated incorrectly in the system log as "Bypass 
Graphics/Audio Check Option Enabled/Disabled." 

141 FCA closed For DS200 tabulation in ERM, the option "Update DS200 Results from SFTP" is not greyed out. 

142 FCA closed 
The DS200 was incorrectly displaying the ballot counts for the ExpressVote cards on the QR 
Status Code screen.  The ExpressVote cards were being counted as DS200 ballots after the polls 
were closed. 
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ID Category Status Summary 
89 TDP closed EVS5200_SMM00_DS200 
90 TDP closed EVS5200_SMM00_DS200, Chapter 7, pg. 30 & pg. 31 
91 TDP closed EVS5200_DOC_D_1200_ChangeNotes 
92 TDP closed EVS5200_SOP00_ExpressVote, pg. 241 & 242 
93 TDP closed EVS5200_SSS00 
94 TDP closed EVS5200_SOP00_ELS 
95 TDP closed EVS5200_SOP00_ElectionWare04_Deliver 
96 TDP closed EVS5200_SDS00_ERM 
97 TDP closed EVS5200_SDS00_ERM01_Appendices 
98 TDP closed EVS5200_P_D_0500_UsabilityTestReports 
99 TDP closed EVS5200_SMM00_ExpressVote, To Set the Serial Number, pg. 25-26 

100 TDP closed EVS5200_SMM00_ExpressVote, Chapter 3: System Maintenance Menu 
101 TDP closed EVS5200_SMM00_ExpressVote, Changing Battery, pg. 70 
102 TDP closed EVS5200_SMM00_ExpressVote, pg. 70-71 
103 TDP closed EVS5200_SMM00_ExpressVote, Front Cover 
104 TDP closed EVS5200_C_D_0100_SysOvr: Attachment 2, Voting System Summary: page "1" (pdf page 54) 
105 TDP closed EVS5200_C_D_0100_SysOvr: Attachment 2, Voting System Summary: page "6" (pdf page 59) 

106 TDP closed EVS5200_C_D_0100_SysOvr: Attachment 2, Voting System Summary: Voting System 
Equipment. 

108 TDP closed EVS5200_DOC_SOP_ExpressVote, (for example, pgs. 23,112) 
109 TDP closed EVS5200_DOC_SOP_ExpressVote, Chapter 12: User Acceptance Checklist, pg. 30 

110 TDP closed EVS5200_DOC_SOP_ExpressVote, TABLE 27, Placement of ExpressVote Security Seals, pg. 
77 

111 TDP closed EVS5200_DOC_SOP_ExpressVote, Ballot Boxes, pg. 76 
112 TDP closed EVS5200_CM_SPC00_SysSecuritySpec 
113 TDP closed EVS5200_CM_SPC00_SysSecuritySpec, sections 1.2.5, 1.4.6, 3.3.2.2, & 3.3.4.2 
114 TDP closed EVS5200_CM_SPC00_SysSecuritySpec, Section 3.3.2.2 pg. 48 
115 TDP closed EVS5200_DOC_SOP_ExpressVote, Securing the ExpressVote Unit, Reference, pg. 75 
116 TDP closed EVS5200_DOC_SOP_ExpressVote, Securing the ExpressVote Unit, pg. 75 
117 TDP closed EVS5200_DOC_SOP_ExpressVote, Securing the ExpressVote Unit, pg. 75 
118 TDP closed EVS5200_DOC_SOP_ExpressVote, throughout document 
119 TDP closed EVS5200_DOC_SOP_ExpressVote, TABLE 32: Glossary, pg. 122 

120 TDP closed Multiple documents. There are several references to a lockable "rear" paper chute access door on 
the ExpressVote. 

121 TDP closed EVS5200_DOC_SOP_ExpressVote, Election Day Security, pg. 230 & 
EVS5200_CM_SPC00_SysSecuritySpec, ExpressVote Spec Sheet 

122 TDP closed ExpressVoteHW_M_SPC_0310_HWSpec, I.4.1.4.1.a (pg. 12) 
123 TDP closed EVS5200_DOC_SOP_12_EW04Deliver, Chapter 3: DS/ExpressVote Security, pg. 10 
124 TDP closed EVS5200_DOC_SOP_ExpressVote, Chapter 6, Setting the Maintenance Security Code, pg. 54 
125 TDP closed EVS5200_DOC_SOP_12_EW04Deliver, Chapter 3: DS/ExpressVote Security, pg. 10 
127 TDP closed EVS5200_DOC_SOP_11_EW01Admin Set User Password Policies pgs. 49 & 111 
128 TDP closed EVS5200_DOC_SOP_ExpressVote, Clear and Initialize ExpressVote, Step 7, pg. 89 
129 TDP closed EVS5200_DOC_SOP_ExpressVote, Installing & Removing the Election Media Device, pg. 123 
130 TDP closed EVS5200_C_D_0100_SysOvr, SpecSheet_ExpressVote_HWv.1.0, (pdf pg. 60) 
131 TDP closed EVS5200_DOC_SOP_ExpressVote, Firmware/OS/Bootloader - Export to Media, pg. 67 
132 TDP closed EVS5200_DOC_SOP_ExpressVote 
133 TDP closed EVS5200_DOC_SOP_EW01Admin, Chapter 9: Getting Started, Start ElectionWare, pg. 23 
135 TDP closed EVS5200_DOC_SOP_ExpressVote 
136 TDP closed ExpressVoteHW_M_SPC_0310_HWSpec 
137 TDP closed EVS5200_DOC_SOP_EW04Deliver, Chapter 4: AutoMARK Security, pg. 13 
138 TDP Closed Remove all references to M100 and M650 in multiple docs 
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1.0 Introduction 
 

The Voluntary Voting System Guidelines (VVSG) allows for vendors to provide additional system capabilities in 
order to respond to the requirements of individual states.  The scope of testing for these additional capabilities is 
pre-defined prior to the start of the test campaign. 

2.0 Scope of Testing 
   

Testing was conducted on the following additional components of the EVS 5.2.0.0 Voting System: 
  

• ExpressPass Application – A standalone application that interfaces with Voter Registration (electronic 
Pollbook) systems and the ExpressPass printer to print the ballot activation code on an ExpressVote 
activation card. This code on the activation card activates the correct ballot the voter is authorized to vote. 

 
• ExpressPass Printer – A small, thermal, on demand printer used to print the ballot activation code on the 

ExpressVote activation card.  
 

 
Table J2-1 lists the equipment used for the additional testing. 
 

Table J2-1 
 

Equipment Model Number  Manufacturer Description Serial Number 
ExpressPass Printer 4200 Microcom Thermal bar code printer 01901042505 

 
 

2.1 Source code review 
  

The Source Code Review for the ExpressPass Application version 1.1.0.0 was conducted in accordance with all 
EAC 2005 VVSG requirements. 
 

• Selection of programming languages 
• Software integrity 
• Software modularity and programming 
• Control constructs 
• Naming conventions 
• Coding conventions 
• Comment conventions 

 
2.2 Technical Data Package Review 

 
• ExpressPass Application Operator’s Guide 

 
2.3 Functionality Testing 

 
• Installation and Uninstallation of the ExpressPass Application version 1.1.0.0.  
• Proper activation of ballots using ExpressPass printed bar codes created on the ExpressVote cards 

generated in the Manual Mode of the ExpressPass Application version 1.1.0.0.  
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2.4       Trusted Build 
 

A Trusted Build of the ExpressPass Application was created using ES&S’s Trusted Build documentation. The 
build was conducted in accordance with all EAC 2005 VVSG requirements, and was performed according to the 
following steps:  

 
• Clear hard drive of existing data 
• Retrieve the compliant source code 
• Retrieve the installation media for OS, compilers, and build software 
• Construct the build environment 
• Create digital signatures of the pre-source build environment 
• Create a disk image of the pre-source build environment 
• Load the compliant source code into the build environment 
• Create a digital signature of the post-source build environment 
• Create a disk image of the post-source build environment 
• Build the executable code 
• Create the installation media 
• Create a digital signature of the final build environment 
• Create a disk image of the final build environment 
• Create a digital signature of the installation media 
• Install executable code onto the hardware and validate the software/firmware 
• Deliver source code with digital signature, disk image of pre-build environment with digital signatures, 

disk image of post-build environment with digital signatures, executable code with digital signatures, and 
installation media to the EAC Repository. 

 
The “Trusted Builds” for the EVS 5.2.0.0 Voting System included source code, data, and script files in clear text 
form. Additionally, ES&S provided commercially available media and download links for the required COTS 
software.  NTS verified all COTS software by generating and subsequently verifying hash values from each 
software supplier. Prior to performing each build, a commercially-available software tool was used to clear each 
sector of the disk drives of any existing data. Afterwards, the designated Operating System was loaded, and the 
application was built using the previously verified source code and COTS software. The final step in the process 
included verifying the ExpressPass Application by installing it onto the EMS hardware. 
 

3.0 Testing Results 
 
3.1 Source Code Review 
 

• ExpressPass Application 
 

o All EAC 2005 VVSG requirements violations were resolved prior to the commencement of the 
Trusted Build process. 

 
o The Trusted Build process was successfully completed for ExpressPass Application version 1.1.0.0. 
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3.2  Technical Data Package Review 
 

The following documents submitted were reviewed to the EAC 2005 VVSG requirements. The processes and 
procedures contained in the ExpressPass and ExpressVote documents were confirmed to successfully install, 
configure, and test the ExpressPass Application and the QR code scanner tethered to the ExpressVote.  The 
procedures contained in the build document were followed to successfully build the ExpressPass application. 
 

Table J3-1 
 

EVS 5.2.0.0 ExpressPass and 
ExpressVote TDP Documents Version Date Document 

Number 
System Overview  9.0 04/11/2014 01-01 
ExpressPass Operators Guide 4.0 03/20/2014 07-12 
Build Procedure, ExpressPass v 1.1.0.0 1.1 04/03/2014 N/A 

 
3.3 Functionality Testing 
 

NTS personnel successfully printed activation bar codes on 200 ExpressVote cards used during the ExpressVote 
Accuracy Test detailed in the section 4.5.5 of this Test Report.  The ExpressPass Application and the ExpressPass 
Printer were used for this test. The ExpressVote successfully read all of activation bar codes on the cards.  No 
issues were noted during the execution of this test. 
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EVS 5.2.0.0 Security Test Matrix 
 

Tests To be Tested Results 

TESTS 
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Ports, Protocols, Services Scan   X X X X  Pass Previous Previous Previous  

Vulnerability Scan  X X X X  Pass Previous Previous Previous  

File permission checks on critical 
files/apps/directories X X X X  Pass Previous Previous Previous  

Account checks (privileges, Password) X X X X  Pass Previous Previous Previous  

Test Verification Process X X X X  Pass Previous Previous Previous  

Attacks from key - TM X X X X  Pass Previous Previous Previous  

TDP Review X X X X  Pass Previous Previous Previous   

File Manipulation X X X X  Pass Previous Previous 
 

Previous 
 

 

Operating System Tests  
      

       

BIOS - order change, backdoor, 
potential mbr attack on crypto X X X X  Pass Previous Previous Previous  

Xwindows - bypass/short cut desktop 
 

  X 
  

  Previous  

Password policy enforcement X X X X  Pass Previous Previous Previous  

Hardware connections (usb, lan) X X X X  Pass Previous Previous Previous  

Event Log X X X X  Pass Previous Previous Previous  

Application Tests 
      

        

Check installed software X X X X  Pass Previous Previous Previous  
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Tests To be Tested Results 

TESTS 
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Check "timeout"   X X X X  Pass Previous Previous Previous  

Password Aging   
 

X X X  
 

Previous Previous Previous   

Verify user name and Password  X X X X  Pass Previous Previous Previous  

Verify user roles X X X X  Pass Previous Previous Previous  

Transport Media Tests 
 

    
 

        

ES&S Approved Compact Flash X X X X  Pass Previous Previous Previous  

Compact Flash Clean or Cleared X X X X  Pass Previous Previous Previous  

Physical Security 
 

    
 

        

Machine disposables can be replaced 
without gaining access to internal 
components.   

X X X   Pass Previous Previous   

Verify that ballot counter cannot be reset 
except by authorized persons X X X   Pass Previous Previous   

Tamper evident tape and seals X X X  X Pass Previous Previous  Previous 

Bypass or defeat security environment X X X X X Pass Previous Previous Previous Previous 

Ballot storage device is secure 
 

  X X 
 

  Previous Previous 

TDP Review X X X X  Pass Previous Previous Previous  

Verify software and firmware on unit 
reflects the TDP X X X X  Pass Previous Previous Previous  
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