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INTRODUCTION

EVS 5.2.0.0 was submitted for 2005 Voluntary Voting System Guidelines Standards Version 1.0 (2005 VVSG)
certification. The modifications submitted were tested to the latest voting system standards, the 2005 Voluntary
Voting System Guidelines (2005 VVSG), based on the requirements set forth in section 4.4.2.3 of the EAC
Testing and Certification Program Manual.

EVS5.0.0.0 EVS5.2.0.0
2005 VVSG Certification 2005 VVSG Certification

Testing Scope

This report presents the procedures followed and the results obtained during certification testing of the Election
Systems & Software (ES&S) EVS 5.2.0.0 Voting System. A previous version of this system, EVS 5.0.0.0, was
granted certification under EAC Certification Number ESSEVS5000. Since that time, ES&S has incorporated
modifications resulting in the release of EVS 5.2.0.0.

The primary purpose of certification testing was to determine whether the system complied with the requirements
of the Election Assistance Commission (EAC) 2005 Voluntary Voting System Guidelines (VVSG). The primary
purpose of this modification was to introduce the ExpressVote Universal VVote Capture Device and the DS200 1.3
& 1.2.3 hardware versions into the previously certified EVS 5.0.0.0 voting system. In addition, ES&S submitted
software changes to the DS200, DS850, AutoMARK, ElectionWare, and Election Reporting Manager (ERM).

The system changes submitted to the EAC in the Application for Certification (ESS1303) include functional and
hardware modifications to the EMS, DS850, and DS200. Functional upgrades were made throughout this
modification including software fixes, conformance with new RFIs released before application submission,
software to enhance usability, replacement of hardware parts nearing end of life, and integration with the EVS
suite to enhance usability and performance. These modifications are presented in their entirety in Appendix A.

Objective

The objective of this system modification test program was to ensure that EVS 5.2.0.0 complied with the
hardware and software requirements of the EAC 2005 VVSG. The scope and detail of the requirements tested in
the certification were selected to correspond to the scope of the system detailed in the application submitted by
ES&S. An in-depth examination of the system further confirmed the applicable requirements selected for
compliance testing. This included the inspection and evaluation of system documentation and the execution of
functional tests to verify system performance and function under normal/abnormal conditions.

Test Report Overview

This test report consists of four main sections and appendices:

e 1.0 Introduction — Provides: the architecture of the National Certification Test Report (hereafter referred to as
Test Report), a brief overview of the testing scope of the Test Report, customer information, and references
applicable to the voting system hardware, software, and this test report.

National Technical Systems
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INTRODUCTION (Continued)

Test Report Overview (Continued)

2.0 System Identification — Provides information about the system tested that includes the system name and
major subsystems, test support hardware, and specific documentation provided by the vendor used to support
testing.

3.0 Test Background — Contains information about the certification test process and a list of terms and
nomenclature pertinent to the Test Report and system tested.

4.0 Test Findings and Recommendations — Provides a summary of the results of the testing process.

Appendices— Information supporting reviews and testing of the voting system.

Customer

Election Systems & Software, LLC
11208 John Galt Blvd.
Omaha, NE 68137-2364

References

The documents listed were utilized to perform testing.

Election Assistance Commission 2005 Voluntary Voting System Guidelines, Volume I, Version 1.0, “Voting
System Performance Guidelines,” and Volume Il, Version 1.0, “National Certification Testing Guidelines”,
dated December 2005

Election Assistance Commission Testing and Certification Program Manual, Version 1.0, effective date June
1, 2011

Election Assistance Commission Voting System Test laboratory Program Manual, Version 1.0, expires
November 2014

National Voluntary Laboratory Accreditation Program NIST Handbook 150, 2006 Edition, “NVLAP
Procedures and General Requirements (NIST Handbook 150),” dated February 2006

National Voluntary Laboratory Accreditation Program NIST Handbook 150-22, 2008 Edition, “Voting
System Testing (NIST Handbook 150-22),” dated May 2008

United States 107" Congress Help America Vote Act (HAVA) of 2002 (Public Law 107-252), dated October
2002

Test Guidelines Documents: EMI-001A, Test Guidelines for Performing Electromagnetic Interference (EMI)
Testing,” and EMI-002A, “Test Procedure for Testing and Documentation of Radiated and Conducted
Emissions Performed on Commercial Products”

Quality Assurance Program Manual, Revision 5

ANSI/NCSL Z540-1, “Calibration Laboratories and Measuring and Test Equipment, General Requirements”
ISO 10012-1, “Quality Assurance Requirements for Measuring Equipment”

EAC Requests for Interpretation and Notices of Clarification (listed on www.eac.gov)

National Technical Systems
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2.0

2.1

INTRODUCTION (Continued)

References (Continued)

¢ EAC Quality Monitoring Program residing on:

http://www.eac.gov/testing and certification/quality monitoring program.aspx

o Wyle Test Report No. T71013.02-01 — Hardware Compliance Testing of Election Systems and Software FL
EVS 4.5.0.0 ExpressVote Hardware Version 1.0

o Wyle Test Report No. T71013.01-01 — Hardware Compliance Testing of Election Systems and Software FL
EVS 4.5.0.0 DS200 Hardware Version 1.3

o Wyle Test Report No. T59087.01-01 Rev A — National Certification Test Report of Election Systems and
Software EVS 5.0.0.0

SYSTEM IDENTIFICATION AND OVERVIEW

System Overview

The ES&S EVS 5.2.0.0 Voting System is a paper-based, digital scan voting system. The EVS 5.2.0.0 Voting
System hardware consists of six major components:

1.
2.

6.

Election Management System (EMS) Server

Election Management System (EMS) client (desktop and/or laptop) with Election Reporting Manager
(ERM)

Polling Place American Disability Act (ADA) and Universal Vote Capture Device — ExpressVote
Polling Place Scanner — DS200

Polling Place American Disability Act (ADA) Devices — AutoMARK A100, AutoMARK A200, and
AutoMARK A300

Central Count Digital Scanner — DS850

The following paragraphs describe the design and structure of the EVS 5.2.0.0 Voting System as taken from the
ES&S Technical Documentation.

(The remainder of this page intentionally left blank)

National Technical Systems
Huntsville Facility


http://www.eac.gov/testing_and_certification/quality_monitoring_program.aspx

Page 4 of 44
Test Report No. T71379.01-01 Rev B

2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
2.1 System Overview (Continued)
2.1.1 System Hardware

EMS Client Server Confiquration

EVS 5.2.0.0 Voting System Election Management System (EMS) was configured with a Server running Windows
Server 2008 R2 with Service Pack 1 (SP1), and a combination of a client laptop and a client desktop running
Windows 7 Professional SP1.

Photograph No. 1: EMS Server

(The remainder of this page intentionally left blank)
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
2.1 System Overview (Continued)

2.1.1 System Hardware (Continued)

Photograph No. 2: EMS Client Laptop

Photograph No. 3: EMS Client Desktop
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SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
System Overview (Continued)
System Hardware (Continued)

ExpressVote Vote Capture Device

The ExpressVote is a universal vote capture device with an independent voter-verifiable paper record that is
digitally scanned for tabulation by the DS200 or the DS850. This system combines paper-based voting with touch
screen technology. The ExpressVote includes a mandatory vote summary screen that requires voters to confirm or
revise selections prior to printing the summary of ballot selections using the internal thermal printer. Once
printed, ES&S ballot scanners process the vote summary card. The ExpressVote can serve all voters, including
those with special needs, allowing voters to cast ballots autonomously. ES&S has fully integrated the
ExpressVote with the existing suite of ES&S voting system products.

Photograph No. 4: ExpressVote

(The remainder of this page intentionally left blank)
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SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
System Overview (Continued)
System Hardware (Continued)

Precinct Ballot Tabulator: DS200

The precinct ballot tabulator component is the DS200. The DS200 is a digital scan paper ballot tabulator
designed for use at the polling place. After the voter marks a paper ballot, their ballot is inserted into the unit and
immediately tabulated. The tabulator uses a high-resolution image-scanning device to image the front and back of
the ballot simultaneously. The resulting ballot images are then processed by a proprietary mark recognition
engine.

The system includes a 12-inch touch screen display providing voter feedback and poll worker messaging. Once a
ballot is tabulated and the system creates cast vote records, the ballot is dropped into an integrated ballot box. The
DS200 includes an internal thermal printer for the printing of the zero reports, log reports, and polling place totals
upon the official closing of the polls.

Photograph No. 5: DS200 (on plastic ballot box)
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
2.1 System Overview (Continued)

2.1.1 System Hardware (Continued)

Photograph No. 6: DS200 (on metal ballot box)

(The remainder of this page intentionally left blank)
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SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
System Overview (Continued)
System Hardware (Continued)

Electronic Ballot Marking Device: AutoMARK Voter Assist Terminal (VAT)

The electronic ballot marking device component is the ES&S AutoMARK Voter Assist Terminal (VAT). The
AutoMARK VAT assists voters with disabilities by marking optical scan ballots.

The AutoMARK VAT includes two user interfaces to accommodate voters who are visually or physically
impaired or voters who are more comfortable reading or hearing instructions and choices in an alternative
language. The AutoMARK is equipped with a touch-screen and keypad. The touch-screen interface includes
various colors and effects to prompt and guide the voter through the ballot marking process. Each key has both
Braille and printed text labels designed to indicate function and a related shape to help the voter determine its use.

Regardless whether the voter uses the touch-screen or the audio interface, changes can be made throughout the
voting process by navigating back to the appropriate screen and selecting the change or altering selections at the
mandatory vote summary screen that closes the ballot-marking session.

The A100 (hardware version 1.0), A200 (hardware versions 1.1 and 1.3) and A300 (hardware version 1.3) all
operate the same and have the same features. The difference between the models is the location of two printed
circuit boards and related wiring harness and cables. In the A200, the Printer Engine Board and Power Supply
Board were moved from under the machine to the top. The A300 has a different lock and label. Since the
functionality is not different between the A100, A200, and A300 equipment, the A200 was the only one used in
system integration testing. Therefore, the A100, A200, and A300 are all included in the recommendation for
certification.

Photograph No. 7: AutoMARK A100 VAT
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
2.1 System Overview (Continued)

2.1.1 System Hardware (Continued)

Photograph No. 8: AutoMARK A200 VAT

(The remainder of this page intentionally left blank)
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SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
System Overview (Continued)
System Hardware (Continued)

Tabulator: DS850

The DS850 is a high-speed, digital scan central ballot counter. During scanning, the DS850 prints a continuous
audit log to a dedicated audit log printer and can print results directly from the scanner to a second connected
printer. The scanner saves results internally and to results collection media that officials can use to format and
print results from a PC running Election Reporting Manager. The DS850 has an optimum throughput rate of 300
ballots per minute and uses cameras and imaging algorithms to image the front and back of a ballot, evaluate the
results and sort ballots into discrete bins to maintain continuous scanning.

Photograph No. 9: DS850
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SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

System Overview (Continued)

System Software

The EVS 5.2.0.0 Voting System EMS is an application suite comprised of six components: Election Reporting
Manager (ERM), ElectionWare, ES&S Event Logging Service (ELS), ExpressVote Previewer, Removable Media
Service (RMS), and VAT Previewer.

Election Reporting Manager (ERM)

Election Reporting Manager (ERM) generates paper and electronic reports for election workers, candidates, and
the media. Jurisdictions can use a separate ERM installation to display updated election totals on a monitor as
ballot data is tabulated, and send the results’ reports directly to the media outlets.

ERM supports accumulation and combination of ballot results data from all ES&S tabulators. Precinct and
accumulated total reports provide a means to accommodate candidate and media requests for totals and are
available upon demand. High-speed printers are configured as part of the system accumulation/reporting stations
PC and related software.

ElectionWare

ElectionWare is the election management software that provides end-to-end election management activities
through a powerful and intuitive user interface. Its efficient and flexible design enables jurisdictions of all sizes to
effectively manage their elections. ElectionWare delivers everything needed to run an election, from creating the
ballots to reporting the voting results.

ES&S Event Logging Service (ELS)

ES&S Event Logging Service leverages the Windows Event Viewer, included with a standard Windows
installation, to audit user interactions with the ES&S Election Management System.

ExpressVote Previewer

The ExpressVote Previewer is an application within the EMS program that allows the user to preview audio text
and screen layout prior to burning Election Day media for the ExpressVote.

Removable Media Service (RMS)

Removable Media Service (RMS) is an application that runs in the background of the EMS client workstation and
supports the insertion and removal of election and results USB media.

VAT Previewer

The VAT Previewer is an application within the EMS program that allows the user to preview audio text and
screen layout prior to burning Election Day media for the AutoMARK.

National Technical Systems
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2.0 SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
2.1 System Overview (Continued)
2.1.3 System Operational Concept

The operational flow and low-level system interfaces for the EVS 5.2.0.0 Voting System is illustrated in Figure 1-
1.

Figure 1-1 System Overview Diagram

(The remainder of this page intentionally left blank)
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SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
Software

This section defines the two types of software required for testing: software used for the testing of hardware,
software, security and system integration; and supporting software required for the test environment (operating
systems, compliers, assemblers, database managers, and any other supporting software). All COTS third-party
software was downloaded or retrieved by NTS Huntsville qualified personnel. These products were verified not to
have been modified and were built into the EVS 5.2.0.0 for the entire test campaign. NTS Huntsville believes
these components to have proven performance in other commercial applications. Both COTS and non-COTS
software components are listed in this section.

Table 2-1 EVS 5.2.0.0 EMS Software Platform Component Descriptions

Software Required For Testing Software Version
ElectionWare 4.6.0.0
Election Reporting Manager (ERM) 8.11.0.0
ES&S Event Logging Service (ELS) 1.5.5.0
ExpressVote Previewer 1.4.0.0
ExpressPass Application* 1.1.0.0
Removable Media Service (RMS) 1.45.0
VAT Previewer 1.8.6.0

*ExpressPass Application software is not in the scope of certification, but NTS reviewed the source code for 2005 VVSG compliance.

Table 2-2 EVS 5.2.0.0 EMS COTS Software Platform Component Descriptions

Software Required For Testing Description
Windows 7 Professional, with SP1 Original Disk
Windows Server 2008 R2, with SP1 Original Disk
Adobe Acrobat Standard version XI Original Disk

RM/Cobol 12.06

Cerberus FTP 6.0.7.1

Symantec Endpoint_P_rotection 1214

Small Business Edition 2013

(The remainder of this page intentionally left blank)
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2.3

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

Hardware

The system submitted by ES&S for certification testing consisted of the following hardware, firmware, and
software source code components.

Table 2-3 EVS 5.2.0.0 Voting System EMS Description

Equipment | Manufacturer | Version/Model Specifications Serial Number
EMS Client _ Intel Core i5 CPU M580 @ 2.67GHz
Laptop Dell Latitude E6410 4.00 GB Ins_talled RAM 2FD65Q1
HD Capacity 250 GB
Intel Xeon CPU E5645 @ 2.40GHz (2 processors),
EMS Server Dell T710 12.0 GB Installed RAM JPZ6VR1
HD Capacity 300 GB
. Intel Core i5 CPU 650 @ 3.20 GHz
E'\[’)'essli'(;g”t Dell OptiPlex 980 4.0 GB Installed RAM 3TZIFQL
HD Capacity 320 GB
Table 2-4 EVS 5.2.0.0 Build Machine Description
. . Serial COTs/
Equipment | Manufacturer Version/Model Number Non-COTS
_ Dell OptiPlex Processor: Intel Duo Core E8400 Wolfdale
Build 1 760 Memory: 4x 1GB, 800 MHz Ram 6D7DJG1 COTS
Hard Drive Capacity: 80 GB
_ Dell OptiPlex Processor: Intel Duo Core E8400 Wolfdale
Build 2 760 Memory: 4x 1GB, 800 MHz Ram 6DCKJG1 COTS
Hard Drive Capacity: 80 GB
_ Dell Precision Processor: Intel X5650 2.66/6.4 12MB Xeon Westmere
Build 3 T3500 Memory: 1x 2GB, 1333 MHz Ram 15TMMN1 COTS
Hard Drive Capacity: 160 GB
_ Dell Precision Processor: Intel X5650 2.66/6.4 12MB Xeon Westmere
Build 4 T3500 Memory: 1x 2GB, 1333 MHz Ram 15TNMN1 COTS
Hard Drive Capacity: 160 GB

(The remainder of this page intentionally left blank)
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SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

Hardware

Table 2-5 EVS 5.2.0.0 Voting System Equipment

Equipment

Description

Serial Numbers

ExpressVote Hardware Version 1.0

Vote Capture Device

EV0113350021, EV0113350022

EV0113350025, EV0113350037

EV0113350052, EV0113350033,
EV0113350049

DS200 Hardware Version 1.2.1

Precinct Count Digital Scanner

ES0108340026, DS0113340087

DS200 Hardware Version 1.2.3

Precinct Count Digital Scanner

DS0113360186

DS200 Hardware Version 1.3

Precinct Count Digital Scanner

DS0313350002, DS0313350010

AutoMARK A100 Hardware

. Accessible Voting Station AMO0106431607
Version 1.0
AUutoMARK A200 Hardware Accessible Voting Station AMO308421809
Version 1.1

DS850 Hardware Version 1.0

Central Count Digital Scanner

DS850: DS8511090075
Cart: 549037-01
Laser Printer Oki B430dn:
AL03021036A0
UPS APC-RS 1500: JB1103003923
Dot Matrix Printer Oki 420:
AE72011853C0

Ballot Box Plastic Ballot Box Box1; Box 2; Box 3; Box 4; Box 5; Box
Hardware v. 1.2 and 1.3 01; Box 02; E089; E099
Ballot Box . .
Hardware v. 1.0, 1.1, & 1.2 Metal Box with Diverter Box 12
Report Printer OKI B6300 USQX074394
Headphones Avid FV 60 HP-57936-1- 9
Model 4200

ExpressPass Printer*

Thermal Bar Code Printer

S/N: 01901042505

Quick Response (QR) Code
Scanner

Motorola QR Code Scanner

Model DS9208
S/N: 14014000502091

Transport Media
(USB Flash Drives)

Delkin 1GB
Delkin 2 GB
Delkin 4GB
Delkin 8GB

NTS-assigned: TM-XXX

Compact Flash

Delkin Devices 1 GB Compact Flash

NTS-assigned: CF-XXX

*This equipment is not in the scope of certification. This equipment was tested to ensure that it functions as stated in the TDP. No other

testing was performed on this equipment.

(The remainder of this page intentionally left blank)
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2.0

2.4

25

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

Test Tools/Materials

This subsection enumerates any and all test materials needed to perform voter system testing. The scope of
testing determined the quantity of a specific material required.

The following test materials are required to support the EVS 5.2.0.0 certification testing:

Table 2-6 Test Support Materials

Test Material Quantity Make Model
Ballot on Demand Printer 1 OKI Data C9650
ExpressPass Printer 1 Microcom 4200
QR Code Scanner 1 Motorola DS9208
8 %" X 11” Paper in Speed Loading Box (2700 4 Dot Matrix 951027
Sheets)
Security Seals 5000 Intab 800-0038R
20 E. J. Brooks 86022
Security Locks = Ami.r?(.:;r(():(;zfing i
50 00561-03
Corp.
ES&S Pens 20 BIC Grip Roller
Ethernet Switch 1 Dell HNC67M1
Security Sleeves 7 ES&S PS-S7-936
CF Card Reader 1 SanDisk 018-6305
Magnifier 3
Blue Security Ballot Storage/Transport Box 2
Headphone Covers 30
Paddles (yes/no) 3

Vendor Technical Data Package

The Technical Data Package (TDP) contains information about requirements, design, configuration management,
guality assurance, and system operations. The EAC 2005 VVSG requirements state that, at a minimum, the TDP
shall contain the following documentation: system configuration overview; system functionality description;
system hardware specifications; software design and specifications; system test and verification specifications;
system security specifications; user/system operation procedures; system maintenance procedures; personnel
deployment and training requirements; configuration management plan; quality assurance program; and system

change notes.

The documents listed in Table 2-7 comprise the EVS 5.2.0.0 VVoting System TDP:

(The remainder of this page intentionally left blank)
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2.0

2.5

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
Vendor Technical Data Package (Continued)

Table 2-7 EVS 5.2.0.0 Voting System TDP

EVS 5.2.0.0 TDP Documents | Version | Doc No. | Document Code
System Overview
Voting System Overview | 90 | 01-01 | EVS5200_C_D_0100_SysOvr
System Functionality Description
System Functl_onallty Description — 6.0 02-01 EVS5200 C D 0200 SED
Voting System - = = -
System Hardware Specification
System Hardware Spec!fl_catlon — DS200 Hardware 3.0 03-01 DS200HW_M_SPC_0312_ HWSpec
Revision 1.2
System Hardware Spec!fl_catlon — DS200 Hardware 40 03-02 DS200HW_M_SPC_0313_HWSpec
Revision 1.3
System Hardware Specification — DS850 1.1 03-03 DS850HW_M_SPC 0310 HWSpec
ExpressVote Hardware Specification 3.0 03-04 ExpressVoteHW_M_SPC 0310 _HWSpec
. AutoMARK_ESS System Hardware_
AutoMARK System Hardware Overview 3.0 03-05-01 Overview AQS-18-5002-000-S
. AutoMARK_ESS System Hardware_
AutoMARK System Hardware Specification 3.0 03-05-02 Specification_AQS-18-5000-001-F
Software Design and Specification
Software Design and Specification —
ES&S Event Log Service 1.0 04-01 EVS5200_SDS00_ELS
Software Design and Specification - ElectionWare 2.0 04-02 EVS5200_SDSO00_ElectionWare
Software Design and Specification — ERM 2.0 04-03 EVS5200_SDS00 ERM
ES&S Software Design Specifications 20 | 04-03-01 | EVS5200_SDS00_ERMO1_Appendices
ERM Appendices
Software Design and Specification — DS850 2.0 04-04 EVS5200 SDS00 DS850
DS200 Software Design and Specification 4.0 04-05 EVS5200 D SDS00 DS200
ExpressVVote Software Design and Specification 3.0 04-06 EVS5200 D SDS00 ExpressVote
Software Design and Specification — 18 04-07 AutoMARK ESS Software Design
AutoMARK ' Specifications Overview
AutoMARK Opergt_lng_Software Design 50 04-07-01 AQS-18-5001-002-R
Specifications
AutoMARK Ballot processing Specifications 3.0 04-07-01 AQS-18-5002-003-S
AutoMARK Software Design Specifications 5.0 04-07-01 AQS-18-5001-004-S
AutoMARK Software Development Environment 5.0 04-07-01 AQS-18-5001-006-R
AutoMARK Graphical User Interface Specifications 6.0 04-07-01 AQS-18-5001-005-R
AutoMARK Software Diagnostics Specifications 5.0 04-07-01 AQS-18-5000-004-F
AutoMARK Embe(_id_ed !Database Interface 50 04-07-01 AQS-18-5002-005-S
Specifications
AutoMARK Ballot_ S_car)nlng and Printing 50 04-07-01 AQS-18-5002-007-S
Specifications
AutoMARK Driver API Specifications 5.0 04-07-01 AQS-18-5000-002-F
AutoMARK Programming Specifications Details 5.0 04-07-01 AQS-18-5001-011-R
AutoMARK ESS Software Standards Specification 5.0 04-07-01 AQS-18-4000-000-S
AutoMARK ESS Opesrz;l)téggs and Diagnostic Log 50 04-07-01 AQS-18-5002-004-S
ES&S System Development Program 2.0 04-08 ESSSYS_SG_P_0400_
SystemDevProgram
Coding Standards 3.0 04-09 ESSSYS D P 0400 CodingStandards
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2.0

2.5

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
Vendor Technical Data Package (Continued)

Table 2-7 EVS 5.2.0.0 Voting System TDP (Continued)

EVS 5.2.0.0 TDP Documents | Version | Doc No. | Document Code

System Test/Verification Specification

Voting System Test Plan

ES&S Voting System 5.2.0.0 2.0 05-01 EVS5200_QA_D_0500_SysTestPlan
- ExpressVoteHW_P_D_0509_
CIF Usability Test Reports — ExpressVote 1.0 05-02-01 CIFRpIExpressVote
CIF Usability Test Reports — AutoMARK 1.x 05-02-02 | AMVATHW_P_D_0510_CIFRptAMVAT
CIF Usability Test Reports — DS200 1.2.1 05-02-03 DS200HW P D 0512 CIFRptDS200
System Security Specification
Voting System Security Specification 4.0 06-01 EVS5200_CM_SPCO00_SysSecuritySpec
Hardening Procedures for the Election System 1.2 06-02 EVSS20(_)_CM_SPC01_
HardeningProcedures
Security Script Description 1.1 06-03 EVS5200_CM_SPC02_SecScriptDesc
AutoMARK System Security Specifications 6.0 06-04 AUtOMARK ESS System Security

Specification AQS-18-5002-001-S

System Operations Procedure

EVS5200_CM_SOP_

Network Setup Guide 1.2 07-01 NetworkConfigGuide
AutoMARK System Operator’s Guide 4.0 07-02 EVS5200 DOC_SOP_AMVAT
DS200 Operator’s Guide 6.00 07-03 EVS5200 DOC_SOP_DS200
DS850 Operator’s Guide 4.0 07-04 EVS5200 DOC_SOP_DS850
EVS Event Logging Service 3.0 07-05 EVS5200 DOC SOP_ELS
Election Reporting Manager User’s Guide 7.0 07-06 EVS5200 DOC SOP_ERM
ElectionWare VVolume I: Administrator’s Guide 4.0 07-07 EVS5200 DOC _SOP_EWO1Admin
ElectionWare VVolume 1l: Define User’s Guide 5.0 07-08 EVS5200 DOC _SOP_EWO02Define
ElectionWare Volume I11: Design User’s Guide 3.0 07-09 EVS5200 DOC_SOP_EWO03Design
ElectionWare Volume 1V: Deliver User’s Guide 4.0 07-10 EVS5200 DOC_SOP_EWO04Deliver
ElectionWare Volume V: Results User’s Guide 3.0 07-11 EVS5200 DOC_SOP_EWO05Results
ExpressPass Operator’s Guide 4.0 07-12 EVS5200 DOC_SOP_ExpressPass
ExpressVote Operator’s Guide 4.0 07-13 EVS5200 DOC_SOP_ExpressVote
System Maintenance Manuals
AutoMARK System Maintenance Manual 2.1 08-01 EVS5200 DOC_SMM_AMVAT
DS200 Maintenance Guide 2.0 08-02 EVS5200 DOC_SMM_DS200
DS850 Maintenance Guide 3.0 08-03 EVS5200 DOC_SMM_DS850
ExpressVote Maintenance Guide 2.3 08-04 EVS5200 DOC_SMM_ExpressVote
Personnel Deployment and Training
Personnel Deployment and Training Program | 30 | 0901 | ESSSYS T_D_0900 TrainingProgram
Configuration Management Plan
Configuration Management Plan 2.0 10-1 ESSSYS CM_P_1000 CMProgram
ES&S Technical Documentation Program 5.0 10-2 ESSSYS DOC P_1000 TDProgram

(The remainder of this page intentionally left blank)
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2.0

2.5

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

Vendor Technical Data Package (Continued)

Table 2-7 EVS 5.2.0.0 Voting System TDP (Continued)

EVS 5.2.0.0 TDP Documents

| Version | Doc No. |

Document Code

QA Program
Manufacturing Quality Assurance Plan 2.0 11-01 ESSSYS_M_P_1100_MNFQuality
AssurancePlan
. 1 3 Hardware
ES&S 1.3 Hardware DS200 Acceptance Checklist A 11-01-01 DS200 AccptChkist 001RevA
DS850 Acceptance checklist D 11-01-01 850 AccptChklst revD
DS850 Onsite Acceptance Checklist B 11-01-01 850 OAccptChklst revB
Acceptance Checklist
AUtoMARK Voter Assist Terminal A 11-01-01 AutoMARK_AccptChklst_001_Rev.A
AutoMARK QC Checklist A 11-01-01 AutoMARK_QC_Chklst_001Rev.A
ES&S DS200 Acceptance Checklist D 11-01-01 DS200 AccptChklist 001RevD
ES&S ExpressVote Acceptance Checklist B 11-01-01 ExpressVote AccptChcklst 001Rev B
Software Quality Assurance Program 2.0 11-02 ESSSYS_?AA_P_l100_SoftwareQuaI|ty
ssuranceProgram
ES&S Software/Firmware Acceptance 2.0 11-02-01 ESSSYS_QA_L_1100_SoftwareFirmware
Acceptance

System Change Notes

System Change Notes |

10.0

| 12-01

EVS5200 DOC D 1200 ChangeNotes

Other TDP Documents

ES&S Ballot Production Guide |

2.1

| 13-01

EVS5200 DOC_SOP_11_BPG

(The remainder of this page intentionally left blank)
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2.0

2.6

SYSTEM IDENTIFICATION AND OVERVIEW (Continued)

Deliverable Materials

The materials listed on Table 2-8 are identified by ES&S to be delivered as part of the EVS 5.2.0.0 Voting System

to the end users.

Table 2-8 EVS 5.2.0.0 Voting System Deliverables

Deliverable Material Version Description
ExpressVote Firmware 1.4.0.0; Hardware 1.0 Vote Capture Device
DS200 Firmware 2.12.0.0; Hardware 1.2.1 or Precinct Ballot
1.2.30r1.3 Scanner
AUtoMARK A100 or A200 or A300 Firmware 1.8.6.0; Hardware 1.0 or 1.1 Voter Asswt
or1.3 Terminal
DS850 Firmware 2.10.0.0; Hardware 1.0 Central Ballot
Scanner
OKI Printer B430dn or B431dn Laser Report Printer
OKI Printer Microline 420 Dot Matrix Printer
Headphones Avid FV 60 Stereo Headphones
QR Code Scanner Motorola Model DS9208 Bar code scanner
ElectionWare 4.6.0.0 EMS
ERM 8.11.0.0 EMS
ES&S Event Log Service 1.5.5.0 EMS
Removable Media Services 1.45.0 EMS
VAT Previewer 1.8.6.0 EMS
ExpressVote Previewer 1.4.0.0 EMS
EVS 5.2.0.0 Voting System Overview 9.0 TDP Document
EVS 5.2.0.0 System Functionality Description 6.0 TDP Document
ES&S ElectionWare VVolume I:
Administrator’s Guide 3.0 TDP Document
ES&S ElectionWare VVolume I1:
Define User’s Guide 4.0 TDP Document
ES&S Ele_ctlonWa,re Vo_Iume I1: 20 TDP Document
Design User’s Guide
ES&S Ele_ctlonWa[e Vo!ume 1V: 40 TDP Document
Deliver User’s Guide
ES&S ElectionWare VVolume V:
Results User’s Guide 2.0 TDP Document
Election Reporting Manager User’s Guide 7.0 TDP Document
ExpressVote Operator’s Guide 4.0 TDP Document
DS200 Operator’s Guide 6.0 TDP Document
DS850 Operator’s Guide 4.0 TDP Document
AutoMARK System Operator’s Guide 4.0 TDP Document
EVS 5.2.0.0 Network Setup Guide 1.1 TDP Document
ES&S EVS Event Logging Service User’s Guide 3.0 TDP Document
EVS 5.2.0.0 Voting System Security Specification 4.0 TDP Document
EVS 5.2.0.0 Hardening Procedures for the Election
1.2 TDP Document

System
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3.0

3.1

3.2

TEST BACKGROUND

NTS Huntsville is an independent testing laboratory for systems and components under harsh environments,
including dynamic and climatic extremes as well as the testing of electronic voting systems. NTS Huntsville holds
the following accreditations:

1SO-9001:2000

NVLAP Accredited 1SO 17025:2005

EAC Accredited VSTL, NIST 150,150-22

A2LA Accredited (Certification No.’s 845.01, 845.02, and 845.03)
FCC Approved Contractor Test Site (Part 15, 18)

General Information

All testing performed as part of this test effort was performed at the NTS Huntsville, AL facility.
Qualification/Certification testing was limited to the ES&S EVS 5.2.0.0 Voting System components previously
identified in this report.

All hardware used during testing for this test campaign was configured in early voting or election-day setup for
voting. Each precinct tabulator was placed on a ballot box and loaded with the proper firmware. The central count
components were loaded with the proper firmware. The AutoMARK ADA device and ExpressVote vote capture
device were placed on the accessible voting table or within the ES&S ADA booth with peripherals and loaded
with the proper firmware. The EVS 5.2.0.0 EMS suite was configured on COTS PCs. All media used during
testing was loaded from these PCs. All hardware used to build the applicable software and firmware for this test
campaign was configured by NTS Huntsville personnel.

Certification Testing Scope

To evaluate the system test requirements and the scope of the test campaign, each section of the EAC 2005 VVSG
was analyzed to determine the applicable tests. The EAC 2005 VVSG Volume | Sections, along with the strategy
for evaluation, are described below:

e Section 2: Functional Requirements — The requirements in this section were tested during the FCA and
System Integration test utilizing the “NTS Huntsville Baseline Test Cases” along with test cases specially
designed for the ES&S EVS 5.2.0.0.

e Section 3: Usability and Accessibility — The requirements in this section were tested during the Usability
Test, FCA, and System Integration test utilizing a combination of the “NTS Huntsville Baseline Test Cases”
and the “NTS Huntsville Baseline Usability Test Cases.”

e Section 4: Hardware Requirements — The requirements in this section were tested during the FL EVS
4.5.0.0 test campaign with the exception of Electrical Supply and Maintainability. The FL EVS 4.5.0.0 test
campaign tested the ExpressVVote and hardware modifications to the DS200. The FL EVS 4.5.0.0 Hardware
Test Report Number T71013.01-01 and T71013.01-02 are presented in Appendix C as part of the approved
Test Plan and request for reuse during this testing campaign. The requirements in this section were tested by
trained NTS Huntsville personnel per sections 4.5 of this report.

e Section 5: Software Requirements — The requirements in this section were tested during source code
review, TDP review, and FCA. A combination of review and functional testing was performed to ensure these
requirements were met.
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3.0

3.2

TEST BACKGROUND (Continued)

Certification Testing Scope (Continued)

Section 6: Telecommunication — The requirements in this section were not tested during this test campaign.

Section 7: Security Requirements — The requirements in this section were tested during source code review,
FCA, System Integration, and Security Tests.

Section 8: Quality Assurance (QA) Requirements — The QA requirements were spot checked and limited
to only the changes included within this modification. The following documents were utilized during the
limited review process:

0 ESSSYS _M_P_1100_MNFQualityAssurancePlan
0 ESSSYS_QA _P_1100_SoftwareQualityAssurance Program

Section 9: Configuration Management (CM) Requirements — The CM requirements were spot checked
and limited to only the changes included within this modification. The following documents were utilized
during the limited review process:

0 ESSSYS_CM_P_1000_CMProgram
o ESSSYS_DOC_P_1000_TDPProgram

The ES&S EVS 5.2.0.0 Voting System is a paper based precinct counting system. Therefore, all EAC 2005
VVSG requirements intended for DRE were excluded from this test campaign, as well as the following:

Volume | Section 6 (Telecommunication Requirements)

Volume | Section 7.5.2-7.5.4 (Telecommunications and Data Transmission)
Volume | Section 7.6 (Use of Public Communication Networks)

Volume | Section 7.7 (Wireless Communications)

Volume | Section 7.9 (Voter Verifiable Paper Audit Trail Requirements)

The rationale for not evaluating the EVS 5.2.0.0 Voting System to the requirements contained in the indicated
sections of the EAC 2005 VVSG is described in Table 3-1.

(The remainder of this page intentionally left blank)
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3.0

3.2

3.3

3.4

TEST BACKGROUND (Continued)
Certification Testing Scope (Continued)

Table 3-1 Not Applicable Requirements

EAC 2005 VV.SG Volume | Rationale for ‘Not Applicable’
Section
6.752-75.4 These requirements are written for use on public networks. The ES&S EVS
e 5.2.0.0 Voting System does not use public networks.
This section pertains to “Voting systems that transmit data over public
7.6 telecommunications...” The ES&S EVS 5.2.0.0 Voting System as configured
for this certification does not permit transmission over public networks.
7.7 No wireless technology is present in ES&S EVS 5.2.0.0 Voting System.
7.9 The ES&S EVS 5.2.0.0 Voting System is a paper based system.

Quality Assurance
All work performed on this test program was completed in accordance with NTS’ Quality Program.

The NTS, Huntsville Facility, Quality Management System is registered in compliance with the 1SO-9001:2008
International Quality Standard. Registration has been completed by SAI Global, a Division of Canadian Standards
Association (CSA).

Test Equipment and Instrumentation

All instrumentation, measuring, and test equipment used in the performance of this test program was calibrated in
accordance with NTS Huntsville Quality Assurance Program, which complies with the requirements of
ANSI/NCSL 2540-1, 1SO 10012-1, and ISO/IEC 17025. Standards used in performing all calibrations are
traceable to the National Institute of Standards and Technology (NIST) by report number and date. When no
national standards exist, the standards are traceable to international standards, or the basis for calibration is
otherwise documented.

(The remainder of this page intentionally left blank)
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TEST BACKGROUND (Continued)

Terms and Abbreviations
This subsection defines all terms and abbreviations applicable to the development of the Test Report.

Table 3-2 Terms and Abbreviations

Term Abbreviation Definition
Americans with Disabilities ADA ADA is a wide-ranging civil rights law that prohibits, under
Act of 1990 certain circumstances, discrimination based on disability.
Configuration Management CM
Commercial Off the Shelf COTS Commercial, readily available hardware or
Software.
Commission created per the Help America Vote Act of 2002,
United States Election EAC assigned the responsibility for setting voting system standards
Assistance Commission and providing for the voluntary testing and certification of
voting systems.
ES&S Even_t Logging ELS
Service
Election Management Within the EVS 5.2.0.0 thing System, the EMS is comprisepl of
System EMS seven components: ElectionWare, ERM, ES&S Event Logging
Service, ExpressVote Previewer, RMS, and VAT Previewer.
Election Reporting Manager ERM EVS EMS reporting component.
Election Systems and ES&S
Software
Equipment Under Test EUT Refers to the individual system component or multiple piece of
the same component.
ES&S Voting System EVS
Functional Configuration Verification of system functions and combination of functions
. FCA oo , .
Audit cited in the manufacturer’s documentation.
Help America Vote Act HAVA Act created by United States Congress in 2002.
Intelligent Mark Recognition IMR Visible light scanning techtr::g;%g/ to detect completed ballot
Review by accredited test laboratory to compare voting system
Physical Configuration PCA components submitted for certification testing to the
Audit manufacturer’s technical documentation, and confirmation the
documentation meets national certification requirements.
Quality Assurance QA -
The process of examining and testing to verify that all functional
. . and firmware modifications made during the test campaign did
Regression Testing . L .
not introduce new errors or non-conformities into the voting
system.
Removable Media Service RMS Application that runs in the bac!<ground of the EMS client
workstation.
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3.2

3.5

TEST BACKGROUND (Continued)

Terms and Abbreviations (Continued)

Table 3-2 Terms and Abbreviations (Continued)

Term Abbreviation Definition
System Under Test SUT Refers to the system as a whole (all components).
Secure File Transfer A network protocol that provides file access, files transfer, and
SFTP ; e X
Protocol file management functionality over any reliable data stream.
. Manufacturer documentation related to the voting system
Technical Data Package TDP required to be submitted as a precondition of certification testing.
Final build of source code performed by a trusted source and
Trusted Build overseen by the manufacturer which is delivered to the EAC
designated repository; also referred to as a “Witness Build”.
Uninterruptible Power UPS
Supply
. . The electronic ballot marking device component is the ES&S
Voter Assist Terminal VAT AUOMARK.
Voluntary Voting System EAC 2005 Published by the EAC, the third iteration of national level voting
Guidelines VVSG system standards.
National Technical Systems NTS
Operating Procedure OP Test Method or Test Procedure.
Voting System Test VSTL NTS Huntsville.
Laboratory
Voluntgﬁi\églt ilrr:SSSystem VVSG EAC Voluntary Voting System Guidelines Version 1.0.
Quick Response Code QR Code Two-dimensional barcode

(The remainder of this page intentionally left blank)
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4.0

4.1

TEST FINDINGS AND RECOMMENDATIONS

The ES&S EVS 5.2.0.0 Voting System, as identified in Section 2 of this report, was subjected to the tests
summarized in the following paragraphs.

Source Code Review

As part of testing activities, the ES&S EVS 5.2.0.0 Voting System received a 100% manual review on all
modified source code not written in Java for the EMS, DS200, AutoMARK, DS850, and ExpressVote. The source
code was reviewed to the EAC 2005 VVSG coding standards and the manufacturer supplied coding standards.
The manufacturer supplied coding standards (ESSSYS_D_P_0400_Coding Standards) can be found within the
vendor provided TDP. The review was conducted per the guideline described in the following paragraph.

As the updated source code was received, a SHA256 hash value was created for each source code file. The source
code team conducted a visual scan of every line of modified source code not written in Java. The source code
team then conducted automated source code reviews using Eclipse and Checkstyle on the ElectionWare portion of
source code written in Java. In addition to the automated source code review, NTS also performed a 10% manual
review of the headers and quality of comments. This was done to identify any violation of EAC 2005 VVSG
coding standards or manufacturer supplied coding standards. The COTS tools utilized by the source code group
were Beyond Compare and Crimson Editor. Each identified violation was then recorded by making notes of the
standards violation along with directory name, file name, and line number.

Summary Findings

Other than the coding standards noted in the technical summary reports, no other deficiencies or significant
problems were found during the source code review. A technical summary report of all identified standards
violations was sent to ES&S for resolution. ES&S then corrected all standards violations and re-submitted the
source code for re-review. Notice of Anomaly (NOA) No. 4, documenting these discrepancies, is found in
Appendix F of this report. During the source code review a total of 69 discrepancies were notated. Tables 4-1 and
4-2 below provide the discrepancies and count identified during the entire review process:

Table 4-1 Source Code Discrepancies by type

Units Called 26
Header Return 2

Non Enumerated Constant 6
Header File References 1
Over 6 Levels Of Indenting 2
3

5

Line Too Long
Header or File Missing
Header Revision History 10
In-Line Comments 1
Header Return 2
Header Inputs and Outputs 4
2
5

Header Parameter
Object/Datatype/Variable Comment
Total: 69
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4.0

4.1

4.2

TEST FINDINGS AND RECOMMENDATIONS (Continued)

Source Code Review (Continued)

Table 4-2 Source Code Review Breakdown

Source Code Component “Number of Revi *Number of
and Utilities UMDET O REVIEWS Discrepancies
ElectionWare 5 0

ERM 2 1

Event Log Service 1 0
ExpressVote 5 48
Removable Media Service 1 0
DS200 4 14
AutoMARK 4 2
DS850 5 4
ExpressPass Application** 3 0

*The number of reviews includes both initial submissions and subsequent reviews which may include clean versions of code where no discrepancies were identified.
**ExpressPass Application software is not in the scope of certification, but NTS reviewed the source code for 2005 VVSG compliance.

Trusted Build

A Trusted Build of the software was created using ES&S trusted build documents. The Trusted Build was
performed by completing the following tasks in the order listed:

Clear hard drive of existing data

Retrieve the compliant source code

Retrieve the installation media for OS, compilers, and build software

Construct the build environment

Create disk image of the build environment

Load the compliant source code into the build environment

Create a disk image of the pre-build environment

Create a digital signature of the pre build environment

Build executable code

Create a disk image of the post-build environment

Create a digital signature of executable code

Build installation media

Create a digital signature of the installation media

Install executable code onto the system and validate the software/firmware

Deliver source code with digital signature, disk image of pre-build environment with digital signatures, disk
image of post-build environment with digital signatures, executable code with digital signatures, and
installation media to the EAC Repository.

(The remainder of this page intentionally left blank)
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4.0

4.2

4.3

TEST FINDINGS AND RECOMMENDATIONS (Continued)
Trusted Build (Continued)

The Trusted Build for the ES&S EVS 5.2.0.0 includes source code, data, and script files, in clear text form. The
build also includes COTS software on commercially available media, COTS software downloaded by the VSTL,
COTS software verified by SHA256 from the software supplier, and picture and sound files in binary format
provided by ES&S. The first step of the process was to clean the hard drives by writing data to every spot on the
hard drive, so the drive is cleared of existing data. Microsoft Windows 7 Professional operating systems were then
loaded and the applications from the VSTL reviewed source along with the VSTL verified COTS software was
built. The final step was installing the applications on the hardware.

Summary Findings

NTS Huntsville performed a Trusted Build for each software component of the ES&S EVS 5.2.0.0 on April 14-
16, 2014. ES&S Technical Representative for the Trusted Build was Dave Herrera. The products from the
Trusted Build shall be supplied to the EAC as part of the certification effort.

Technical Data Package Review

The ES&S EVS 5.2.0.0 Technical Data Package (TDP) was reviewed to the 2005 VVSG. This review was
performed as part of the testing activities. The TDP review included only the documents that support the scope of
certification for this testing campaign.

The TDP contains information about requirements, design, configuration management, quality assurance, and
system operations. The EAC requirements state that, at a minimum, the TDP shall contain the following
documentation: system configuration overview; system functionality description; system hardware specifications;
software design and specifications; system test and verification specifications; system security specifications;
user/system operations procedures; system maintenance procedures; personnel deployment and training
requirements; configuration management plan; quality assurance program; and system change notes.

The TDP documents were reviewed for accuracy, completeness, and compliance to the VVSG. The TDP
documentation served as the basis for design and development of the functional tests.

(The remainder of this page intentionally left blank)
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TEST FINDINGS AND RECOMMENDATIONS (Continued)
Technical Data Package Review (Continued)

Summary Findings

The review results were recorded in a worksheet that provided the pass/fail compliance to each applicable VVSG
requirement. There were 47 discrepancies reported to ES&S and internally tracked by NTS Huntsville as test
exceptions until verified that the applicable documents had been corrected. ES&S corrected nonconformance
observations and resubmitted the associated documents for review. This process continued until the TDP
complied with the applicable TDP standards in the EAC 2005 VVSG.

A summary of the TDP issues encountered is provided below:
e Some descriptive information included was inconsistent with descriptions in other TDP documents.

e Some documents included functionality that was not supported in the voting system.

o Some of the individual user guides included information which conflicted with the actual information
encountered when verified during the testing process.

All noted TDP issues were resolved prior to the conclusion of the review process. The Technical Data Package
Review Report that summarizes the 47 discrepancies noted is included in Appendix E of this report. The Notice of
Anomaly (NOA) No.3 documenting that TDP discrepancies were found is included in Appendix F of this report.

(The remainder of this page intentionally left blank)
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TEST FINDINGS AND RECOMMENDATIONS (Continued)

Hardware Testing

EVS 5.2.0.0 is comprised of four proprietary pieces of hardware; DS200, AutoMARK, DS850, and ExpressVote.
There were no hardware changes to the AutoMARK or DS850, so these components were excluded from
hardware testing during this campaign. The DS200 hardware versions 1.2.3, 1.3 and the ExpressVote were
incorporated into the EVS system during this campaign. NTS Huntsville performed hardware testing on the
DS200 1.3 version and the ExpressVote as part of the FL EVS 4.5.0.0 campaign and the accepted tests are listed
in table 4-3. NTS Huntsville performed Electrical Supply and Maintainability hardware testing on the DS200
version 1.3 and ExpressVote during the EVS 5.2.0.0 test campaign. NTS Huntsville also performed Acoustic
testing on the ExpressVote as part of the EVS 5.2.0.0 campaign. NTS Huntsville determined the EMS computers
that consist of COTS PCs and laptops are not subject to hardware testing per the EAC 2005 VVSG. The provided
PCs and laptops documented in Section 2 Materials Required For Testing all contained CE, UL, and FCC

labeling.

Table 4-3 Hardware Test Examination Results

Test/EAC 2005 VVSG Section

Procedure/Description

EVS5.2.0.0
DS200 HW 1.3 &

ExpressVote HW 1.0

. L FCC Part 15 Class B for both radiated and Accept
Electromagnetic Radiation/4.1.2.9 conducted emissions FL EVS 4500
. o Accept
Low Temperature/4.1.2.14 MIL-STD-810D minimum temperature shall be -4°F FL EVS 4500
— MIL-STD-810D, Method 514.3 physical shock and Accept
Vibration/4.1.2.14 vibration during handling and transport FL EVS 4.5.0.0
. . Accept
Lightning Surge/4.1.2.7 IEC 61000-4-5 (1995-02) FL EVS 4500
. MIL-STD-810D, Method 501.2 maximum Accept
High Temperature/4.1.2.14 temperature shall be 140°F FL EVS 4.5.0.0
Bench Handlin MIL-STD-810D, Method 516.3 Procedure VI six 4” Accept
g drops on each edge totaling 24 drops FL EVS 4.5.0.0
. . Accept
Electrical Fast Transient/4.1.2.6 IEC 61000-4-4 (2004) FL EVS 4500
- MIL-STD-810D, Method 501.2 ten 24 hour Accept
Humidity Test/4.1.2.14 humidity cycles FL EVS 45.0.0
L . IEC 61000-4-2 (1995-01) 15kV air discharge and Accept
Electrostatic Disruption/4.1.2.8 8KV contact discharge FL EVS 4500
IEC 61000-4-3 (2006) electromagnetic field of Accent
Electromagnetic Susceptibility/4.1.2.10 | 10V/m modulated by a 1kHZ, 80% AM modulation FL EVS 4{35 0.0
at 80MHz to 1000MHz frequency T
. IEC 61000-4-6 (1996-04) conducted radio Accept
Conducted RF Immunity/4.1.2.11 frequency energy FL EVS 4500
- . IEC 61000-4-8 (1993-06) AC magnetic fields of 30 Accept
Magnetic Fields Immunity/4.1.2.12 A/m at 60Hz FL EVS 4500
Electrical Power Disturbance/4.1.2.5 IEC 61000-4-11 (1994-06) power surges and dips Accept
T FL EVS 4.5.0.0
. MIL-STD-810D, Method 502.2 and Method 501.2 Accept
Temperature/Power Variation/4.1.2.13 163 hours at 50°F to 95°F FL EVS 4 5.0.0
. Accept
Safety/4.3.8 UL 60950-1 product safety review FL EVS 45.0.0
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TEST FINDINGS AND RECOMMENDATIONS (Continued)
Acoustic Noise Level Test

The ExpressVote was subjected to an Acoustic Noise Level Test to satisfy the following requirements of Sections
3.17.1 and 3.2.2.2 (c) of Volume I of the 2005 VVSG:

Summary Findings

During the Acoustic Noise Level Test, there was one discrepancy recorded. Refer to Notice of Anomaly (NOA)
No. 2 presented in Appendix F for further details. The test was repeated and the ExpressVote successfully met
the requirements of the Acoustic Noise Level Test.

Electrical Supply Testing

Electrical Supply Testing was performed in accordance with Section 4.1.2.4 of Volume | of the VVVSG. The test
was performed to ensure the DS200 hardware version 1.3 and ExpressVote continue to allow for any voter voting
at the time of a failure of the main power supply, which is external to the voting system, to complete the casting
of a ballot. Additionally, it is required that the voting system perform a successful shutdown without loss or
degradation of the voting and audit data, and allow voters to resume voting once the voting system has reverted to
back-up power.

To perform the test, the EUT was configured as for normal operation. The EUT was then operated as designed for
fifteen minutes prior to the removal of the AC input power. Once AC power was interrupted, the DS200 and
ExpressVote were continuously operated for a minimum period of two hours until backup power was exhausted.
Following the exhaustion of backup power, the AC power was restored and the system was operated for an
additional fifteen minutes.

Summary Findings

The DS200 hardware version 1.3 and the ExpressVote successfully completed the requirements of the Electrical
Supply Test.

Maintainability

Maintainability Testing was performed in accordance with Section 4.7.2 of Volume Il of the VVVSG. This test was
performed to evaluate the ease with which preventive and corrective maintenance actions can be performed. This
test factored in design characteristics of equipment; software; processes the vendor and election officials have in
place for preventing failures; and procedures for addressing failures. It includes the ability of equipment and
software to self-diagnose problems and make non-technical election workers aware of a problem and addresses all
scheduled and unscheduled events which are performed to determine operational status and make component
adjustments or repairs.

The DS200 hardware version 1.3 and ExpressVote were evaluated with the appropriate vendor documentation,
and maintainability was determined based on the presence of specific physical attributes that aid system
maintenance activities, and the ease with which system maintenance tasks were able to be performed.

Summary Findings

The DS200 hardware version 1.3 and the ExpressVote successfully completed the requirements of the
Maintainability Test.
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TEST FINDINGS AND RECOMMENDATIONS (Continued)
System Level Testing

The ES&S stated system limits for EVS 5200; the tested limit values; and the tests performed to verify each limit
are compiled in Table 4-4.

System Level Testing was performed to evaluate the integrated operation of the voting system hardware and
software. The suite of tests that comprise the System level Testing includes: Volume and Stress Test, System
Integration Test, Security Test, Usability and Accessibility Tests, Data Accuracy, as well as the Physical and
Functional Configuration Audits.

Table 4-4 EVS 5.2.0.0 System Limits

Limit
(Maximum Declared Value Tested Value Test Performed
Number of)
Precincts in Election 9,900 9,900 Volume and Stress
Candidates/Counters in 21,000 21,000 Volume and Stress
Election
Candidates/ (_Iounters n 1,000 1,000 Volume and Stress
Precinct
Candidates/Counters in 65,535 65,535 Volume and Stress
Tabulator
Maximum Precinct 500,000 500,000 Volume and Stress
Element
Ballot Styles in Election 9,900 9,900 Volume and Stress
Contests in a Ballot Style 200 200 Volume and Stress
Candidates in a Contests 175 175 Volume and Stress
Ballot Styles in a Precinct 40 40 Volume and Stress
Number of Parties Gen-=75, Prim=20 Gen=75, Prim=20 Volume and Stress
Vote For in Contest 98 98 Volume and Stress
Supported Lapguages per 5 Verified Possible System Integration
Election 3)

* “Verified Possible” means that the limit was tested during the FCA, but could not be verified in an election environment because
of dependencies in the ballot layout configuration. The stated limits in the “Test Performed” column were tested in an election

environment.

(The remainder of this page intentionally left blank)
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TEST FINDINGS AND RECOMMENDATIONS (Continued)

System Level Testing (Continued)

Volume and Stress Test

The EVS 5.2.0.0 Voting System was subjected to a Volume and Stress Test in accordance with the requirements
of Section 6.2.3 of Volume 11 of the VVSG. The purpose of the test was to investigate the system’s response to
conditions that tend to overload the system’s capacity to process, store, and report data. The Volume Test
parameters were dependent upon the maximum number of active voting positions and the maximum number of
ballot styles that the TDP claims the system can support. Testing was performed by exercising election definitions
developed specifically to test for volume and stress (Election Definitions: Elections A, C, D, and E contained in
Table 4-5 of this document). Elections B and F were excluded from this campaign based on no changes within the
ERM limits from the previously certified EVS 5.0.0.0 system. All ExpressVote cards were cast and tabulated
utilizing the DS200. All totals were verified within ERM against the expected results matrix to verify accuracy

and the system’s ability to handle the TDP stated limits.

Table 4-5 EVS 5.2.0.0 Volume and Stress

Voting Pattern

“Test Decks” were created for each election definition:
Election A:

Limits Tested:
= Maximum Precincts in an election (9900)*
= Maximum Ballot Styles in an Election (9900)*
U ExpressVote Test Deck: Marked 99 cards *
= Voted each contest on card

O ExpressVote: Marked first candidate in each contest on a card
*All 9900 ballot styles were loaded on the ExpressVVote and the DS200. 99 out of the 9900 ballot
styles were selected and printed by the ExpressVote. The DS200 was then used to cast the 99 cards.

Election C:

Limits Tested:
= Maximum candidate counters/election (21,000)
= Maximum candidates/contest (175)
= Maximum “Vote for”/contest (98)
= Maximum number of parties in a General Election (75)
U ExpressVote Test Deck: Marked 15 randomly selected cards

(The remainder of this page intentionally left blank)
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TEST FINDINGS AND RECOMMENDATIONS (Continued)

System Level Testing (Continued)

45.1 Volume and Stress Test (Continued)

Table 4-5 EVS 5.2.0.0 Volume and Stress (Continued)

Voting Pattern

Election D:
Limits Tested:

nonpartisan party)
O ExpressVote Test Deck: 20 cards
= Each candidate was marked
Election E:

Limits Tested:
= Maximum district types (20)
= Maximum district names (40)
U ExpressVote Test Deck: 8 cards
= Each candidate was marked

= Maximum number of parties in a Primary Election (20 including

Table 4-6 EVS 5.2.0.0 Volume and Stress Cards Cast

EUT Election A Election C Election D Election E Total Cards Cast
DS200 99 15 20 8 142
ExpressVote 99 15 20 8 142

Summary Findings

At the conclusion of the Volume and Stress Test, the DS200 and ExpressVote units successfully exercised the
stated system limits. There was one (1) of each DS200 and ExpressVote used for the duration of Volume and
Stress performance. A total of 142 ballots were processed without issue upon the completion of the test.

45.2 System Integration Test

System Integration Testing was performed to test all system hardware, software, and peripherals. System
Integration Testing focused on the complete system including all proprietary software, proprietary hardware,
proprietary peripherals, COTS software, COTS hardware, and COTS peripherals configured as described in the
ES&S-submitted TDP for the EVS 5.2.0.0 Voting System. To perform the System Integration Testing, NTS
Huntsville developed specific procedures and test cases designed to test the system as a whole. These procedures
demonstrated compliance of the EVS 5.2.0.0 Voting System to Sections 2, 3, 4, 5, and 6 of Volume | of the
VVSG.

(The remainder of this page intentionally left blank)
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TEST FINDINGS AND RECOMMENDATIONS (Continued)
System Level Testing (Continued)
System Integration Test (Continued)

In order to further verify compatibility between the system in scope, ballots were presented across the system and
all results verified against the expected results matrix. The created test deck for system integration included hand
marked ballots, folded ballots, AutoMARK generated ballots, and ExpressVVote generated ballots. The generated
test deck was then utilized for system integration testing on the DS200 and DS850 with all expected results
verified within ERM.

The six election definitions exercised during the System Integration Testing are listed below:
o GEN-01

o GEN-02
e GEN-03
e PRIM-01
e PRIM-02
e PRIM-03

Summary Findings

Through System Integration Testing, it was demonstrated that the system performed as documented with all
components performing their intended functions. No anomalies were noted during testing.

Security

EVS 5.2.0.0 was subjected to Security Testing in accordance with the requirements of Section 7.0 of Volume |
and Section 6.4 of VVolume Il of the EAC 2005 VVSG. The purpose of the Security Test was to verify that the
modifications included in the EVS 5.2.0.0 system including the introduction of the DS200 Hardware Version 1.3
and the ExpressVote did not compromise the security of the system. The focus of security testing was on the
DS200 Hardware Version 1.3 and the ExpressVote with the remaining components being unmodified from the
previously certified versions. Based on the limited modifications to the remainder of the system, all previous
security testing for these components were reused and accepted for the current test campaign.

The ES&S TDP was utilized during this portion of testing to ensure the proper placement was identified within
the documentation and the placement ensured the security of the component. The DS200 Hardware Version 1.3
underwent physical security testing in which all tie straps, seals, and locks were tested and verified. The
ExpressVVote underwent a full security test suite to provide verification of the access controls and the physical
controls documented by ES&S.

Summary Findings:

NTS Huntsville reviewed the ES&S TDP security documentation and the provided Threat Matrix. An analysis
was performed on the ExpressVVote configured as documented by ES&S. Attempts were made to access certain
functions of the ExpressVote by users that did not have permissions to access those functions. Those attempts
were unsuccessful. The ExpressVote and DS200 security tie straps, tamper evident seals, locks, and their
documented installation were analyzed and found to be adequate. NTS Huntsville has determined the EVS 5.2.0.0
Voting System to be compliant with the security requirements of the EAC 2005 VVSG.
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TEST FINDINGS AND RECOMMENDATIONS (Continued)
System Level Testing (Continued)
Usability and Accessibility Test

The EVS 5.2.0.0 Voting System was subjected to Usability and Accessibility Tests in accordance with Volume I,
Section 3 of the EAC 2005 VVSG. The purpose of this testing was to assess the DS200 Hardware Version 1.3 and
the ExpressVVote conformance to the usability and accessibility requirements in the EAC 2005 VVSG.

All efforts should be made by the voting system to enable a quality interaction between the voter and voting
system with a comfortable and efficient process providing confidence their votes are cast correctly. Additional
requirements for task performance are independence and privacy: the voter should normally be able to complete
the voting task without assistance from others and the voter selections should be private.

The Usability and Accessibility requirements set forth by the VVSG and the Help America Vote Act (HAVA)
ensure that all eligible voters are provided the ability to vote without discrimination regardless of any disabilities.
As stated in the VVSG, to meet the requirements of the Usability and Accessibility Test, the voting system shall:
conform to the specified usability requirements of Volume |, Section 3.1; provide the capabilities required by
Volume I, Section 3.2; and operate consistently with vendor specifications and documentation.

The requirements for physical, sensory, or cognitive disabilities shall be followed according to HAVA (a) (3) (B).
Alternative languages shall be in accordance to HAVA (a) (4) and privacy mandated by HAVA (a) (1) (C). In
addition, Common Industry Format (CIF) shall be used for testing purposes according to ANSI/INCITS 354-2001
and in accordance with the VVSG. To help meet this requirement, ES&S submitted a summative usability test
report for the ExpressVote to NTS for review and is included in Appendix K of this report.

Summary Findings

During the Usability and Accessibility Test, there was one discrepancy recorded for the ExpressVote. Refer to
Notice of Anomaly (NOA) No. 1 presented in Appendix F for further details. The test was repeated and the
ExpressVote successfully met the requirements of the Usability and Accessibility Test. The DS200 Hardware
Version 1.3 successfully met the requirements of the Usability and Accessibility Test.

Data Accuracy Test

Per the VVSG Vol. Il Section 4.7.1.1, “As indicated in Volume I, Section 4, data accuracy is defined in terms of
ballot position error rate.” This rate applies to the voting functions and supporting equipment that capture, record,
store, consolidate, and report the selections (or absence thereof) made by the voter for each ballot position. To
meet the requirements of this test, the voting system must be subjected to the casting of a large number of ballots
to verify vote recording accuracy, i.e. at least 1,549,703 ballot positions correctly read and recorded. An accuracy
test was performed on the ExpressVote based on the new component being introduced into the system and NTS
Huntsville determined the DS200 (versions 1.2, 1.2.3, 1.3) also required an accuracy test based on the hardware
and software changes made to each of the components. Based on the evaluation of the software changes to the
AutoMARK and DS850 NTS Huntsville determined these components were excluded from the accuracy test,
however the DS850 was utilized for tabulation of the ExpressVote cards that were printed during the ExpressVote
accuracy test. The tables below summarize the accuracy test breakdown for the DS200 and the ExpressVote.

Tables 4-7 and 4-8 show the breakdown of the ballots processed during the Accuracy Test.
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4.0 TEST FINDINGS AND RECOMMENDATIONS (Continued)
4.5 System Level Testing (Continued)
455 Data Accuracy Test (Continued)

Table 4-7 EVS 5.2.0.0 Accuracy DS200

No. No. Ballot No. of Total
B;‘ilzlgt I;\I;I.Ic?tfs N?\'/I;{,iggor Hand Positions | Machines | X Voted= Ballot E:I;a ?Itgtls
Marked | per Ballot in Test Positions
11 inch 100 30 70 392 3 2 235,200 600
14 inch 100 30 70 512 3 2 307,200 600
17 inch 100 30 70 640 3 2 384,000 600
19 inch 100 30 70 720 3 3 648,000 900
Total 400 120 280 N/A N/A 9 1,574,400 2700
Table 4-8 EVS 5.2.0.0 Accuracy ExpressVote

No. of ExpressPass No. of blank | No. Ballot No. of Total
B;\ilzlgt CN:;,SZ cards with activation | ExpressVote Positions | Machines Ballot gg:g;

bar codes per unit cards per unit | per Ballot in Test Positions
11 inch 100 10 90 800 5 400,000 500
14 inch 100 10 90 800 5 400,000 500
17 inch 95 10 85 800 5 380,000 475
19 inch 95 10 85 800 5 380,000 475
Total 390 40 350 N/A N/A 1,560,000 1950

Summary Findings

The EVS 5.2.0.0 Voting System successfully met the requirements of the Data Accuracy Test by scanning and
processing at least 1,549,703 ballot positions.

(The remainder of this page intentionally left blank)
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TEST FINDINGS AND RECOMMENDATIONS (Continued)
System Level Testing (Continued)
Physical Configuration Audit

A Physical Configuration Audit (PCA) of the EVS 5.2.0.0 Voting System was performed as part of the testing
activities in accordance with Section 6.6 of Volume Il of the VVSG. The PCA compares the voting system
components submitted for certification with the vendor’s technical documentation and confirms that the
documentation submitted meets the requirements of the Guidelines. The PCA included the following activities:

o Establishing a configuration baseline of software and hardware to be tested; confirm whether manufacturer’s
documentation is sufficient for the user to install, validate, operate, and maintain the voting system;

e Verifying software conforms to the manufacturer’s specifications; inspect all records of manufacturer’s
release control system; if changes have been made to the baseline version, verify manufacturer’s engineering
and test data are for the software version submitted for certification;

e Reviewing drawings, specifications, technical data, and test data associated with system hardware, and to
establish system baseline;

¢ Reviewing manufacturer’s documents of user acceptance test procedures and data against system’s functional
specifications; resolve any discrepancy or inadequacy in manufacturer’s plan or data prior to beginning
system integration functional and performance tests;

e Subsequent changes to baseline software configuration made during testing, as well as system hardware
changes that may produce a change in software operation are subject to re-examination.

The PCA performed on the EV'S 5.2.0.0 Voting System consisted of inspecting the following:

e The EVS Election Management System (EMS) software platform

e ExpressVote Universal Vote Capture Device

e DS200 Precinct Digital Scanner

e AutoMARK ADA Ballot Marking Device

e DSB850 Digital Scan Central Ballot Scanner

e All accessories, equipment, and documentation used with the EVS 5.2.0.0 Voting System

Summary Findings

A PCA was performed to baseline the system’s hardware and software components that were used during the test
campaign. No discrepancies were noted during the PCA.

(The remainder of this page intentionally left blank)
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TEST FINDINGS AND RECOMMENDATIONS (Continued)
System Level Testing (Continued)
Functional Configuration Audit (FCA)

The Functional Configuration Audit encompassed an examination of manufacturer’s testing, and additional
testing by the VSTL, to verify that the system hardware and software under scope for the test campaign performed
all functions described in the manufacturer’s documentation submitted as part of the TDP. In addition to
functioning according to the manufacturer’s documentation, tests were conducted to ensure the system hardware
and software met all applicable EAC 2005 VVSG requirements. The FCA for the EVS 5.2.0.0 campaign included
the EMS, ExpressVote, DS200, AutoMARK, and DS850.

A Functional Configuration Audit of the ES&S EVS 5.2.0.0 was performed in accordance with Section 6.7 of
Volume Il of the VVSG. The purpose of the FCA was to verify that the EVS 5.2.0.0 system under scope
performed as documented in the ES&S-supplied technical documentation during pre-voting, voting, and post-
voting activities and validated that the EVS 5.2.0.0 meets the requirements of the EAC 2005 VVSG. To perform
the FCA, the EVS 5.2.0.0 was subjected to a series of tests to simulate pre-voting, voting, and post-voting
activities. These tests were performed to ensure compatibility of voting machine functions using the referenced
firmware. During the FCA, both normal and abnormal data was input into the system to attempt to introduce
errors and test for error recovery. The activities simulated were:

Verification of hardware status via diagnostic reports prior to election;

e Performing procedures required to prepare hardware for election operations;

o Obtaining ‘zero’ machine report printouts on all contest fields;

e Performing procedures to open the polling place and enable ballot counting;

e Casting of ballots to demonstrate proper processing, error handling, and generation of audit data;
e Performing hardware operations required to disable ballot counting and closing the polls;

e Obtaining machine reports and verifying correctness

e Obtaining machine-generated audit logs and verifying correctness

The FCA was divided into three phases: pre-voting, voting, and post-voting. The three phases are described in
greater detail in the following paragraphs:

1. Pre-Voting

Pre-Voting encompasses all activities performed to the point of loading the election data on a transport
media. These activities include verifying roles, user administration, database administration, defining the
political subdivisions, defining election types, defining voting variations, defining the ballot contents,
audio ballot definition, election definition loading, auditing election creation process, producing pre-
election reports, adding to existing elections, updating existing elections, modifying ballot styles,
verifying alternative language translations, and loading an election on precinct count devices.
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TEST FINDINGS AND RECOMMENDATIONS (Continued)

System Level Testing (Continued)

Functional Configuration Audit (FCA) (Continued)

2.

Voting

Voting encompasses all activities performed by poll workers, voters, and warehouse maintenance
technicians after an election has been loaded. These activities include pre-election logic testing,
diagnostic tests, opening the polls, activating ballots, voting and casting both normal and audio ballots,
utilizing the usability and accessibility aspects of the accessible voting station, closing the polls, printing
machine reports, performing post-election maintenance tasks, and executing special voting sessions such
as the processing of absentee and provisional ballots.

Post-Voting

Post-Voting encompasses all activities performed after the polls have closed. These activities include
verifying election results, tabulation of results, consolidating voted data, Election Media maintenance &
cleaning, Election Media logs, concluding an election, backing up results, retaining election data for 22
months, deleting elections, and auditing voting machine log.

Summary Findings

A Functional Configuration Audit was performed on the EMS, DS200, ExpressVote, AutoMARK, and DS850 to
ensure it functions and operates as described with the system’s technical documentation. A total of seven
discrepancies were documented during the FCA. All discrepancies notated during the FCA are included within
Notice of Anomaly No.5, Rev A and further detail is located within Appendix F of this report. All discrepancies
noted were corrected and retested to validate the fix prior to the conclusion of the test campaign.

(The remainder of this page intentionally left blank)
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TEST FINDINGS AND RECOMMENDATIONS (Continued)
System Level Testing (Continued)
Availability

The voting system achieved at least 99 percent availability during normal operation for the applicable functions of
the system.

Anomalies and Resolutions

A total of five Notices of Anomaly were issued throughout the test campaign upon occurrence of a verified
failure, an unexpected test result, or any unsatisfactory condition. All anomalies encountered during testing were
successfully resolved prior to test completion. The Notices of Anomaly generated are presented in their entirety
in Appendix F of this report and are summarized below, along with their resolution.

Notice of Anomaly (NOA) No. 1: Usability and Accessibility Test:

The horizontal distance between the centers of the keys on the touchscreen keyboard on the ExpressVote was less
than 0.8 inches.

Resolution to Anomaly No. 1:

ES&S acknowledged the anomaly and resolved the issue in a subsequent version of the firmware. The distance
between the keys was re-tested and found to be compliant.

Notice of Anomaly No. 2: Acoustic Noise Level Test: The ExpressVote would not allow the voter to decrease the
volume at the beginning of each voting session.

Resolution to Anomaly No. 2:

ES&S acknowledged the anomaly and resolved the issue in a subsequent version of the firmware. The Acoustic
Test was repeated and the volume levels were complaint.

Notice of Anomaly No. 3: Technical Data Package (TDP) Review

Review of the submitted documentation revealed discrepancies between the TDP and the EAC 2005 VVSG
requirements. Functional testing also identified text in the TDP that conflicted with the actual operation of the
system. Each noted discrepancy was documented in detail in the NTS Huntsville-generated TDP review reports
on file as raw data. The review results were recorded in a worksheet that provided the pass/fail compliance to
each applicable EAC 2005 VVSG requirement.

Resolution to Anomaly No. 3:

The EVS 5.2.0.0 Voting System is a modification of a previously certified system. As such, the TDP was only
reviewed where modified or where impacted by system modification. ES&S corrected each nonconformance
observation and resubmitted the associated documents for review. This process continued until the TDP complied
with all applicable requirements.
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TEST FINDINGS AND RECOMMENDATIONS (Continued)
Anomalies and Resolutions (Continued)

Notice of Anomaly No. 4: Source Code Review

Review of the submitted source code modules comprising the EVS 5.2.0.0 Voting System revealed deviations
from the standard as well as issues with the commenting. These anomalies are documented in detail in the NTS-
Huntsville generated review reports on file as raw data.

Resolution to Anomaly No. 4:

Upon completion of the review for each source code submission, a technical summary report of all identified
standards violations was sent to ES&S for resolution. ES&S then corrected the reported discrepancies and re-
submitted the source code for re-review. This process was repeated as many times as necessary until all identified
standards violations were corrected. All discrepancies were resolved by ES&S before the conclusion of the test
campaign. Additional information can be located in tables 4-1 and 4-2 of this document.

Notice of Anomaly No. 5 Rev A: Functional Configuration Audit (FCA)

During the FCA, seven discrepancies were identified and included within this NOA. The following discrepancies
were documented:

1. "ExpressVote General Error. Unknown Error occurred. Please Contact an Election Official. An Error has
occurred.” Message displayed when attempting to generate hash of Firmware/OS/Bootloader with Include
Graphics Option checked.

2. Open Primary contests without party preference on the ExpressVote: Voting in more than one party's contests
caused candidates to display as selected, but not print.

3. When attempting to print a ballot image in ElectionWare, if a new printer is selected when attempting to print
ballot images, the image will print to the previously selected printer.

4. When attempting to print a ballot image in ElectionWare, pressing the "X" button to close the printer window
causes the image to be printed anyways.

5. Enable/Disable BOL Scanning option is stated incorrectly in the system log as "Bypass Graphics/Audio

Check Option Enabled/Disabled"” on the ExpressVote.

For DS200 tabulation in ERM, the option "Update DS200 Results from SFTP" is not greyed out.

7. The DS200 was incorrectly displaying the ballot counts for the ExpressVote cards on the QR Status Code
screen. The ExpressVote cards were being counted as DS200 ballots after the polls were closed.

S

Resolution to Anomaly No. 5 Rev A ltems 1, 5, and 7:

ES&S acknowledged the discrepancies and resolved them in subsequent versions of the ExpressVote and DS200
firmware. The items were retested and found to be compliant.

Resolution to Anomaly No. 5 Rev A ltems 2, 3, 4, and 6:

ES&S acknowledged the discrepancies and resolved them in subsequent versions of the ElectionWare and ERM
software. The items were retested and found to be compliant.
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4.0
4.7

TEST FINDINGS AND RECOMMENDATIONS (Continued)

Recommendation for Certification

NTS Huntsville performed conformance/specification testing on the modifications to EVS 5.2.0.0 Voting System
to the EAC 2005 VVSG (Version 1.0). During the test campaign, the data from all testing was reviewed to ensure
all VV'SG requirements that are supported by the EVS 5.2.0.0 Voting System had been tested. NTS Huntsville
also used discretion as granted by the VVSG to design and exercise FCA Test Cases, perform source code
reviews, and perform Security Tests.

NTS Huntsville performed conformance testing on all modifications submitted for the ES&S EVS 5.2.0.0 Voting
System. The modifications and additions met the requirements of the EAC 2005 VVSG and the manufacturer’s
technical documentation. As such, NTS Huntsville recommends the EAC grant the ES&S EVS 5.2.0.0 Voting
System certification to the EAC 2005 VVSG.

This report is valid only for the equipment identified in Section 2 of this report. Any changes, revisions, or
corrections made to the system after this evaluation shall be submitted to the EAC to determine if the modified
system requires a new application, or can be submitted as a modified system. The scope of testing required was
determined based upon the degree of modification.

Due to the varying requirements of individual jurisdictions, it is recommended by the EAC 2005 VVSG
that local jurisdictions perform pre-election logic and accuracy tests on all systems prior to their use in an
election within their jurisdiction.
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Item

Number Module Affected Version Number Modification
1 ExpressVote Hardware v1.0 Addition of a new universal vote capture device
2 DS200 Hardware 1.2.3 Incorporates all changes in ECO 1281
Implement new motherboard and new scanner board as previous
3 DS200 Hardware v1.3 boards are going end-of-life (EOL).
4 DS200 Hardware v1.3 Transport component update to enhance ballot handling and
manufacturing tolerances.
5 DS200 Hardware v1.3 :?feeglace CFL backlight with LED backlight due to EOL (end of
Usability and compatibility enhancements to battery compartment
6 DS200 Hardware v1.3 access, ballot box replacement rails, power/close compartment
switch, and equipment labeling.
ExpressVote & | ExpressVote FW 1.4.0.0; . .
7 ElectionWare ElectionWare 4.6.0.0 Enhancement to support the Open Primary election type.
8 ExpressVote ExpressVote FW 1.4.0.0 Enhancement to update the field length displayed on the
ExpressVote
9 ExpressVote & | ExpressVote FW 1.4.0.0; | This enhancement will allow the ExpressVote to display the
ElectionWare ElectionWare 4.6.0.0 customized precinct name that is configured in ElectionWare.
10 DS200 & DS200 FW 2.12.0.0 The ability for the DS200 to query blank ExpressVote activation
ElectionWare ElectionWare 4.6.0.0 | cards.
. . Enhances the cast vote record (CVR) export so that contest totals
1 ElectionWare ElectionWare 4.6.0.0 by district can be derived from the CVR spreadsheet.
12 DS200 Eirmware 2.12.0.0 The enhzincement allows an oyerrlde to bypass “diverter not
installed” stop and keep scanning.
13 DS850 Eirmware 2.10.0.0 ,r:g((j)?i the ability to password protect the generation of results
. Enhancement so the candidate order on the zero and results
14 DS200 Firmware 2.12.0.0 reports on the DS200 matches the ballot for that precinct.
DS200. DS850. DS200 FW 2.12.0.05
DS850 FW 2.10.0.0; . . .
ExpressVote, .| Implement method to validate hash values with Trusted Build to
15 AUtOMARK, & | EXPressVOte FW LA.0.0: 1 opo 10 RFI 2012-04
EIectionWa’re AutoMARK FW 1.8.6.0; '
ElectionWare 4.6.0.0
16 System Wide EVS 5.2.0.0 'zl'oDle_%deate for Configuration Management to conform to RFI
17 ERM ERM 8.11.0.0 Audit Log timestamp updates to conform with RFI 2013-03.
18 System Wide EVS 5.2.0.0 Quality Impr_ovements: enhancements to any GUI related issues
and toolbox improvements
19 ExpressVote & | ExpressVote FW 1.4.0.0 | Pennsylvania rule for contest re-voting conditions associated with
AutoMARK AutoMARK FW 1.8.6.0 | Straight Party ticket voting.
20 ExpressVote & | ExpressVote FW 1.4.0.0 | Enhancements of the ExpressVote and AutoMARK screens for
AutoMARK AutoMARK FW 1.8.6.0 | plain language and conformance to usability guidelines.
21 ERM ERM 8.11.0.0 The ERM csv export excludes some vote totals when PRC contest
types are used.
DS200 FW 2.12.0.0;
DAS‘S?OOM,[;%SEO’ DS850 FW 2.10.0.0; Ilinois tabulation rule: An overvoted contest must count as 1 in
22 ERM & ' AutoMARK FW 1.8.6.0; | the overvote tally, rather than being counted as the same number
Election’Ware ERM 8.11.0.0 as the Vote-for in the contest.
ElectionWare 4.6.0.0
23 System Wide EVS5.2.0.0 Upgrade to Adobe Standard version XI.
Routine task updates for every release. For example: TDP
24 System Wide EVS5.2.0.0 updates, hardening scripts, source code file listings, and change
notes.
25 DS850 DS850 FW 2.10.00 DataWin updates to DS850 firmware
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Photograph No. 1
ExpressVote Acoustic Noise Level Test Setup

Photograph No. 2 Photograph No. 3
DS200 Electrical Supply Test Setup ExpressVote Electrical Supply Test Setup
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Photograph No. 4 Photograph No. 5
DS200 Maintainability Test Setup ExpressVote Maintainability Test Setup

Photograph No. 6
Usability and Accessablity Test Setup
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Photograph No. 7
DS200 Accuracy Test Setup

Photograph No. 8
ExpressVote Accuracy Test Setup
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Photograph No. 9
Volume and Stress Test Setup

Photograph No. 10
Volume and Stress Test Setup
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Photograph No. 11
System Integration Test Setup

Photograph No. 12
DS200 System Integration Test Setup
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Photograph No. 13 Photograph No. 14
ExpressVote System Integration Test Setup AutoMARK System Integration Test Setup

Photograph No. 15
DS850 System Integration Test Setup
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3.0 MATERIALS REQUIRED FOR TESTING

The materials required for certification testing of the EVS 5.2.0.0 voting system include software, hardware,
test materials, and deliverable materials were shipped directly to N'I'S by IS&S. The equipment used during
this test is the same cquipment vsed during the original certification campaign.

31 Soltware
Table 3-1 Lists the soflware the manulacturer must submil [or tsting. This scetion lists all sellware required
for operation and testing of the voting system being certified. This includes the software used for testing
accuracy and system infugralion; as well as supporling soltware required [or the test cnvironment. All COTS
software is listed in Appendix D.

Table 3-1 E¥S 5.2.0.0 Software Submitted for Testing

Software Required For Testing [ Software Version
Proprietary Software

ExpressVote 1.4.0.0
DS200 2.12.0.0
AuloMARK 1.8.6.0
128850 2.10.0.0
ElectionWare 4.6.0.0
Elsction Reporting Manager (ERM) 8.11.0.0
ES&S Event Log Scrvice (ELS) 1.5.5:40
Removable Media Service (RMS) 1.4.5.0
VAL Previewer 1.8.6.0
ExpressVote Previewsr 1.4.0.0
ExpressPass Application® 1.1.0.0

"HxpressPass Application software is not in the scope of certification, but NS will review the source cade for 2005 ¥V compliance.

32 Iquipment

This subsection calegorives the equipment the manulacturer submilled [or lesting listed m Table 3-2. liach
test clement is included i the list of cquipment required for testing of that clement, including system
hardware, general pwpose data processing and communications equipment, and any required test

instrumentation.
Table 3-2 EVS 5.2.0.0 Voting System Equipment Descriplion
Ecquipment Description Serial Numbers/Designation
P EVOIII35002L, BVoT 1335073
Hardware v. 1.0 Vate Capture Tevice Algaliaoy, P'Y\flj ; ]f 3??0,1;7
Frmware v. 1.4.0.0 E\'OH.J}"UO}‘J'
3350049
Dszan
Hardwara v. 1.2.] Precinct Cown Digital Scanner REO108340026, XSO 3340087
Tirmware v. 2.12.0.0
Dsz2a0
Hardware v, 1.2.3 Pracinct Courn Dipital Scanner DRO11336018G
Tirmware v. 2.12.0.0
Dszan
Hardwarcv. 1.3 Precinet Courn Dipital Scanner DE0313350002, 1350313330010
Firmware v. 2.12.0.0
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Certification Test Plan T71379.01

4.0

4.1

TEST SPECIFICATIONS (Continued)
Requirements (Strategy of Evaluation) (Continued)

NTS personnel shall maintain a test log of the procedure(s) cmploved. This log identifics the system and
equipment by model and serial number. In the event that the project engineer deems it necessary to deviate
from NTS Test Cases or NTS Operating Procedures (OI') pertaining to the test covironment, the cquipment
arrangement and method of operation, the specified test procedure, or the provision of test instrumentation
and facilitics shall be recorded in the test log. A discussion of the reasons for the deviation and the cffect of
the deviation on the validity of the test procedure shall also be completed by the Project lingineer and
Program Manager.

NTS persormel ulilive an inlernal bug tracking system in order 1o caplure and track all issues and
discrepancies tound during the testing campaign. This allows for all issues and discrepancies to be menitored
[or reoceurrence, tracks the rool cause analysis, and provides a resolution status. N'I'S personnel shall verily
all items logged inte the bug tracking system are resolved prior to the completion of testing and before any
recommendation may be made [or certilication.

The specific KTS OPs to be used during testing include the following:

OP 1 Operations Status Checks OP 25 Physical Configuration Andit
OP 2 Receipt Inspection OP 26 Functional Configuration Audit
OP 3 Technical Data Package Review OP 27 Maintanability

OP 4 Test Plan Preparation (This document) OP 28 Availability

OP 5a-d Source Code Review OP 29 Electrical Supply

OP 6a-d Security OP 30 System Integration Test

OP 7 Trusted Build OP 34 Test Reporl

OP 22 Acouslic Test OP 36 Vole Recording Requirements
OP 24-1a-g Usability OP 40 ¥olume and Stress

OP 24-Za-h Accessibility OP 41 Logic & Accuracy

{The remainder of this page intentionally left blank)
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4.0 TEST SPECIFICATIONS (Continued)
4.4 Test Case Design (Continued)
441 Hardware Qualitative Examination Design

ES&S submnitted the resvlts of previous festing n the form of the following test reports:

e  Hardwarc Compliance Testing of the Election Svstems & Sofltware FL EVS 4.5.0.0 voling systam
DS200 Hardware Version 1.3, Wyle Test Report No. T71013.01-01

e llardware Compliance lesting of the Llection Systems & Soflware 1. VS 4.5.0.0 voling system
ExprossVote Hardware Version 1.0, Wyle Tost Report No. T71013.02-01

NTS personnel performed a hardware qualitative cxamination to 1) asscss if the testing was performed under
the guidelines of the EAC program, 2) assess if the tests were performed per the EAC 2003 VVSG, and 3)
determine if the scope of the ongincering changes were implementod sinee test paformance. The results
from this examination desmed that the hardware testing performed under the T71013.01-01 and T71013.02-
01 campaigns were lested Lo the EAC 2005 VVSG and in accordance with the BAC Testing and Certification
Program Manual. NTS recommends that reuse be approved for all hardware test requirements.

The summary of aceeptable testing is provided in Table 4-1. NTS will verify all hardware during the PCA
and thoss resulls will determine il the hardware 15 compliant with the previous tested versions.  All testing
that is decined rejected shall be performed by NTS personnel under this test campaign. The details of those
tests are presented m Sectiom 6.0,

(The remamder of this page intentionally left blank)
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4.0

44

4.4.2

TEST SPECIFICATIONS (Continued)
Test Case Design (Continued)
Hardware Environmental Test Case Design

The EVS 5.2.0.0 voting system hardwarc was tested by NTS® EMI, Dynamics. and Enviromnental test
facilities for testing to the hardware requirements in accordance with N'U'S™ A2[.A certitications §45.01-.03.
All EMI testing was performed, per the following NTS Test Guidelines Documents: EMI-001A, “NTS” Test
Guidelines for Performing lllectromagnetic Interference (IIMI) 'T'esting,™ and IMI-002A, ““l'est Procedure for
Testing and Documentation of Radiated and Condueted limissions Perlormed on Commercial Products.™ All
hardware testing was per the guidelines of ANSINCSL Z540-1, “Calibration Laboratories and Measuring
and ‘lest ligquipment, General Requirements.” and 180 10012-1, “Quality Assurance Requirements [or
Measuring Equipment™, and the governing MIL-STD. All pre/post tests were condueted by qualified NTS
personnel al the N'T'S Huntsville, Al Lacility.

Softwarc Module Test Case Design and Data

NTS personnel implements Component Level Testing during the FCA for each component and
subcomponent ¢xorcising the functionality of cach as desiencd and documented. NTS will vhilize Lmited
structural-based techniques (white-box testing) mainly in the area of Source Code Review, Compliance
Builds, and Sceurity Testing and Review. NTS will depend heavily on speeification-based techniques (black-
box testing) for the individual software components. The most common specification-based techniques
applicd to the ES&S EVS 3.2.0.0 during softwarc tosting will be “equivalence partitioning” and “boundary
value testing.”

& “liguivalence partitioning™ will be used to evaluate specitic software functions and data entry points of
the EVS 3.2.0.0 for valid and mvalid data during the FCA. For software functions and data cntry points,
an entry will be made for a valid data requirement and at Teast one invalid data requirement to test for
normal and abnormal conditions.

¢+  “Boundary Value Testing™ will be used to evaluate specific software functions and data entry points for
minimums and maximums during the FCA. Tor soliware Tunctions and data eniry points, an entry will
be made for all minimum and all maximum documented requirements to test for normal and abnormal
conditions. ‘This Lechnigue will be used (or numenie ranges as well as nom-numeric ranges.

NTS persormel will document an expecled resull Tor each test.  The ACCEPT/RIDNCT criteria at the
Component Level will be based on the expected result.  If the System Under Test (SUT) perfonms as
expecled, the resulls will be accepted. I the SUT does not perform as expecled, the test will be evaluated for
tesler errors, lest procedure errots, or lest cquipment errors, I il 15 delermmed there were no tester errors, lost
procedure errors, or test equipment errors, the test will be repeated in an attempt to reproduce the results. It
the resulls can be reproduced and the expocted resulls are not met, the SUT will have failed the st I the
results cannot be reproduced, the manufacturer and VSTL will determine the root cause of the ecror. If the
rool cause has boen correeted and the SUT perfomms as expectled, then the results will be aceepted. I the
root cause cannot be determined, the problem has not been corrected, or the SUT still does not perform as
cxpecled, the SUT will have failed the Lest.
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TEST SPECIFICATIONS (Continued)

TDP Evaluation (Continued)

Table 4-2 EYS 5.2.0.0 Voting System TDFP Documents

EVS 5.2.0.0 TDP Documents

| Version | Doc No. |

Decument Code

Spstem Overview

Voling System Overview

EE

‘ 0101

| FEVES200 ¢ T 0100 SysOwvr

Spstem Functionatily Description

b_ystem Functionality Tescription — 50 0 REVEs300 ¢ T 0200 SFD
Voling Syslem i =
Spatert Havdware Specification

Syslem HaIdw’}iFC bp\.‘flllcﬂllun —D5200 30 13201 DE200HW M SIC 0312 HWepee
Hardware Revision 1 2
W R P T
sy Baiiwe s pealiption - Depy 40 (1312 TS200HW M SFC 0313 HWspeo
Hardware Revision 1 3
System ITardware Specilicution  DSES0 11 03-03 DS8SOITW M SPC 0310 ITWSpec
DExpress Vole TTardware Specilication 3.0 03-04 CapressVoleITW M SPC 0310 ITW Spec

e i — o AoMARE TS5 System ITardware
AuobMARK Svstem Ilardware Overview 3.0 03-05-01 Overviow AUS-18-5002-000-5

o § T e . - AwmeMARK HSH System Hardware
AutoMARK System Hardware Specification 3.0 03-03-02 Specification ACS-] 8-3000-001-F

Software Desipn and Specification
Software Design and Specification —
04-0 TVS5200 10T
LS&S Ovent Log Service i e Tl SOS00; B
Sollware Design and Specilieation - BlectionWars 20 04-02 EWVE5200 8DS00 EHleclionware
Softwarc Dezlpn and Specification — ERM 20 04-03 EVE5200 50500 ERM
LS&S Soltware Design Specilications - o R A G P—
EBM Appendices 20 04-03-01 EVE5200_3D500_ERMOL_Appendices
Software Tesipn and Specification — TISE50) 2.0 04-04 EVSS200 EDS00 TISES0
5200 Software Design and Specification 40 014015 EVS3200 T) SDS00 TIS200
ExpressVote Software Desigpn and Specification 30 04-06 EVS5200 D SDS00 ExpressVote
Software Design and Specification — 1% 0407 AuteMARK ESS Software Design
AutoMARK } Specilications Overview
Sl S ey el e g 50| 040701 AUS-18-5001-002-R
Specifications
AutoMARK Ballot progessing, Specifications 3.0 04-07-01 AS-18-3002-003-8
AutaMARE Software Design Specifications 50 04-07-01 AQB-18-3001-004-13
AutoMARK Software Development Erwironment 5.0 04-07-01 AQS-18-5001-0006-R
AumMAR_& Graphical Usger Interface &0 04-07-01 AQS-18-5001-005-R
Specilicalions
AutoMARK Software Niagnostics Specifications 30 04-07-01 AQS-18-3000-004-F
;"\utol\ih’\l?:K TEmbedded Database Interface 50 04-07-01 AQS-18-5002-005-3
Specifications
A 2 2, 1 ’ b2

itk Ballorcauming and. riming 50| 040701 AQS-18-5002-007-5
Specifications
AutoMARK Driver APT Specifications 9} 04-07-01 ACS-18-3000-D02-F
AutoMARK Programming Specifications Tetails 50 04-07-01 AS-18-5001-011-R
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TEST SPRCIFICATIONS (Continued)
NP levaluation (Continued)

Tahle 4-2 VS 5.2.0.0 Voting Svstem T Dncuments (Continued)

EVS 5.2.0.0 TDP Documents [ Version [ Doc No. | Document Code
Software Design and Specification continied)
%utuMAP:Ix T3S Soltware Standards 50 04-07-01 ACS-1E-4000-000-5
Specification
;IitzvaRT\ RS Operations and Diagnostic T.og 50 0407201 AQS-18-5002-004-8
R388YS 3G P n4nn
; e . . ) 5 i S i
LES&S System Development Program 20 04-08 SosliniDer R optai
Codmg Standards 3.0 04-08 BSS8YS_D P 0400 CodingStandards
System Test/Verification Specification
Voling Svstem Test Plan i — U —
FS&S Voting Sysiem 5 2.0.0 2.0 05-01 EVE5200 QA D 0300 Swslestllan
- . ExpresaVoteHW P T) 03500
0 - Tenress Ve 0| G i
CII Usability Test Reports  LxpressVoie 10 03-02-01 CIFRpxpress Vots
H3&S AuteMARE Voler Assisl Temminal (VATL) lx 05-02-02 | AMVATHW D D3 0510 CLERpLAMYAT
D5200 Precmel Ballol Scemner Lo 05-02-03 DSZ00IIW P D 0312 CITRpt&200
System Security Specification
Voting Svstem Security Specification 40 016-0] FEWSS200 OV SPCO0 SysSecuritySpec
. EVS5200 W SPCOT
f 0 = b s - 7 o e b
ITardening Procedures Lor the Cleclion Syslem Lz 06-02 it B el
Socurity Seript Description 11 06-03 EVE3200 CM_SPC02_SeeSariptDose
AutoMark System Security Specifications 6.0 06-04 ST K35 dystm secungy

Specification AQS-18-5002-001-5

Spstemt Cperations Frocedure

- . SVRA200 ON S
etwork Setup Guide 12 07.01 ERailel G HOR

NetworkConligG uide
AuloMARK System Operator’s Guide 4.0 07-02 BEVBAZ00_DOC S0 AMYAT
D3200 Operalor’s Guides 6.00 07-03 LVES200 DO S0P D20
DS850 Operalor’s Guide 4.0 07-04 LVE3200 DOC S0P D830
BEVS Hvenl Logging Service 3.0 07-03 BVE5200_ DOC S0P BLS
Tlection Reporling Munager User’s Guide 70 07-06 LWS5200 DOC SOP ERM
Llectionwure Volume I Administrator’s G ude 4.0 07-07 LEVS5200 DOC SOP IWO1Admin
Electionware Volume 1 Deline User’s Gude 5.0 07-08 EVS3200 DOC S0P KW02Deline
Tlectionware Volume T1T: Design User”s Guide 3.0 07-09 LEVS5200 DOC SCOP TWORDesign
Llectionwure Volume IV, Deliver User’s Guide 4.0 07-10 LWS5200 DOC S0P TW04Deliver
Blectionware Volume V. Resulls User’s Guide 3.0 07-11 EVS5200 DOC S0P EWO0sResully
DxpressPass Operalor’s Guide 4.0 07-12 LVS5200 DOC SOP DixpressPuss
Lixpress Vole Operator’™s O uids 4.0 07-13 LVS5200 DOC SOP LxpressVole
System Maintenance Manuals
AuwoMARK System Muintenance Manual 21 08-01 EVS5200 DOC SMVM AMVAT
DS200 Mamniensnce C uide 2.0 08-02 LV35200 DOC SM DS200
DEE30 Maintenance Guide 3.0 0s-U3 EVS5200 DOC SMM DS850
Dxpress Vole Maintenancs Cuide 2.3 08-04 LEV35200 DOC SV DxpressYols
Personnel Deplovarent and Training
Persenne! Deployment and Training Program [ 30 T oo01 | ESSSYS_T D 0900 Iraininglrogram
Configuration Management Plan
Conliguration Management Plan [ 20 [ 100 | TS8sYS CM P 1000 CMProgram
ES&S Technical Documentation Program [ 5o T 102 | ESSSYS DOC PP 1000 TDProgram
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1.0

INTRODUCTION
Scupe

T'hiz repoert documents the test procedures followed and the results obtained from the Environmental and
Electrical Testing performed on the Florida Flection Vating System (FL. EVS) 4.5.0.0 for Election Systems &
Seftware (ES&S). Upen receipt by Wyle Laboratories, the svstems were inspected and subjzcted to a Physical
Configuration Audit (PCA)  All lesting was performed al Wyle Laboratorics™ Hunisville, Alabama. Test
Facility

Objective

The ES&S FL EVS 4.5.0.0 Voting System was tested in reference to the United States Federal Blection
Commission (FEC) 2002 Veling System Standards (VSS) and all applicable EAC 20035 Veluntary Voling
Systems Cruidelines (VVSG).

Test Report Overview

This test report consists of four main seetions and attachments:

L Introduction — Provides the architeeturs of the National Certification Test Repert (hercalier referred to
as Test Reportk a briel overview of the testing scope of the Test Report: a hst of docuwnentation, customer
information, and references applicable to the voting system hardware, software, and this test report.

» 2.0 System Identification and Clverview — Provides information aboul the equipment testad,

= 3.0 Test Background — Contains inlormation about the certification lest prosess and a list of tetms and
nomenelature pertinent o the Test Report and system tested,

» 4.0 Test Procedures and Resulls — Provides a summary of the results of the testing process.
»  Attachments — Information supporting reviews and testing of the voting system are included as
attachments to this report.

Customer

Elzetion Svstems & Software, LLC
11208 Jolm Galt Boulevand
Cmaha, NE 68137

{ The remainder of this pags intenticnally left blank})
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.0 SYSTEM INENTIFICATION AND OVERVIEW (Continued)
22 System Identification (Continued)
222 Software
The software avaluated was limited to FlecienWare, Election Reporting Manager (ERM), and the firmware
build for the DS200, Only the changes meorporated since the EVS 5.0.0.0 tcst campaign were evaluated by
Wyle, Wyle utilized an EMS setup with new versions of ElectionWaze and ERM 1o load election information
ante transpart media. Wyle did not test the IMS for any other functionality.
Table 2-2 Softwaure Required for Testing
Software [dentification . Version
TP3200 Firmware 21100
LS00 Scanner Fosrd Firmaears 30000
5200 Power Management Board 1.2.10.0a
13 Test Support Materials
I'hiz subsection enumerates any and all test materiaks needed to perform vating swstem testing. The scope of
testing determines the quanuty of a apecific material required.
The i l”lm‘illg test malaials wae n:luilr:{l for supymont the FS&S FLFVS 45 0.0 test |m||||wign
l'able 2-3 T'est Support Lguipment
Test Material Cuantity
Faper Rolls 25 rolls twinl
Fre Printed Ballots 1,200 wotal (14 size)
14 Vendor Technical Data ackane

The Technical Data Package (TDP) contains infonmation about requirements, design. configuration
manapemet, quality assurance, and svstem operations. A scaled version of the TP was submitted for this
campaign duc o only Hardware Tesling being performed. The lable below provides the TDP documents
anbmitted and reviewad for the ES&S FI1. EVS 4.5.0.0 can

Table 2-5 K8&S8 FL EYE 45000 Voling System "TDP

ES&S FL EVS 4.3.0.0 TDP Documents Version | Doc Document Code
Nin
System Hardware Specification |
Systam Hardware Specifization — DS200 l 1.0 I 0301 I S200HW 3 SPC 0313 HWSpec

_ _ Sustem TestVerifieation Spevification
System Opantions Procedures - IS0 10 N7.06 | FLEVS4AO0 307 LSX0N

Spstent Malntenance Manuals

| Systaw Wai 2 Marual — ¢

16 | oson |
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3.0

u
-

33

TEST BACKGROUND

Wyle Lahoratories is an independent testing laboratory for svstems and components under harsh environments.,
including dynamic and climatic extremes as well as the testing of clectronic voting systems. Wyle holds the
following accreditations:

s IS0-9001:2000

«  NVLAP Acoredited TSO 1702520035

»  EAC Accredited VSTL, NIST 150,150-22

s AZLA Accredited (Certification No.'s 845,01, 843,02, and $45.03)
s FOC Approved Contractor Test Site (Part 13, 18, 68)

General Information aboul the Test Provess

All testing performed as parl of the tost citort was performed at the Wyle Labs Huntawille, AL tacihity.
Conformance testing was limited {o the ES&S FL EVS 4500 Voling System component previcusly
identified in this repart,

All hardware used during testing for this test campaign was configured “As Used” for voting. Each tabulator
was placed on a ballot box and loaded with the proper fimrware. The ES&S FL EVS 4.5.0.0 EMS suite was
loaded on a COTS PC. All media used during testing was loaded from this EMS PC. All hardware used ta
build the D200 firmware was configured by Wyle.

Wele Quality Assurance
All work performed on this program was in accordanes with Wyle Laboratories’ Quality Assurance Program

amd Wyle Laboratories” Quality Program Manual, which conforms to the applicable portions of Intemational
Stamdard Ovpandzation (150 Guide 17023,

The Wyle Laboratories, Hintsville Facility, Ouality Managament Systan is vegistered
1509001 International Quality Standard. Kesistration has been completed by Quality
(LML), a Division of Conadian Standards Association (USA).

1 L'.|||||i||i:||u.‘.r: witly he

Aanagement Institute

Test Equipment and Instrumentation

All instrumentation, measuring, and lest equipment used in the performance of this test program was calibraled
in accordance with Wyle Laboratories' Qualily Assurance Program. which complies with the requirements of
ANSUMCSL 2310-1. I5O 10012-1. and ISOVIEC 17025, Standarde vsed in performing all calibrations arc
traceable to the National Institute of Standards and Technology (NIST) by report number and date. When no
matimal standands exist, the slandands s haceable 10 ntemational standands, o e Tasis for calilwation i
atherwize documentad.

{The remamder of this pags misaticnally left blank)
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wyle

DISPOSITION » COMMENTS » RECOMMENDATIONS:
The final disposition s pending a oot cause analvsis w0 be preseated by the client.

NOTICE OF ANOMALY

Pulenbal 1 UFR Pard 21 LI YES [ WU
RESPONSIBILITY TO ANALVEE ANQMALIZE AND COMPLY WITH 10 CFR. PART 212 I CUSTOMER [ WYLE
CAR Rarulrad OYEs E N CAR Mo, =
T - Ko
VERIFICATION: PROJECT ENGINEER: /'" L AIUR
- oy Af —
TEST WITNESS: Srif s A BB MARAGER: 4 ~ o07fi; u"(5
P 1
N ERBEPARTMENTAL
REFRESENTING: ESES COORDINATION: A

QUALITY ASSURANCE: Voailio, M Vvonn W0

{The remaindzr of this page intzntionally keft blank)
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wyle

NOTICE OF ANOMALY

IHSPOSITION « COMMENTS « RECOMMENDATIONS:
I'he Tinml dispositicn s pending a roor couse analysis @ be preseated by the client.

Doteatfal 10 TR a2 O VES B XD
RESEORAIHILT Y T ANALY R AN ALTES ANI COVIPLY WITH W CFR PART 21t T CUSTOER O wvLe
CAR Required.  CIYES & N CAR No :
y o - fog f1m
VERIFICA TN PROUCECT DNGINETR: t}" == _"""'r""“\

= o 1=
< 6-,-’;' _?-',""-ﬁ(éiilw MARAGER _%fﬁ‘é&:ﬂ?gﬂ’?(‘d

INTERPEPARTMENTAL ¥

TEST WITNESS:;

REPHESENTING: ES&S COHITRDENA L IDN nrA
QUALITY ASSURANCE: Tamulder  Viwap WS

(The remainder ot this page intertionally left hlank)
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wyle DATA SHEET i
Fabmmidarrins; Start Dates B2
Chdiimess ESES (Page ol Temperuinre J14F Humidity:  56%%
LUT: 4500 Measurtment Bt S0t Test Points Below
Muier v, BRI Buber Lo Biguad, 50 Applicd Sienal
SerlntTon.s o Frodqueney Bangis
Test Title Tlecnes n e Tsmp
Meeis Limit | 4o . f Ti
I AppiisA Level | Discharge | Times
Teet Fomis ] v Type Tested Camments
- LA R s By il
W
/ =48, 17 3 &
v
. SLAK L A o
(%4
,-/ O A o
v L ap Vit P s Akl a i
1120025 K200 Sapeen Tarp Lt EFTICEN T [
iz v’
I i crcdn Top Lett i STAN A f
Cone v
TR S A E| _
"
il 2B . EEi St An 1
o
e Middie = RN Air i
e Wit B | e A 1
TR0 I TAMN facpser o 4 2t 15 ax
£
T e L R o it > I
i i v
I M S | Lell 0L IF we | oW
1 e L
TR 16550 USE Do R o T ]
ede -2 |.ot / 48K A i g s
PLbtt V5200 Rl cbes 0 EMas Socar l’, X3 E A 1"
7y A 815 nir \ =
| =|I7
g 240,12 A
V. Lo A 1
=
Lot Irave: et 28 3

Dc: .r."?;:.f:gﬂ' faars

el it
Appiived; ;ﬁ:; 4)’.”.‘{’./&—' =
Jf Feaicat Engndye

WYLE LABORATORIES, INC.
Hummslll e Facll ity

Natlonal Technlcal Systeims
Hunts il le Facllity

National Technical Systems
Huntsville Facility




Appendix C Page C-166 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-167 of 331
Test Report No. T71379.01-01

Appendix E, Page No. 91 of 126
Certification Test Flan TT1379.01

Fage No. -6 of 20
Test Report No, T7LHM 30010

California Instruments Corp.
Data artry mode: Abeolute

Mao. Type Time (s) ! Valt
1 W Step 0.000/ 120,01
2 |VStep 0.020 84.0
a3 |V Step 60,000 120.0
4 |V Step 0.100 480
5 |VStep 60.000 120.0
g |V &tep 1.000) 480
7 |V Step 50.000 120.0
a |VSlep “50000 00 60
s [Vstep [ 50.000 120.0
19 |V Step - 1,000 102.0°
11 |V Step 50,000 120.0
12 |V Step 1600 138.0
3 [V Step £0.000)| 120.0;
14 |V Step 14400.000| 129.0!
18 |V Step €0.000 120.0
16 |V Step 14400.000 105.0
17 |VSep 60.000 120.0°
18 |Empty
Transient List: <NEW= Page

Printed on; Friday, July 26, 2013 9:50:02 AM
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Fage Mo, F2of3
Test Repart Na. T7T1013.01-01

wyle

TR0 Highway 30 Woal
Hunitavide AlaSaina 35050

Phana (24€) 8374711 Pruoduct Safety Review
Faes |75 7210148
ovrieiabe sam

CERTIFICATE OF CONFORMANCE

Wyle Project Mo, T71013-08
Cuctomer PO ES&S-MSA TAO29
Issue Date 17 September 2013

The device exhibited below b been reviewed o aceordance with the particalar reguirements of spplicable
sections of ULG0SS0-1, Standurd for Safety for Infommtion Techlogy Eqeipient, Seeond Edituz, und the
Recommenced Practice for Unlabeled Electricel Equipment Evaluation, Fist Edition, (developed by the
Auperivan Couneil for Electrical Safety), and kas been {ound o by i complisnee.

T _Product Identification

| Device Description | Voting §
| Marmi e urer = Blection Systems & Sofiw
| Device Model Mo, DSI00 |
Dievice Serial No. DEDIT3I350009
Electrical Ratings Input 24 VDT —3A - B0W Man.
Hardware Revision 113
e ___Power Supply |
Power Supply Description | ITE Pawer Supply |
Ma | Power-Win Technology Corporation |
| Model Ne. PWOBDA2-1Y24AF |
| Input 100-240 VAC -2A |
| Output 24 VDO - 3.34A (ROW max) |
O Lwei ITEPS [ UL FileNo R156813 i

This report 1s valid for the equipment mode] and serial indicated in the product identification table above. Wyle
makes no erdorscment cf the cquipment reviewed, nor does this cvaluation constifofe approval of similar
i This evaluation does not itute an product Hsting.

S Vg |

'.{? ’
rian Lapock Mo Te r i [; - Theparamand Womgn:

Pé AR TE Cemifiest Frodin Sefeny Teohrd chan o PRAHISIA-NCT ERUEMC PO, P Sadey, Rlection Syeimrs, & Pudaging

CrRONIT 5 YL b . TIL ST 03 MR, €Y TWAINE 0 CTVERISE IDLU 4T 57 THE KATRLLAR COTAENED HERED
TR [ ST FOFR FLASIREACN SF WYLE LA BATONTS (6 FLiT HSAGGEFTACE 9 A PN RARE AR B TS TR 1 B
AFIFAL COTATED HITESTY FEAL. W BELIVALINT TORTPVER KGR I WL KT MNYE P TSR g b AN I
T O, PP, DAL P S G SAVMITE: MIFALTIG TR WAL PRI SR e LR b T

Cart. bos, B45.01
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10

INTRODUCTION
Scope

This report documents the test procedures followed and the results abtained from the Environmental and
Eleetrical Testing performed on the Flonda Flsction Voting System (FL EVS) 4.5.0.0 ExpressVole Hardwars
Revision L0 for Election Systems & Soflware (ES&S). Upon receipt by Wyle Laberatorics, the svstems were
imspected amd subjected o & Physical Configuration Awdit (PCA) All testing was pearfonmed ot Wyle
Lahkoratorics” [Tuntsville, Alabama, Test Tacility.

Ohjective

The ES&S FL EVS 4.5.00 Voling System was lesied in reference o the United States Federal Election
Commission (FEC) 2002 Voling System Standards [V35) and all applicable EAC 2003 Voluntary Voling
Systems Guidelines (VVSG)

Test Report Overview

This test report consists of Four main sections and attachments:

= L0 Introduction — Provides the architecturs of the National Ceatification Test Report (herealier refared to
as Test Report); a brief overview of the testing scope of the Test Report; a list of documentation, costomer
infarmation, and referencas applicable to the voting system hardwars, sofiware, and this test report.

e 20 System Identification and Overview — Provides information aboul the equipment tested.

e 3.0 Test Background — Contains information about the certification test prosess and a list of tams and
nomenclature pertinent to the Test Report and system tested.

e .0 Test Findings and R lations — Provides a summary of the results of the testing process.

*  Allachments Informaticn supporting review: and testing of the veling svstem are included as
altachments o this report,

Customer
Election Systems & Software, LLO

11208 John Galt Boulevard
Omaha, NE 68137

{The remainder of this pags inteationally left blank)
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SYSTEM IDENTIFICATION AND OVERVIEW (Continued)
Vendor Technical Dhata Package (Continued)

Table 24 ES&S FL EVS 4 5.0.0 Voting System TDP

ES&S FL EVS 4.5.0.0 TDP Documents Version | Doe No. I Document Code

System Hardware Specification

System Hardware Specilication — ExpressVole | 10 | 0310 I FapressVorel W W SPC 0310 TTW Spes

Systenr Tes Verification Specification

Swgtem Cperations Procedares — KxprossVotz

1.0 | MAA | FLEVEASD SUFX) kxpressvole

Sysem Mainrerance Mamealy

System hpinanance Marual - Exprassyvote | 18 | JA I FLEWEAM0 Shihl Express'vote

(The remainder of (his page inlentionally l=fl blank)

WYLE LABORATORIES, INC.
Humnlsville Facility

National Technical Systems

Huntsville Facility

National Technical Systems
Huntsville Facility




Appendix C Page C-213 of 331
Test Report No. T71379.01-01

Appendix F, Page %o, 11 of 129
Certification Test Flan TT1379.01

Page No. 6 0l 28
Test Report No. T71013.02-01

3.0

32

33

TEST BACKGROUND

Wyle Laboratorics is an independent testing laboratory for svatems and components under harsh environments.
inclading dynamic and climatic exiremnes as well as the testing of clectronic veling svstems.  Wryle
Laboratories halds the following acereditations:

v ISO-0001: 2000

s NVLAP Aceredited 150 17023:20035

»  EAC Accredited VSTL, NIST 130.130-22

o AZLA Accredited (Certification No s 843.01, 845.02_ and 845.03)

= FOC Appraved Contractar Test Site (Part 15, 18, 6%)

General Information about the Test Process

Adl testing performed as part of the test effort was perfonned at the Wyle Laboratories” Huntsville, AL facility.
Canformance testing was limited to the ES&S FL EVS 4500 Veting Svstem component previcusly
identified in this repart.

Al hardware used during testing for this test campaign was configured “As Usad'” for voting. The ES&S FL.
EVE 4.5.0.0 EMS suite was loaded on a COTS PC. Fach BxpressVete was placed en a vating booth and
loaded with the proper firmware, Each voting card ouiput from the ExpressVote was input into the DS200
Labulator, or o DEE50 1 bolole Ge resulls Dom the ExprossVole, A single DS200 was placed on o voling
2ard box ar a DS850 and loadad with the proper firmware for tabulating purposes anly.  All media used during
lesting was loaded from the EMS IPC. All hardwars used to build the ExpressVole (imware was configured
bv Wylc Laboratorics.

Wyle Quality Assurance

Al ok llm“lllllll‘ﬂ{ o lis PEORTAN Wi i a
and Wyle Labaratories™ OQuality Program hManual, which conforms to the applicablz portions of Intemational
Standard Urganization (1500 Guide 17023,

e with Wyle Lalwwatories” Chiality Assimance Program

I'he Wyls Laboratories, Huntsville Facility, Quality Management System is reaisterad in compliance with the
I1S0-2001 Intemational Quality Slandard. Eegistration has been completed by Quality Managemenl Instilute
(M), a Division of Canadian Standards Association (CSA).

Test Equipment and Instrumentation

AT istowentation, sessning, and tast agoi proeat used in e performance of this test program was calilwatsd
in aceordance with Wyle Laboerateries” Quality Assurance Program. which complics with the requirements of
AMBLNCSEL 2540-1, 180 10012-1, and ISOAEC 17025, Standards wsed moperforming all calibrations sie
traceable to the National Institute of Standards and Technology (NIST) by report number and date. When no
national standards cxist, the standards are traceable to intzrnational standards, or the basis tor calibration is
other documentzd,

£l

[ The remainder of this page intentionally left blank)

WYLE LABORATORIES, INC.
Humnlsville Facility

National Technical Systems

Huntsville Facility

National Technical Systems
Huntsville Facility



Appendix C Page C-214 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-215 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-216 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-217 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-218 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-219 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-220 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-221 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-222 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-223 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-224 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-225 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-226 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-227 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-228 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-229 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-230 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-231 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-232 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-233 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-234 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-235 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-236 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-237 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-238 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-239 of 331
Test Report No. T71379.01-01

National Technical Systems
Huntsville Facility



Appendix C Page C-240 of 331
Test Report No. T71379.01-01

Appiudix F, Page MNn. 35 off 129
Crolilivation Lvd Plan 171379401

o MuA 50l 5
Test Report I50. T7101302-01

} HOTICE OF ANOMALY DATE: -aM g/anls
MOTICE NG 4 2.0, NUMDTR: J:c EE-RIEA-TAI DUMTHALTD M RN

SUETOMER: Blacting Syeeme a1;l 5 WYLE JUE MG 1710132

NCHIBIGAT M MADE TO: Mlihg s de Wike Dvolgck  NOTIFICATION CATE:  10¢1432015
NOVIFRCRTICIM MATE EY: A lan S Wk . In person

SATEGORY . [x]SPECIMEN |]PROCLOURE  |] TEST FQIUPAMFAT ﬁﬁ'ﬁ.ﬂ e TN R
PART HAME. S
TEaT. Lovdrenmernal Conool — Cperating Eiverenmen:  TemaPower Lo Mo
speoiRcaTion: EAC 2003 Y VEG Volime 1 PaRA, NO.

caaVone PART WO

I{I;QI_E'I;RE_\{ENT.‘_‘; 2005 VVSG Volume 1 Section 4.1.2.14

Tes: dterr shull ke LJI]JI]I'L‘ all il steal terpereturs and |Jn1i-'c" variation faat weuld ke necunteeed in
nemmal apesating sovianments foe voting syster i 1% ad an @) astable
preswer sty eruivielen ! e e posedars in MIOL-STE- ’}]UD wlethod 502 "d Mothad 5012,

DESCRIFTMIN OF ANOMALY:

Wil enginzers obssrved that L,:-jfe.ﬁ‘- otz, scrial numbers. EWO113550022 <|-|r]
1 & vectical line across the zath of the Sall
All vaces and candidates were pre
wlully.

e b Fecorme

The ball: would nat seom it the
ar the ballot and corvect, bt aass fl eriteas ssas thar the walle he coanme: Sucz

TISPOSITION « COMMENTS « RECOMMENDATIONS;

The finol disausioon s pending w wal ey amalyas o be peessated beethe clisnt,

Samly Tzalme T Yes 0 MG Folenal 0 SR PEr 3l TJYES  [JM0 ) W

ESFOMSIEILITY T ANALYZE ANCRALIES ANC SOMFLT MATH 10 CFE PART 25- T ouETRRR rWvLE
SO Rzl _IvEZ [k LRILHA
VERIFICATION PROUECT FRRIMFFH;
7 =
TEST METNESS: PN FROMECT MaNaGES: _?'5;56,\--’-*,’ I',_,[’:{.{f& BNt Rt ol
INTERCEPARTRIENTA. ©
REFREAEATILD: _ T2 Lt COCIOINATICN,
<7 .
- .
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Issue Date 22 Ocrober 2013

The device idemified below has been reviewed in accordance with the specific requirements of applicable
sections of UL60S50-1, Standard for Safety for Infc inn Technelegy Equipment, Second Edition, and the
Recommended Practice for Unlabeled Elestrical Equipment Fvaluation, First Edition, (developed by the
American Conneil for Electrical Safety), and has heen found to be in compliance with these requirements.

L ProductMentification
Device Description Vaoting Device
M Flectiom Systems & Sollware
Device Model No. ExpressVote
Dievice Serial No. EV0113350037
Electrical Ratings Input |10-240 VAC - 3A
__Hardware Revision 1.0
Pawer Supply
Power Supply Deseniption | 1TE Power Supply
Manufacturer Mega Electronics, Inc. |
. Model No. PWOSOA2-1Y24AP
Part N MD-24066 -
Serial No. MD-24066-E5
| Input 100-240 VAC (5060 ITx) - 2.2A Max.
| Qutpuat 34 VDC — 6.64
UL Listed ITE P8 UL File Mo, E3U8433

This report ic valid for the equipment model and serial numbers indicated in the preduct identification table
above, Wyle makes no ends of the equip iewed, nor does this evaluation constitute approval of
similar équipment, This evaluation does not constitate a product listing.

Emﬁ:kd&awl} his wolez/i

rimn Coppock LT, Pyt Balely Supervin Tobort . Hardy, Depitmert Manager
INARTE Conified Produwo Safery Techmiclan Mo, FS-00<35-RCT IMUVEMCFOE, Product Safety, Elocton Systers, & Packaging
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1D Category | Status Summary
Message displayed when attempting to generate hash of Firmware/OS/Bootloader with Include
107 FCA closed | Graphics Option checked. "ExpressVote General Error. Unknown Error occurred. Please
Contact an Election Official. An Error has occurred."
126 FCA closed Open Prm_lary: Voting in more than one party's contests caused candidates to display as selected,
but not print.
When attempting to print a ballot image in ElectionWare, if a new printer is selected when
134 FCA closed - : . : A . -
attempting to print ballot images, the image will print to the previously selected printer.
When attempting to print a ballot image in ElectionWare, pressing the X" button to close the
139 FCA closed . - . .
printer window causes the image to be printed anyways.
140 FCA closed Enable/Disable BOL Scanning option is stated incorrectly in the system log as "Bypass
Graphics/Audio Check Option Enabled/Disabled.”
141 FCA closed | For DS200 tabulation in ERM, the option "Update DS200 Results from SFTP" is not greyed out.
The DS200 was incorrectly displaying the ballot counts for the ExpressVote cards on the QR
142 FCA closed | Status Code screen. The ExpressVote cards were being counted as DS200 ballots after the polls

were closed.
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1D Category | Status Summary

89 TDP closed | EVS5200_SMMO00_DS200

90 TDP closed | EVS5200 SMMO00 DS200, Chapter 7, pg. 30 & pg. 31

91 TDP closed | EVS5200 DOC D 1200 ChangeNotes

92 TDP closed | EVS5200 SOP00 ExpressVote, pg. 241 & 242

93 TDP closed | EVS5200_SSS00

94 TDP closed | EVS5200 SOP0O0 ELS

95 TDP closed | EVS5200 SOPO00_ElectionWare04 Deliver

96 TDP closed | EVS5200 SDS00 ERM

97 TDP closed | EVS5200 SDS00 ERMO1 Appendices

98 TDP closed | EVS5200 P D 0500 UsabilityTestReports

99 TDP closed | EVS5200 SMMOO ExpressVote, To Set the Serial Number, pg. 25-26

100 TDP closed | EVS5200 SMMOO0 ExpressVote, Chapter 3: System Maintenance Menu

101 TDP closed | EVS5200 SMMOO_ ExpressVote, Changing Battery, pg. 70

102 TDP closed | EVS5200 SMMOO0 ExpressVote, pg. 70-71

103 TDP closed | EVS5200 SMMOO ExpressVote, Front Cover

104 TDP closed | EVS5200 C D 0100 SysOvr: Attachment 2, Voting System Summary: page "1" (pdf page 54)

105 TDP closed | EVS5200 C D 0100 SysOvr: Attachment 2, Voting System Summary: page "6" (pdf page 59)

106 TDP closed EVS_5200_C_D_0100_SysOvr: Attachment 2, Voting System Summary: Voting System
Equipment.

108 TDP closed | EVS5200 DOC_SOP_ExpressVote, (for example, pgs. 23,112)

109 TDP closed | EVS5200 DOC_SOP_ExpressVVote, Chapter 12: User Acceptance Checklist, pg. 30

110 TDP closed E;/SSZOO_DOC_SOP_ExpressVote, TABLE 27, Placement of ExpressVote Security Seals, pg.

111 TDP closed | EVS5200 DOC_SOP_ExpressVote, Ballot Boxes, pg. 76

112 TDP closed | EVS5200 CM_SPCO00_SysSecuritySpec

113 TDP closed | EVS5200 CM_SPCO00_SysSecuritySpec, sections 1.2.5,1.4.6, 3.3.2.2, & 3.3.4.2

114 TDP closed | EVS5200 CM_SPCO00_SysSecuritySpec, Section 3.3.2.2 pg. 48

115 TDP closed | EVS5200 DOC_SOP_ExpressVote, Securing the ExpressVote Unit, Reference, pg. 75

116 TDP closed | EVS5200 DOC_SOP_ExpressVote, Securing the ExpressVote Unit, pg. 75

117 TDP closed | EVS5200 DOC_SOP_ExpressVote, Securing the ExpressVote Unit, pg. 75

118 TDP closed | EVS5200 DOC_SOP_ExpressVote, throughout document

119 TDP closed | EVS5200 DOC_SOP_ExpressVVote, TABLE 32: Glossary, pg. 122

120 TDP closed Multiple documents. There are several references to a lockable "rear" paper chute access door on
the ExpressVote.

121 TDP closed EVSSZOO_DOC_SOP_Expresqute, Election Day Security, pg. 230 &
EVS5200 CM_SPC00_SysSecuritySpec, ExpressVote Spec Sheet

122 TDP closed | ExpressVoteHW M SPC 0310 HWSpec, 1.4.1.4.1.a (pg. 12)

123 TDP closed | EVS5200 DOC_SOP_12 EWO04Deliver, Chapter 3: DS/ExpressVote Security, pg. 10

124 TDP closed | EVS5200 DOC_SOP_ExpressVote, Chapter 6, Setting the Maintenance Security Code, pg. 54

125 TDP closed | EVS5200 DOC_SOP_12 EWO04Deliver, Chapter 3: DS/ExpressVote Security, pg. 10

127 TDP closed | EVS5200 DOC_SOP_11 EWO01Admin Set User Password Policies pgs. 49 & 111

128 TDP closed | EVS5200 DOC_SOP_ExpressVote, Clear and Initialize ExpressVote, Step 7, pg. 89

129 TDP closed | EVS5200 DOC_SOP_ExpressVote, Installing & Removing the Election Media Device, pg. 123

130 TDP closed | EVS5200 C D 0100 SysOvr, SpecSheet ExpressVote HWv.1.0, (pdf pg. 60)

131 TDP closed | EVS5200 DOC_SOP_ExpressVote, Firmware/OS/Bootloader - Export to Media, pg. 67

132 TDP closed | EVS5200 DOC_SOP_ExpressVote

133 TDP closed | EVS5200 DOC_SOP_EWO01Admin, Chapter 9: Getting Started, Start ElectionWare, pg. 23

135 TDP closed | EVS5200 DOC_SOP_ExpressVote

136 TDP closed | ExpressVoteHW M _SPC 0310 HWSpec

137 TDP closed | EVS5200 DOC_SOP_EWO04Deliver, Chapter 4: AutoMARK Security, pg. 13

138 TDP Closed | Remove all references to M100 and M650 in multiple docs
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'aﬁg wE s IEEEA -.u.u-.n.

HUNTSVILLE OPERATIONS

NOTICE OF ANOMALY DATE: 04/09/2014
Notice Mo 3 | P.O. Nomber:  TAOG37 Contact No:  N/A
Customer:  Election Systems and Software (ES&S) | Wyle Job Number:  TTI37T.01
Matification bMade Tor  Sue McKay ) ..“Hc-tiﬁ-:aﬁr:.n Date:  04/092014
Maotification Made By:  Stephen Han ) i Viar  Email
Category: = S8pecimen OProcedure  [lTest Equipment | Date of Anomaly: 04/09/2014
_.P_suh-t Name: EVE 32.0.0 Part Number: N/A
Test:  TDP Review | Serial/ID Number:  N/A )
Specification: 2005 VV3G Volume [ é_ParagmphfSacti:nn MNumhber:  Section 2
REQUIREMENTS:

The EVS 3.2.0.0 Voting System Technical Data Package (TDP) shall be reviewed for accuracy, completeness,
and compliance to the EAC 2005 VVSG.

DESCRIPTION OF ANOMALY:

Review of the summited decumentation revealed discrepancies between the TDP and the EAC 2005 VWSG requirements,
Funetional testing also identified text in the TDP that conflicted with the actual operations of the system. Each noted
discrepancy was documented in detail in the Wyle generated TDP issues matrix that is on file as raw data.

DISPOSITION * COMMENTS * RECOMMENDATIONS:

EVS 5.2.0.0 is & Modificetion of a previously certified system, As such the TDP was only reviewed where medified or
where impacted by system modification. ES&3 corrected each nonconformance observation and resubmitted the
associated documents for review. This process continued until it appeared that the TDP complied with all applicable
requirements.

Poteniial 10 CFR Part 21 Ces NG
Responsibility to analyze anomalies and comply with 10 CFR PART 21 O Custemear O Wyle
CAR Required: [J¥es [ENo | CAR Number: .

il I'
VERFICATION 1]

Test Witness:  None P'rt:u_]i.x:t antm:l:r é(___. "E"i" F‘-f'

Bepresenting:  N/A Pm_]m.a\rlanage: ZZ ; %: ; E i

uality Assurance:
Qualit Broade  \Oeee Wl lig
WH- 1066, Rey. MAR "R Page | ef 1
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HUMTSVILLE OFERATIONS

NOTICE OF ANOMALY DATE: 04/0%2014
Notice No: 4 | P.O.Number:  TA037 Contact No:  N/A
Customer:  Election Systems and Software (ES&S) | Wyle Job Number:  T71375.01
Naotification Made To:  Sue McKay 3 Motification Date:  04/09/2014
Motification Made By: Ste;h-en Han Wia: Email
Category: [ESpecimen OProcedure Test Equipment | Date of Anomaly:  04/09/2014
Part Mame: EWVS5.2.0.0 Part Number: N/A
Test:  Source Code Review Serial1D Mumber:  MW/A
Specification: 2005 VVSG Volume | o Paragraph/Section Number: 5
REQUIREMENTS:
2005 ¥V5G Volume 1 section 5

Software used in voting systems shall meet the essential design and performance characteristics detailed in Section 3 of
the EAC 2005 ¥VVSG.

DESCRIPTION OF ANOMALY:

Review of the submitted source code madules comprising the EVS 5.2.0.0 system revealed deviations frem the standard,
These anommalies are documented in detail in the Wyle generated review reports on file as raw data,

DISPOSITION * COMMENTS # RECOMMENDATIONS:

Upon completion of the review for each source code submission, a technical summary report of all identified standards
violations was sent o ES&S for resolution. ES&S then corvected the reported violations and re-submitted the source
code for re-review, This process was repeated as many times as necessary until all identified standards violations were
corrected.

Potential 10 CFR Part 21 OYes EMo

Respensibility to analyze anomalies and comply with [0 CFR PART 21 O Customer [0 Wyle
CAR Required: [OYes EMNo | CAR Number:

VERFICATION

Test Witness:  None l Frﬁjecr l;nglm:-r:r ﬁ% f/?ﬁﬁf‘dlr

Representing:  N/A E"rmec:‘vlmmger %/M Lé-s‘l# :%};tf
_— e Wi

|-

Cuality Assurance: ]i‘.:u o

WX ..ﬁ\l e Tab '-\'-'l.ll\' | ‘Hgl

W=, Rev, MAR 0% Pape | of I
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w e INSTRUMENTATION EQUIPMENT SHEET
laboratories

DATE: 1Ag2014 JOE MUMEBER: TT137400 TYPEOF TEST ELECTRICAL SUFPLY
TECHMICIAN: A STEWART CUSTOMER:  ES&S TEAT AREA:  VSTLLAR
M, Description T ETHTTEY Model Serial ¥ WYLE & EAMGE ACCURACY Cal Date  Cnl Due
I STOPWATCH HANHART ETRATOS 1149132 13z 1GHR 5 seilay 3 e I N P T

This i o certify that the abave instruments wene colibronsd wsing state-of-the-art technigues with standards whoss calibrarion is
traceabls W thy Katnal Institute of Samnifands and Technology,

IMETRUMENTATION: CHECKED & RECEIVED BY- j@:';# ﬁ;-—m-.__ 14 1
Y o ___.-d'.«‘ =
iz &) Y oa 27{3, R Y

WH- 1294, REV, APR'S9 7

Fape 1ol I
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e INSTRUMENTATION EQUIPMENT SHEET
DATE: 127014 OB NUMBER: T713701

TYPE OF TEST USABILITY ACCESSIBILITY
TESTAREA: VSTLLAB

TECHMICIAN:  ASTEWART CUSTOMER: ES&s

Mo Descriplion

Manutacnarer Maulel Serial ¥ WYLE# RANGE ACCLIRACY Cal Dme Ol D
I PUSH-PULLGAGE  CHATILLON BFP-50 M 102211 0 1BE +10.5% 2454 TR
2 STEEL RLILER STAKRRETT IS5 Hih 115571 B0imm 20k | [t o (1 - S e e T

This i Ly eertify that the above insroments weze calibrated wsing state-oitihe-grt weehnlgues with sindirds whoze caliBration is
traceable bo the National Institute of Standards and Technology.

INSTRUMENTATION: MW Verkolueckena &

CEIYEDLBY: -'" f/f‘? 2w
WH- 10284, REV, ARMUSY jiéf'""h;( /2 ydhl

Page | of 1
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me INSTRUMENTATION EQUIPMENT SHEET
laboratories

DATE: 17204 O MUMBER: TT13T001 TYPEOQF TEAT ACOUSTIC
TECHMICIAN: DL LEE CUSTOMER:  ES&S TEST AREA:  EMI CHAMBER |
Wa. Deseripoon rlanufiaur il Heral ¥ WYILE & HANGE ACCURACY Cal Cake Cal Dus
I SOUNDLVLMTER BRLUEL & KJAER 24 HI54TE 114355 1 - Tandip SdE GLREONLE ASL2004
I  TAPE MEASURER LUFEIN HY [H2CME NEN 02708 Emilers Llmm A0 242004

This i be certify that the above instnamenis were calibrated using state-ofdthe-pr technigues with standards wihose calibratian is
Irgeeable 1o the Mational Institute of Standards and Technology.

INSTRUMENTATION:  oi_ oo s mr 01|24~ CHECKED & RECETVED BY- M L~ { / 2_1} )/ ‘,.r;_rf

LA - S D
WH-1029A_REV APR'DY / .../?'
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1.0

2.0

2.1

2.2

2.3

Introduction

The Voluntary Voting System Guidelines (VVSG) allows for vendors to provide additional system capabilities in
order to respond to the requirements of individual states. The scope of testing for these additional capabilities is
pre-defined prior to the start of the test campaign.

Scope of Testing
Testing was conducted on the following additional components of the EVS 5.2.0.0 Voting System:
o ExpressPass Application — A standalone application that interfaces with Voter Registration (electronic

Pollbook) systems and the ExpressPass printer to print the ballot activation code on an ExpressVote
activation card. This code on the activation card activates the correct ballot the voter is authorized to vote.

o ExpressPass Printer — A small, thermal, on demand printer used to print the ballot activation code on the
ExpressVote activation card.

Table J2-1 lists the equipment used for the additional testing.

Table J2-1
Equipment Model Number | Manufacturer Description Serial Number
ExpressPass Printer 4200 Microcom Thermal bar code printer 01901042505

Source code review

The Source Code Review for the ExpressPass Application version 1.1.0.0 was conducted in accordance with all
EAC 2005 VVSG requirements.

Selection of programming languages
Software integrity

Software modularity and programming
Control constructs

Naming conventions

Coding conventions

Comment conventions

Technical Data Package Review
e ExpressPass Application Operator’s Guide
Functionality Testing
¢ Installation and Uninstallation of the ExpressPass Application version 1.1.0.0.

e Proper activation of ballots using ExpressPass printed bar codes created on the ExpressVote cards
generated in the Manual Mode of the ExpressPass Application version 1.1.0.0.
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2.4

3.0

3.1

Trusted Build

A Trusted Build of the ExpressPass Application was created using ES&S’s Trusted Build documentation. The
build was conducted in accordance with all EAC 2005 VVSG requirements, and was performed according to the
following steps:

Clear hard drive of existing data

Retrieve the compliant source code

Retrieve the installation media for OS, compilers, and build software

Construct the build environment

Create digital signatures of the pre-source build environment

Create a disk image of the pre-source build environment

Load the compliant source code into the build environment

Create a digital signature of the post-source build environment

Create a disk image of the post-source build environment

Build the executable code

Create the installation media

Create a digital signature of the final build environment

Create a disk image of the final build environment

Create a digital signature of the installation media

Install executable code onto the hardware and validate the software/firmware

Deliver source code with digital signature, disk image of pre-build environment with digital signatures,
disk image of post-build environment with digital signatures, executable code with digital signatures, and
installation media to the EAC Repository.

The “Trusted Builds” for the EVS 5.2.0.0 Voting System included source code, data, and script files in clear text
form. Additionally, ES&S provided commercially available media and download links for the required COTS
software. NTS verified all COTS software by generating and subsequently verifying hash values from each
software supplier. Prior to performing each build, a commercially-available software tool was used to clear each
sector of the disk drives of any existing data. Afterwards, the designated Operating System was loaded, and the
application was built using the previously verified source code and COTS software. The final step in the process
included verifying the ExpressPass Application by installing it onto the EMS hardware.

Testing Results
Source Code Review
o ExpressPass Application

o All EAC 2005 VVSG requirements violations were resolved prior to the commencement of the
Trusted Build process.

0 The Trusted Build process was successfully completed for ExpressPass Application version 1.1.0.0.
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Technical Data Package Review

The following documents submitted were reviewed to the EAC 2005 VVSG requirements. The processes and
procedures contained in the ExpressPass and ExpressVote documents were confirmed to successfully install,
configure, and test the ExpressPass Application and the QR code scanner tethered to the ExpressVote. The
procedures contained in the build document were followed to successfully build the ExpressPass application.

Table J3-1
EVS 5.2.0.0 ExpressPass and Version Date Document
ExpressVote TDP Documents Number
System Overview 9.0 04/11/2014 01-01
ExpressPass Operators Guide 4.0 03/20/2014 07-12
Build Procedure, ExpressPass v 1.1.0.0 1.1 04/03/2014 N/A

Functionality Testing

NTS personnel successfully printed activation bar codes on 200 ExpressVote cards used during the ExpressVote
Accuracy Test detailed in the section 4.5.5 of this Test Report. The ExpressPass Application and the ExpressPass
Printer were used for this test. The ExpressVote successfully read all of activation bar codes on the cards. No
issues were noted during the execution of this test.
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EVS 5.2.0.0 Security Test Matrix

Tests

TESTS

Ports, Protocols, Services Scan

To be Tested

Results
[¢6] wn
5 <
> = o ) e}
2 & & > =
£ a 8 L 2
> ©
L m

Vulnerability Scan

Previous

Previous

Previous

File permission checks on critical
files/apps/directories

Previous

Previous

Previous

Account checks (privileges, Password)

Previous

Previous

Previous

Test Verification Process

Previous

Previous

Previous

Attacks from key - TM

Previous

Previous

Previous

TDP Review

Previous

Previous

Previous

File Manipulation

Previous

Previous

Previous

Operating System Tests

Previous

Previous

Previous

BIOS - order change, backdoor,
potential mbr attack on crypto

Xwindows - bypass/short cut desktop

Password policy enforcement

Hardware connections (ush, lan)

Previous

Previous

Previous

Previous

Previous

Previous

Previous

Event Log

Previous

Previous

Previous

Application Tests

Previous

Previous

Previous

Check installed software

Previous

Previous

Previous
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Tests To be Tested Results
[5] [7%2]
S o o 2
o Lo wn
TESTS 2 S 2 > 2
S a) a) w %
n @
Check "timeout" Previous | Previous | Previous
Password Aging Previous | Previous | Previous
Verify user name and Password Previous | Previous | Previous
Verify user roles X X X Pass Previous | Previous | Previous
Transport Media Tests
ES&S Approved Compact Flash X X X Pass Previous | Previous | Previous
Compact Flash Clean or Cleared X X Pass Previous | Previous | Previous
Physical Security
Machine disposables can be replaced
without gaining access to internal X X Pass Previous | Previous
components.
Verify that ballot. counter cannot be reset X X Pass Previous | Previous
except by authorized persons
Tamper evident tape and seals X X Pass Previous | Previous Previous
Bypass or defeat security environment Previous | Previous | Previous | Previous
Ballot storage device is secure Previous | Previous
TDP Review Previous | Previous | Previous
Verify software and firmware on unit X X X Previous | Previous | Previous
reflects the TDP
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