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METHODOLOGY

This report is an update for 2012 of the 2008 report Is America Ready to 1V ote: State Preparations
Jor Voting Machine Problems in 2008, co-authored by Verified Voting, Common Cause and the
Brennan Center for Justice at New York University Law School and available at the
following link: http://brennan.3cdn.net/25d625d26984068522 4fmGv2wgf.pdf.  That
report described election procedures in 50 states and the District of Columbia in four
categories: (1) whether or not jurisdictions use any sort of paper ballot voting system, to
enable electronic tallies to be audited; (2) where direct recording electronic (DRE) voting
systems are used, whether or not jurisdictions are prepared to provide voters with emergency
paper ballots in the event of machine failure; (3) whether or not jurisdictions conduct audits
of electronic tallies using paper ballots or voter verifiable paper audit records; and (4)
whether or not jurisdictions have good ballot accounting and reconciliation procedures. In
addition to updating the report to reflect any changes in the procedures and requirements
with respect to the four categories of readiness described above, this report includes a new
category: (5) whether or not jurisdictions require a paper ballot for military and overseas (and
in a few cases other) voters, or allow the use of electronic methods such as Internet portals,
e-mail or facsimile instead.

The three-step methodology for the production of this report was largely the same as for the
2008 report. First, attorneys and law students at the Rutgers Law School Newark
Constitutional Litigation Clinic reviewed state statutes, regulations, and directives relating to
the areas of focus in this report. Second, staff at Verified Voting presented these initial
findings to the office of the chief election official in each state to confirm that our analysis of
each state’s practices was accurate, and to ascertain any additional information relevant to
this report. These exchanges were conducted largely by the use of e-mailed surveys setting
forth the 2012 procedures and requirements for each state. In addition, Verified Voting and
Common Cause staff contacted a representative sampling of county clerks or other election
officials in each state to confirm the state’s policies and practices and to gain further insight
into the elements of voting system preparedness at the local level. Once this information was
synthesized into summaries, Verified Voting sent copies of the summaries to the office of
the chief election official in each state for final review. Comments from election officials in
every state and the District of Columbia were incorporated into the final draft of this report.

The recommended best practices on preparedness are based upon actual practices in place in
certain counties and states, and were developed in consultation with election officials and
election experts, both inside and outside of the three original author-organizations.

The methodology for scoring states on their compliance with the best practices for each of
the five categories of election system preparedness is described in each section of the report.
The “best prepared” and the “least prepared” states are those with the highest and the
lowest aggregate scores in all five categories, respectively.
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INTRODUCTION

On November 6, 2012, it is highly likely that some voting systems will fail in counties across
the country. More than 300 voting machine problems were reported to election protection
hotlines during the 2010 mid-term elections, and more than 1,800 were reported during the
2008 general election.! Because we cannot predict where machines will fail in 2012, every
state should be as prepared as possible for system failures. Vigilance will help ensure that
machinery-related problems do not interfere with the right of eligible citizens to vote, or
imperil the accuracy of the vote count.

In every national election in the past decade, computerized voting systems have failed:
machines did not start or failed in the middle of voting,” memory cards could not be read,’
votes were mis-tallied* or lost,” and more.” What follows are examples of just some of the
more highly publicized problems, only some of which could be resolved by election officials
of courts:

* In the 2008 Minnesota Senate election, candidate Norm Coleman was reported to
be ahead of candidate Al Franken by 215 votes on the basis of the initially reported
electronic tallies. The close margin in the race, in which almost 3 million votes were
cast, triggered a mandatory recount. As a result, Al Franken was confirmed to have
won by 225 votes.” The paper ballot voting system had to be audited fully to
determine the correct election results.

* In the 2008 Republican presidential primary in Horry County, South Carolina, touch
screen direct recording electronic (DRE) voting machines in 80% of precincts
temporarily failed, and election officials sent voters to cast provisional ballots at
other precincts.”

* During early voting in the 2008 presidential election in West Virginia, at least sixteen
voters across six counties reported that when they selected Obama on the state’s
touch screen DRE voting machines, the machine switched their vote to McCain.”
This phenomenon is known as “vote flipping” and there have been a number of
cases of it reported anecdotally over the years. In this case, some county officials
blamed calibration and screen oversensitivity, while others blamed human error,
saying the voters were not careful enough in making their selections.'’

* In the March 2008 primaries, the Global Election Management System (or GEMS)
election management software in Butler County, Ohio reported that all computer
cards had been read, even though at least two cards holding ballot totals had not
been uploaded." Ultimately, 200 votes were not counted.”” Butler County
subsequently filed a lawsuit against machine and software manufacturer Premier
Election Solutions, and its then-parent company Diebold, Inc., regarding the faulty
voting systems.” In 2011, Premier and Diebold paid Butler County $1.5 million to
settle the suit."

* In the November 2008 general election, the same GEMS software failed to count
five votes in the City of Trotwood, Ohio."” Even though election workers uploaded
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the memory card and the vote-counting software read the card, the five votes from
Trotwood were not tabulated; the missing votes were only discovered during a
statewide manual audit of the software. '’

In November 2010, again in Butler County, voting machines had calibration
problems, causing their screens to lock up and requiring election officials to redirect
voters to working machines.'” A spokeswoman for the elections board reported
that there were approximately 1,600 machines in the field on Election Day, and that
“there were roughly 1,000 problem calls, about 50 percent of which were calibration
issues of some sort.”"®

Following a June 2009 municipal and school election, officials in Pennington
County, South Dakota, discovered that a software failure added thousands of non-
existent votes to the county totals."” While each precinct reported the correct total,
when officials added the tallies of three ballot-scanning machines together, a
software malfunction added thousands of votes to the grand total.”’ Officials had
not been keeping a manual tally of the votes cast, but suspected the total provided
by the scanners was too high. The problem was attributed to a software
malfunction in the central tabulator; 2 manual audit revealed the mistake, and
officials corrected the results, avoiding a run-off election.”’

In October 2010 in Craven County, North Carolina touch screen DREs changed
votes for straight Republican tickets to votes for straight Democrat tickets. Election
officials attributed the problem to calibration and noted that they “would prefer to
see a return to paper balloting.”**

In the November 2010 general election in Utah County, Utah, as soon as the polls
opened, election workers discovered that the voting machines could not recognize
the security cards, and failed to bring up the ballot on the screen.”” Although the
issue was eventually resolved, it caused long delays throughout the county.”

In June 2011, during the Democratic primary election in Cumberland County, New
Jersey a paperless DRE voting machine used in one district attributed votes to the
wrong candidates declaring the actual losers as victors. The county and the Attorney
General’s Office acknowledged that the voting machine used in the election
switched votes and that it had been programmed incorrectly, and a new election was
held pursuant to a court order.”

In a municipal election in Palm Beach County, Florida in March 2012, a
“synchronization” problem with the election management software allotted votes to
both the wrong candidate and the wrong contest; ““[t|he results were officially
changed . . . after a court-sanctioned public hand count of the votes.””

These problems come as no surprise to those who have studied election administration in
the United States. Our elections are so complex, and involve so many jurisdictions, varying
technologies, voters, technicians and election workers, that problems are inevitable. In
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addition, as the technology used for elections has become more complicated, the possibility
of error has increased substantially.

Thus, it is necessary to institute procedures that will make it possible for jurisdictions to
detect and resolve mistakes and malfunctions when they occur. Indeed many of the
problems discussed above either were, or could have been, resolved through the
implementation of the best practices recommended by this report. Had the paper optical
scan ballots used statewide in Minnesota not been available to be recounted, someone who
lost the election would now be representing Minnesota in the U.S. Senate. Had there been
emergency paper ballots in the polling places in Horry County with malfunctioning
machines, voters would have been able to vote immediately, without having to go elsewhere,
and on standard ballots. Had there been no audit in Palm Beach County, again, the wrong
candidate would have been seated in office.

This report tries to answer one essential question: in the event of voting systems failures,
how prepared is each state to ensure that every voter can vote and that every vote cast is
counted?

In doing so, the report discusses in great detail what officials are and are not obligated to do
by law, and whether those obligations comport with best practices for running elections.
Although it takes effort and resources to do so, our best practices have already been
implemented in a number of states, with overwhelmingly positive results. The report also
offers solutions to inevitable voting machine problems that can disenfranchise voters.

We hope that this report will serve as a resource guide to election officials and concerned
citizens alike. FElection officials can see what their peers across our country are doing to
make elections secure and reliable and to ensure that results accurately reflect he will of the
voters. Similarly, citizens can work with election officials to implement the best practices
discussed in the report. They can also use the report to identify and help solve problems
that might arise this Election Day.
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CATEGORIES OF SYSTEM PREPAREDNESS

Verified Voting, the Rutgers Law School Newark Constitutional Litigation Clinic and
Common Cause have evaluated the laws, regulations and procedures of all 50 states and the
District of Columbia in five key areas to assess states’ preparedness for voting system
failures:

* Use of a Voting System with Paper Ballots or a Voter Verifiable Paper Record
Nearly every state in the country counts its votes on some form of electronic voting
system. However, 16 states use machines as the standard polling place equipment in
some or all counties that neither require the use of voter-marked paper ballots nor
produce a voter verifiable paper audit trail (VVPAT). VVPATS are paper records,
similar to ATM receipts, printed contemporaneously by a VVPAT-equipped DRE
and verifiable by the voter. Such ballots and records serve as an important check to
ensure that corrupt software or programming errors do not result in an incorrect
machine total, and should be required in every county in every state. Such ballots
should be treated as the vote of record in all counts, audits and recounts.

* Polling Place Contingency Plans Twenty-three states have at least some counties
that use DRE voting machines (whether equipped with VVPATSs or not) as their
primary voting system on Election Day. If these machines break, or fail to start up,
voters may have to wait in long lines while election workers scramble to repair them.
Another problem with DRE voting machines is that at peak hours many are needed
to accommodate a high level of voter turnout. Shortages of equipment in DRE
jurisdictions can easily lead to long lines and disenfranchised voters. The best
solution to problems posed by machine failures and shortages in the number of
machines is good contingency plans. We have reviewed the contingency plans in the
23 states using DREs as the standard polling place equipment. Machines should be
repaired and replaced quickly, and polling places should be required to have enough
emergency paper ballots on hand and provide them promptly to voters who are
waiting to vote.

* Paper Ballots for Military and Overseas Voters The majority of states have
moved to requite or otherwise use paper ballots and/or DREs equipped with
VVPATS in the polling place. This is essential to ensure that polling place voting is
independently verifiable. However, at the same time, there has been a push towards
allowing Internet, e-mail and facsimile transmission of completed ballots from voters
voting under the Uniformed and Overseas Citizens Absentee Voting Act
(UOCAVA), which is undermining the accuracy, integrity and security of remote
voting. Votes transmitted this way in 32 states this year constitute electronic ballots
which lose the fundamental property of independent auditability, unlike other forms
of remote voting. We note the 19 states which require voters’ original ballots to be
returned. Of the 32 allowing electronic return, we note the six states which seek to
contain the risk by making electronic return of voted ballots available only to a
restricted group of voters (e.g. military voters in combat zone). One state, New
Jersey, allows electronic return but also requires the return of the hard copy paper
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ballot. Finally, we note the 25 states that currently permit electronic return of votes
for military and overseas voters without any restrictions.

* Conduct Post-Election Audit of Paper Ballots and Voter Verifiable Paper
Records It is critical to note that simply using a paper ballot voting system, in and
of itself, does not ensure the accuracy and integrity of election results. In order to
do that, the voter-marked paper ballots (including all absentee ballots) or voter
verifiable paper records must be used to independently audit the vote count.
Mandatory comparison of a random sampling of the paper ballots to electronic totals
is one of the best ways to ensure that the reported outcomes are accurate. Twenty-
two states both have paper based voting systems and conduct such audits; four more
require audits but do not use paper based voting systems statewide. We note which
states conduct no audits at all, which conduct some audits but could improve, and
which are conducting robust statewide audits regularly.

* Requirements for Sound Ballot Accounting and Reconciliation

Independent audits of electronic tallies using paper ballots or records are necessary
to ensure the accuracy and integrity of electronically reported results, and ballot
accounting and reconciliation do not and cannot replace this function. However,
good ballot accounting and reconciliation practices are required to catch basic errors
such as the failure to account for all ballots cast at the polling place or to upload all
memory cards, which may result in incorrect totals. We have reviewed the ballot
accounting and reconciliation practices in all 50 states and the District of Columbia.
Good ballot accounting and reconciliation practices include accounting for all voters
and all types of ballots at the polling place, reconciling discrepancies between the
number of voters who signed in and the number of ballots cast, reconciling precinct
totals to county totals, accounting for and reconciling all memory cards, and making
results public. To the extent that tally servers are used, as a security measure that
protects the ballot accounting function, no system or device upon which ballots are
programmed or votes are cast or tabulated should be connected to the Internet at
any time.

The report compares each state’s actual practices with best practices — developed in
consultation with leading election officials and computer security experts — in each of these
areas. There are two types of voting system usage referred to below. One is paper ballots
marked by voters (“voter-marked”) either manually or through the use of assistive ballot
marking technology, which ballots may be counted by optical or digital scanners or by hand.
The other is DRE voting machines equipped with VVPAT printers. The report first
discusses whether or not each state requires or otherwise uses voter-marked paper ballots
that are either counted by scanners or by hand (designated by “Paper Ballots”), voter
verifiable paper audit trails (designated by “VVPAT DRE”), or a combination of both
systems (designated by “Combination”). The report then rates each state on a scale —
inadequate, needs improvement, generally good, good, or excellent — based on how well
their laws and procedures compare to best practices overall in the other categories of
preparedness.
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CHART OF STATE RANKINGS

State (Electoral o . Paper Ballots Polling Place Voted Ballot Return Post-Election Ballot .

College Votes) verall Rating and Records Contingency Plans i‘; r UOCAVA Audits Accour‘lt‘mg and
oters Reconciliation

AL (9) Generally Good Paper Ballots N/A Excellent Inadequate Generally Good

AK (3) Generally Good Paper Ballots N/A Inadequate Good Good

AZ (11) Needs Improvement | Paper Ballots N/A Inadequate Needs Improvement | Generally Good

AR (6) Needs Improvement | Inadequate Generally Good Excellent Inadequate Good

CA (55) Generally Good Combination Excellent Inadequate Good Good

CO (9) Needs Improvement | Inadequate Needs Improvement | Needs Improvement | Needs Improvement | Generally Good

CT (7) Generally Good Paper Ballots N/A Excellent Needs Improvement | Generally Good

DE (3) Inadequate Inadequate Needs Improvement | Inadequate Inadequate Generally Good

D.C. (3) Generally Good Paper Ballots N/A Inadequate Good Generally Good

FL (29)* Generally Good Paper Ballots N/A Inadequate Needs Improvement | Good

GA (16) Needs Improvement | Inadequate Generally Good Excellent Inadequate Generally Good

HI 4) Generally Good Paper Ballots N/A Needs Improvement | Needs Improvement | Good

ID (4)** Generally Good Paper Ballots N/A Needs Improvement | Inadequate Good

IL (20) Generally Good Combination Good Excellent Needs Improvement | Generally Good

IN (11) Needs Improvement | Inadequate Excellent Inadequate Inadequate Good

IA (6) Generally Good Paper Ballots N/A Needs Improvement | Inadequate Excellent

KS (6) Needs Improvement | Inadequate Good Inadequate Inadequate Good

KY (8) Generally Good Inadequate Good Excellent Needs Improvement | Good

LA (8) Inadequate Inadequate Needs Improvement | Inadequate Inadequate Generally Good

ME (4)*** Needs Improvement | Paper Ballots N/A Inadequate Inadequate Good

MD (10) Needs Improvement | Inadequate Generally Good Excellent Inadequate Generally Good

MA (11) Needs Improvement | Paper Ballots N/A Inadequate Inadequate Good

MI (16) Generally Good Paper Ballots N/A Excellent Inadequate Generally Good

MN (10) Good Paper Ballots N/A Excellent Good Good

MS (6) Inadequate Inadequate Needs Improvement | Inadequate Inadequate Generally Good

MO (10)**** Generally Good Paper Ballots N/A Needs Improvement | Good Generally Good

MT (3) Generally Good Paper Ballots N/A Inadequate Good Good

NE (5)*** Needs Improvement | Paper Ballots N/A Inadequate Inadequate Generally Good

NV (6) Generally Good VVPAT DRE Needs Improvement | Inadequate Generally Good Good
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State (Electoral . Paper Ballots Polling Place Voted Ballot Return Post-Election Ballot .
Overall Rating . for UOCAVA . Accounting and
College Votes) and Records Contingency Plans Audits e
Voters Reconciliation
NH 4) Good Paper Ballots N/A Excellent Inadequate Excellent
Needs
NJ (14) Needs Improvement | Inadequate Good Generally Good Inadequate
Improvement
NM (5) Generally Good Paper Ballots N/A Inadequate Excellent Generally Good
NY (29) Good Paper Ballots N/A Excellent Generally Good Generally Good
NC (15) Generally Good Combination Generally Good Inadequate Good Good
ND (3) Generally Good Paper Ballots N/A Inadequate Inadequate Excellent
OH (18) Good Combination Excellent Excellent Needs Improvement | Generally Good
OK (7) Needs Improvement | Paper Ballots N/A Inadequate Inadequate Generally Good
OR (7) Generally Good Paper Ballots N/A Inadequate Generally Good Good
PA (20) Generally Good Inadequate Good Excellent Needs Improvement | Generally Good
RI (4) Needs Improvement | Paper Ballots N/A Inadequate Inadequate Generally Good
SC (9) Needs Improvement | Inadequate Good Inadequate Inadequate Generally Good
Needs
SD (3) Generally Good Paper Ballots N/A Excellent Inadequate
Improvement
TN (11) Needs Improvement | Inadequate Generally Good Excellent Inadequate Generally Good
TX (38) Needs Improvement | Inadequate Generally Good Needs Improvement | Needs Improvement | Generally Good
UT (6) Needs Improvement | VVPAT DRE Needs Improvement | Inadequate Needs Improvement Needs
Improvement
VT (3) Good Paper Ballots N/A Excellent Needs Improvement | Excellent
VA (13) Needs Improvement | Inadequate Good Excellent Inadequate Generally Good
WA (12) Generally Good Paper Ballots N/A Inadequate Needs Improvement | Good
WV (5) Generally Good Combination Needs Improvement | Inadequate Good Generally Good
WI (10)**** Good Paper Ballots N/A Excellent Generally Good Generally Good
WY (3)**** Generally Good Paper Ballots N/A Excellent Inadequate Good
* Paperless DREs are only used for disability access in Florida, and are still used in 64 of 67 counties
** Idaho also uses punch cards in four counties
*#* Electoral College Votes may be split in Maine and Nebraska
*##% St. Louis City, St. Louis County and Boone County, MO use both DREs and paper ballots in many or a
majority of precincts; 5 cities or towns in Wisconsin use DREs but make paper ballots available also; one
county in Wyoming uses DREs.
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Overall Voting System Preparedness: The Best Prepared and the Least Prepared

Overall Ranking

Dlnadequate DNeedslmprovement .Generally Good .Good
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SUMMARY OF BEST PRACTICES, AND STATE RATINGS

We strongly encourage all 50 states to adopt all of the best practices detailed in this report.
Our elections are the essence of our democratic system of government, and we cannot risk
irregularities that shake the confidence of the American public. Some of these
recommendations cannot be implemented in time for this November’s elections without,
essentially, emergency executive authorization, and significant commitment and resources.

Nevertheless, in the months before the election there is still time for states to take several
crucial measures to ensure that they are prepared for the possibility of voting system failure:

* In precincts that use DRE voting machines, officials can ensure that there are
adequate emergency paper ballots available on Election Day in the event of machine
failures or long lines caused by poor machine allocation.

* Authorities can make sure that at the close of polls on election night, all polling
places and county offices comply with the best practice Ballot Accounting and
Reconciliation checklist set forth in this report on pages 133-134 to ensure that a
ballot accounting and reconciliation or poll worker error did not leave some votes
uncounted or mis-tallied.

* After the election and before final certification, election officials can conduct audits
of election results, to provide evidence that the unofficial outcomes electronically
reported by the voting machines are accurate and were not compromised by a
software error or malfunction.

Below is a summary of best practices in each of the five categories we have reviewed, as well
as an analysis of how closely states adhere to these best practices.

Summary of Best Practices on Paper Ballots and Voter Verifiable Paper Records

There is widespread agreement among computer security experts that some form of
independent voter-verifiable record is critical for voting system security, and as a check
against potential electronic miscounts.”” Currently, except for the handful of jurisdictions still
using punch cards, there are only two forms of these records. One is paper ballots, which
are filled out by the voter (“voter-marked”) and may read by a scanner or counted by hand,
and the other is “voter verifiable paper audit trails” (VVPATSs) which are printed
contemporaneously by DRE (also referred to as touch-screen) voting machines. Sighted
voters who use DRE voting machines that print VVPATs have the opportunity to review a
paper record of their vote before casting it. However, with respect to visually impaired
voters, it must be noted that VVPAT printers do not currently include optical character
recognition (OCR) readouts or other means of non-visual verification of the information
printed on the VVPAT. The only way a visually impaired voter can currently verify a paper
copy of the ballot through the use of technology, which allows such a voter to vote privately
and independently, is by using an accessible ballot marking device to mark the ballot that
also enables audio read-back of the voter’s choices from the printed or marked ballot.
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The authors believe that paper ballots and optical scan systems, accompanied by accessible
ballot marking devices, should replace DREs (with or without VVPAT printers). All three
organizations also agree that if and to the extent that DRE systems remain in use, they
should not be used without (1) a VVPAT printer; (2) guidance to ensure that voters check
the paper records for accuracy when voting; and (3) sufficient emergency paper ballots on
hand in case of machine failures or malfunctions. Voter-marked paper ballots and VVPATSs
should be treated as the vote of record in all counts, audits and recounts. If and to the
extent that the paper ballots or records are lost, damaged or otherwise compromised, that
must be addressed. For example, if the number of compromised paper ballots or records
exceeds the margin of victory, a new election should be held.

While there are legal requirements that voting machines be accessible to the disabled and
that bilingual ballots be provided in certain jurisdictions, reports from past elections that
voting systems equipped with accessible interfaces are sometimes not deployed or are
deployed incorrectly in polling places are very troubling. This report does not address these
specific issues. However, the authors strongly support ensuring that accessible systems are
fully deployed and operational in all polling places, as well as continued improvements in
accessible and auditable voting systems, with a strong focus on usability and universal design
(referring to the extension of standard design principles to include people of all ages and
abilities, to reduce fatigue, increase speed, decrease errors, and decrease learning time for all
users). Current paper ballot systems, accompanied by accessible ballot marking devices,
however, present advantages over DRE systems in key areas which can increase the
resilience of our voting systems.

Forty-three states use paper ballots and optical scan systems as the standard polling place
equipment in some or all counties. FEighteen states use VVPAT-equipped DREs as the
standard or accessible polling place equipment in some or all counties.

State Ratings on Paper Ballots and Voter-Verifiable Paper Records

For states that use some form of paper ballot or VVPAT voting system statewide, we
indicate below which states use which system. States that do not mandate paper ballots or
paper records statewide are rated inadequate. Sixteen states do not mandate paper ballots
or any sort of paper records as a part of their standard polling place voting systems, and
were therefore rated “inadequate.” Of those states, however, only six (Delaware, Georgia,
Louisiana, Maryland, New Jersey, and South Carolina) currently use papetless voting systems
statewide.
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Paper Ballots and Records

D Inadequate [:] VVPAT DRE D Combination . Paper Ballots

A more detailed explanation of state ratings in this category can be found on pages 19 —24 of
this report, followed by a description of state practices in detail.

Summary of Best Practices for Polling Place Contingency Plans: Repair of Machines
and Emergency Paper Ballots

States that use DRE voting machines (whether or not equipped with VVPATS) as a primary
voting system on Election Day should: (1) require immediate repair or replacement of
machines in the event of machine failure; (2) require emergency paper ballots to be available
at the polling place; (3) require emergency ballots to be distributed in the event that any
voting machine fails, or (4) in the event of long lines resulting from either machine failure or
an insufficient allocation of machines in the precinct to serve the volume of voters
expeditiously; and (5) in developing procedures for emergency paper ballots, states should
also require that emergency paper ballots be treated as regular ballots (rather than absentee
or provisional ballots, which are subject to scrutiny before being counted).
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State ratings on Polling Place Contingency Plans

Of the 23 states that use DRE voting machines as a primary voting system in at least some
precincts, only California, Indiana and Ohio have state-mandated requirements which satisfy
most or all of the five best practices listed above, and were therefore rated excellent. The
remaining states using DREs were rated needs improvement, generally good, or good,
based on whether they required two, three, or four of the best practices, as more fully
explained in Section II of the report. All states required more than one of the best practices,
so no states were rated inadequate. Colorado, Delaware, Georgia, Louisiana, Nevada,
Texas, Utah, Virginia, and West Virginia have no state-mandated requirement for emergency
paper ballots to be available in precincts that use DRE voting machines.

Polling Place Contingency Plans

DNeeds Improvement DGeneraIIy Good .N/A DGood .Excellent

A more detailed explanation of state ratings in this category can be found on pages 27-33 of
this report, followed by a description of state practices in detail.
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Summary of Best Practices for Returning Voted Military and Overseas Ballots

Paper Ballot Required; Online Voting Not Allowed 'This best practice prevents most kinds of
privacy and security risks to which electronic ballots are subject, and provides an auditable
ballot. The authors support this best practice and encourage its use, along with expedited
return services, to help ensure timely delivery of the voted ballot to election officials.

Online Voting Allowed for Some UOCAV.A Voters, with Restrictions Limiting the use of online
return of voted ballots recognizes that there are security and privacy risks inherent in
electronic ballots.  Allowing electronic return but also requiring return of the hard copy
paper ballot, as is required in New Jersey, constitutes an even better best practice in this
category.

Online V oting Allowed for All UOCAV A Voters As of this report, there are no indications that
permission to electronically return voted ballots in Federal, state legislative or statewide
clections has been extended to voters not covered by UOCAVA with the following
exceptions: Alaska, Louisiana, and Nevada (with restrictions) permit any absentee voter to
return a ballot by facsimile; Washington State will allow any service member, including non-
active reservists, to return ballots by email and facsimile.

State Ratings on Voted Ballot Return Practices for Military and Overseas Ballots

Nineteen states explicitly require the return of the physical ballot that was marked and
verified by the voter. These states received the highest rating, excellent. Six states permit
electronic return by fax, e-mail, Web portal or a combination thereof for UOCAVA voters
under certain specified restrictions, e.g., only for military personnel deployed in a combat
zone, and received a rating of needs improvement. One state allows electronic return by
fax or email but requires the hard copy ballot to follow, and received a rating of generally
good. Twenty-five allow electronic return by fax, e-mail, Web portal or combination
thereof for all UOCAVA voters; these states receive an inadequate.

COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS 13



Voted Ballot Return for UOCAVA Voters

D Inadequate D Needs Improvement Generally Good . Excellent

A more detailed explanation of state ratings in this category can be found on pages 81-87 of
this report, followed by a description of state practices in detail.

Summary of Best Practices for Post-Election Audits of Paper Ballots and Voter
Verifiable Paper Records

In the last several years, most of the public debate on electronic voting has concerned
whether in-precinct voting machines should require the use of paper ballots or at least
produce a voter-verifiable paper record. As detailed above, in much of the country, that
debate is over. Thirty-five states currently have either voter-marked paper ballots, or have
added voter-verifiable paper record printers to their standard polling place voting machines
statewide.”” Another three states (Maryland, New Jersey and Tennessee) have passed but not
implemented laws to require voter-marked paper ballots or voter-verifiable paper records.
Three states — Arkansas, Colorado and Mississippi — use paper ballots in most counties.
Florida has paper ballots and optical scan systems in all counties, along with paperless DREs
for disability access, and is required to eliminate paperless systems altogether by 2016.
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Unfortunately, the widespread adoption of paper ballot voting systems and voter-verifiable
paper records does not mean jurisdictions will catch software problems that can cause lost or
mis-tallied votes. On the contrary, as the Brennan Center noted in its June 2006
comprehensive study of electronic voting system security The Machinery of Democracy: Protecting
Elections in an Electronic World” voter-verifiable paper records by themselves are “of
questionable security value.” Paper ballots and records will not prevent programming errors,
software bugs or the introduction of malicious software into voting systems. If paper is to
maximize the security and reliability of voting systems, it must be used to check, or “audit,”
the voting system’s electronic records.

State Ratings on Post-Election Audits

States that conducted audits received points for conducting audits that are (1) robust
(examining more than just one or two contests) (2) comprebensive (auditing all types of
systems/ballots, including military and overseas ballots), (3) #imely (selection starts after
initial count is published, and is completed before results are finalized), and (4) transparent
and random (there is an observably random selection of units to be audited, and the audit
count itself is transparent). States were also given credit for statutory provisions that #rigger
expansion of the audit if unexplained discrepancies are found.

To achieve an excellent grade a state would have to require all of the foregoing, plus use
risk-limiting or statistical audits. One state — New Mexico — received an “excellent” rating.
Eight states — Alaska, California, Minnesota, and West Virginia received good ratings for
the way they conduct audits. Seventeen states were rated needs improvement or generally
good. Twenty-five of the states in the country do not perform audits — they received an
inadequate rating.
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Post Election Audits

D Inadequate D Needs Improvement D Generally Good D Good . Excellent

A more detailed explanation of state ratings in this category can be found on pages 112-116
of this report, followed by a description of state practices in detail.

Summary of Best Practices for Ballot Accounting and Reconciliation

Paper ballots or records for every vote cast, accompanied by routine audits, are necessary to
confirm whether or not electronic vote tallies accurately reflect the will of the voters.
However, rigorous ballot accounting is required to help to ensure the accuracy and integrity
of the result and that votes are neither lost nor counted more than once. There are five
primary practices that help ensure that all ballots are accounted for after the polls have
closed: (1) accounting for all ballots, votes and voters at the polling place (including counting
and recording the total number of votes cast); (2) reconciling vote and ballot totals at the
polling place (including checking the number of votes recorded against the number of voters
who have signed the polling books); (3) reconciling precinct totals with county totals and (4)
accounting for and reconciling all memory cards at the county level; and (5) making all
results public, so that candidates and members of the public can double-check all totals. A
detailed checklist of these steps can be found on pages 133-134. To the extent that tally
servers are used, as a security measure that protects the ballot accounting function, no
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system or device upon which ballots are programmed or votes are cast or tabulated should
be connected to the Internet at any time.

State Ratings on Requirements for Ballot Accounting and Reconciliation

While all states perform some form of ballot accounting and reconciliation, four states
(Iowa, New Hampshire, North Dakota and Vermont) require most or all of the best
practices and were therefore rated excellent. Three states (New Jersey, South Dakota and
Utah) have requirements that fall far short of our recommended best practices, and are
therefore rated needs improvement. The remainder required several of the best practices,
and were either rated generally good or good, as described more fully in Section V of the
report. No states required only one of the best practices, so none were rated inadequate.

Ballot Accounting and Reconciliation

D Needs Improvement . Generally Good D Good . Excellent

A more detailed explanation of state ratings in this category can be found on pages 130-137
of this report, followed by a description of state practices in detail.
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SCOPE OF ANALYSIS

This report reviews and ranks state laws and procedures that jurisdictions are required to
follow in the event of woting system failures. We do not examine how states have prepared to
deal with other election administration issues that could cause serious problems on Election
Day, such as problems with the voter registration rolls, ballot design, voter ID requirements,
deceptive practices, caging and voter challenges, or the use and counting of provisional
ballots. Both the Brennan Center and Common Cause have previously published separate
reports related to these other issues.”

Nor do we examine the critical steps that jurisdictions should take to avoid voting system
failures, including ensuring that there has been rigorous certification and acceptance testing
of all machines, and that each machine receives a thorough “logic and accuracy test” before
voting begins. Pre-election logic and accuracy testing is critical to minimizing voting system
failures on Election Day. Such tests help jurisdictions ensure that their machines are
functioning properly, and record all votes, before they are deployed in the polling place.
Professor Douglas Jones and John Washburn, among others, have provided guidance for
jurisdictions on how to conduct logic and accuracy testing.”’ The Elections Assistance
Commission also recently made grant funds available to several states to improve such
testing.”?  Unfortunately, even with the best logic and accuracy testing, system failures
sometimes happen. This report only addresses the steps that jurisdictions should take to
make sure such failures do not disenfranchise voters or result in lost votes.

This report’s analysis is limited by what jurisdictions report their procedures to be, through
laws, regulations and directives, and interviews with election officials in each state. Having
good policies in place is of little value unless they are executed successfully. For instance,
the fact that a state requires emergency paper ballots to be distributed to every polling place
does not mean that such ballots will actually be distributed, or that poll workers will make
them available to voters when appropriate. The analysis that follows assumes that
jurisdictions will carry out their policies as written (and we note that some local jurisdictions
go above and beyond in their efforts), and evaluates the likelihood that jurisdictions will
successfully navigate a voting system meltdown based on that assumption.

Finally, and related to the previous point, there are many items that we were not able to
evaluate that will be critical to handling election system failures. Most are related to staffing:
whether jurisdictions have well-trained poll workers, available technical staff, and sufficient
election office staff. We recognize these may be significant challenges at a time when budget
cutbacks and constraints negatively impact nearly all election jurisdictions.
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FIVE CATEGORIES OF PREPAREDNESS FOR ELECTION SYSTEM PROBLEMS

I. PAPER BALLOTS AND VOTER-VERIFIABLE PAPER RECORDS

The most important aspect of a voting system, with respect to accuracy, integrity and
security, is whether or not it is independently auditable. That is, the very prerequisite to
accuracy, integrity and security in today’s voting technology is that there be a voter-marked
paper ballot, or at least a voter-verifiable paper audit trail (VVPAT), for every vote cast. This
ensures that election officials will have something they can use to confirm whether or not
the electronic tallies produced by the voting system accurately reflected the intention of the
voters.

The critical need for paper ballots for every vote cast has been demonstrated compellingly
ever since states began to deploy papetless voting systems. One such state to do that eatly
on a state-wide basis was Georgia. Georgia deployed paperless DREs even in advance of
the enactment of federal legislation that authorized almost $4 billion in funding for voting
system modernization nationally,” but immediately questions arose about the integtity of the
systems and such questions persist to today. As noted above, during the June 2011
Democratic primary election in Cumberland County, New Jersey, conducted on paperless
DREs, a DREs used in one district attributed votes to the wrong candidates declaring the
losers as victors.” The county and the Attorney General’s Office acknowledged that the
voting machine used in the election switched votes and that it had been programmed
incorrectly, and a new election was held pursuant to a court order.”” That was necessary
because there were no voter-marked paper ballots available for the votes the machine
reversed, and therefore there was no way to independently confirm the intention of the
voters who voted on it.

Similarly, in November 2004 in Carteret County, North Carolina, a memory limitation on the
county’s touch screen voting machine lost 4,500 votes.” Because the machines did not use
voter-marked paper ballots or produce a VVPAT, it was impossible to determine how those
lost votes should have been counted. North Carolina subsequently deployed paper ballot
optical scan and VVPAT-equipped DRE voting machines statewide.”” By contrast, in the
2008 primary election in Washington D.C., thousands of “phantom” write-in votes were
added to the vote totals, due to a defective memory cartridge; because D.C. was using paper
ballots and optical scanners by then, the correct results were readily able to be determined. ™

In response to the concern that software errors in voting machines could result in inaccurate
readings of votes, or votes being lost entirely, the Technical Guidelines Development
Committee of the Election Assistance Commission recommended new standards (although
this proposal has not yet been adopted) for future voting systems that would require voting
systems to produce a voter-verifiable voting record that is independent of the software.”” That
is, when there are no voter marked paper ballots or voter verifiable paper records of the
vote, systems are considered ‘“software dependent” and therefor not independently
auditable. Systems that are “software independent’ require the use of or produce voter marked
paper ballots or voter verified paper records and can therefore be audited.
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Currently, aside from the handful of jurisdictions that still use punch cards, there are only
two forms of these independent records, One is paper ballots, which are filled out by the
voter (“voter-marked”) either manually or through the use of an assistive interface known as
a ballot marking device, and can be tallied by a scanner or counted by hand. The other is
VVPATS, which are contemporaneously printed by DRE voting machines. Sighted voters
who use DRE voting machines with paper trails have the opportunity to review a paper
record of their vote before casting it."’

All three organizations involved in writing this report support the use of voter-marked paper
ballots, which are made accessible through the use of ballot marking devices; there are
currently no VVPATS that are accessible to the visually impaired, and the authors have other
concerns about them set forth below. Voter-marked paper ballots and VVPATSs should be
treated as the vote of record in all counts, audits and recounts. If and to the extent that the
paper ballots or records are lost, damaged or otherwise compromised, that must be
addressed. For example, if the number of compromised paper ballots or records exceeds the
margin of victory, a new election should be held.

Paper ballots with ballot marking devices for accessibility offer superior records for the
following reasons:

Paper ballots are superior to VVPATSs as audit and recount records While no voting
system is perfect, the authors believe that paper ballots and optical scan systems, used with
an accessible ballot-marking system, offer significant advantages over VVPAT-equipped
DRE systems. Optical scanners are more reliable and auditable, and are easier for poll
workers and for voters who do not need assistance to mark a paper ballot to use. Most
importantly, when a voter marks his or her own ballot, it is automatically a “voter-verified”
record of the vote. In contrast, if the DRE prints a VVPAT, it only becomes “voter
verified” if the voter bothers to check it or, as would not be the case for a visually impaired
voter, is even able to check it. The only way a visually—impaired voter can currently verify a
paper copy of the ballot through the use of technology, which allows the voter to vote
independently, is by using an accessible ballot marking device to mark the ballot that also
enables audio read-back of the voter’s choices from the printed or marked ballot.

VVPATS are very small, are viewable through a small window on the voting machine, and
the font in which they are printed is also very small. This makes them much harder to read
than a full size ballot, decreasing the likelihood that all voters will confirm them. That
compromises the value of VVPATS as audit records as compared to voter-marked paper
ballots. In addition, paper ballots must be sturdy enough to be fed through a scanner and
are therefore generally more durable than, for example, standard copier paper. That makes
them easy to handle and unlikely to be damaged during even multiple hand-counted audits
and recounts. In contrast, the VVPATSs currently in use are less durable than standard
copier paper, more fragile, subject to loss of data if exposed to heat, and more difficult to
handle during a hand-count audit, because they are generally printed on thin paper similar to
that used to print receipts from ATMs or cash registers. This further compromises their
value as audit records as compared to voter-marked paper ballots.
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Optical scan systems do not present the disenfranchisement risk DREs present in
the event of machine failure = When optical scanners are used in the precinct as the
standard polling place equipment, voters who do not need assistance to mark a paper ballot
can continue voting uninterrupted regardless of machine failure. Although any over-vote
notification feature provided by the scanner would not be available, and over-vote
notification is a requirement if the Help America Vote Act, such voters can still mark their
ballots without waiting and deposit them in an auxiliary bin. The ballots can be counted
later by machine or by hand. The failure of the optical scanner itself also would not impact
voters who do need assistance because they would be voting on a DRE or ballot marking
device. In contrast, when VVPAT-equipped DREs are used, when the DRE fails, both the
DRE and its VVPAT printer are useless. Voting by those who do not need assistance
cannot continue unless and until emergency paper ballots are deployed. With respect to
voters who do need assistance to mark a ballot, the failure of the accessible voting
equipment (whether DRE or ballot marking device) would result in a violation of the right
to vote privately and independently under the Help America Vote Act, and those voters also
would not be able to continue voting unless and until paper ballots and assistance in marking
them are provided.

Many DREs are required to serve the same number of voters that can be served by
just one optical scanner With respect to voters who can mark their ballots without
assistance, generally, only one optical scanner is needed to process thousands of voters. This
is because those voters mark their ballots at ballot marking tables, and only occupy the
scanner for the one or two seconds it takes to feed the ballot into it. In contrast, one DRE
or ballot marking device can only efficiently handle about 200 voters before lines form."
This is because voters (whether they require the machine for access or are using it as the
standard polling place equipment) occupy the DRE or ballot marking device for the entire
time it takes to cast the ballot. That is, they are registering their choices on the machine
itself, like a bank ATM. The cost of providing one accessible piece of voting equipment per
precinct, as required by law, is essentially the same for optical scan and DRE precincts.

VVPATSs are not accessible audit records, while paper ballots marked by accessible
ballot marking devices are With a VVPAT-equipped DRE, only the DRE itself is
accessible to disabled voters. Currently used VVPAT systems do not provide audio-read-
back of the printed record for voters with limited or no vision. The only way a voter who
needs assistance can currently verify a paper copy of the ballot through the use of
technology, which allows the voter to vote independently, is by using an accessible ballot
marking device to mark the ballot that also enables audio read-back of the voter’s choices
from the printed or marked ballot.

For all of these reasons, the authors believe that paper ballots and optical scan systems,
accompanied by accessible ballot marking devices, should replace DREs (with or without
VVPAT printers). All three organizations also agree that if and to the extent that DRE
systems remain in use, they should not be used without (1) a VVPAT printer; (2) guidance to
ensure that voters check the paper records for accuracy when voting; and (3) sufficient
emergency paper ballots on hand in case of machine failures or malfunctions.
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Sixteen states use DRE voting machines without a voter-verifiable paper record as the
standard polling place equipment in some or all counties.” In these states, there is a risk that
vote totals could be corrupted or lost, disenfranchising voters.

RATING THE STATES

We note below whether or not each state requires or otherwise uses voter-marked paper
ballots that are either counted by scanners or by hand (designated by “Paper Ballots”), voter
verifiable paper audit trails (designated by “VVPAT DRE”), or a combination of both
systems (designated by “Combination”). States use paperless systems statewide or that use
paper ballots or VVPAT systems in only some counties were rated inadequate. We have
noted how many counties are still paperless out of the total through the use of a fraction (for
example, “2/10” would mean the state has two papetless counties out of a total of ten
counties). The section on state practices in detail describes states that are rated inadequate as
of November 2012 but that may take steps to implement voter-verifiable paper records after
2012.
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Paper Ballots and Records

D Inadequate D VVPAT DRE D Combination . Paper Ballots
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Paper Ballots or Voter-Verifiable Paper Records

Alabama Paper Ballots Montana Paper Ballots
Alaska Paper Ballots Nebraska Paper Ballots
Arizona Paper Ballots Nevada VVPAT DRE
Arkansas Inadequate (3/75) New Hampshire | Paper Ballots
California Combination New Jersey Inadequate (21/21)
Colorado Inadequate (1/64) New Mexico Paper Ballots
Connecticut Paper Ballots New York Paper Ballots
Delaware Inadequate (3/3) North Carolina Combination
D.C. Paper Ballots North Dakota Paper Ballots
Florida* Paper Ballots Ohio Combination
Georgia Inadequate (159/159) Oklahoma Paper Ballots
Hawaii Paper Ballots Oregon**** Paper Ballots
Idaho** Paper Ballots Pennsylvania Inadequate (49/67)
Illinois Combination Rhode Island Paper Ballots
Indiana Inadequate (58/92) South Carolina Inadequate (46/40)
Iowa Paper Ballots South Dakota Paper Ballots
Kansas Inadequate (19/105) Tennessee Inadequate (93/95)
Kentucky Inadequate (44/120) Texas Inadequate (85/254)
Louisiana Inadequate (64/64) Utah VVPAT DRE
Maine Paper Ballots Vermont Paper Ballots
Maryland Inadequate (24/24) Virginia Inadequate (68/95)
Massachusetts Paper Ballots Washington**** | Paper Ballots
Michigan Paper Ballots West Virginia Combination
Minnesota Paper Ballots Wisconsin*** Paper Ballots
Mississippi Inadequate (3/82) Wyoming*** Paper Ballots
Missouri*** Paper Ballots

* Paperless DREs are only used for disability access in Florida, and are still used in 64 of 67 counties
** Idaho also uses punch cards in four counties

*#% St. Louis City, St. Louis County and Boone County, MO use both DREs and paper ballots in many or a
majority of precincts; 5 cities or towns in Wisconsin use DREs but make paper ballots available also; one

county in Wyoming uses DREs.
*Hx Oregon and Washington vote by mail
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STATE PRACTICES IN DETAIL
Arkansas

Arkansas law requires all voting systems to produce a voter-verifiable paper record, except
those systems currently deployed in Union, Columbia and Ouachita counties.” At the time
the legislation passed, those three counties deployed the Shouptronic 1242 DRE push-
button machine manufactured by Danaher Controls, which could not be retrofitted with
paper records; therefore, those counties were exempt from the paper record requirement.*
The law requires any voting systems purchased on or after August 12, 2005 to be able to
produce a voter-verifiable paper audit trail.”

Colorado

Colorado law required all voting systems to produce voter-verifiable paper records by
January 2010; any county not having complied by January 1, 2009 must comply by January 1,
2014. Two counties, Jefferson and Arapahoe, still deploy paperless DREs."” Colorado law
prohibits the purchase of any new voting systems unless they produce a voter-verifiable
paper record. **

Florida

Florida enacted a law in 2007 requiring all counties to have as their primary voting system a

paper ballot optical scan system.” Originally, counties were also allowed to use a paperless

DRE for disabled voters in each polling place until 2012, but in 2010 that deadline for

replacement of paperless accessible systems was changed to 2016.™ As of January 2012, only

eight counties had replaced their paperless DREs with ballot marking devices for disability
51

access.

Maryland

Maryland’s law requiring that its paperless DRE systems be replaced with optical scan
systems by 2010°* has not been implemented due to budgetary constraints.” Therefore, no
action has been taken to implement Maryland’s voter verifiable paper record requirement,
and Maryland “will continue to use the DRE voting system for 2012.7°*

New Jersey

In 2005, New Jersey enacted a law requiring all voting systems to produce a voter-verifiable
paper record by January 1, 2008, unless a waiver was granted by the attorney general.” The
implementation deadline was extended twice,” then suspended indefinitely through the
enactment of a provision making implementation contingent upon funding.”” The Rutgers
Law School Constitutional Litigation Clinic, through litigation first filed in 2004 before the
paper record law was enacted, continues to seek judicial action to require implementation of
the law or a prohibition on the use of paperless DREs in New Jersey.” The Secretary of
State’s office reported that the paper record requirement “is still suspended until there is
federal funding.””
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Tennessee

The Tennessee Voter Confidence Act (TVCA) required each county to deploy a precinct
count optical scan system on or before 2010.” Implementation of the legislation has been
delayed until “on or before the November 2014 general election.” In addition, there have
been attempts to repeal the TVCA. *
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II. POLLING PLACE CONTINGENCY PLANS: REPAIR OF MACHINES AND
EMERGENCY PAPER BALLOTS

DRE voting machines — as opposed to paper ballots and optical scan systems — are the
primary voting system in all or some precincts in 23 states.”” When an optical scanner
malfunctions, voters who do not need assistance to mark a paper ballot are not
disenfranchised. Although any over-vote notification feature provided by the scanner would
not be available, and over-vote notification is a requirement of the Help America Vote Act,
such voters can still mark their paper ballots without waiting and deposit them in the
scanner’s auxiliary bin. Those ballots can either be scanned or hand counted later. Those
voters would not have had to wait for a machine repair in order to continue voting. In
addition, one optical scan machine can easily process the ballots of thousands of such voters,
therefore, long lines will not be caused by a shortage of equipment. As noted above, the
failure of an optical scanner also would not disenfranchise voters who do need assistance to
mark a paper ballot, because they would be voting on a DRE or ballot marking device.

The opposite is true where DREs are used, whether or not they are equipped with VVPAT
printers and whether or not they are used only for accessibility. When a DRE malfunctions,
both the voting machine and the printer become unavailable. Voters who do not need
assistance to mark a paper ballot will be disenfranchised if they are required to wait longer
than they can (due to work, child care or other obligations) to be given an emergency paper
ballot or for the machine to be repaired. If a DRE or ballot marking device fails, voters who
do need assistance to vote will be denied their right to vote privately and independently, and
may also be disenfranchised if not promptly provided with a ballot and assistance in marking
it. In other words, the failure of optical scanners generally disenfranchises no voters, while
the failure of DREs may disenfranchise all voters.

In addition, in order to process voters efficiently and as noted above, ideally one DRE
voting machine or ballot marking device should be provided for approximately every 200
voters. Thus, equipment failures and shortages can easily result in long lines when DREs are
used as the standard polling place equipment. Because voting machines sometimes break or
malfunction, or turnout may be greater than can efficiently be handled by the amount of
equipment deployed, it is critical for counties using DRE machines as the standard polling
place equipment to have backup plans in the case of such failures or equipment shortages so
voting can continue uninterrupted. Thus, paper ballots are, first of all, a critical prerequisite
to ensuring that the vote count is accurate. Secondly, they are a critical prerequisite to
ensuring that voters can vote at all if DRE voting systems fail or turnout is too great to be
processed efficiently by the number of machines provided.

Although procedures and practices with respect to the repair and replacement of machines
and the deployment of emergency ballots where DREs are used would apply to both the
standard polling place equipment and equipment used for disability access, we did not grade
states with respect to contingency planning in the event of the failure of a DRE or ballot
marking device used for exclusively for accessibility. In the event of the failure of an
accessible voting machine, disabled voters are entitled to vote with assistance and providing
such assistance would be required. Still, it is vital to note that the failure of a DRE or ballot
marking device used for disability access would result in a Help America Vote Act violation

COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS 27



by making private and independent voting imposiible for voters who need assistance. In
addition, if such voters are not provided with a ballot and assistance in marking it, they will
be disenfranchised. The functioning of systems for all voters is crucial, and we note that
other organizations, such as the Research Alliance for Accessible Voting, plan to add to the
body of knowledge about the impact of issues of polling place accessibility including
accessible technology with a pending study for 2012.

Recent experience has shown that when a comprehensive backup plan does not exist,
disruption of voting, long lines, frustrated voters and, sometimes, outright
disenfranchisement will occut.

For example:

* In the 2008 general election in Prince George’s County, Maryland, due to
malfunctioning or an insufficient number of DRE voting machines, voters were
required to wait up to five hours in line to vote, and there is no indication that they
were offered emergency ballots.”* In the 2010 general election, four precincts in
Baltimore County reported that when voters pushed the button for one of the
candidates on the ballot, they were redirected to the write-in screen; election officials
attributed the problem to a “calibration error” on the touch screen machines and
took the machines out of service, but apparently, instead of issuing emergency
ballots, election officials were “told to explain the issue to voters and urged voters to
double check their votes before finalizing them.”*

* In the 2008 general election, voters in Bartlett, Tennessee were unable to use the
town’s voting machines for the first few hours of the day.” Apparently, poll workers
entered the wrong code into the machine, and the machines did not load the ballot
for the municipal election properly.”” Some voters filled out paper ballots but as
many as one hundred people had to leave without voting before the problem was
resolved.”

* In the 2008 general election, voters in several Texas counties reported that when
they attempted to vote straight-party Democrat, the voting machine they were using
flipped their votes from Democrat to Republican; there is no indication that the
machines were repaired or that voters were offered emergency ballots.” While
similar complaints came in from seven different counties, representatives of the
companies who manufactured these Texas voting machines denied that the vote-
flipping irregularity was possible.” Notably, the seven counties used voting
machines from three different manufacturers.”" This demonstrates that touch screen
voting machines as a whole may be vulnerable to calibration problems.

* In the 2010 general election in Pine Valley, Indiana, a voter attempted to vote for all
Republicans, but when he made his selection the voting machine recorded it as a
straight Democrat ticket vote.”” In this case, when the voter informed the election
judge, the machine was re-calibrated and reportedly correctly recorded his vote.”
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* During the primary in May 2011, voters in Venango County, Pennsylvania also
complained that the papetless electronic touch screens were flipping their choices
from one party to another.” The county’s special Election Board conducted a
forensic audit of the election results and machines,” which were paperless DREs,"
and made a decision to use paper ballots counted by a scanning machine for the
November 2011 election.”” The Board reported that the new paper-based voting
system performed well.”

The good news is that these types of Election Day disruptions can be remedied with
comprehensive contingency planning. Even in the event of large-scale DRE failures, good
plans will allow voting to continue uninterrupted. We have reviewed the laws, policies and
practices of the 23 states that deploy DRE voting machines (VVPAT-equipped or otherwise)
as their standard polling place equipment. After consulting with local election officials, we
have compiled a list of the practices that best ensure citizens will be able to vote without
long wait times should machines fail, and that their votes will be counted.

BEST PRACTICES FOR CONTINGENCY PLANS

The following is a list of “best practices” that are critical to ensuring that DRE voting
machine failures do not disenfranchise voters, and the rationale behind each of them. Each
of these practices is in place in at least some states that use DREs (VVPAT-equipped or not)
as the standard polling place equipment in some or all counties:

Have procedures in place for machine repair or replacement in the event of failures

When machines fail to start up or break down in the middle of the voting day, it is critical
for technicians to be available to fix problems. All the states surveyed had contingency plans
that included repairing or replacing malfunctioning machinery. In the case of Indiana, the
contingency measure for addressing machine failures is to deploy paper ballots rather than
repair the machines.

Have paper ballots available at every polling place

States should require emergency paper ballots to be kept at the polling place. If machines
fail, and ballots are not immediately available, voters will be forced to wait at the precincts
until ballots arrive. If weather is inclement, the delay can be even longer as counties struggle
to get ballots where they are needed.

Fourteen states that use DREs as the primary voting system require emergency paper ballots
to be available at each polling place, and two more allow for the use of emergency ballots
generally. Counties in Louisiana, Mississippi, Nevada, Texas and Utah use them in practice
without being legally required to do so. Only two states have no such requirement or
practice - Delaware and West Virginia.
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Allow emergency paper ballots to be deployed when 47y machine malfunctions

If the failure of most or even half the machines in a polling place leads to long lines at the
polls, workers should be able to deploy emergency paper ballots.

Only three states require that emergency ballots be deployed in the event that azy machine
fails — California, Indiana and Ohio. One (Kansas) recommends it, eleven allow for that
practice without requiring it, and one (Pennsylvania) requires emergency ballots to be
deployed when half of the machines fail. Four states do not allow emergency ballots to be
deployed unless all machines fail — Colorado, Delaware, Maryland and Utah — and one
(Virginia) allows emergency ballots to be deployed if any machine fails, but appears not to do
it in practice. Not allowing emergency ballots to be deployed until all machines fail ties the
hands of election workers.

Make sure emergency paper ballots are available at the polling place in the event of
long lines

If there are not enough machines for voters because of machine failures or a misallocation
of machines among precincts, voters may be forced to wait in long lines to cast a ballot.
Some voters, who will be unable to wait, may be disenfranchised by the excessive delay.
Long lines may develop at rush hour in the morning and evening if machine allocation is
inadequate and ballots have questions or initiatives that are long and complicated. Election
workers must be given the flexibility to address situations in which wait times have become
excessively long. They must have adequate numbers of paper ballots to alleviate long lines.

Three states — California, Ohio and Tennessee — require emergency paper ballots to be
deployed in order to alleviate long wait times at the polls. Counties in one state (Arkansas
reported deploying emergency ballots to alleviate long lines in practice. Eight more states
allow emergency ballots to be deployed for that reason without legally requiring it. Nine do
not allow them to be deployed for that reason, one (Mississippi) expressly prohibits it, and
another (Louisiana) provides for the distribution of additional voting machines instead.

Treat emergency ballots as regular ballots, not subject to additional scrutiny

In addition to these practices, it is important that states develop procedures to ensure that
emergency paper ballots are treated as regular ballots and are not mixed with provisional or
absentee ballots, which generally are subject to additional scrutiny before being counted.

Ten states expressly require that emergency ballots be treated and counted like regular
ballots, and ten others do not expressly require that. One (Georgia) appears to have a
requirement that emergency ballots be counted as regular ballots that may not be carried out
consistently in practice. Another (Nevada) appears to have emergency ballot counting
practices that vary from one county to the next, and one more (Utah) appears to subject
emergency ballots to additional scrutiny in practice.

In our description of state practices in “Rating the States,” below, we highlight states that
have done a particularly good job in adopting model procedures in these areas.
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RATING THE STATES

States that use paper ballots and optical scan systems as the standard polling place
equipment in every county do not require contingency plans in the event of machine failure.
When an optical scanner fails, voters who do not need assistance marking a ballot can
continue voting uninterrupted by simply marking their ballots and depositing them in
auxiliary bins to be counted later by machine or by hand. Voters who do need assistance
marking a ballot would also not be disenfranchised, because they would be voting on a DRE
or ballot marking device. In addition, one optical scan machine can easily process the ballots
of thousands of voters. Therefore, long lines will not generally be caused by a shortage of
equipment. For those reasons, all of the states that use paper ballot optical scan systems
statewide were rated N/A because contingency planning is not required in those states to
prevent disenfranchisement due to machine failure or shortage.

Every state that uses DREs as the primary voting system in some or all counties had some
kind of contingency plan in place to address machine failure. However, only California,
Indiana and Ohio implemented most or all the “best practices” listed above, and received a
rating of excellent. The state ratings correspond to how many of the practices were required
or recommended by the state.

We rated the states on a scale of one to five based on the criteria above. We awarded one
point for “required” best practices, and a half point for best practices that were “allowed” or
carried out in practice. We deducted one point for best practices that were expressly
prohibited, and a half point for best practices that were provided for in the code or
regulations but not carried out in practice. We then rounded up to the next whole number.
Thus a state that required two of the best practices and conducted a third in practice would
have a score of 2.5, which we rounding up to 3, and the state would be rated “generally
good.” The ratings can be summarized as follows:

Needs Improvement — States that implemented two or fewer of the best practices.
Generally Good — States that implemented three of the best practices.
Good — States that implemented four of the best practices.

Excellent — States that implemented five of the best practices.
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Polling Place Contingency Plans

DNeeds Improvement DGeneraIIy Good .N/A DGood .Excellent
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Polling Place Contingency Plans: Repair of Machines and Emergency Paper Ballots

Alabama N/A (Paper Ballots) Montana N/A (Paper Ballots)
Alaska N/A (Paper Ballots) Nebraska N/A (Paper Ballots)
Arizona N/A (Paper Ballots) Nevada Needs Improvement
Arkansas Generally Good New Hampshire | N/A (Paper Ballots)
California Excellent New Jersey Good

Colorado Needs Improvement New Mexico N/A (Paper Ballots)
Connecticut N/A (Paper Ballots) New York N/A (Paper Ballots)
Delaware Needs Improvement North Carolina Generally Good
D.C. N/A (Paper Ballots) North Dakota N/A (Paper Ballots)
Florida* N/A (Paper Ballots) Ohio Excellent

Georgia Generally Good Oklahoma N/A (Paper Ballots)
Hawaii N/A (Paper Ballots) Oregon**¥* N/A (Paper Ballots)
Idaho** N/A (Paper Ballots) Pennsylvania Good

Ilinois Good Rhode Island N/A (Paper Ballots)
Indiana Excellent South Carolina Good

Iowa N/A (Paper Ballots) South Dakota N/A (Paper Ballots)
Kansas Good Tennessee Generally Good
Kentucky Good Texas Generally Good
Louisiana Needs Improvement Utah Needs Improvement
Maine N/A (Paper Ballots) Vermont N/A (Paper Ballots)
Maryland Generally Good Virginia Good
Massachusetts | N/A (Paper Ballots) Washington**** | N /A (Paper Ballots)
Michigan N/A (Paper Ballots) West Virginia Needs Improvement
Minnesota N/A (Paper Ballots) Wisconsin*** N/A (Paper Ballots)
Mississippi Needs Improvement Wyoming*** N/A (Paper Ballots)
Missouri*** N/A (Paper Ballots)

* Florida only uses DREs for disability access; in the event of machine failure, either machine repair or a paper

ballot and assistance marking it would be required.

** Idaho also uses punch cards in four counties and hand counts paper ballots in 15 counties
*#% St. Louis City, St. Louis County and Boone County, Missouri use both DREs and paper ballots in many or

a majority of precincts; 5 cities or towns in Wisconsin use DREs but make paper ballots available also; one
] p

county in Wyoming uses DREs
*H*Oregon and Washington vote by mail
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STATE PRACTICES IN DETAIL
Arkansas

Arkansas uses VVPAT-equipped DREs and paperless DREs as the standard voting system
in a majority of its counties.” The contingency plans in Arkansas are generally good but
need improvement in specific areas.

Having procedures in place for machine repair or replacement in the event of failures

Arkansas has procedures for the repair or replacement of voting machines in the event of
malfunction. Arkansas code states that if “any voting machine is out of order or fails to
work,” the county-level board of election commissioners should “be ready at any time on
Election Day to deliver ballots, ballot boxes, replacement voting machines, if available, or
other necessary equipment required by law for voting to any precinct.”®

Having paper ballots available at every polling place

The Arkansas code requires election officials to have paper ballots and ballot boxes available
to allow voting to continue in the event of machine failure.

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

Arkansas requires emergency paper ballots to be kept at the polling place, and allows their
deployment in the event that “any” machine fails. One county surveyed reported that
emergency ballots are only used in the event @/ machines fail.*' Another reported that voters
“can ask to use emergency paper ballots at any time.”*

The Arkansas Secretary of State has verbally advised all counties that deploy DREs to make
sure they have sufficient paper ballots on hand in the event of an emergency. The state also
requires provisional paper ballots to be deployed at each polling place, and election officials
may use these for emergencies. Both of the counties surveyed confirmed the foregoing.*

Making sure emergency paper ballots are available at the polling place in the event of
long lines

Arkansas does not require or explicitly authorize the use of emergency ballots to alleviate
long lines. One of the counties surveyed reported that it had deployed emergency ballots
once to alleviate longs lines,” and the other confirmed that DREs are only used in rural
counties, which rarely experience long lines, and reported that it had not experienced long
lines.”

Treating emergency ballots as regular ballots, not subject to additional scrutiny
Arkansas uses provisional ballots for emergency purposes, but the code does not require that

they be treated as regular ballots and be counted without being subject to the additional
scrutiny applied to provisional or absentee ballots.
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Recommendation: Arkansas requires two of the best practices. Some counties conduct a
third in practice. Thus Arkansas’ state contingency plans are generally good but need
improvement in specific areas. Arkansas should require emergency ballots to be deployed if
any machine fails or if insufficient machine allocation leads to long lines at the polls. Because
provisional ballots are used for this purpose, the state should have clear protocols to ensure
such ballots are counted and treated as regular ballots on Election Day and not subject to the
additional scrutiny of provisional ballots or absentee ballots. Counties should develop secure
strategies for deploying, collecting, storing and accounting for all emergency paper ballots
prior to their counting.
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California

California uses DREs which, by law, must be equipped with a VVPAT, as the standard
voting system in only two of its counties.” The contingency plans in California are
excellent.

Having procedures in place for machine repair or replacement in the event of failures

California has procedures for the repair or replacement of voting machines in the event of
malfunction. The only two counties in California that deploy DRE voting systems as the
ptimary voting system are San Mateo and Orange counties.” Under the order of the
Secretary of State, machines must be repaired or replaced upon malfunction. Both San
Mateo and Orange counties confirmed that they have contingency plans in the event of
machine failure, and an optical scan county also confirmed the same.”  Orange County
reported that “[w]e usually have six to eight booths per polling place” and for the general
election in November, “if you have two or three down, and lines, obviously we'll shift to
paper pretty quick.”” In addition, according to the Secretary of State’s office, “if a machine
malfunctions during Election Day . . . rules adopted by the Secretary of State require the
voting machine to be taken out of service, sequestered, and 100% of all votes cast on that
machine must be manually tallied.””

Having paper ballots available at every polling place

San Mateo and Orange counties are governed by a California statute that requires election
officials to provide paper ballots at the polling place,” and entitles voters to a paper ballot
upon machine failure,” or simply upon request, “regardless of the availability of the direct
recording electronic voting system, as long as supplies remain available.””

The statute requires each polling place to have paper ballots in the amount of at least 10% of
registered voters in the polling place for the statewide general election.” Election officials in
Orange County reported that the county indicates that “[w]e have a ton of paper out there in
case of issues that may arise.””

In addition, California Elections Code “requires elections officials to deliver, within 2 hours,
additional ballots to any precinct where an eligible voter is unable to vote due to an
insufficient number of ballots. While waiting, the voter has the option of casting a vote
immediately using procedures that are subject to approval by the Secretary of State.””
Allowable methods include the use of provisional, absentee and sample ballots, reasonable
facsimiles thereof, “[b]allots from neighboring precincts, provided the ballot types are
identical,” emergency or test ballots containing all of the candidates and questions on the
regular ballots for that precinct, and “[a] blank piece of paper upon which the names of all of
the candidates and titles of ballots measures are printed, along with corresponding areas to
allow voters to select their choices.””” San Mateo County reported that it would be prepared
to use a wide variety of ballots for emergency purposes, including printing more paper
ballots (in-house), and using any or all of the other types of ballots listed above.”
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Allowing emergency paper ballots to be deployed when 27y machine malfunctions

As noted above, California voters are not only entitled to vote on a paper ballot if any
machine fails, they are entitled to vote on a paper ballot even if all of the machines are
working, simply by requesting one.

Making sure emergency paper ballots are available at the polling place in the event of
long lines

California requires emergency paper ballots to be kept at the polling place and allows paper
ballots to be used at any time.” As noted above, emergency paper ballots may be provided
upon a voter’s request, regardless of whether the direct recording electronic voting system is
working, as long as sufficient supplies are available for the duration of the election.'” While
we do not endorse a blanket “paper or plastic” option — meaning giving every voter the
option to vote on machines or paper regardless of whether there are long lines'”' — we do
endorse the fact that election officials will be able to provide voters with paper ballots in the
event of long lines, when voters might otherwise be forced to forego voting altogether.

Treating emergency ballots as regular ballots, not subject to additional scrutiny
Although provisional ballots may be used as emergency ballots, if they are used “by an
otherwise qualified voter [they] shall be counted as a regular ballot” without additional
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scrutiny.

Recommendation: None. California requires all five of the best practices, and thus
California’s contingency plans are excellent.
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Colorado

Colorado uses VVPAT-equipped DREs as the standard polling place equipment in many
counties, and paperless DREs in two counties.'” The contingency plans in Colorado need
improvement.

Having procedures in place for machine repair or replacement in the event of failures

Colorado law includes provisions for repair or replacement of machines in the event of
failure. “In the event of a serious or catastrophic equipment failure or equipment being
removed from service at one or more polling locations, or there is not adequate backup
equipment [available] . . ., the county clerk and recorder shall contact the Secretary of State
for authorization to use provisional ballots or mail-in ballots as an emergency voting
method.”"™ All of the counties surveyed confirmed that this reflects actual practice.'” Two
of them use optical scanners as the standard polling place equipment'” so machine failure is
not generally an issue. Additionally, the regulations require electronic voting machines to
have at least two hours of standby power capability in the event of a power failure."”’

Having paper ballots available at every polling place

Colorado does not require emergency paper ballots to be kept at the polling place in advance
of an emergency. Rather, Colorado law provides general procedures to address voting
machine failure through the use of emergency ballots. The election regulations created by
the Secretary of State require that county clerks file contingency plans for electronic voting
systems 60 days before the election.'”

As noted above, provisional and absentee ballots may be used for emergency purposes. In
addition, it allows election officials to make “substitute” ballots, “as nearly in the form
prescribed as practicable,” if the original ballots are lost or stolen or “if from any cause
neither the official ballots nor the substitute ballots are ready in time to be distributed for the
election or if the supply of ballots is exhausted before the polls are closed.”” All of the
counties surveyed confirmed the foregoing.'"” The DRE county clarified that it would
“lo]rder extra ballots to have on hand” but that the ballots would “not [be] taken ahead of
time to the polling place.”""!

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

The Colorado code requires a “serious or catastrophic equipment failure” as a prerequisite to
the use of emergency ballots, which suggests that more than one machine must fail, and in
addition, that “there is not adequate backup equipment [available].”'"” The DRE county
surveyed reported that two machines would have to fail, and that in another DRE county, a
“strong majority” of machines would have to fail, before emergency ballots were deployed.'"’
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Making sure emergency paper ballots are available at the polling place in the event of
long lines

Colorado appears to allow, but not require the use of paper ballots to alleviate long lines.
According to the code, emergency ballots may be used if “there is not adequate backup
equipment [available].”"*

Treating emergency ballots as regular ballots, not subject to additional scrutiny

Colorado allows the use of provisional, absentee and “substitute” ballots as emergency
ballots, but the code does not contain explicit protocols requiring such ballots, when used as
emergency ballots, to be treated as regular ballots and counted without being subject to
scrutiny.

Recommendation: Colorado allows for three of the best practices, but requires none.
Therefore Colorado’s contingency plans need improvement. Colorado should expressly
require, rather than generally allow, that machines be repaired or replaced in the event of
failure, that emergency paper ballots be required to be available at the precincts in advance
for deployment should voting machines fail, or where machine failure or insufficient
machine allocation has led to long lines at the polls. In addition, Colorado should require
that emergency ballots be deployed in the event that any machine fails. To the extent that
the state only allows the counties to use provisional, absentee or “substitute” ballots for
emergency purposes, clear protocols should be established to ensure such ballots are
counted and treated as regular ballots on Election Day and not subject to the additional
scrutiny of provisional ballots or absentee ballots. Counties should be required to develop
secure strategies for deploying, collecting, storing and accounting for all emergency paper
ballots prior to being counted.
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Delaware

Delaware uses papetless DREs statewide.'"”

improvement.

The contingency plans in Delaware need

Having procedures in place for machine repair or replacement in the event of failures

Delaware has procedures for the repair or replacement of voting machines in the event of
malfunction. Delaware state law provides that in the event a machine becomes inoperative, it
should be replaced with another machine.'” To ensure that machines can be replaced, each
district is to “maintain and hold in readiness a reasonable number of extra voting machines
to be supplied to election districts where a voting machine has become inoperative, and the
department shall take reasonable steps to insure rapid delivery in such event.”""” According
to election officials in Delaware, if a machine breaks, a roving technician is called who must
also bring a replacement machine.""®  All of the counties surveyed confirmed that the
foregoing accurately describes actual practice.’”” One of them clarified that the
malfunctioning machines “are not opened on site. They only change the printer, or take the
cartridge from one and switch it to a new machine.”"*’

Having paper ballots available at every polling place

Delaware does not have a provision for the deployment of emergency ballots in the event of
machine malfunction or for other reasons.'”” All of the counties surveyed confirmed that
they do not use emergency ballots,'” but one reported that election officials “have the
capability to deploy” them.'”’

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

As indicated above, Delaware does have procedures for the repair or replacement of
machines in the event of failure, but does not have provisions for the deployment of
emergency ballots regardless of whether one or all machines fail.

Making sure emergency paper ballots are available at the polling place in the event of
long lines

Delaware does not have provisions for deploying emergency paper ballots in the event of
long lines.

Treating emergency ballots as regular ballots, not subject to additional scrutiny

Delaware does not have provisions for using emergency ballots, nor treating them as regular
ballots.

Recommendation: Delaware only requires one of the best practices — the repair or
replacement of machines in the event of failure; therefore Delaware’s contingency plans
need improvement. Delaware should require that emergency paper ballots be available at
the precinct for deployment should voting machines fail, or where machine failure or
insufficient machine allocation has led to long lines at the polls, and in the event that any
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machine fails. If absentee or provisional ballots are used for this purpose, protocols should
be established to ensure that they are counted and treated as regular ballots on Election Day
and not subject to the additional scrutiny of provisional ballots or absentee ballots. Counties
should be required to develop secure strategies for deploying, collecting, storing and
accounting for all emergency paper ballots prior to being counted.
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Georgia

Georgia uses paperless DREs statewide.””* The contingency plans in Georgia are generally
good but need improvement in specific areas.

Having procedures in place for machine repair or replacement in the event of failures

Georgia has procedures for the repair or replacement of voting machines in the event of
malfunction. The Georgia Election Code requires repair or replacement of voting machines
that malfunction during an election. Georgia regulations provide that “[i|f a DRE unit
malfunctions . . . the poll manager shall immediately notify the election superintendent and
shall not allow any voter to use the unit until and unless the malfunction is corrected. The
election superintendent shall immediately arrange for the repair of the DRE unit or shall
provide a replacement DRE unit as soon as practicable to replace the malfunctioning
unit.”'*

All of the counties surveyed had contingency plans in the event of machine failure,”
although the plans varied. One reported that in the event of machine failure, poll workers
use paper ballots, “but only if they run out of machines.”””  The respondent said he
believed the ballots would be treated as provisional ballots, but “[i]jt hasn’t so far
happened.”® The memory cards from the broken machines are immediately removed, and
the machines are returned to the county rather than repaired in the polling place.'”’

Another county reported that in the event of machine failure, replacement machines would
be used, but if none were available, voters would be given provisional ballots; the respondent
said, in any case, that “[s]he has been there since 2003 and this has never happened.”"”

The third county reported it has a dedicated information technology staff, and that first it
would dispatch a technician to repair the machine, and if the machine could not be repaired,
a replacement machine would be provided.”' The respondent also reported that
“Ip]rovisional [ballots are| used, e.g., if the power goes out, until all machines are restored,”
and that “no voter would be turned down,” and in addition, that poll workers “look at the
turn out” when deciding whether the voters could vote on paper ballots."”” “If it is slow, the
voters can still vote on the remaining machines,” and presumably if the polling place is busy,
voters would be offered paper ballots."”’

Having paper ballots available at every polling place

If 2 DRE malfunctions'™ or is “impossible or impracticable” to use, Georgia election law
states that officials may allow voters to vote on paper ballots.”” In the case of machine
failure, “paper ballots, either printed or written, and of any suitable form, may be used for
the taking of votes.”'” Additionally, according to Georgia regulations, provisional paper
ballots must be provided at every polling location."”” But if provisional ballots are used as
emergency ballots in the case of machine failure, such ballots “shall not be considered
provisional ballots and shall not require verification.”"**
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Allowing emergency paper ballots to be deployed when 27y machine malfunctions

Georgia allows deployment of paper ballots in the event that azy machine fails. Emergency
paper ballots may be used when a voting machine malfunctions and cannot be repaired. The
Georgia Election Code provides that “[i]f any voting machine shall become out of order
during a primary or election and repair or substitution cannot be made, paper ballots, either
printed or written, and of any suitable form, may be used for the taking of votes.”" In
addition, the code provides that “if, for any . . . reason, at any primary or election the use of
voting machines wholly or in part is not practicable, the superintendent may arrange to have
the voting for such candidates or offices or for such questions conducted by paper
ballots.”'*

Making sure emergency paper ballots are available at the polling place in the event of
long lines

Notwithstanding the foregoing, the Georgia Code does not explicitly forbid the use of
emergency paper ballots to alleviate other potential problems on Election Day, such as long
lines at the polls caused by insufficient machine allocation or machine failure.

Treating emergency ballots as regular ballots, not subject to additional scrutiny

Georgia has rules to ensure emergency paper ballots are treated as regular ballots. As noted
above, the law clearly states that if paper ballots are used for emergencies, the ballots “shall
not be considered provisional ballots and shall not require verification.”"*' Regrettably, as
illustrated below, these important requirements do not appear to be carried out uniformly.

One county reported that in the event of machine failure, voters would be given provisional
ballots, and that although such voters would “show ID as before [regular] voting,” they
would “not need to come to the office after the election, as is usual with provisional
ballots.”'**

Another reported similarly that when provisional ballots are used as emergency ballots they
would be subject to scrutiny before counting: “[a]lways the ballot has to be verified, to see if
the voter voted in the correct precinct [of] to see if it is a valid ballot cast.”*’

Recommendation: Georgia requires at least one best practice, and allows for two others.
However, it appears that a requirement to count emergency ballots as regular ballots is not
necessarily being carried out in practice. ‘Therefore, Georgia’s contingency plans are
generally good but need improvement in specific areas. Georgia should require that
emergency paper ballots be available at the polling place, that they be deployed in the event
of machine failure or if insufficient machine allocation has led to long lines, and that they be
deployed if a7y machine fails. In addition, the requirement that emergency ballots be treated
and counted as regular ballots without being subject to additional scrutiny should be
rigorously enforced.
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Illinois

Illinois uses VVPAT-equipped DREs as the standard polling place equipment in only one
county.'* The contingency plans in Illinois are good.

Having procedures in place for machine repair or replacement in the event of failures

Illinois has procedures for the repair or replacement of voting machines in the event of
malfunction. Illinois law states that if a machine malfunctions during an election (or primary
election), the custodian or election authority must, if possible, repair the damaged machine
or replace it with a substitute.'” According to the State Board of Elections, this is rarely an
issue because “Illinois has 110 election jurisdictions [and] 107 of them use optical scan
[voting machines| on Election Day. If a tabulator goes down . ... [tlhe voting continues”
because voters don’t need the tabulator to mark the ballot.”'*

Having paper ballots available at every polling place

If the election authority cannot fix the machine or replace it immediately, paper ballots,
printed or written and of suitable form, must be available for voters to use."’ According to
code, the election authority must provide ballots to each precinct equal to at least 20% of
those registered to vote in that precinct.'® According to the Board of Elections, the
“election authority must provide ballots to each precinct in excess of 10% above the number
of registered voters in that precinct.”'* One county surveyed for the report confirmed that
it provides ballots in excess of 10% above the number of registered voters, in accordance
with the Board."’

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

DREs are used as the primary voting system in only two counties in Illinois — Peoria and
Kane counties.”’ In addition, DREs are used by the Peoria City Board of Election
Commissioners.”” Tllinois requires emergency paper ballots to be kept at the polling place
and allows deployment in the event that azy machine fails. Illinois does not restrict the
deployment of emergency paper ballots. Under state law, the officers in charge of preparing
ballot labels for the voting machines have wide discretion in determining whether citizens
may vote by paper ballot. If the use of voting machines in an election is not “practicable or
possible,”"” the officer(s) may arrange for voters to vote by paper ballot.”* According to the
Board of Elections, because Illinois is almost entirely a paper ballot state, the emergency
ballot requirement in the code has in essence lapsed, and “paper ballots are available at the
polling place per the election authority’s discretion.”'”

According to the Board of Elections, Peoria County and the Peoria City Board of Election
Commissioners take a series of actions to comply with Illinois law."” If one of its voting
machines goes down, that machine is removed and examined by an election judge.”” If the
judge cannot fix the machine, he/she will contact a member of the field support staff, who
will come to the polling location and try to fix it."” If the machine cannot be repaired, the
polling location will continue operating with the remaining machines."”
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Kane County, according to the Board, requires that there be a certain number of DRE
voting machines per voter.'” This ratio is based on the time it takes to cast a ballot and other
factors that help determine the number of people who vote in a given election.'”’ Kane
County also maintains battery backups in the event of a power outage, places IT people
within a few minutes of all polling locations to tend to problematic machines and maintains
extra voting machines at locations near polling places.'*

Making sure emergency paper ballots are available at the polling place in the event of
long lines

As indicated above, election officials have discretion in the deployment of emergency paper
ballots, and may deploy them if the use of voting machines in an election is not “practicable
or possible.”'”

Treating emergency ballots as regular ballots, not subject to additional scrutiny

In the event that emergency ballots are used as described above, the Illinois elections code
provides that the ballots shall be “counted and return thereof made in the manner required
by law for [all] candidates or offices, insofar as paper ballots are used.”"**

Recommendation: Illinois requires three of the best practices and allows for the other two.
Therefore Illinois’ state contingency plans are good. State law requires that emergency
ballots be stocked at the polling place, and only two counties that use DREs need them. The
state does not restrict deployment of emergency paper ballots. However, the state should
explicitly provide that emergency ballots may be distributed in the event that any machine
fails, and if insufficient machine allocation has led to long lines at the polls.
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Indiana

Indiana uses paperless DREs in the majority of its counties.'®

Indiana are excellent.

The contingency plans in

Having procedures in place for machine repair or replacement in the event of failures

Indiana law contains provisions to address electronic voting machine failure, although it
does not address repair or replacement of the equipment. Rather, it requires the
deployment of paper ballots. It provides that, upon notice from a precinct that an electronic
voting system has failed, the county election board shall “deliver to any precinct in the
county: (1) necessary paper ballots; (2) election booths with an adequate number of stalls; (3)
ballot boxes; and (4) all necessary supplies and equipment as required by law.”'*

Having paper ballots available at every polling place

There is a specific provision of the state elections code that applies to any county with a
population greater than 400,000 but less than 700,000.""” (Notably only one county, Lake
County, falls in this category.) In this case, at least 25 emergency paper ballots must be
stocked at the polling place if there are more than 300 registered voters assigned to a
precinct.'” If there are 300 or fewer voters, the law calls for a contingency of 2 minimum of
ten emergency paper ballots.'”

For all other counties, the law does not give a benchmark number, but still requires that
emergency ballots be delivered to the polls on Election Day. According to the code, prior to
Election Day, the county election board is required to deliver to each inspector the number
of ballots that will be required to be printed and furnished to the precincts for emergency
purposes.'” The Indiana code also allows precinct county boards to print ballots if “there are
no ballots or other necessary means for voting at the opening of the polls,” provided that
the ballots “conform as nearly as possible to the official ballots.”'”" All of the counties
surveyed confirmed that they have emergency ballots available.'” One added that the county
“lhas] enough emergency ballots for all voters” and that “emergency paper ballots . . . would
be hand counted at the precinct.”'”” Another county clarified that “precincts would not have
the ability to print” but that the county “would send [poll workers] out with emergency
paper ballots.”'™

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

As indicated above, in the event that an (“any”) electronic voting system has failed, the
county shall deliver the necessary paper ballot, booths, ballot boxes and other supplies
needed to enable voters to continue voting.

Making sure emergency paper ballots are available at the polling place in the event of
long lines

Indiana requires emergency paper ballots to be kept at the polling place and allows paper
ballots to be used if there are long lines due to machine failure or inadequate allocation of
machines. The Indiana code provides that “if, in the judgment of a county election board,
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the number of voters in a precinct of the county where a voting system is used for voting is
so large that the voting system in use will not be sufficient to register the vote of all the
voters in the precinct, the board may use paper ballots in addition to the voting system.”"”

Treating emergency ballots as regular ballots, not subject to additional scrutiny

The provisions in the Indiana code calling for the use of emergency ballots in the event of
machine failure do not include requirements that the ballots be treated and counted as
regular ballots not subject to additional scrutiny, but the State Director of Elections reports
that emergency ballots are counted as regular ballots unless the voter otherwise would have
been required to vote provisionally.'”

Recommendation: Indiana requires deployment of paper ballots immediately upon
machine failure, requires that emergency ballots be available at the polls, requires their
deployment in the event that any machine fails, allows for deployment to alleviate long lines,
and in practice treats emergency ballots as regular ballots. Therefore, the laws and practices
governing contingency planning in Indiana are excellent. We recommend only that the law
be amended to require explicitly that emergency ballots be treated and counted as regular
ballots.
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Kansas

Kansas uses paperless DREs in many counties, and VVPAT-equipped DREs in several
counties.'”” The contingency plans in Kansas are good.

Having procedures in place for machine repair or replacement in the event of failures

Kansas has procedures for the repair or replacement of voting machines in the event of
malfunction. Kansas law charges the county election officer with the duty of providing for
the storage, safekeeping and repair of voting machines.'”® The law does not specifically
mention repairs at the polling place, and the counties surveyed reported varying practices
with respect to machine repairs. One, an optical scan county, reported that in the event of
machine failure, if the county has an extra machine, it would use that; if not, it would repair
the machine at the polls, if possible, or after the election if not possible during the election.'”
Another, a DRE county, reported that it had never required a machine repair, but if it did
and a repair could not be made, it would take the machine out of service."™ A third, another
optical scan county, reported that if repairs are required the machines are taken from the
polling place and repaired in the repair shop."™

Having paper ballots available at every polling place

Kansas law requires county election officers to retain additional ballots “to meet any
emergency need for such ballots that might arise from loss or destruction of ballots, enlarged
vote or any other legitimate cause.”’® Additionally, the Kansas state election director has
advised each precinct to keep emergency paper ballots on hand in the event of machine
failure or emergency.'” All of the counties surveyed indicated that they are planning to
stock emergency paper ballots at the polls for use in the event of machine failure,"* but one
clarified that it also offers “touch screen ballots”'™ (which the authors assume refers to
allowing voters to vote on the paperless DRE machine used for disability access in that
county, although the authors would recommend that voters simply mark their optical scan
ballots and deposit them in the auxiliary bin instead).

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

The Kansas state election director recommends that paper ballots be kept at the polling
place and allows deployment in the event that a7y machine fails."*

Making sure emergency paper ballots are available at the polling place in the event of
long lines

According to the Secretary of State’s election director, emergency paper ballots may be used
in four instances: (1) in case of machine malfunction; (2) to keep lines moving and to
alleviate long lines in a heavy turnout election or during busy times of day; (3) to
accommodate voters who don't want to vote on DREs; and (4) for provisional voting.'’ All
of the counties surveyed confirmed that emergency ballots may be used in all of the
foregoing circumstances, ™ although one of the optical scan counties clarified that it simply
uses the optical scan ballots, not “emergency” ballots,'™ and the other reported that it had
never experienced a problem with long lines."”
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Treating emergency ballots as regular ballots, not subject to additional scrutiny

The provisions in the Kansas code requiring the use of emergency paper ballots under the
circumstances described above do not include requirements that such ballots be treated and
counted as regular ballots. b

Recommendation: Kansas requires two of the best practices, recommends a third and
allows for a fourth, therefore the contingency policies and practices in Kansas are good.
Kansas should require the deployment of emergency ballots in the event that any machine
fails, and to alleviate long lines, and should require explicitly that emergency ballots be
treated and counted as regular ballots.
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Kentucky

Kentucky uses paperless DREs in approximately one-third of its counties."”” The
contingency plans in Kentucky are good.

Having procedures in place for machine repair or replacement in the event of failures

Kentucky law prescribes procedures for the repair or replacement of voting machines in the
event of malfunction. Kentucky law provides that “if an emergency should arise due to the
malfunction of the voting machine, the county clerk shall provide a backup voting machine
or supplemental paper ballots for use at the precinct.”"”

Having paper ballots available at every polling place

At least fifty days prior to the election,”™ Kentucky law requires the county clerk to print a

“sufficient number” of paper ballots to be used for absentee voting and for an emergency
: : 195

situation.

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

Kentucky recommends that emergency paper ballots be kept at the polling place and allows
deployment in the event that azy machine fails. Emergency paper ballots may be used when
a voting machine malfunctions' or “for voting in an emergency situation.”””’ All of the
counties surveyed for the reported confirmed or generally confirmed the foregoing,™
although two of them use optical scanners as the standard polling place equipment.'”

Making sure emergency paper ballots are available at the polling place in the event of
long lines

Notwithstanding the foregoing, emergency ballots may not be used solely to help voters
avoid long lines at the polls.”” The DRE county surveyed only reported that “backup
machines [are] to be provided to precincts when a machine fails.”*”" The use of emergency
paper ballots also depends on the emergency contingency plans each Kentucky county
adopts.””

Treating emergency ballots as regular ballots, not subject to additional scrutiny

The provisions of the Kentucky code that require the use of emergency ballots in the event
of machine failure include requirements to treat and count those ballots as regular ballots not
subject to additional scrutiny. In particular, the code requires that “[a]t the close of voting,
the [emergency| ballots shall be counted at the precinct or at a central counting center and
added to the votes cast by machine. The aggregate of these votes shall be certified as the
result of the election in that precinct.”*”

Recommendation: Kentucky requires three of the best practices and allows for one,
therefore, the contingency plans in Kentucky are good. State law should be changed to
allow for the distribution of paper ballots explicitly to alleviate long lines due to insufficient
machine allocation, and to require explicitly that emergency ballots be treated and counted as
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regular ballots.  In addition, Kentucky should ensure that all counties implement and
enforce all of the best practices required.
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Louisiana

Louisiana uses papetless DREs statewide.”

improvement.

Louisiana contingency plans need

Having procedures in place for machine repair or replacement in the event of failures

Louisiana has procedures for the repair or replacement of voting machines in the event of
malfunction. The Secretary of State is required to have mechanics and experts available to
repair any voting machines that malfunction on Election Day.”” Additionally, if any voting
machines remain unallocated for an election the Secretary of State is required to set aside
machines -- “not to exceed five percent of the total available” -- for the purpose of replacing
damaged or disabled machines.”” The Secretary of State is also authorized to reallocate
voting machines between voting parishes if a voting machine shortage exists in a particular
parish.”” The Secretary of State confirmed all of the foregoing.””

All of the parishes surveyed confirmed that the have experts and technicians available to
repair machines in the event of machine failure on Election Day.”” One added that
technicians may also help over the phone,”’ and another added that “if necessary we would
replace [a machine] it but it has never happened.””"!

Having paper ballots available at every polling place

Paper ballots are not kept at the polling place. They are stored at the parish register office
and may be used in an emergency on Election Day.*”> One parish reported that it does have
emergency ballots available at the polls in the event of machine failure,”” and another
reported that emergency ballots are “included in the Secretary of State packages that are in
the machines.””* The third reported similarly that “the Secretary of State provides that” and
that “[tlhere are some paper ballots,” but that “[w]e have a battery on the machines [in case
the] electricity goes out.”*"

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

One parish reported that “[w]e keep 2 machines on hand” and “[if]f both go down we use
paper.”*'  Another reported that it would be up to the Secretary of State how many
machines would have to fail before emergency ballots would be deployed,”” and the third

reported that it had never experienced a machine failure.”"*

Making sure emergency paper ballots are available at the polling place in the event of
long lines

The Louisiana elections code does not contain provisions calling for the deployment of
emergency paper ballots in the event of long lines, and none of the parishes surveyed deploy
emergency ballots for that purpose.””” However, it does contain provisions allowing the
Secretary of State to reallocate equipment if the Secretary determines “that a voting machine
shortage exists in a parish,”* and allowing parish board of election supervisors to request
“additional voting machines for overcrowded precincts.”*

52 COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS



Treating emergency ballots as regular ballots, not subject to additional scrutiny

The Louisiana code does not have provisions for the use of emergency ballots, and therefore
does not include protocols for how they should be treated. One of the parishes surveyed
reported that emergency ballots “are counted as regular ballots.” Another reported that
emergency ballots “would have to be counted by hand by the Board of Elections
Supervisors.”? The third reported that “we have an election committee board that would
decide.”***

Recommendation: Louisiana only requires one of the best practices, but conducts another
in practice and provides for an alternative method for one of the others, therefore
Louisiana’s contingency plans need improvement. Emergency paper ballots should be
required to be available at the precinct for use in the event of machine failure, and in the
event that any machine fails, or where machine failure or insufficient machine allocation has
led to long lines at the polls. If absentee or provisional ballots are used for this purpose,
protocols should be established to ensure such ballots are counted and treated as regular
ballots on Election Day and not subject to the additional scrutiny of provisional ballots or
absentee ballots. Parishes should be required to develop secure strategies for deploying,
collecting, storing and accounting for all emergency paper ballots prior to counting.

COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS 53



Maryland

225

Maryland uses paperless DREs statewide. The contingency plans in Maryland are
generally good but need improvement in specific areas.

Having procedures in place for machine repair or replacement in the event of failures

Maryland has procedures for the repair or replacement of voting machines in the event of
malfunction. Maryland law does not explicitly address how to respond to a machine malfunction on
Election Day. 1t only directs local boards to “provide for delivery to each polling place the
supplies, records and equipment necessary for the conduct of the election.”**

However, the Maryland State Board of Elections has developed a series of measures to
address machine failure. According to the State Board of Elections, if a machine stops
working, election workers must contact the county boards of election so a technician can be
sent to repair or replace the machine.””” Second, all voting machines have battery backups
and, according to the State Board of Elections, would not lose any votes already cast if the
power goes out.””® All of the counties surveyed confirmed that they have contingency plans
in the event of machine failure,”” however only two confirmed that they deploy technicians
to make repairs as described above,”” while the third reported that “[n]o repairs are made on
Election Day” but rather the machine is shut down and the votes cast on it up to that point

are preserved on the memory card.”!
Having paper ballots available at every polling place

Maryland requires emergency paper ballots to be kept at the polling place. Election officials
are required to prepackage emergency supply bags containing photocopied optical scan
ballots and instructions in the event of a machine malfunction. These bags are distributed to
local precincts by the local boards of election. Finally, Maryland allows provisional ballots to
be used as emergency paper ballots if (1) all machines are not operative in a given voting
location and (2) emergency ballots have not yet been delivered from the county board to the
precinct. All of the counties surveyed confirmed that the foregoing reflects actual practice,
and the State Board of Elections confirmed that the policy is to count emergency ballots as
regular ballots.*”

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

Maryland requires emergency paper ballots to be kept at the polling place, but only requires
deployment in the event #/ machines fail. All of the counties surveyed confirmed this, and

the State Board of Elections added that emergency ballots “would only be used in the event
of a full shut down.”*”

Making sure emergency paper ballots are available at the polling place in the event of
long lines

The Maryland code does not include provisions calling for the use of paper ballots to
alleviate long lines, and as noted above the policy would not be to deploy them to alleviate
long lines.
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Treating emergency ballots as regular ballots, not subject to additional scrutiny

The Maryland code does not contain provisions explicitly requiring emergency ballots to be
treated or counted as regular ballots, although as noted above the policy is that emergency
ballots will be counted as regular ballots.

Recommendation: Maryland requires only one best practice and allows for another one,
and therefore Maryland’s contingency plans are generally good but need improvement in
specific areas. The Maryland State Board of Elections should not restrict the deployment of
emergency ballots to instances when all the machines in a polling place are inoperable. If the
failure of a few machines or inadequate machine allocation results in long lines, election
workers should coordinate with local county boards of election to give voters the
opportunity to mark emergency ballots. The Maryland State Board of Elections should enact
an explicit requirement mandating that emergency ballots be treated as regular ballots.
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Mississippi

Mississippi uses papetless DREs in three counties, and VVPAT-equipped DREs in all but
four of the remaining counties.” The contingency plans in Mississippi need improvement.

Having procedures in place for machine repair or replacement in the event of failures

Mississippi has procedures for the repair or replacement of voting machines in the event of
malfunction. Mississippi law states that “[ijn case any voting machine used in any voting
precinct shall, during the time the polls are open, become injured so as to render it
inoperative in whole or in part, it shall be the duty of the manager immediately to give notice
thereof to the registrar providing such machine, and it shall be the duty of the registrar, if
possible, to substitute a perfect machine for the injured machine.” Both of the counties
surveyed for the report confirmed that they have machines available to replace machines that
malfunction,” one of which uses DREs as the standard polling place equipment and
reported in addition that “[w]e have two options . . . [tlhere are extra machines” but “we
always have emergency ballots at our precinct” and which option is used “just depends on
where the precinct is.”*”

Having paper ballots available at every polling place

Mississippi law states that if repair or replacement of a machine cannot be made, paper
ballots “made as neatly as possible in the form of the official ballot may be used,” and are
to be “counted with the votes registered on the voting machine” as if there had been no
malfunction.” In jurisdictions using DREs, which most Mississippi counties do, if 2 DRE
fails voters will be directed to another machine or asked to cast “irregular ballots [defined
essentially as write-in ballots] . . . which shall be paper ballots” and which “shall be
administered, as far as is practicable, in accordance with the laws concerning paper
ballots.”” The Secretary of State reported that, notwithstanding the foregoing, “Mississippi
does not require emergency paper ballots to be kept at the polling place” but that “[a]s a
practical matter . . . it is usual and customary for paper ballots, in as near as possible in the
form of the official ballot, to be kept at the polling place so as to not encounter any delay in
the voting process and resulting disenfranchisement of any registered, eligible voter.”**’ The
DRE county surveyed confirmed that the counties determine how many paper ballot to have
on hand for emergencies.*"'

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

Mississippi allows deployment of emergency ballots in the event that a»zy machine fails. As
indicated above, the law provides that if a (“any”) machine fails, it is to be repaired or
replaced with a working machine, but if that cannot happen, then emergency ballots may be
used. The Secretary of State reported that “[ijf a DRE becomes inoperable during an
election, the poll managers shall direct voters to an operating terminal or to cast an
[emergency ballot],”** and the DRE county surveyed confirmed the foregoing practice.”*’
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Making sure emergency paper ballots are available at the polling place in the event of
long lines

A Mississippi Poll Manager Guide dated 2010 reiterates the statutory emergency plan and
provides that optical scan paper ballots may be used for emergency ballots “but only in the
event of a voting machine malfunction.”** The Mississippi Poll Manager Guides makes it
clear that “optical scan emergency ballots are not to be used as a convenience item such as
when the polls are busy and a voter might have to wait for a [voting machine].”** The
Secretary of State reported that although the referenced Guide is not actually in current use,
“[i]t is correct . . . that [emergency]| ballots are not to be used at the polling place as a matter
of convenience, but only in the event a machine is injured and incapable of timely repair or
replacement.””** The DRE county surveyed confirmed the foregoing policy.*"’

Treating emergency ballots as regular ballots, not subject to additional scrutiny

As indicated above, Mississippi law provides that when paper emergency ballots are used,
they are to be “counted with the votes registered on the voting machine” as if there had
been no malfunction.***

Recommendation: Mississippi requires two of the best practices, conducts one in practice,
and allows for one, but prohibits another, therefore Mississippi’s contingency plans need
improvement. Mississippi should require that emergency ballots be kept at the polls, and
require the deployment of emergency ballots in the event that any machine fails, and to
alleviate long lines.
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Nevada

Nevada uses VVPAT-equipped DREs statewide.”” The contingency plans in Nevada need
improvement.

Having procedures in place for machine repair or replacement in the event of failures

Nevada uses DREs equipped with VVPATS statewide,” but does not have a statutorily
mandated contingency plan for voting machine malfunctions during an election. State
regulations address machine failures, but only in the context of tabulating votes.””' In 2009,
Nevada adopted regulations that created specific procedures for testing voting systems,””
and protocols to be followed in the event of malfunction,” but these apply only during
testing and not on Election Day. However, the Secretary of State maintains a statewide
command center throughout the election, which is a State and local communication network
that provides the Secretary of State’s office with “immediate and accurate information”
about the election.”” 1In the case of an emergency, including those emergencies related to
machine malfunction or the need for disposition of paper ballots, the command center
would coordinate the response.”” In addition, according to the Secretary of State, “[p]olling
locations in Nevada have multiple voting machines, and local election officials . . . have
ready extra machines to be used in the case of emergencies.””* Also, “[d]uring the conduct
of voting, [election officials] inspect each mechanical recording device periodically during the
day to see that the list of offices and candidates and the statements of measures to be voted
on is intact, and that the device is otherwise in good working order.”*”’

Having paper ballots available at every polling place

Nevada does not require emergency paper ballots to be kept at the polling place. State
statutes direct the Secretary of State to determine “the number of ballots to be distributed to
precincts and districts,”*® and “[t]he procedures to be used for the disposition of absent [sic]
ballots in case of an emergency,”®” but state regulations continue to direct counties to
develop their own contingency plans by “determinfing] the most reasonable and practical
method for completing the process of tabulating ballots in the event the existing system
fails.”>"

In addition, to further ensure that paper ballots are available in the case of emergencies,
regulations were adopted in December 2011 requiring that each county election official
submit a plan (not later than 90 days before each election) to the Secretary of State setting
forth the procedures that the clerk or registrar of voters will use for absentee ballots in case
of an emergency.”

The various counties surveyed reported different contingency plans, generally reflecting a
combination of procedures for equipment repair and replacement and the use of emergency
ballots. For example, as a contingency measure, and as was the case in 2008, Clark County
will have four fifty-foot trailers that can be deployed in the case of an emergency. Each
trailer meets all state and federal requirements and can house twelve voting machines. Clark
County reported, however, that in addition to the trailers, it also has emergency generators
distributed throughout the county; “[u]p to this point,” the representative said, “when we
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have experienced power outages, deploying a generator along with a team with paper ballots
has been a quicker solution and allowed us to continue voting.”**

Another County reported that it has pre-tested and programmed voting machines set aside
“for the express purpose of having extras in the event of vandalism, or fire or destruction of
a polling place where the [voting machines| have been made inoperable or have been
destroyed.”®* That county also deploys technicians from the county’s Technology Services
Department, but the “techs do not carry around emergency ballots;” “[s]hould emergency
ballots be needed, full time staff would take them to the polling place in need in a lockable
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carrier.””

A third county reported that, in the event of power outages, either battery back-ups or on
site generators will be used, and that in the event of “total failure of the machines,” absentee
ballots are used.”” If a polling place itself is rendered unusable, alternate poll locations are
available.”*

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

As indicated above, this is not a requirement in the law and the counties surveyed reported
varying practices. Clark County reported that deploying emergency ballots in the event of
machine failure is a “quicker solution” for the continuation of voting. A second county
surveyed indicated that emergency ballots would be deployed if needed,”” and the third
reported that only in the event of “total failure of the machines” would emergency ballots be
deployed.*”

Making sure emergency paper ballots are available at the polling place in the event of
long lines

None of the election officials surveyed reported that they deployed emergency ballots to
alleviate long lines. The Secretary of State reported that in the case of an emergency,
including an emergency related to machine malfunction or the need for disposition of paper
ballots, the Secretary of State’s statewide command center would coordinate the resources of
federal, state and local law enforcement, and if an emergency exists sufficient to warrant the
use of paper ballots at a polling location, law enforcement could escort the ballots to the
distressed polling location.””’

Treating emergency ballots as regular ballots, not subject to additional scrutiny

The counties surveyed reported varying practices regarding the treatment of emergency
ballots. Washoe County, the second-largest county in Nevada, reported that “in order for
[emergency ballots| to be counted at all, [they] would have to be counted as absent ballots on
Election Night,” and that “it would be totally impractical for every jurisdiction to order
sufficient paper ballots in order to cover all voters on Election Day if every precinct went
down and would defeat one of the seminal reasons why the state has gone to touch screen
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voting.”
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Clark County reports that it creates “emergency ballot kits,” which travel in a secure
container transported by two-person teams, and that “[i|f an emergency occurs, we
determine the ballot styles needed, pull the appropriate ballots . . . seal them inside the metal
ballot box,” then give it “to the two person team who then delivers them to the polling
place;” “[a]t the polling place, the ballots are removed and the box is again sealed and voted
ballots are dropped into it.”*"" | Absentee paper ballots are also available as back-up ballots,
and Clark County “pad]s| the absentee ballot order to ensure we have sufficient excess for
an emergency.” Clark County also reported that it “treat[s] the paper ballots in the same
manner we would if they were our primary means of voting in the County.”*”? Clark County
reported that it “treat[s| the paper ballots in the same manner we would if they were our
primary means of voting in the County.”*”

Esmeralda County, reports that emergency ballots are coded and kept at the precincts, and
that “a ballot is ballot, and those absentee ballots used in an emergency have no provisions
attached to them. They are counted as regular ballots.”””* The official who responded for
the county also stated that even though emergency ballots are not required to be kept at the
polls by law, “its common sense” to do so.””

Recommendation: Although the election officials surveyed reported many good practices,
Nevada does not require any of them by law; two appear to be in practice generally and two
others appear to be in practice in some counties. Therefore, Nevada’s contingency plans
need improvement. Emergency paper ballots should be required by law at the precinct for
deployment should voting machines fail, in the event that any machine fails, and where
insufficient machine allocation has led to long lines at the polls. If absentee or provisional
ballots are used for this purpose, protocols should be incorporated into the law to ensure
such ballots are counted and treated as regular ballots on Election Day and not subject to the
additional scrutiny of provisional ballots or absentee ballots. Counties should be required to
develop secure strategies for deploying, collecting, storing and accounting for all emergency
paper ballots prior to being counted.
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New Jersey

New Jersey uses papetless DREs statewide.””

good.

The contingency plans in New Jersey are

Having procedures in place for machine repair or replacement in the event of failures

New Jersey has procedures for the repair or replacement of voting machines in the event of
malfunction. If a voting machine becomes inoperable, state law requires that election officers
contact the custodian of the voting machines (i.e., the county board of elections, the
superintendent of elections or the municipal clerk) to substitute a machine in “perfect
working order” for the damaged machine.””” The Secretary of State’s office confirmed the
foregoing and added that “we have emergency ballots so if a machine is inoperable, we go to
paper and then contact the county to replace.”® The one county that was surveyed also
confirmed these practices.””

Having paper ballots available at every polling place

New Jersey law mandates that the county clerk or the municipal clerk, in the case of a
municipal election, prepare an emergency paper ballot box packet for every election district
(polling place).”® According to the law, each emergency ballot box packet should include
emergency ballots, pre-punched single-hole white envelopes and two tally sheets with carbon
duplicates attached.®" Fach voting machine has an emergency ballot box packet attached to
it. The ballots are only to be used if the voting machine fails*” or “if there is considerable
delay in the polling place caused by the use of the voting machine audio kit.”* The
Secretary of State’s office confirmed that emergency ballots “can be used if there is a delay in
audio voting for disabled voters.”” The county surveyed stated that “we do have a packet
from the county clerks office that contains all of that.”® This means that while statutes
require preparedness, in actuality, precincts do not always follow statutory mandates.

New Jersey statutes do, however, explicitly authorize the use of emergency ballots “[i]f for
any cause a voting machine fails to operate.” The law also mandates that each emergency
ballot box packet contain a minimum of 30 ballots.”®’ If the clerk determines that an election
district requires more than 30 emergency ballots based on the number of registered voters,
additional emergency ballots shall be delivered to that district.” The Secretary of State’s
office and the county surveyed for the report confirmed the foregoing.”*"

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

New Jersey requires emergency paper ballots to be kept at the polling place and allows
deployment in the event that azy machine fails.”” Specifically, New Jersey law provides that
“During any period when a voting machine is inoperative, emergency ballots made as neatly
as possible in the form of the official ballot shall be used . .. and shall be counted with the
votes registered on the voting machines. The result shall be declared the same as though
there had been no accident to the voting machine.”™  However, the New Jersey
Department of State currently directs that “[i]n election districts with two voting machines,
emergency ballots should not be used unless both machines are inoperable,” and that
emergency ballots should not be used until the machine is examined first to see if the
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problem can be corrected.””” The Secretary of State’s office reported that “if there are two
machines you would use the operable one.””” The county surveyed reported that “all voting
machines must be inoperable to use emergency ballots. If we were down to one machine
and the lines became overly long I am sure the Board would approve the use of the ballots
but in general all machines would have to be down to use them.”*”*

Making sure emergency paper ballots are available at the polling place in the event of
long lines

Because of the design of the New Jersey system, in which a set of emergency ballots is
associated with each machine, emergency ballots are not used to alleviate long lines at the
polls caused by insufficient availability of voting machines. Emergency paper ballots are only
used if “a voting machine fails to operate”” or in the event of a delay caused by use of the
audio kit.*” The Secretary of State’s office and the county surveyed for the report confirmed
the foregoing.””’

Treating emergency ballots as regular ballots, not subject to additional scrutiny

As indicated above, when emergency ballots are used, they are required to be “counted with
the votes registered on the voting machines. The result shall be declared the same as though
there had been no accident to the voting machine.”””

Recommendation: New Jersey requires three of the best practices and allows for one,
Thus, New Jersey’s contingency plans New Jersey’s contingency plans are good. New Jersey
has a good and detailed emergency ballot program requiring repair or replacement of
machines in the event of failure. It also has emergency ballots at the polls and requires
emergency ballots to be counted and treated as regular ballots. The Department of State
should modify its training materials for poll workers to make clear that statutes permit that
emergency ballots be deployed in the event that even one machine malfunctions, even if a
precinct still has other functioning machines.  In addition, because emergency ballot
deployment is linked physically to machine operation, there are no statewide plans to allow
emergency paper ballots to be deployed when insufficient machine allocation has led to long
lines at the polls. Ultimately, New Jersey should develop and implement a rigorous protocol
for deploying, collecting, storing and accounting for emergency paper ballots prior to
counting.
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North Carolina

North Carolina uses VVPAT-equipped DREs as the standard polling place equipment in 23
of its 100 counties.”” North Carolina contingency plans are generally good but need
improvement in specific areas.

Having procedures in place for machine repair or replacement in the event of failures

North Carolina has procedures for the repair or replacement of voting machines in the event
of malfunction. North Carolina law provides general directions for county election officials
to: (1) deliver to each precinct “the supplies, records and equipment necessary for the
conduct of the election”; (2) ensure that adequate procedures are in place for a fair election;
(3) respond to questions and problems where necessary; and (4) “provide adequate technical
support for the voting system.”"

All of the counties surveyed confirmed that they have contingency plans in place in the event
of machine failure.”” One of the DRE counties reported that the county “packs precinct
tubs with office supplies, forms, [and] sample ballots,” and delivers them to the precincts
with the voting machines, and in addition that vendor-supported technical assistance “based
from the [Board of Elections] can be dispatched to any precinct in the county that may have
problems whether technical or [related to] supply needs.’”” Another reported that it
“utilizes Election Day Rovers who are a specially trained group (of 8) from the IT
department,” and who help get the precincts running in the morning and “respond to each
precinct's needs throughout the day.”*”

An optical scan county, in which voters would still be able to vote if the machines failed, in
any case also reported that it “has a trained staff of 6 who can assist from over the phone,
along with [roving] technicians who have had equipment repair training,” and that
“replacement voting machines are also available.,” In addition, in that county, “[i]n the
morning, when judges pick up their election supplies, they also receive a gray duffel bag that
is stocked with everything they need to open the polls in the parking lot should the precinct
polling place be locked, or otherwise unavailable, and the county ‘“has outfitted a van
stocked with election supplies which has the capacity to be a polling place in and of itself,
should a polling become unusable.”*”

Having paper ballots available at every polling place

The North Carolina Board of Elections has sent an advisory to every county on the need to
have contingency plans in place. Counties that deploy DRE voting systems as the primary
means of voting are advised to keep paper ballots for provisional and emergency use at the
polling place. These counties are advised to order backup paper ballots “at a minimum rate
equal to the highest number of voters that vote on Election Day in any four-hour time frame
or 40% of the registered voters in the county.”” As noted above, a DRE county surveyed
confirmed that it delivers sample ballots to the polls with other supplies, and even the optical
scan county surveyed is prepared to carry on elections if the polling place itself is unusable.
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Allowing emergency paper ballots to be deployed when 27y machine malfunctions

North Carolina recommends that emergency paper ballots be kept at the polling place, and
allows deployment in the event that azy machine fails. The North Carolina Administrative
Code allows for deployment of emergency paper ballots in “extraordinary circumstances,”
which may include “an inability to use another system, unavailability of another system,
economic factors, existence of contested races, size of potential electorate, and integrity
needs.”"”

Making sure emergency paper ballots are available at the polling place in the event of
long lines

Emergency paper ballots may be used at the discretion of the local election officials; there is
no restriction on their use.”” In addition, as indicated above, emergency ballots may be used
in “extraordinary circumstances,” which include the size of the potential electorate.™”

One of the DRE counties surveyed reported that it does have emergency ballots available in
the event of machine failure, and that precinct officials “can call into the office and be
authorized to use paper ballots until such time that the voting equipment is up and running,”
but that “[n]ormally, these ballots are used . . . strictly as a backup source in the event that
our DRE equipment is not working.’”"" The other reported that “[p]aper ballots are only
used in emergency circumstances.’”'' The optical scan county confirmed that if the scanner
malfunctions, voters simply continue to mark their paper ballots, which are deposited into a
“a steel emergency ballot box,” and “[wlhen the machine is repaired or replaced, the
Election Judges make an announcement that they are going to count the emergency ballots,
and then run them through the machine.”"?

Treating emergency ballots as regular ballots, not subject to additional scrutiny

The provisions of the North Carolina statutes and administrative code that require the use of
emergency ballots do not include protocols requiring that they be treated and counted as
regular ballots not subject to additional scrutiny.’"’

Recommendation: North Carolina requires two of the best practices and allows for two,
and therefore North Carolina’s contingency plans are generally good but need improvement
in specific areas. The advisory sent to counties by the North Carolina Board of Elections is
excellent on the subject of requiring technical support in the event of machine failure and
requiring emergency ballots at the polls. However, it is not mandatory. In addition, there
should be a similar mandatory measures according to which county election officials should
be required to deploy emergency ballots in the event of machine failure, and in the event that
any machine fails, where insufficient machine allocation has led to long lines at the polls, and
protocols should be added requiring that emergency ballots be treated and counted as
regular ballots.
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Ohio

Ohio uses VVPAT-equipped DREs in approximately half of its counties.”’* The
contingency plans in Ohio are excellent.

Having procedures in place for machine repair or replacement in the event of failures

Ohio has procedures for the repair or replacement of voting machines in the event of
malfunction. Although not explicitly an Election Day requirement, the Ohio Revised Code
provides that a board of elections that experiences a significant problem with voting
equipment shall report the problem to the Secretary of State or the Ohio Board of Voting
Machine Examiners, which may require additional testing of the equipment or withdraw that
equipment’s certification.’”

Having paper ballots available at every polling place

Notwithstanding the foregoing, the Revised Code provides that “if during the time the polls
are open additional ballots or supplies are required, the board of elections . . . shall supply
them as speedily as possible.””® All of the counties surveyed for the report confirmed that
they do this,”"” and one added that it was simply “logical” and “law or not, that would be the
practice.”"®

In addition, a 2012 Directive from the Secretary of State confirms that, under a 2009
settlement agreement with the League of Women Voters, “the Secretary of State’s office
must require all county boards of elections using DRE voting machines . . . to distribute
backup optical scan ballots ‘in the event of long lines’ and ‘must offer paper ballots to voters
in the event of machine problems or breakdowns.””"” All of the counties surveyed
confirmed that they do this.”

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

As indicated above and elaborated on more fully below, Ohio not only allows for the use of
emergency ballots if any machine fails, or in the event of long lines, it also allows for their
use at the request of the voter even if the machines are functioning and there are no lines.

Making sure emergency paper ballots are available at the polling place in the event of
long lines

Ohio requires emergency paper ballots to be kept at the polling place, and requires paper
ballots to be used if there are long lines due to machine failure or inadequate allocation of
machines.

The Secretary of State Directive (2012-04) noted above “does not require the Secretary of
State or county boards of elections to give voters the ‘paper or plastic’ choice between
casting a ballot on the DRE or by centrally counted, optical scan, paper ballots,” but notes
that “it is acceptable for a county board of elections to make the local decision to do so.”**!
The counties surveyed had varying plans for 2012 on this subject. One county, which uses
both optical scanners and DREs, reported that “DREs are for accessible use only.
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Everybody else uses paper ballots on [optical scanners].” Another, which uses DREs,
reported that it had not yet made a decision, and was awaiting guidance from the Secretary
of State, but that the “[c]ounty's preference in that matter would be to offer paper ballots on
request” and that they would be counted by optical scanners.’”” The third county, which
also uses DREs, reported that it did intend to offer voters that choice, and would count the
ballots on optical scanners.”” As already stated (see California, page 37, endnote 101), we do
not endorse providing voters with this “paper or plastic” option at the polling place.

In addition, the Directive explicitly provides that “the Secretary of State’s office must require
all county boards of elections using DRE voting machines . . . to distribute backup optical
scan ballots ‘in the event of long lines.””**’

Treating emergency ballots as regular ballots, not subject to additional scrutiny

As indicated above, both of the DRE counties surveyed reported that they would count
emergency ballots on optical scanners, and did not indicate that the ballot would be subject
to any additional scrutiny.

Recommendation: Ohio requires four of the best practices and calls for the deployment of

emergency ballots immediately upon machine failure, therefore Ohio’s contingency plans are
excellent. No recommendation.
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Pennsylvania

Pennsylvania uses paperless DREs in a majority of its counties.” The contingency plans in
Pennsylvania are good.

Having procedures in place for machine repair or replacement in the event of failures

Pennsylvania has procedures for the repair or replacement of voting machines in the event
of malfunction. According to the Pennsylvania code, if any electronic voting system or any
component of it becomes inoperable, it will be repaired or another machine will be
substituted as promptly as possible.’”” If repairs or substitution cannot be made, either
printed or written ballots of any form can be used.”” All of the counties surveyed confirmed
that this reflects actual practice,’ but one clarified that emergency ballots are not required to
be distributed until 50% of the machines fail.”

Having paper ballots available at every polling place

Pennsylvania requires emergency paper ballots to be kept at the polling place in the event
that 50% of electronic voting machines in a precinct are inoperable.” Both of the DRE
counties surveyed confirmed this.”® The 2009 directive issued by the Secretary of State on
voting machines and discussed below cites the relevant code section and notes that the
county boards of elections may use unvoted absentee ballots, alternative ballots, provisional
ballots, emergency ballots designed specifically for emergency use or “other paper ballots
that are either printed or written and of any suitable form.””” Pennsylvania also requires
that more ballots than registered voters must be printed.” Election officials are statutorily
required to issue 50 ballots for every 45 registered voters, and in addition the county board
must maintain an additional supply in their office in case ballots are lost, destroyed or
stolen.™

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

The Secretary of the Commonwealth issued a directive on April 28, 2009 entitled “Directive
Concerning the Use, Implementation and Operation of Electronic Voting Systems By the
County Boards of Election,” which reiterated the requirements of the Pennsylvania Election
Code regarding the repair or substitution of inoperable voting machines. According to the
2009 directive, ‘if 50% of electronic voting machines in a precinct are inoperable, ‘paper
ballots, either printed or written and of any suitable form,” for registering votes (described
herein as ‘emergency back-up paper ballots’) shall be distributed immediately to eligible
voters” pursuant to the Election Code, and “[e]mergency back-up paper ballots shall be used
thereafter until the county board of elections is able to make the necessary repairs to the
machine(s) or is able to place into operation a suitable substitute machine(s).” This
Directive replaced an earlier directive, issued just prior to the 2008 election, which had
required that “all” voting machines would have to fail before emergency ballots could be
provided.” The earlier directive was successfully challenged in court, and at the end of
October 2008 the District Court ruled that emergency ballots would have to be provided if
50% of the machines failed.”
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Making sure emergency paper ballots are available at the polling place in the event of
long lines

The directive calls for the deployment of emergency ballots based upon the percentage of
machines that fail, not on the length of lines in the polling place or turnout. However, in
March 2008 the Pennsylvania Commissioner of Elections and Legislation recommended,
based on the code requirements cited above, that each election district receive ballots “equal
to 20% of the number of registered electors of each party in each district.”*” The memo also
noted that it is vital to have enough paper ballots available on location: “[m]aking sure that
enough emergency paper ballots are available on location is important because, as you know,
the majority of malfunctions are most likely to occur at the opening of the polls. This is also
traditionally one of the busier periods of voting during the day. Ensuring that voting occurs
uninterrupted during this critical timeframe, and until any malfunctions can be corrected, is
extremely important.”*

Treating emergency ballots as regular ballots, not subject to additional scrutiny

Notably, the directive makes clear that provisional or absentee ballots used for emergency
purposes are 70t to be subject to the same scrutiny and procedures as normal provisional or
absentee ballots.”' The directive states that “procedures applicable to the casting of absentee
ballots, alternative ballots or provisional ballots (declaration and affidavit requirements) do
not apply to an emergency back-up paper ballot that is cast under” the relevant section of
the election code, but instead that emergency ballots shall be treated as “regular ballots” not
subject to scrutiny before being counted. **

The 2009 Directive contains language stating that election officials “shall not, at any time,
manually enter [emergency| absentee ballots into an electronic voting system,” and that
“[tlhe counting and recording of votes cast on [emergency] absentee ballots must be counted
and recorded separately from but in a like or similar manner as the votes cast on electronic
voting systems.””” The counties surveyed reported varying practices with respect to the
counting of emergency ballots. One reported that the ballots would be counted by the
scanner at the precinct, if it was functioning when the polls closed, and that otherwise the
ballots would be scanned at the elections office,”™ and another reported similarly that
emergency absentee ballots would be counted by “[s]canner, same way as absentee;” that
county further clarified that if provisional ballots were used as emergency ballots, “[p]oll
workers [would] hand write 'emergency' on the envelopes” and that those “[e]mergency
ballots [would not be] subject to the same requirements as regular provisional ballots.” *** A
third county reported that emergency absentee ballots are counted by hand.**’

Recommendation: Pennsylvania requires three of the best practices, allows for one, and
requires the deployment of paper ballots in the event that half of the machines fail, therefore
Pennsylvania’s contingency plans are good. The requirement is mandatory and the directive
states that emergency ballots must be counted as regular ballots on Election Day and not
subject to the scrutiny of provisional or absentee ballots. The 2009 Directive on emergency
ballots is an improvement over the directive issued and challenged in 2008, and Pennsylvania
law should be amended explicitly to allow deployment of emergency paper ballots upon
failure of any voting machines or where insufficient machine allocation has led to long lines
at the polls.
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South Carolina

South Carolina uses paperless DREs statewide.” The contingency plans in South Carolina
are good.

Having procedures in place for machine repair or replacement in the event of failures

South Carolina has procedures for the repair or replacement of voting machines in the event
of malfunction. South Carolina law provides that if a voting machine becomes inoperative,
poll workers must notify “the commissioners of election or other electoral board,” who are
in charge of the election at the county level.”* The commissioners must attempt to provide a
substitute machine for the polling place.” The commissioners must also attempt to have the
machines repaired.”

Having paper ballots available at every polling place

In the event of machine failure and if repairs or substitution are not possible, paper ballots
“made as nearly as possible in the form of the official ballots””' may be used. State law
provides that paper ballots “must” be provided where voting machines are used, but it limits
the number of pre-printed ballots required to not more than 10% of registered voters at the
polling place.” However, if the 10% is not enough, election managers “shall” provide voters
with ballots “made as nearly as possible in the form of the official ballot.”* Finally, the law
requires that “failsafe ballots, or ballots containing only the races for federal, statewide,
countywide and municipal-wide offices,” also “must” be provided at polling places.”
However, the quantity is limited to a maximum of 5% of registered voters at the polling
place.” Although the quantities are capped, providing none would violate the requirement
that emergency or failsafe ballots “must” be provided.

All of the counties surveyed reported having emergency ballots available at the polls as
required by law.” One reported that voters would be given paper ballots if, for example,
there was a power failure, or the machines were not turned on when voters arrived.””’
Another reported that examples of circumstances under which emergency ballots would be
used included the polling place not being fully open or “if not all the machines are working
properly,”™ and a third reported that they would be used in the event of “machine
failure.”>”

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

Although some of the practices reported above suggest that election officials might not wait
until all machines fail before deploying emergency ballots, the South Carolina elections code
provides that emergency paper ballots may be used when “no other machine is available” to
be substituted “for use at such election and the injured one cannot be repaired in time to
continue” being used at the election.””
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Making sure emergency paper ballots are available at the polling place in the event of
long lines

The section of the code calling for the use of emergency ballots does not include provisions
authorizing or calling for their use to alleviate long lines per se.

Treating emergency ballots as regular ballots, not subject to additional scrutiny

As noted above, election managers must provide voters with ballots “made as neatly as
possible in the form of the official ballot,” and the law requires that these ballots be
treated the same as official ballots for election purposes.”” Specifically, the law provides that
when emergency ballots are used, they shall be “counted with the votes registered on the
voting machine, and the result shall be declared as though there had been no accident to the
voting machine.”*”

Recommendation: South Carolina requires three of the best practices and allows for one,
therefore the contingency plans in South Carolina are good. South Carolina has provisions
for Repair or replacement of machines in the event of failure, and requires emergency ballots
at the polls. The law restricts the number of official paper ballots allowed at the polling
place to a maximum of 10% of registered voters and of failsafe ballots to a maximum of 5%
of registered voters. Although the law allows for troubleshooting — creating and providing
ballots “nearly in the form of the official ballot” — this must occur on Election Day. As
discussed earlier in the report, in Horry County, during the January 2008 Republican
primary, 80% of the machines could not be activated at the start of the day due to a
programming error. Some of the precincts reportedly ran out of paper ballots and were
sending voters to other precincts to cast provisional ballots.

It is not desirable to restrict election workers to providing only a certain number of official
emergency and failsafe ballots before the election. While the law allows election workers to
improvise on Election Day if there is a crisis, it should not prevent them from making
adequate preparation before the election. South Carolina law should be changed to lift the
restriction on the number of official emergency paper ballots that can be provided in the
polling place on Election Day. In addition, the law should also be amended to provide
explicitly that emergency ballots may be in the event that a»y machine fails, as is apparently
allowed in practice, or to alleviate long lines.
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Tennessee
Tennessee uses paperless DREs in all but two counties.”* The contingency plans in
Tennessee are generally good but need improvement in specific areas.

Having procedures in place for machine repair or replacement in the event of failures

Tennessee has procedures for the repair or replacement of voting machines in the event of
malfunction. Tennessee law dictates that if a machine fails, it “shall be repaired if possible or
another machine substituted as promptly as possible.,”” If automatic vote counting
machines are used and fail, ballots are placed in an auxiliary ballot box and when the polls
close, they are inserted into a functioning machine or if no functioning machines are
available, they may be hand counted.” The Secretary of State confirmed all of the
foregoing.™”’

Having paper ballots available at every polling place

Tennessee requires emergency paper ballots to be kept at the polling place.”” State law
requires that if a malfunctioning machine cannot be repaired or substituted, “and other
machines at the polling place cannot handle the voters,” paper ballots shall be used.” If a
polling place runs out of paper ballots, the elections officer in charge of the polling place
must notify the county election commission.”” The commission must then provide any
paper ballots they hold in reserve and have “such additional ballots prepared as may be
necessary.” > In general, “[tthe Coordinator of Elections surveys the county election
officials and researches historical voter data to determine the minimum number of ballots
for each statewide election.””

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

Tennessee allows for the deployment of paper ballots in the event of machine failure, subject
to the conditions above. Although the code provides that if a (“any”) machine fails, and the
remaining machines cannot handle the turnout, paper ballots “shall” be used, the Secretary
of State did not confirm that paper ballots are deployed if “any” machine fails.’”

Making sure emergency paper ballots are available at the polling place in the event of
long lines

Tennessee state law recommends the use of paper ballots if a malfunctioning machine leads
to long lines. Notably, the code reads, “if repair or substitution cannot be made and ozher
machines at the polling place cannot handle the voters, the paper ballots provided for the polling
place shall be used.””

Treating emergency ballots as regular ballots, not subject to additional scrutiny

The foregoing provision in the Tennessee elections code does not state explicitly that
emergency ballots are to be treated and counted as regular ballots.
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Recommendation: Tennessee requires three of the best practices and allows for one, and
therefore Tennessee’s contingency plans are generally good, but need improvement in
specific areas. Tennessee has procedures for the repair or replacement of voting machines
in the event of malfunction, requires preparation and stocking of paper ballots at the polls,
and requires the use of paper ballots to mitigate long lines at the polls when machines
malfunction. However, to accommodate voter turnout, paper ballots should be required to
be deployed if any machine fails, and should be required to be treated and counted like
regular ballots. Counties should be required to develop secure strategies for deploying,
collecting, storing and accounting for all emergency paper ballots prior to being counted.
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Texas

Texas uses papetless DREs in approximately one-third of its counties.”” Texas contingency
plans are generally good, but need improvement in specific areas.

Having procedures in place for machine repair or replacement in the event of failures

Texas has procedures for the repair or replacement of voting machines in the event of
malfunction. The Secretary of State requires that each local jurisdiction have “[p]rocedures
and plans . . . written for handling Election Day equipment failure, including backup and
contingency plans.””’® As soon as a voting machine malfunctions, the presiding judge at the
polling place must prevent further use of the machine and have it “promptly repaired or
replaced if practicable.”””” There are several options if repair or replacement is not possible
and the remaining machines are insufficient for orderly voting. Either in addition to, or
instead of, the remaining equipment, the judge can allow the use of another voting system
that has been adopted for use in the election, the use of regular paper ballots (such as those
used in early voting), or having voters manually mark the electronic ballots which would
have been used with the malfunctioning machines and processed as regular ballots.””

Having paper ballots available at every polling place

Texas does not require emergency paper ballots to be kept at the polling place, and
emergency paper ballots may be used at the discretion of the county clerks and local election
officials.”” There is no state-imposed restriction on their use, and counties vary in how they
deploy them,” but guidance from the Director of Elections “suggests” procedures for their
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use.

Contingency plans vary from one county to another. One of the counties surveyed (an
optical scan county) reported that “if the tabulator is down, ballots will be counted by
hand.”  Another county surveyed (a “hybrid” county using both optical scanners and
VVPAT-equipped DREs) reported that it has six roving technicians, who fix minor
problems like paper jams or replace machines entirely when needed, but otherwise retrieve
vote totals from malfunctioning machines and them send the machines to the vendors for
repair.” In that county, when DREs malfunction, optical scan ballots are used for
emergency purposes; if the ballots cannot be counted in the precinct, they will be counted
centrally along with absentee ballots, or, in the “worst case,” they will be counted by hand.”
Another “hybrid” county surveyed (which uses Optical scanners and paperless DREs) also
offers voters paper ballots when the DREs fail.**

In 2006, due to widespread failutes of the delivery of ballots and/or programming of voting
machines leading up to the May 13, 2006 elections, the Director of Elections authorized
affected districts to create emergency ballots in advance of the election.”® That guidance
was updated in 2010, and allows for the use of various sorts of emergency ballots in optical
scan jurisdictions (including using early voting ballots, using a copier or copying ballots by
hand, and allowing voters “to write their choices on a piece of paper using the sample ballot
available at the polling place”) and DRE jurisdictions (including using “paper ballots
[available] at the polling place [for] use in emergencies or for provisional voters,” making
copies of the same and using procedures recommended for optical scan jurisdictions).”’
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One of the counties surveyed reported, with respect to the foregoing, that “[o]nly the paper
ballots are valid,” and that “[i]f there is a write in candidate on the ballot, the [optical
scanner] rejects the ballot, which [then] has to be counted by hand.”® Another reported
that, in the event of such an emergency, “[w]e would continue with the paper ballots” and
“li]f we ran out, then we would copy an emergency blank ballot [and] allow the voter use
that ballot to mark his/her choice.”®

Given the ongoing need for guidance regarding emergency ballots, the relative lack of rigor
in the 2010 guidance on that subject, and the fact that it has either lapsed or the counties are
not necessarily following it in any case, we recommend that the state adopt rigorous
statutory or regulatory requirements on the subject.

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

As indicated above, Texas allows for the deployment of paper ballots in the event that any
voting machine fails. Malfunctioning machines are to be taken out of service “immediately
after [it is discovered] that the equipment is not functioning properly,” and if repair or
replacement is not possible and the remaining machines are insufficient for orderly voting,
election officials may, “in addition to, or instead of, using remaining operational equipment,”
deploy emergency paper ballots.”"

Making sure emergency paper ballots are available at the polling place in the event of
long lines

The foregoing provision of the elections code authorizes election officials to deploy
emergency paper ballots for the purpose of alleviating long lines.

Treating emergency ballots as regular ballots, not subject to additional scrutiny

The foregoing provision also provides that when emergency ballots are used, they shall be
treated like regular ballots. In particular, it provides that in the event of machine failure,
election officials have the option of “using regular paper ballots, whether early voting ballots
or ballots for regular voting on Election Day,” or “having voters manually mark the
electronic system ballots that were furnished for use with the malfunctioning equipment and
having the ballots processed as regular paper ballots.””

Recommendation: Texas requires two of the best practices and allows for two, and
therefore contingency plans in Texas generally good, but need improvement in specific areas.
Texas has provisions for the repair or replacement of machines in the event of failure, and in
practice counties have emergency ballots available at the polls. In addition, Texas requires
emergency ballots to be treated and counted as regular ballots. Texas should require that
emergency paper ballots be deployed in the event that any machine fails, and where
insufficient machine allocation has led to long lines at the polls. Counties should be required
to develop secure strategies for deploying, collecting, storing and accounting for all
emergency paper ballots prior to being counted.
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Utah

Utah uses VVPAT-equipped DREs statewide.”  Contingency plans in Utah need
improvement.

Having procedures in place for machine repair or replacement in the event of failures

Utah has procedures for the repair or replacement of voting machines in the event of
malfunction. Utah state elections code requires election workers to repair or replace
machines. According to the Utah code, if a poll worker reports that “voting devices or
equipment do not appear to be functioning properly,” “[tlhe election officer shall repair or
provide substitute voting devices, equipment, or electronic ballots, if available.””*

All of the counties surveyed reported that they have contingency plans in the event of
machine failure.”” One of those reported that in the event of machine failure, “Millard
County has backups in each location,”” and another reported that the county can “deploy
other machines” but has “yet to experience machine failure on Election Day.”””” None of
them were able to explain what was meant by substitute “electronic ballots.”*”

Having paper ballots available at every polling place

Utah does not require emergency paper ballots to be kept at the polling place. According to
the Utah code, if election officers are unable to repair or substitute the voting machine, they
“may elect to provide paper ballots or ballot sheets’”” Therefore, the provision of
emergency paper ballots is optional. All of the counties surveyed reported that they have
emergency ballots on hand and use them in the event of machine failure,'” although as
noted above, one of them has never experienced a machine failure.

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

As noted above Utah does not require the use of emergency ballots in the first instance, and
therefore does not have provisions concerning how many machines must fail before such
ballots are deployed. One of the counties surveyed reported that if one machine fails,
election officials will deploy a back-up machine, but “[i]f both machines go down, voters are
would be allowed to vote on provisional ballots.”*"

Making sure emergency paper ballots are available at the polling place in the event of
long lines

Utah has no requirement for the use of emergency ballots in the event of long lines. None
of the counties surveyed reported deploying emergency ballots to alleviate long lines.*”

Treating emergency ballots as regular ballots, not subject to additional scrutiny

As Utah has no emergency ballot requirement, it also has no requirement to treat and count
emergency ballots as regular ballots. One of the counties surveyed reported that when
emergency ballots are used, election officials “verify the authenticity of the voter,” and then
the “provisional ballots (even in emergency situations) are counted.”*” Another similarly
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reported that in the event of machine failure, election officials use provisional ballots, and
“we can figure it out after the election . . . [t]he ballots are sealed in an envelope and we have
a book [in which] we keep track of all paper ballots and provisional issued.”*"*

Recommendation: Utah requires one of the best practices and counties carry out another
in practice, but Utah vets emergency ballots in practice rather than treating them and
counting them as regular ballots. Therefore, Utah’s contingency plans need improvement.
Utah has provisions for repair or replacement of machine in the event of failure, and
counties have emergency paper ballots available at the precincts in practice. Utah should
require that they be available at the polls, that they be deployed in the event that any
machine fails, and that they be distributed where machine failure or insufficient machine
allocation has led to long lines at the polls.  Utah counties reported that in practice
emergency ballots are subject to scrutiny rather than being counted and treated like regular
ballots. If absentee or provisional ballots are used for this purpose, protocols should be
established to ensure such ballots are counted and treated as regular ballots on Election Day.
Counties should be required to develop secure strategies for deploying, collecting, storing
and accounting for all emergency paper ballots prior to being counted.
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Virginia

Virginia uses papetless DREs in almost three-fourths of its counties.*”

plans in Virginia are good.

The contingency

Having procedures in place for machine repair or replacement in the event of failures

Virginia has procedures for the repair or replacement of voting machines in the event of
malfunction. Virginia law provides that if a voting machine becomes “inoperative,” poll
workers are to contact the county electoral board.* The board must, if possible, “dispatch a
qualified technician to the polling place to repair the inoperative device.”*” If the machine
cannot be repaired on site, the board must then, if possible, provide a substitute machine.*”
The State Board of Elections reports that “[m]ost inoperable machines are properly shut
down and replaced with working equipment.”*"”

Having paper ballots available at every polling place

In the event of machine failure, if no substitute machine is available, copies or reproductions
of official paper ballots 7ay be used and are to be treated as official ballots."’ Although
Virginia does not by law require emergency paper ballots to be provided in advance to
polling places, copies of official paper ballots can be used when machines cannot be
repaired, no substitute machines are available, the supply of official ballots or other ballots
that can be cast without machines is inadequate, and the local electoral board approves.*" In
addition, the State Board of Elections reports that it “has determined that each locality
should have, at a minimum, emergency paper ballots available at the polls on Election Day
equal to 10% of the current registered voter population in order to adequately address most
emergency situations,” exclusive of any ballots designated as absentee ballots.*?

One DRE county surveyed reported that if one machine fails, voters would be sent to other
machines, but “[i]f every machine went down . . . we would use emergency paper ballots,”
which would be counted by hand at the close of the polls.”” In addition, it confirmed that
Board of Elections training materials provide that “copies of official paper ballots can be
used when machines cannot be repaired, no substitute machines are available, the supply of
official ballots or other ballots that can be cast without machines is inadequate, and the local
electoral board approves.”**

In optical scan jurisdictions, if no scanner is functioning voters can continue to vote and
place their uncounted ballots in a special container for uncounted ballots.*"” If the machine is
repaired on Election Day, these uncounted ballots are fed into the machine after the polls
have closed and counted, but if no functioning machine is available, the ballots can be hand
counted."'® An optical scan county surveyed confirmed this.*"”

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

The Virginia elections code allows election officials to deploy emergency ballots if any
machine fails. As indicated above, the code provides that “[w]hen any voting or counting
device becomes inoperative,” it must be repaired or replaced “if possible.”** However, if
that is not possible, and “a substitute device is needed to conduct the election but is not
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available for use,” “the supply of official paper ballots, or other official ballots that can be
cast without use of the inoperative device, is not adequate,” and “the local electoral board
approves, an officer of election may have copies of the official paper ballot reprinted or
reproduced by photographic, electronic, or mechanical processes for use at the election.”*"”

Making sure emergency paper ballots are available at the polling place in the event of
long lines

The foregoing code section authorizes the use of emergency ballots if the supply of ballots
“is not adequate,” and allows election officials to photocopy or otherwise produce additional
ballots under those circumstances. Although the provision does not go so far as to
authorize explicitly their use to alleviate long lines, election officials may have that flexibility.

Treating emergency ballots as regular ballots, not subject to additional scrutiny

The Virginia code explicitly provides that ballots used in the foregoing emergency
circumstances shall be “counted with the votes registered on the voting or counting
devices;” that “the result shall be declared the same as though no device has been
inoperative;” and that “[t/he voted ballot copies shall be deemed official ballots.”*" They
shall also be “preserved and returned with the statement of results and with a certificate
setting forth how and why the same were voted,” and a statement of the number of copies
made.”! Two of the counties surveyed confirmed this.*

Recommendation: Virginia requires three of the best practices and therefore allows for
two, therefore Virginia’s contingency plans are good. Virginia had provisions for the repair
or replacement of machines in the event of failure, requires that emergency ballots be
available at the precincts, and requires that emergency ballots be treated and counted like
regular ballots. Emergency paper ballots should be required by law to be provided in the
event that any machine fails, and also where insufficient machine allocation has led to long
lines at the polls.
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West Virginia

West Virginia uses VVPAT-equipped DREs in the majority of its counties.”” The
contingency plans in West Virginia need improvement.

Having procedures in place for machine repair or replacement in the event of failures

West Virginia has procedures for the repair or replacement of voting machines in the event
of malfunction. West Virginia law requires election commissioners to obtain a substitute
machine from the county clerk should an electronic voting machine become inoperable
during an election.”" Election commissioners are present at each polling station.”” The
county commission is charged with acquiring as many substitute machines “as will be
deemed necessary” in advance of the election.*

To comply with these mandates, all of the counties surveyed confirmed that they have
procedures in place to repair or replace voting machines in the event of machine failure.”” A
DRE county surveyed reported that “there are additional machines in the clerk’s office” and
“[i]f a machine needs to be replaced, it will be pulled from Elections office and set up for the
precinct.” In addition, that county “has 7 roving teams of 2 people (a Democrat and a
Republican) who are trained to repair or reset the machines.”* The other two counties
surveyed use optical scanners as the primary voting system, but both also reported having
backup machines available if needed,”” and one added that the county tries to repair

machines first and “also utilizes Rovers who can attend to simple things like paper changes
and the like.”*"

Having paper ballots available at every polling place

West Virginia does not require emergency paper ballots to be kept at the polling place.
However, the West Virginia Code does provide that “[i]f, for any reason, there should be
found no ballots, or ballot box, or other necessary means or contrivances for voting, at the
opening of the polls, it shall be the duty of the commissioners of election to secure the same
as speedily as possible and, if necessary, the ballot commissioners may have ballots printed
or written, and the election commissioners may have a ballot box or boxes made.””' In
addition, any excess regular ballots are to be “packaged and delivered to the clerk of the
county commission, who shall retain them unopened until they are required for an
emergency.”™” According to the Secretary of State, despite the lack of an explicit
requirement to stock emergency ballots at the polls, many polling places do.*”

The two optical scan counties have paper ballots on hand automatically, but the DRE
county surveyed reported that it “does not have emergency paper ballots” on hand but that
the DREs “are equipped with a battery backup that lasts for as much as 14 hours in the case
of power failure.”"*

Allowing emergency paper ballots to be deployed when 27y machine malfunctions

The West Virginia code does not require the use of emergency ballots and therefore does
not require that they be used if “any” machine fails.
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Making sure emergency paper ballots are available at the polling place in the event of
long lines

The West Virginia code does not require the use of emergency ballots and therefore does
not require that they be used to alleviate long lines.

Treating emergency ballots as regular ballots, not subject to additional scrutiny

The West Virginia code does not require the use of emergency ballots and therefore does
not include protocols requiring that they be treated or counted like regular ballots.

Recommendation: West Virginia requires one of the best practices and allows for one, and
therefore West Virginia’s contingency plans need improvement. West Virginia has
provisions for the repair or replacement of machines in the event of failure, but should
require emergency ballots to be stocked at precincts, and to be deployed in the event that
any voting machine fails or if insufficient machine allocations lead to long lines at the polls.
In addition, if absentee or provisional ballots are used in emergencies, there should be
protocols ensuring such ballots are counted and treated as regular ballots on Election Day
and not subject to the additional scrutiny of provisional ballots or absentee ballots. Counties
should be required to develop secure strategies for deploying, collecting, storing and
accounting for all emergency paper ballots prior to their counting.
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I1I. Paper Ballots for Military and Overseas Voters

For voters in the United States, jurisdictions are moving in the direction of recountable,
auditable voting systems such as paper ballots that can be tallied by ballot scanners or
counted by hand. However, most States now allow military and overseas voters to return
voted ballots electronically, whether by facsimile, e-mail, Web portal, or a combination of
those options. Both e-mailing voted ballots and transmitting them through a Web portal are
forms of “Internet voting.” And with the proliferation of Internet fax services, we can
presume that many voted ballots returned to election officials via fax have in fact been
transmitted through the Internet. Internet voting thus can mean voting from an Internet
browser in one’s personal computer, or by email attachment, or electronic fax, remote kiosk,
or other means of remote electronic transmission. A voted ballot sent through the Internet
is no more verifiable than a polling place ballot cast on a paperless direct-recording
electronic voting machine — and in fact is exposed to a far greater number of security threats
including cyber-attacks such as modification in transit, denial of service, spoofing, automated
vote buying, and viral attacks on voter PCs.

In all, 32 states allow military and overseas voters to return ballots electronically. Yet 22 of
these states require that voting systems at home use paper ballots or provide voter-verifiable
paper records. We cannot overstate this fact: the technological reasons that 35 States have
moved toward paper ballots or voter-verifiable paper records for all voters at home and 10
more provide them for voters in at least some counties also apply, with even greater urgency,
to voted ballots returned to State and local election officials electronically from outside the
country.

Of the 32 States that allow electronic return of voted ballots, only New Jersey requires
military and overseas voters to return a paper ballot in addition to sending their ballots to
election officials in electronic form. This option provides verifiability, provided that the
paper ballot is the ballot of record for audits and recounts.

The challenges that absent military and overseas voters face in exercising the franchise have
led in recent years to significant efforts toward improving the voting process for UOCAVA
voters. “UOCAVA voters” refers to voters eligible to vote under the Uniformed and
Overseas Citizens Absentee Voting Act of 1986.

The Military and Overseas Voter Empowerment (MOVE) Act of 2009, for example, made a
number of critical positive changes to military and overseas voting. Under MOVE, election
officials must provide ballots to military and overseas voters 45 days in advance of the
clection.  Election officials must also make applications and blank ballots available
electronically. Except for the issues raised by the remaking of ballots described below, this
is an excellent provision that allows technology to expedite the voting process but does not
endanger the verifiability of the election. In addition, the MOVE Act established a system
through which absent military voters are able to return their voted ballots by expedited mail
through the U.S. Postal Service for free.

Following enactment of MOVE, as states sought ways to meet new requirements for
electronic delivery of ballots 70 voters deployed or living overseas, some states reached
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beyond the requirements of the Act. These states started providing electronic channels for
return of voted ballots from voters: fax, email and Internet portals for uploading of voted
ballots, and in some cases “online mark and send.”

The States are under #o Federal requirement to permit electronic return of voted ballots, but
many do so despite the major security risks.

In addition, opportunity for error arises through the “remaking” of returned ballots, whether
printed or electronic, onto optical scan ballots by election officials in order to insert the
copies into the tabulating scanner. Ballots may be remade if the voter returns a printed and
marked copy of an electronically received blank ballot, or if a completed ballot is returned
electronically to election officials. In both cases the paper version of the “ballot” election
officials receives or prints out currently cannot be scanned. There is little information about
how widespread the practice of remaking electronically transmitted UOCAVA ballots is, and
it may depend on how many UOCAVA voters vote in a given jurisdiction. The survey
distributed to election officials did not include a question on this specific practice, although
some states mentioned it in their responses.

Anecdotally, it has been suggested that election officials are “cautious about encouraging
widespread use [of electronic transmission] due to [the] ballot remaking issue,”* and (prior
to enactment of the MOVE Act) that “[i]t is neatrly impossible in large jurisdictions to
remake all non-standard ballots on Election Day if that is required by [a] State.”"* Some
states are considering alternatives to remaking UOCAVA ballots, through the use of non-
human-readable QR or bar-codes. Such codes are imprinted on the voted ballot when a
voter uses an “online ballot marking wizard” or program which transmits vote information
to a remote server after a voter makes selections. The encoded ballot, when returned, is
remade by scanning the barcode into a ballot-on-demand printer.”” Other states are
considering methods that may or may not include the use of bar coding.**

As discussed in greater detail in the Ballot Accounting and Reconciliation section of the
Report (Section V), the authors oppose the remaking of ballots, whether from domestic
voters or overseas voters. Although states generally provide safeguards for the process (such
as requiring bi-partisan teams to remake the ballots and/or preserving the originals), a ballot
remade by election officials is no more “voter-verified” than a digital record stored inside a
voting machine. The only voter-verified record of an individual’s vote is the one made by,
or personally viewed by, the voter, and that should be the record that is counted.
Electronically transmitted ballots should be counted manually.

The practices of the states concerning the use of Internet, facsimile and e-mail for
UOCAVA voting are described below.

A number of states had already agreed to participate in two pilot Internet voting projects
sponsored by the U.S. Department of Defense’s Federal Voting Assistance Program (FVAP)
prior to the 2008 election. In the 2000 general election, South Carolina, two counties in
Florida, and one county each in Texas and Utah participated in the Vote Over the Internet
(VOI) Pilot Project.*” In that project, an uncontrolled transmission channel (referring to
voters using their own computers at locations of their choosing, rather than a kiosk provided
by election officials) was used; it was protected by a virtual private network (VPN), a secured
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sockets layer (SSL) protocol and encryption, and user names, passwords and digital
certificates were required for voter authentication.”’ Eighty-four voters participated.*"'

Having been instructed by Congress to carry out a more comprehensive demonstration
project for the 2004 election, the FVAP developed the Secure Electronic Registration and
Voting Experiment (SERVE) Project.*” SERVE was targeted at all military and overseas
voters; the states of Arkansas, Florida, Hawaii, North Carolina, South Carolina, Utah and
Washington agreed to participate.”” SERVE used SSL to encrypt communications between
the voter's web browser and the central computer running the voting application. SERVE
also required a user name and password.** SERVE was cancelled after a group of leading
computer scientists with particular expertise in electronic voting systems published a report
in January 2004 documenting risks, vulnerabilities and security concerns raised by the
project.”

The authors of the SERVE report also published a follow up report in June 2007 describing
the risks and vulnerabilities of the expanded use of facsimile and e-mail for the return of
voted ballots.*** The 2007 report was in response to a letter from the Department of
Defense to the Chairman of the Senate Armed Services Committee and other legislators in
May 2007 describing the Department’s plans for expanded use of e-mail and facsimile
transmission of voting materials and ballots."”” Nonetheless, the Electronic Transmission
Service (ETS) system, operated by the Federal Voting Assistance Program (FVAP) of the
Department of Defense, is in use today by voters from an unknown number of states.
Voters using this intermediary service are asked to sign the following statement: “I
understand that by faxing or emailing my voted ballot I am voluntarily waiving my right to a

448
sectret ballot.”

In 2008 and since the last general election in 2010, there have been a number of
developments around Internet voting. Some are described below:

* The National Institute of Standards and Technology (NIST) released a white paper
entitled Security Considerations for Remote Electronic UOCAV A Voting (covering several
forms of Internet voting) in 2011,"° and in 2012 summarized concerns from that
(and prior) research.*® It concluded that (1) Internet voting from personal
computers currently poses several risks extremely difficult to mitigate but
commonplace on the Internet: risks to ballot secrecy, ballot security, and to theft of
voters’ authentication credentials: (2) remote electronic voter authentication is a
difficult problem and any solutions may be hard or expensive to deploy; and (3)
auditability of Internet voting is unlikely to match auditability of polling place voting.

*  “Americans Elect” appeared on the scene in July 2011. Touting itself as “The First
National Online Primary,” the goal of Americans Elect was to provide an alternate
choice to the traditional two parties for the President/Vice President ticket by
holding primary votes over the Internet. Less than a year later, in May 2012,
Americans Elect announced that no candidate had received enough “clicks” in
enough states to qualify according to its bylaws. Critics were concerned with online
security, among other things,** but the online primary of Americans Elect 2012
proved to be a test unraveled and then canceled. It is important to note, however,
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that it was a privately-run venture that did result in Americans Elect securing a
position on federal ballots as a placeholder for unnamed candidates.

* Democrats Abroad, “the official Democratic Party organization for the millions of
Americans living outside the United States,” experimented with Internet voting in
2008, allowing voters to vote using Internet browsers on their personal computers.**?
The practice was criticized by computer security experts.*® Democrats Abroad
amended the program in their 2012 primary, allowing ballots to be cast over the
Internet by email attachment but not via internet browsers.**

* For 2012, several vendors offer systems for compliance with the MOVE Act and the
Americans with Disabilities Act (ADA). These largely software-based products tend
to offer sample ballots and voter guides, online voter registration, delivery of
information and blank ballots, ballot tracking, and ballot-marking wizards. They
include “LiveBallot,” offered by Democracy Live in partnership with Microsoft,*
Everyone Counts’ el.ect Platform,*® and Scytl’s eBallot.*” Ballot marking wizards
are of concern because they transmit information between the voter’s computer and
a remote server over the Internet, as the voter marks his or her ballot online. This
kind of proto-Internet voting enables voters’ personal information and their votes to
be captured, transmitted to a remote server, and potentially stored and tabulated. ***

* In March of 2012, top cyber security official Bruce McConnell at the Department of
Homeland Security warned a group of election officials, academics and advocates
that it is “premature to deploy Internet voting in real elections at this time,” citing
the increased vulnerability of connecting voting systems to the Internet.*”

BEST PRACTICES FOR RETURNING MILITARY AND OVERSEAS BALLOTS

Paper Ballot Required; Online Voting Not Allowed. Nineteen states explicitly require
the return of the physical ballot that was marked and verified by the voter. This best practice
circumvents the kinds of privacy and security risks to which electronic ballots are subject,
and provides an auditable ballot. The authors support this best practice and encourage its
use, along with expedited return services, to help ensure timely delivery of the voted ballot to
election officials. These states received the highest rating of excellent.

Online Voting Allowed for Some UOCAVA Voters, with Restrictions. Six states permit
electronic return by fax, e-mail, Web portal or a combination thereof for UOCAVA voters
under certain specified conditions, e.g., military personnel deployed in a combat zone.
Iowa's statute governing electronic return of voted ballots states that to be eligible to return
a ballots this way, a voter must be an active member of the military, merchant marine, coast
guard or national guard, outside of the US or its territories, and be “located in an area
designated as “imminent danger pay area” by the U.S. Department of Defense.” Limiting
the use of online return of voted ballots recognizes that there are security and privacy risks
inherent in electronic ballots; these states received a rating of needs improvement. If a
state allows electronic return but requires the hard copy paper ballot also to be returned, it
received a rating of generally good. Only one state, New Jersey, fell into this category.
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Online Voting Allowed for All UOCAVA Voters. Twenty-five states allow electronic
return by fax, e-mail, Web portal or combination thereof for all UOCAVA voters. As of this
report, with the exception of Alaska, Louisiana and Nevada (with restrictions), which may
allow any absentee voter to return a ballot by facsimile, there are no indications that any
other state will allow — in Federal, state legislative, or statewide elections — electronic
return of voted ballots from voters not eligible to vote under UOCAVA. Nonetheless,
significant numbers of votes are rendered unauditable through the use of online voting,
which also risks voter privacy; therefore these states receive an inadequate rating.

It is important to note that the authors’ recommendations against the use of electronic
transmission of any sort to return voted ballots may contradict guidance provided to the
states from others to permit electronic return. In a previously-published FI7AP I egislative
Initiatives Scoring Guide, FVAP awarded points to the states for electronic transmission of
blank ballots (6 points for e-mail or online transmission and 2 points for fax transmission),
and electronic receipt of voted ballots without a requirement of hard copy return (3 points
for e-mail or online transmission and 1 points for fax transmission).”’ The authors were
pleased to note that in a post-2008 report, the FVAP reduced the points awarded for
electronic return of voted ballots to 2 points for e-mail or online transmission and 1 points
for fax transmission.*” FVAP also almost doubled the points awarded for electronic
transmission of blank ballots to voters, to 11 points for e-mail or online transmission and 3
points for fax transmission.” While the authors fully support expedited and more
convenient methods of transmitting ballots to UOCAVA voters, they feel that the problem
of the remaking of electronically transmitted UOCAVA ballots must be resolved in a way
that protects the integrity of and preserves for counting the voters’ originally marked ballots.
Electronically transmitted ballots should be manually counted.

RATING THE STATES

Nineteen states explicitly require the return of the physical ballot that was marked and
verified by the voter. These states received the highest rating, excellent. Six states permit
electronic return by fax, e-mail, Web portal or a combination thereof for UOCAVA voters
under certain specified restrictions, e.g., only for military personnel deployed in a combat
zone, and received a rating of needs improvement. One state allows electronic return by
fax or email but requires the hard copy ballot to follow, and received a rating of generally
good. Twenty-five allow electronic return by fax, e-mail, Web portal or combination
thereof for all UOCAVA voters; these states receive an inadequate.
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Voted Ballot Return for UOCAVA Voters

D Inadequate D Needs Improvement Generally Good . Excellent
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Voted Ballot Return Practices for UOCAVA Voters

Alabama Excellent Montana Inadequate
Alaska Inadequate Nebraska Inadequate
Arizona Inadequate Nevada Inadequate
Arkansas Excellent New Hampshire | Excellent
California Inadequate New Jersey Generally Good
Colorado Needs Improvement New Mexico Inadequate
Connecticut Excellent New York Excellent
Delaware Inadequate North Carolina | Inadequate
D.C. Inadequate North Dakota Inadequate
Florida Inadequate Ohio Excellent
Georgia Excellent Oklahoma Inadequate
Hawaii Needs Improvement Oregon Inadequate
Idaho Needs Improvement Pennsylvania Excellent
Illinois Excellent Rhode Island Inadequate
Indiana Inadequate South Carolina Inadequate
Iowa Needs Improvement South Dakota Excellent
Kansas Inadequate Tennessee Excellent
Kentucky Excellent Texas Needs Improvement
Louisiana Inadequate Utah Inadequate
Maine Inadequate Vermont Excellent
Maryland Excellent Virginia Excellent
Massachusetts | Inadequate Washington Inadequate
Michigan Excellent West Virginia Inadequate
Minnesota Excellent Wisconsin Excellent
Mississippi Inadequate Wyoming Excellent
Missouri Needs Improvement
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STATE PRACTICES IN DETAIL
Alabama

Alabama allows UOCAVA voters to receive blank ballots by e-mail and facsimile in elections
for federal office only, and a signature is required if the ballot is to be received by
facsimile."”* Ballots may also be “transmitted or accessed by other secure electronic means
approved by rule of the Secretary of State.”*” According to the Alabama code, the absentee
election manager and his or her staff are responsible for ensuring “the confidentiality of all
voted ballots, including voted ballots received by facsimile.”** According to the Federal
Voting Assistance Program and Alabama’s online instructions for UOCAVA voters,
completed ballots must be returned via mail or hand delivery.”” Because return of the hard
copy paper ballot is required and electronic return is not allowed, Alabama received a rating
of excellent.

In 2008, by executive order of the Governor, a task force was created for the purpose of
developing a secure system through which absent military and overseas voters could vote
over the Internet.*” According to the Secretary of State, legislation was enacted in 2010 on
the authority of which a “secure web system to download ballots” was implemented.*”
Since then, the Secretary’s office reports, Alabama does not distribute ballots by e-mail or
facsimile, but rather “if [voters] don’t specify, then we mail [the ballot]. If they want an
electronic version, we . . . send them an email telling them to go to the utl at our web-based
system to sign in and get a ballot.”""" The Secretary’s office further clarified that ballots are
not received by e-mail or facsimile “unless there is a court order as there was in the primary .
.. but that is not typical.”*""

Alaska

Any qualified Alaska voter may apply for an absentee ballot by mail, facsimile, scanning, or
other electronic transmission."’”” The voter may request that the blank ballot be delivered to
him or her by mail or facsimile, and in the absence of a statement of preference, the ballot
will be mailed.*” An absentee ballot may be returned via facsimile.”* Alaska law provides
that a voter returning his or her ballot by facsimile “assumes the risk [of] faulty electronic
transmission.”*” Voters are, however, provided with instructions they must follow in order
to maximize the privacy of their ballots,"” and procedures include the requirement that
division of elections personnel remove the voted ballot from the portion of the transmission
identifying the voter, and place the ballot in a secrecy sleeve before processing'” in the
customary fashion. Because Alaska allows electronic return by fax for all UOCAVA voters,
and even domestic voters, subjecting these ballots to security risks, rendering them
unauditable, and compromising voter privacy, it received a rating of inadequate.

In addition, according to the Division of Elections, “Alaska is working to expand electronic
transmission” options for the return of completed ballots to include method other than
facsimile, “such as an electronic online service.”””® The expanded procedures will also not be
restricted to UOCAVA voters, and voters will not be required or encouraged also to return a
hard copy ballot.*”
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In 2000, the Alaska Republican Party conducted a pilot project in which voters were
authorized to cast votes by way of an uncontrolled web application in a “non-binding
presidential preference vote.”* Although a pin number was required for participation, the
Election Assistance Commission was unable to determine what security measures were used
to protect transmission of the votes over the Internet.”’ 35 voters participated in the
project.*®

Arizona

Arizona allows UOCAVA voters to apply for ballots via mail, facsimile and the Internet.**’
Such voters can designate the method by which they prefer to receive their blank ballots,
which may be via Internet (“secure ballot upload system”), facsimile, other electronic means
or mail; in the absence of a stated preference the voter will receive the ballot by mail.**
Voters may return their completed ballots by mail, facsimile or Arizona’s secure ballot
upload system." Because Arizona allows electronic return by fax, e-mail, Web portal or
combination thereof for all UOCAVA voters, subjecting these ballots to security

risks, rendering them unauditable, and compromising voter privacy, it received a rating

of inadequate.

b

Two of the three counties surveyed reported using the secure ballot upload system.* One
of those reported that, in order to protect the privacy of such ballots, “[o]nly one person
from the county opens the state website” where the ballots are uploaded, and that when
voters also send their ballots back to the county via e-mail, they are “told to upload the
ballot on the state site.”*” That county also reported that “[t]here were only 5-6 people who
used the system last year, and 8-12 people this year.”***

Internet voting technology has been used on a pilot basis in three elections in Arizona: the
2000 Democratic Primary, the 2008 General Election and the 2010 General Election. * In
the 2000 Democratic Primary, voters were authorized to cast votes by way of an
uncontrolled web application from anywhere in the world in a legally binding presidential
primary.”’ A pin number was required, and a secured website and administrative passwords
were used to protect the transmission of votes over the Internet.”" More than 39,000 voters
participated.”” In the 2008 and 2010 General Elections, a controlled web application was
used, secured by an SSL cryptographic protocol, and user names, passwords and electronic
signatures were also required.”” The Election Assistance Commission was unable to
determine how many voters participated.*”*

Arkansas

Arkansas allows UOCAVA voters to submit their Federal Post Card Applications by mail, e-
mail and facsimile, but does not allow them to receive their blank ballots by e-mail or
facsimile.*” All completed ballots must be returned by mail.*® Both of the counties
surveyed confirmed the foregoing.”” Because return of the hard copy paper ballot is
required and electronic return is not allowed, Arkansas received a rating of excellent.

Arkansas had agreed to participate in the SERVE Project in 2004.
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California

California allows UOCAVA voters to submit their Federal Post Card Applications by mail,
e-mail and facsimile, and allows them to receive their blank ballots by mail or fax; in the
absence of a stated preference they will receive their ballots by mail."”®  Some counties also
offer emailed or downloadable online blank ballots."”” California also allows such voters to
return their completed ballots by mail or facsimile, and according to the Secretary of State’s
office, facsimile transmission is the only method of electronic transmission allowed for
return of completed ballots by UOCAVA voters.”” Voters returning their ballots by
facsimile are required to submit a signed oath waiving their rights to a secret ballot,””" but
notwithstanding the waiver, election officials are required to “adopt appropriate procedures
to protect the secrecy of ballots returned by facsimile transmission.”” Because California
allows electronic return by facsimilefor all UOCAVA voters, subjecting these ballots to
security risks, rendering them unauditable, and compromising voter privacy, it received a
rating of inadequate.

Although a military or overseas voter is permitted to return his or her voted ballot by
facsimile transmission, such a voter is “encouraged to return his or her ballot by mail or in
person if possible” and “should return a ballot by facsimile transmission only if doing so is
necessary for the ballot to be received before the close of polls on Election Day.”””

All of the counties surveyed confirmed that the foregoing reflects actual practice,” however,
Humboldt County reported that it will allow a signed oath waiving the voter's right to
secrecy to be sent via email, though the completed ballot must still be sent by facsimile or
regular mail.”” Orange County reported that “we may occasionally get someone who scans
their ballot and tries to return by email, but we don't accept them,” and when it happens,
“[wle will notify them that we can't accept it that way.””” With respect to offering
downloadable ballots, San Mateo County plans to offer online blank ballots in the
November general election.””” Orange County has already used a “UOCAVA wizard”
through which voters may receive a ballot by e-mail, and reported that the county is “seeing
a lot more interest from overseas” in the technology.” It is important to note that Orange
county processes all such ballots by duplicating them onto regular optical scan ballots after
they are received, and that the county may duplicate as many as 4,000 to 5,000 regular
absentee ballots in an election as well because of the number that are damaged when sent
through the mail.””’

As this report was going to press, the California Legislature was preparing to send to the
Governor legislation that would authorize the use of “ballot marking systems” for special
absentee voters, provided they are “not connected to a voting system at any time.”””" Unlike
ballot marking wizards used in other states, this provision avoids online marking, thus
skirting a number of privacy and security risks.

Colorado

Colorado allows UOCAVA voters to apply for and receive a ballot via mail, facsimile or e-
mail or “if offered by the voter’s jurisdiction, other electronic means.”"" If no preference is
designated, the voter will receive the ballot by mail.”"* A voter who receives his or her ballot
via electronic transmission may also return the ballot via electronic transmission in
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circumstances where a more secure method, “such as returning the ballot by mail,” is not
: . 513
available or feasible.

In addition, according to the Secretary of State, “[a]ny elector, regardless of whether or not
they are classified as UOCAVA, can vote and return a ballot via facsimile under ‘emergency
ballot procedures.””"* Emergency ballot procedures “are instances where a condition arose
after the last day to request a mail ballot, where a voter is unable to vote at his or her polling
place on Election Day,” and under such circumstances, “[c]ounties must seek permission
from the Secretary of State’s office to transmit emergency ballots by fax.””" Because
Colorado allows electronic return of voted ballots but restricts the circumstances under
which it is permitted and recognizes that there are security and privacy risks inherent in using
electronic ballots, it received a rating of needs improvement.

Colorado has enacted legislation that, subject to available funding, provides for the
development of a pilot program for Internet voting for overseas military personnel
beginning with the 2012 general election.”® Statutory language requires the system, among
other things, to use encrypted data transmitted over a secure network, protect the privacy,
anonymity and integrity of each voter’s ballot, prevent the casting of multiple ballots by any
voter, protect against fraud, and provide “uninterrupted and reliable Internet availability,”"
though it does not call for a public test of the system and it is not clear how these
requirements are to be accomplished. The counties surveyed reported various practices with
respect to the Internet pilot program. One reported that UOCAVA voters indicate their
preferences prior to the election, and that “[i]t is possible to vote using internet.””'® Another
reported that it was not among the counties selected for the pilot but that the pilot would be
conducted in the 2012 election,”” and a third reported that “[w]e have just two overseas
voters,” and therefore will not be participating in the pilot program.”

Connecticut

Connecticut allows any voter eligible to vote absentee to apply for an absentee ballot via
mail, facsimile, e-mail or “other electronic means.””*' Voters applying for a ballot by e-mail,
facsimile or other electronic means must also return the original signed application by the
close of polls on Election Day or the ballot won’t be counted.”

Connecticut complies with the MOVE Act by providing UOCAVA voters with a blank
ballot by mail or “electronic means, as requested” by the voter; however, “if an application is
made for an absentee ballot at the time of availability of regular absentee ballots (beginning
31 days before an election or 21 days before a primary), a regular absentee ballot should be
provided.”” If no preference is indicated, the voter will be mailed the ballot.”** If the ballot
is received by electronic means, it must be returned with a signed certification in order to be
counted.” All absentee ballots must be returned by mail.”** All of the election officials
surveyed confirmed the foregoing.”® Because return of the hard copy paper ballot is
required and electronic return is not allowed, Connecticut received a rating of excellent.

In July 2011, Connecticut enacted a law that, subject to available appropriations, requires the
Secretary of State to “recommend a method to allow for on-line voting by military personnel
stationed out of state;” the Secretary of State’s office reported that “[t]his report was
produced and the Secretary recommended against implementing such a system until a system
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with sufficient security could be built and proven sufficient.”” In May 2012, the
Connecticut legislature passed a bill that would allow UOCAVA ballots to be returned by e-
mail or fax, but the bill was vetoed by the Governor™

Delaware

Delaware allows UOCAVA voters to apply for absentee ballots through the use of Federal
Post Card Applications (FPCAs).” These voters may request their ballots be sent by mail,
facsimile or e-mail.””' If no preference is indicated, the ballot will be mailed.””

If a UOCAVA voter receives a ballot through e-mail or facsimile, he or she may return it by
traditional mail, facsimile or e-mail.”> All of the counties surveyed confirmed this practice.”
If returned by facsimile or e-mail, the voter must complete a cover sheet, including his or her
name, voucher number (a six digit number sent with their ballot), e-mail address and phone
number.” If returned by e-mail, the voter must scan the coversheet, ballot and oath onto a
computer and e-mail these documents to the Department of Elections.” If returned by
facsimile, the voter must fax the coversheet, completed ballot and signed oath to the
Department of Elections.”” The voter may verify that his or her vote was received by
checking their county Department of Elections’ website or by calling or e-mailing the
county.” Because Delaware allows electronic return by fax or e-mail for all UOCAVA
voters, subjecting these ballots to security risks, rendering them unauditable, and
compromising voter privacy, it received a rating of inadequate.

In upcoming elections, as part of Delaware’s participation in the Federal Voting Assistance
Program’s Ballot Marking Wizard Program, voters will be able to receive ballots directly

. . . . . 53()
from a website and return them via e-mail or facsimile.

District of Columbia

The District of Columbia allows UOCAVA voters to apply for and receive an absentee
ballot by mail, e-mail or facsimile (the regulations use the general term “electronically”); if no
preference is stated the ballot will be delivered by mail.”*" Such voters may also return their
completed ballots by mail, e-mail or facsimile, provided that if they return the ballots
electronically they must also submit a signed statement acknowledging that they waive their
right to a secret ballot.” An election official surveyed for the report confirmed the
foregoing.”” Because the District of Columbia allows electronic return by fax or e-mail for
all UOCAVA voter, subjecting these ballots to security risks, rendering them unauditable,
and compromising voter privacy, it received a rating of inadequate.

In September 2010, the District of Columbia unveiled an Internet voting pilot project, called
“Digital Vote By Mail,” which was designed to allow military and overseas voters to
download blank and return completed ballots over the Internet, and invited the scientific
community to test the “system|[‘s] integrity”” prior to its actual use in the 2010 election.””
The project used a controlled web application and SSL and transport layer security (TLS)
cryptographic protocols, and required the use of a PIN number.”** Within 36 hours of the
system going live, a University of Michigan computer scientist and his team of graduate
students had found and exploited a vulnerability that gave them almost total control over the
server software, including the ability to change votes and reveal voters’ secret ballots.”* To

92 COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS



demonstrate their successful hack, the team left a “calling card” for test voters who
completed voting: “[a]fter 15 seconds, the page plays the University of Michigan fight
song.”™* As a result of the hack, the Board of Elections cancelled the project for 2010,
issuing a statement that read, in part, “the District of Columbia’s Board of Elections and
Ethics learned that its Digital Vote by Mail public examination software had developed an
affinity for the maize and blue of the University of Michigan. Since no staff of the BOEE or
our development partners . . . had attended the school, we reached the logical conclusion.

Our public test had been hacked.””"

The authors join the University of Michigan team in commending the District of Columbia
Board of Elections for conducting “exactly the kind of open, public testing that many of us
in the e-voting security community . . . have been encouraging vendors and municipalities to
conduct,” and further commend the Board for acknowledging that they “learned many
valuable lessons about the security issues with the file upload mechanisms used in this
software” and that “[t|he burden of proof will always rest with the election officials to ensure
integrity and transparency of all voting systems.””* The District of Columbia has pledged to
continue to experiment to find a secure digital means for military and overseas voters to cast
their ballots.”™ An election official surveyed reported that the District of Columbia has no
plans to allow return of completed ballots in 2012 other than by e-mail and facsimile as
described above.”!

Florida

Florida allows UOCAVA voters to apply for blank ballots by telephone, mail, e-mail,
facsimile, or any other form of written request.”> Such voters may receive their blank ballots
by mail, e-mail or facsimile, and if no preference is selected, they will receive them by mail.*”’
Such voters may also return their completed ballots by mail, facsimile transmission “or other
secure remote electronic transmission,” but not by “regular electronic mail.”>* In
accordance with a final rule governing military and overseas absentee ballots adopted in July
2012, Florida will not allow completed ballots to be returned by e-mail; voters who return
their ballots by facsimile will be advised that by doing so they are waiving their right to a
secret ballot.”> Only one of the counties surveyed confirmed that it accepts ballots returned
from UOCAVA voters by e-mail in addition to facsimile.”™ However, because Florida
allows electronic return by fax for all UOCAVA voters, subjecting these ballots to security
risks, rendering them unauditable, and compromising voter privacy, it received a rating
of inadequate.

2

In the 2008 General Election, Okaloosa County conducted a pilot Internet voting project
called the Okaloosa Distance Balloting Project.””’ In the project, voting kiosks were set up
in hotels in three overseas cities in which the U.S. has military installations: Mildenhall
England, Ramstein Germany, and Kadena Japan. The project used a controlled data-
transmission channel via proprietary kiosks, and the channel was protected by a VPN, SSL
and “multiple layers of encryption and digitally signed data.”” In-person photo
identification and a digital certificate were also required.”” Ninety-three voters participated
in the project. >

Florida had also agreed to participate in the SERVE Project in 2004, and two Florida
counties participated in the VOI Project in 2000.
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Georgia

Georgia allows any absentee voter to apply for absentee ballots by mail, e-mail and
facsimile,”” and allows UOCAVA voters to receive their blank ballots by e-mail in addition
to mail.” 1If the voter states no preference, the ballots will be mailed.® All completed
absentee ballots must be returned by mail.*”

3

The counties surveyed reported varying practices and understandings. One confirmed the
foregoing, namely that blank ballots can be sent by e-mail to UOCAVA voters but must be
returned by mail,” and another reported that “one voter returned his ballot [electronically]
via the Secretary of State.”””” However, the third reported generally that completed ballots
could be returned by both e-mail and facsimile in addition to regular mail>*
Notwithstanding this one report, because return of the hard copy paper ballot is required by
law and electronic return is not allowed, Georgia received a rating of excellent.

In 2010 Georgia enacted a law requiring the Secretary of State to “develop and implement a
pilot program for the electronic transmission, receipt, and counting of absentee ballots” of
UOCAVA voters.” Statutory language requires the system, among other things, to use
encrypted data transmitted over a secure network, protect the privacy, anonymity and
integrity of each voter’s ballot, prevent the casting of multiple ballots by any voter, protect
against fraud, provide “uninterrupted [system)] reliability” for casting ballots, and provide the
“ability to verify that the information transmitted over the secure network was not viewed or
altered by sites that lie between the voting location and the vote counting destination,””
though it does not call for a public test of the system and it is not clear how these
requitements are to be accomplished. The pilot program is subject to approptiations and/or
private, non-political funding,””" and sunsets automatically on July 1 of the year following the
conclusion of the pilot.”” According to a representative from the Secretary of State’s office,
Georgia has no current plans to implement the Internet voting pilot program.””

Hawaii

Hawnaii allows UOCAVA voters to submit their Federal Post Card Application for a ballot
by mail, e-mail or facsimile.”* Such voters may receive their blank ballots by mail or, if the
voter did not receive the mailed ballot within five days of the election, the voter may request
that his or her blank absentee ballot be forwarded by facsimile.”” Voters must return their
completed ballots by mail, or, if they received the ballot by facsimile within 5 days before the
election, by facsimile, but if the voter returns the ballot by facsimile he or she must also
return a waiver of the right to a secret ballot.”” One of the counties surveyed reported that it
does not allow completed ballots to be returned by facsimile.””” Because Hawaii allows
electronic return of voted ballots but restricts the circumstances under which it is permitted
and recognizes that there are security and privacy risks inherent in using electronic ballots, it
received a rating of needs improvement.

In 2009, the City of Honolulu held its Neighborhood Board Election by way of an “all-
digital voting system” that included the use of telephones and the Internet.””® Because the
election was for Neighborhood Board members, Hawaii’s state election laws, which require a
voter-verifiable paper audit trail, did not apply to the project.”” Although the Request for
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Proposals required the system designer to “provide an alternative method of voting that
‘should be at least as safe as the all-paper method used in” prior elections,” the project used
an uncontrolled web application protected only by SSL cryptographic protocols and the
required use of a password, and otherwise allowed voters to vote from their home
computers.” The Election Assistance Commission reported that 154,000 voters were
registered for the project, but it was unable to determine the level of participation.”” A
representative of the Honolulu Neighborhood Board reported that in fact 156,000 voters
were “registered,” but that that figure represents all voters “that are registered for either the
primary or the general federal election. . . . Added to that number are any people who
registered directly with the Neighborhood Board. Statistically speaking, Neighborhood
Board elections generally have a low voter turnout, and in the case of the Neighborhood
Election project, 13,264 votes were cast,” representing “approximately 8.5% of registered

583
voters.”

Hawnaii also had agreed to participate in the SERVE Project in 2004.
Idaho

Idaho allows any absentee voter to apply for an absentee ballot by mail or “by using a
facsimile machine or other electronic transmission.”* All voters, including UOCAVA
voters, may also receive their blank ballots by mail or by using facsimile or other electronic
transmission, including e-mail.”” If UOCAVA voters do not express a preference, their
ballots will be mailed.® In addition, the Secretary of State is required to “establish
procedures for transmitting such ballots in a manner that shall protect the security and
integrity of such ballots and the privacy of the elector throughout the process of
transmission.” All completed absentee ballots must be returned by mail,”" provided that in
certain emergency circumstances the Secretary of State may allow the voter to return a
completed ballot by facsimile or e-mail.”*® The Secretary of State’s office reported that such
a circumstance would be “very rare,® and all of the counties surveyed reported that they
only accept completed ballots by mail,”” although two confirmed that they send blank
ballots out electronically”' and one of those reported that 2012 is the first year it had done
that.””? Because Idaho allows electronic return of voted ballots but restricts the
circumstances under which it is permitted and recognizes that there are security and privacy
risks inherent in using electronic ballots, it received a rating of needs improvement.

Illinois

Illinois allows UOCAVA voters to apply for and receive their blank absentee ballots by mail,
e-mail or facsimile.”” According to the Federal Voting Assistance Program, such voters may
also obtain blank ballots by way of a “secure ballot upload system.””* If voters do not select
a preference, their ballots will be mailed.”” Military and overseas voters must return their
ballots by mail.”” The Board of Elections confirmed the foregoing.””’ Because return of the
hard copy paper ballot is required and electronic return is not allowed, Illinois received a
rating of excellent.
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Indiana

Indiana allows all absentee voters to apply for an absentee ballot by mail, e-mail and
facsimile,” and to receive their blank ballots by mail and by facsimile.””” In addition,
UOCAVA voters may apply for their blank ballots by web application and receive them by
e-mail,"”" and may return their completed ballots by mail, facsimile, e-mail to their election
officials, or e-mail to the Federal Voting Assistance Program with instructions to forward the
email to their local election office.””! Voters who return their ballots by e-mail or facsimile
must also return a signed statement acknowledging that they understand that by faxing or e-
mailing their voted ballots, they are voluntarily waiving their rights to a secret ballot."” In
addition, the system must incorporate reasonable measures to protect the security,
confidentiality, and integrity of personal information.”” Because Indiana allows electronic
return by fax or e-mail for all UOCAVA voters, subjecting these ballots to security
risks, rendering them unauditable, and compromising voter privacy, it received a rating
of inadequate.

All of the counties reported that the foregoing reflects actual practice,”"”* but one clarified
that the county “no longer goes through FVAP” but rather “e-mail[s] ballots directly to the
voter” because “going through FVAP was a much slower process,” and that the absentee
counting board “[does] all they can to protect the confidentiality and integrity of personal
information” of UOCAVA voters.””

Iowa

Towa allows all UOCAVA voters to apply for and receive blank ballots by mail, e-mail or
facsimile.”” Voters who do not express a preference will receive their ballots by mail.*””  All
UOCAVA voters must return their completed ballots by mail, except for military and
overseas voters located in an “imminent danger pay” area, who may return their ballots by
email or facsimile.”® Voters who qualify for and choose to return a ballot by email or
facsimile must “sign a form, provided by the county auditor, which affirms they are located
in an imminent danger pay area.”®” The form also informs the voter that by casting a vote
electronically, he or she has waived the “right to a secret ballot.”*"" All of the counties
surveyed confirmed that the foregoing reflects actual practice.”’’ Because Iowa allows
electronic return of voted ballots but restricts the circumstances under which it is permitted
and recognizes that there are security and privacy risks inherent in using electronic ballots, it
received a rating of needs improvement.

Kansas

Kansas allows UOCAVA voters to apply for and receive blank ballots by mail, e-mail,
facsimile “or other electronic method authorized by the Secretary of State.”*> If no
preference is selected, Kansas will mail the ballot. ** Such voters may also return their
ballots by those methods, provided that if they choose to return the ballot by e-mail,
facsimile or other electronic transmission method, they must include a signed statement
saying “I understand that by faxing, emailing or electronically transmitting my voted ballot I
am voluntarily waiving my right to a secret ballot.”*"* “Some counties also offer a ballot that
you can mark online and print, then return by U.S. mail, fax or email.”*" To the extent that
electronic transmission methods are used, county election officials are required to keep
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voted ballots “as confidential as practicable.”'® All of the counties surveyed confirmed that

the foregoing reflects actual practice,’’” but one clarified that it had never received an
electronically transmitted ballot.”’® Because Kansas allows electronic return by fax, e-mail, or
other electronic transmission for all UOCAVA voters, subjecting these ballots to security
risks, rendering them unauditable, and compromising voter privacy, it received a rating

of inadequate.

Kentucky

Kentucky allows UOCAVA voters to apply for and receive their blank ballots by mail,
facsimile, and e-mail, through Kentucky’s “online wizard” web application.”” If no
preference is selected, such voters will receive their ballots by mail.””” All completed ballots
must be returned by mail.”' All of the counties surveyed confirmed the foregoing.’”
Because return of the hard copy paper ballot is required and electronic return is not allowed,
Kentucky received a rating of excellent.

Louisiana

Louisiana allows all absentee voters to apply for an absentee ballot by ‘“any means,”
including mail and facsimile.””” Louisiana also allows any voter to receive and return a
completed ballot by facsimile, provided the voter also submits a signhed statement waiving his
or her right to a secret ballot.”

Louisiana allows UOCAVA voters to apply for and also receive their blank ballots by mail,
e-mail and facsimile.””” Such voters may return their completed ballots by mail or facsimile,
provided that if they return them by facsimile, they must also include a signed statement
waving their right to a secret ballot.””” The registrar and his or her staff are required to “take
the steps necessary to keep the voted ballots received by facsimile as confidential as
practicable.”®’ In addition, the Secretary of State is required to “take all actions reasonably
necessary to allow” UOCAVA voters to vote according to UOCAVA “or otherwise during a
period of declared emergency, whether by mail, facsimile, or other means of transmission of
the ballot, notwithstanding any provision of this Code to the contrary.”® One of the
parishes surveyed confirmed all of the foregoing.”” Because Louisiana allows electronic
return by fax for all UOCAVA voters, and even allows it for domestic voters, subjecting
these ballots to security risks, rendering them unauditable, and compromising voter privacy,
it received a rating of inadequate.

Maine

Maine allows any absentee voter to apply for an absentee ballot in writing (submitted by
mail, facsimile, immediate family member or third person), telephone or “electronic means
authorized by the Secretary of State.”*” Maine also allows UOCAVA voters to apply for
absentee ballots electronically as a scanned attachment to an e-mail, and to receive their
blank ballots by mail, facsimile or electronically through the use of downloadable form
accessible from a secure website.””! If the voter does not express a preference, the ballot will
be mailed.”” All completed ballots must be returned by mail, except that UOCAVA voters
may return their completed ballots electronically, as a scanned attachment to an email.”” E-

mail return was previously limited to circumstances in which there was not sufficient time to
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return the ballot and the voter had requested permission, but the Secretary of State’s office
reports that it provides “all UOCAVA voters with instructions on returning the ballot as a
scanned attachment to an email, and they no longer have to request permission from our
office before doing s0.”** The election officials surveyed, all of whom are municipal
officials, reported that the foregoing process is handled entirely by the Secretary of State;*>
one added that “[t]he Secretary of State’s office handles all aspects of that process including
tabulation. The municipality only sees it as an absentee ballot in their precinct.”™ Because
Maine now allows unrestricted electronic return by e-mail for all UOCAVA voters,
subjecting these ballots to security risks, rendering them unauditable, and compromising
voter privacy, it received a rating of inadequate.

Maryland

Maryland allows any absentee voter to apply for and receive a blank absentee ballot by mail,
e-mail or facsimile.”” Absentee ballot applications are also available through a website
application.”® Voters will receive their ballots in the manner of their choosing, and if no
preference is specified the ballot will be mailed or transmitted to the voter “by any other
available means.”*” All voters, however, including UOCAVA voters, must return their
completed ballots by mail.”*’ All of the counties surveyed confirmed that the foregoing
reflects actual practice,”"' and one added that “other available means” of transmitting blank
ballots to voters refers to other authorized means such as e-mail.”** Because return of the
hard copy paper ballot is required and electronic return is not allowed, Maryland received a
rating of excellent.

In 2011, the Takoma Park, MD Board of Elections considered implementing an online
system which would enable absentee voters to cast their ballots online for the November,
2011 City election.”” However, the Board ultimately passed a resolution that halted the pilot
project.”™* It stated, in part, that: “the ballot of record for absentee ballots is the paper ballot,
and we will not accept only the electronic record as a ballot vote.”**

Massachusetts

Massachusetts allows UOCAVA voters to apply for and receive their blank absentee ballots
by mail, e-mail and facsimile.”** If the voter does not express a preference, the ballot will be
mailed.”” UOCAVA voters may also return their completed ballots by mail, e-mail or
facsimile.”®® All of the election officials surveyed confirmed the foregoing procedures, and
noted in addition that voters who return their ballots by e-mail or facsimile must submit
waivers acknowledging that their ballots will not be secret.””” Because Massachusetts allows
electronic return by fax or e-mail for all UOCAVA voters, subjecting these ballots to security
risks, rendering them unauditable, and compromising voter privacy, it received a rating
of inadequate.

Michigan
Michigan allows UOCAVA voters to apply for and receive a blank ballot by mail, email or

fax.”” For email ballots, PDFs of the ballot, voter signature certificate and voting
instructions are created and sent to the voter’s email address.””' For fax ballots, copies of the

98 COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS



ballot, voter signature certificate and voting instructions are printed and faxed to the voter’s
fax number.®” All completed ballots and signed voter signature certificates must be returned
by mail.”> Any votes returned by fax or email will not be counted.”* Because return of the
hard copy paper ballot is required and electronic return is not allowed, Michigan received a

rating of excellent.

All of the counties surveyed confirmed that completed ballots must be returned by mail,*”

but one reported that a UOCAVA voter had “asked for the first time to return a ballot by
pdf at the township level.”*

For all ballots sent by email or fax, the election official must verify that the signature on the
certificate matches the signature on the application for an absentee ballot.””” If the signatures
do not match, the ballot is rejected.”® If there is no signed certificate, the ballot is rejected.””
On Election Day, the ballot is delivered to the precinct or absent voter counting board in
accordance with usual procedures.””

In 2004, the Michigan Democratic Party conducted a Presidential Primary via the Internet
using an uncontrolled vote data return channel, a web application, and facsimile
transmission.’”’ The U.S. Election Assistance Commission was unable to determine what, if
any, channel protection was used, but a PIN number and the voters’ place and date of birth
were required for voter authentication.””  Reportedly more than 46,500 voters
participated.*”

Minnesota

Minnesota allows all absentee voters to apply for an absentee ballot by mail, e-mail or
facsimile.”* Minnesota also allows UOCAVA voters to receive their blank ballots by mail, e-
mail or facsimile, but if such voters opt to receive their ballots electronically the county
auditor is not required to provide return postage.”” If no preference is selected, voters will
receive their ballots by mail.” All military and overseas voters must return their completed
ballots by mail, package delivery service, or diplomatic pouch via U.S. Embassy or
Consulate.”” Because return of the hard copy paper ballot is required and electronic return
is not allowed, Minnesota received a rating of excellent.

All of the counties surveyed confirmed that the foregoing accurately describes actual
practice,”” but one reported that even though not required to do so, it still provides return
postage even when voters receive their ballots electronically.”

Mississippi

Mississippi allows any absentee voter to apply for an absentee ballot by mail or telephone.®”
Mississippi also allows UOCAVA voters to apply for and receive their blank ballots by mail,
e-mail and facsimile.””" If the voter does not express a preference the ballot will be mailed.””
Such voters may also return their completed ballots by mail, e-mail or facsimile.””
Completed ballots returned by facsimile or e-mail are not required to bear a signature.”
Access to such ballots upon return is restricted to the election officials who retrieve the e-
mail or facsimile, and these officials are required to place the ballots in absentee ballot

envelopes, and “have the duty to protect the secrecy of the ballot choices.”” Both of the

4
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counties surveyed confirmed the foregoing.””® The Secretary of State clarified that “[flor

military and overseas voters, the FPCA requesting absentee ballots and the absentee ballots
may be returned via facsimile” and that “[n]o other faxing of absentee ballot applications or
absentee ballots is permissible,” but confirmed that “[a]ny citizen covered under [UOCAVA]
who has been issued a Department of Defense ID can request an absentee ballot application
and cast an absentee ballot by e-mail” and that “[a]ctive duty military personnel serving
outside of the state of Mississippi may also receive and submit an application as well as an
absentee ballot by e-mail.”™"" Because Mississippi allows electronic return by fax or e-mail
for UOCAVA voters, subjecting these ballots to security risks, rendering them unauditable,
and compromising voter privacy, it received a rating of inadequate.

Missouri

Missouri allows all absentee voters to apply for an absentee ballot by mail or facsimile.”
Missouri allows UOCAVA voters to apply for and receive their blank ballots by mail, e-mail
or facsimile.”” All absentee voters are required to return their completed ballots by mail,
except that military voters in “hostile fire areas” as declared by the Secretary of State are
permitted to return their marked ballots by mail, facsimile, or e-mail.”* Voters returning their
completed ballots electronically are required to attach a signed cover letter to their ballots,
which states that the voter’s “original mailed ballot will take precedence over any other
ballot” the voter returns (by e-mail or facsimile) “if the original mailed ballot” is timely
received.”' The cover letter also includes an acknowledgement by the voter that by returning
the ballot electronically the voter “is giving up some right to privacy,” and a statement of
understanding that “election officials will do everything possible to safeguard the privacy” of
the ballot.”” Because Missouri allows electronic return of voted ballots but restricts the
circumstances under which it is permitted and recognizes that there are security and privacy
risks inherent in using electronic ballots, it received a rating of needs improvement.

All of the counties surveyed confirmed that the foregoing accurately describes actual
* but one clarified that not all Missouri voters qualify to vote by absentee ballot.”*

O

. 6
practice,
Montana

Montana allows UOCAVA voters to apply for and receive their blank ballots by mail, e-mail
and facsimile.”” Such voters may also use Montana’s online Electronic Absentee System.’®
If the voter does not express a preference the voter will receive the ballot by mail”*"’
Military and overseas voters may also return their completed ballots by mail, e-mail and
facsimile.”® The Secretary of State is required to adopt rules under which ballots returned
electronically “will remain secret,” as required by the Montana constitution, and which
“protect the accuracy, integrity, and secrecy of the process.”™ The Secretary of State
indicates that no votes returned electronically are saved or stored on the electronic absentee
system.” Notwithstanding the foregoing, because Montana allows electronic return by fax
or e-mail for all UOCAVA voters, subjecting these ballots to security risks, rendering them
unauditable, and compromising voter privacy, it received a rating of inadequate.

All of the counties surveyed confirmed that the foregoing procedures are an accurate
description of actual practice,””" but one reported that it “is a small county and is not set up

for sending or receiving ballots by e-mail or facsimile” and does not have “a secure fax
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line.”* That county reported that it only sends and receives ballots by mail, and that “[t]his
is true for most of Montana's smallest counties.”” Another reported that “secure e-mail
only” is the only method of e-mail transmission allowed, but in any case, that “[i]t has been
two years since [her county] had to handle any ballots that way.”** With respect to
protecting the secrecy of the ballot, one county explained that “[w]hen they know a ballot is
coming, someone is sent to retrieve it (if faxed) or print it (if emailed), put [it] into a ballot
envelope and [seal and process it] with the rest of the ballots.”*”

Nebraska

Nebraska allows all absentee voters to apply for an absentee ballot in person, by mail, e-mail
or facsimile,” to have their blank ballots mailed to them.”” Nebraska allows UOCAVA
voters to apply for and receive their blank ballots “using any method of transmission
authorized by the Secretary of State,””” including mail, email and facsimile.”” When the
UOCAVA voter does not express a preference and the email address was provided, the
ballot will be e-mailed.”” Nebraska also allows completed ballots from military and overseas
voters to be received “using any method of transmission authorized by the Secretary of
State,” and completed ballots must be returned by the close of polls Election Day either in
person, by agent, or the UOCAVA voter may contact the county election office to request
that their ballot be returned by e-mail or facsimile.””" The Secretary of State’s office reports
that “[a]pproximately 1/3 of the UOCAVA ballots are returned electronically.”’” Because
Nebraska allows electronic return by fax, e-mail, or other electronic transmission for all
UOCAVA voters, subjecting these ballots to security risks, rendering them unauditable, and
compromising voter privacy, it received a rating of inadequate.

Nevada

Nevada allows all absentee voters to apply for and receive their blank ballots by mail or
facsimile.”"” Nevada also appears to allow all absentee voters to return their completed
ballots by mail or facsimile,”™* but the Secretary of State clarified that the referenced statute
“will, in a limited circumstance, allow a clerk to send any voter an absentee ballot by fax only
if the clerk initially failed to mail them a ballot” and “allows the return of the ballot by fax
only if it was sent because the county clerk failed to initially mail it.”’” Two of the three
counties surveyed reported that fax return is only allowed for UOCAVA voters,” and the
third reported that it “hasn't had to use email or facsimile in the last 6 elections.””"”

Nevada allows UOCAVA voters to apply for and receive their blank absentee ballots by
mail, e-mail or facsimile."” If no preference is selected, the voter will receive the ballot by
mail."” Military and overseas voters may also return their ballots by mail, e-mail or facsimile,
but if they return them electronically, they must also send a signed statement “declaring that
a material misstatement of fact in completing the document may be grounds for a conviction
of perjury.””"" Election officials are required to keep confidential e-mail addresses of voters
who request to communicate by e-mail.”"' All of the counties surveyed confirmed that the
foregoing accurately describes actual practice with respect to UOCAVA voters.””> Because
Nevada allows electronic return by fax or e-mail for all UOCAVA voters, and in some cases
even allows it for domestic voters, subjecting these ballots to security risks, rendering them
unauditable, and compromising voter privacy, it received a rating of inadequate.
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New Hampshire

New Hampshire allows UOCAVA voters to submit a Federal Post Card Application for a
ballot by mail, e-mail or facsimile, and to receive blank ballots by mail or “electronic
transmission” (e-mail).””> If no preference is selected the voter will receive the ballot by
mail.”"* All completed ballots must be returned by mail.””® Because return of the hard copy
paper ballot is required and electronic return is not allowed, New Hampshire received a
rating of excellent.

New Jersey

New Jersey allows UOCAVA voters to apply for and receive their blank ballots by mail, e-
mail and facsimile.”"® These voters may also return their completed ballots by mail, e-mail or
facsimile.””” These ballots returned by electronic means shall only be considered valid if
accompanied by a signed statement: “I understand that by transmitting by electronic means a
copy of my voted ballot I am voluntarily waiving my right to a secret ballot” and “[a]t the
same time, I pledge to place the original voted ballot in a secure envelope, together with any
other required certification, and send the documents immediately by air mail to the
appropriate county board of elections.””"® The voter must air mail the original ballot to the
appropriate county board of elections. If the electronic copy of the ballot does not “conform
exactly with the particulars of the original voted ballot,” the matter will be referred to the
Superintendent of Elections or the country prosecutor for investigation.”” Election officials
receiving ballots submitted electronically are required to “take all necessary precautions to
preserve the security of the ballot materials and specifically shall ensure that the vote cast by
a voter using a ballot transmitted by electronic means is not revealed, except to the extent
necessary by law or judicial determination.”” The Secretary of State’s office confirmed this
process but clarified that “the Superintendent of Elections does not get involved with the
counting, it goes to the Board of Elections. Not every county has a Superintendent of
Elections.”™" Because New Jersey allows electronic return but requires the hard copy paper
ballot also to be returned, it received a rating of generally good.

New Mexico

New Mexico allows UOCAVA voters to apply for and receive their blank absentee ballots
by mail, e-mail or facsimile.”” If no preference is selected the voter will receive the ballot by
mail.”” Military and overseas voters may also return their completed ballots by mail, e-mail
or facsimile, provided that if the voter returns the ballot by electronic transmission, he or she
must include in the transmission a signed statement confirming, under penalty of perjury,
that he or she is waiving the right to a secret ballot.””* All of the counties surveyed
confirmed that the foregoing reflects actual practice,”” and one reported that in the event e-
mail is selected and the e-mail does not go through, election officials will “[go] so far as” to
contact the parents of the UOCAVA voters to verify the contact information.”” Because
New Mexico allows electronic return by fax or e-mail for all UOCAVA voters, subjecting
these ballots to security risks, rendering them unauditable, and compromising voter privacy,
it received a rating of inadequate.
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New York

New York allows UOCAVA voters to apply for and receive blank ballots by mail, e-mail or
facsimile.””” If no preference is selected, the ballot will be mailed.”” Regardless of the
transmission method expressed by the voter, all original completed applications must be
returned by mail, even if an electronic copy was already returned (a possibility acknowledged
by the elections code),” and all original completed ballots must be returned by mail.””
Because return of the hard copy paper ballot is required and electronic return is not allowed,
New York received a rating of excellent.

All of the counties surveyed confirmed that the foregoing accurately describes actual
practice.” One of them, in confirming that no electronic returns are allowed, added
that “there would be no way to compare the signature, as well as no secure way of
receiving ballots,””” and that if he ever received a faxed ballot with a signature he
would call the State Board of Elections for instructions. In any case, the respondent
reported that it has never happened.””

North Carolina

North Carolina allows UOCAVA voters to apply for and receive blank absentee ballots by
mail, e-mail and facsimile.”* The elections code provides that if a jurisdiction offers it, the
voter may receive the ballot by Internet delivery.”” 1If no preference is indicated, the voter
will receive the ballot by mail.”® All of the counties surveyed confirmed that they offer to
send ballots by Internet delivery.”” One reported that ballots are offered by Internet delivery
Statewide, and that “almost no one has not stated a preference” and “[cJurrently 90% of
UOCAVA absentee ballots [are] sent by email.”™ UOCAVA voters may also return their
completed ballots by mail, e-mail or facsimile.”” Voters’ e-mail addresses are not to be
treated as public records.””” Because North Carolina allows electronic return by fax or e-mail
for all UOCAVA voters, subjecting these ballots to security risks, rendering them
unauditable, and compromising voter privacy, it received a rating of inadequate.

North Carolina had also agreed to participate in the SERVE Project in 2004.
North Dakota

North Dakota allows UOCAVA voters to apply for and receive blank absentee ballots by
mail, e-mail or facsimile.”*' If the voter does not make a selection, but provides an e-mail
address, election officials will e-mail the ballot.”” Military and overseas voters may also
return their completed ballots by mail, e-mail or facsimile.”” Such voters may also, at their
option, return their completed ballots through a portal system; the voter uses an online
ballot marking wizard to make selections, then notifies the election official the ballot is
available for retrieval. An election official then obtains the ballot through the online portal.”
Election officials are required to keep voters’ e-mail addresses confidential,™ and the
Secretary of State is required to “develop standardized absentee-voting materials, including
ptivacy and transmission envelopes and electronic equivalents” thereof.”” Because North
Dakota allows electronic return by fax, e-mail, Web portal or combination thereof for all
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UOCAVA voters, subjecting these ballots to security risks, rendering them unauditable, and
compromising voter privacy, it received a rating of inadequate.

All of the counties surveyed confirmed that the foregoing procedures reflect actual
practice,”” but one clarified that “with our new Voices system the ballot is not e-mailed,”
rather, voters “are provided a link [through] which they can vote electronically on the
server” instead of ballots being transmitted back and forth.”

Ohio

Ohio allows UOCAVA voters to apply for and receive their blank ballots by mail, e-mail or
facsimile.” 1If offered by the Secretary of State or the board of elections, such voters may
apply for and receive their blank ballots through Internet delivery.” If the voter does not
express a preference, the voter will receive the ballot by mail.”" All completed ballots must
be returned by mail.”™® Because return of the hard copy paper ballot is required and
electronic return is not allowed, Ohio received a rating of excellent.

The Secretary of State and two of the three counties surveyed confirmed that only hard copy
returns are allowed,” and the third county, although it agreed that it was “correct” that all
ballots must be returned by mail, reported that “a hard copy of the facsimile or email has to
be sent in, and when it is received, the original ballot that the email or facsimile was
produced from is then remade accordingly, before being cast.””* In other words, it is a hard
copy that is returned by mail, but because the hard copy ballot was marked onto a fax or a
printed e-mail, the ballot is re-made by election officials before being scanned.

Oklahoma

Oklahoma allows UOCAVA voters to apply for and receive blank ballots by mail, e-mail or
fax, but if they do not indicate that their preference is e-mail or fax, they will receive the
ballot by mail.”® Such voters may return their completed ballots by regular mail or fax, or by
e-mailing them to the Federal Voting Assistance Program, which will then fax them to the
appropriate local election official.”* According to the Oklahoma State Election Board, if
voters return their ballot electronically, the state will encourage them also to return the hard
copy original ballot.”’

According to one county surveyed, if the county receives both a faxed ballot and a mailed
ballot, the county has “procedures in place to ensure we are only counting a person’s
returned ballot once.””™ The two other counties surveyed had very little experience with
electronically returned ballots; one official reported that her county “never received a ballot
by email or fax”"” and the other reported that “it's been six years since they've had one
emailed””’™™ These two counties also were under the impression, notwithstanding the
apparent prohibition of it noted above, that ballots were being, or were allowed to be, e-
mailed directly to the elections boards.””' One reported that when that happens, “[e]-mailed
ballots go straight to the county where they are printed out by the election board,” and “one
Republican and one Democrat mark a fresh ballot and run it through the machine.” None
of the counties surveyed reported being aware of specific procedures by which voters who
return a ballot electronically would be encouraged to return the hard copy.
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Because Oklahoma allows electronic return by fax or e-mail for UOCAVA voters, subjecting
these ballots to security risks, rendering them unauditable, and compromising voter privacy,
it received a rating of inadequate.

Oregon

Oregon allows UOCAVA voters to apply for and receive their blank absentee ballots by
mail, e-mail or facsimile.”” If the voter does not express a preference the ballot will be
mailed.”” All voters must return their completed ballots by mail, provided that voters
serving in the U.S. Armed Forces or Merchant Marines, or discharged therefrom within the
last 30 days, may also return their completed ballots by facsimile or e-mail.””* According to
the Secretary of State and the counties surveyed, this right is available to all UOCAVA
voters, not only military UOCAVA voters.”” Completed ballots returned by facsimile or e-
mail must be accompanied by a Secret Ballot Waiver Form, in which the voter consents to
having his or her right to a secret ballot waived.”® Although the Secretary of State’s
Elections Division website and the Federal Voting Assistance Program did not initially
indicate that e-mail was a return option,”®’ the waiver form itself provides that ballots of
qualified absent military voters may be returned by e-mail, subject to submission of the same
signed waiver,”” and the Secretary of State confirms this.”” One of the counties surveyed
reported that e-mail return was an option added in 2012."" They all confirmed that the
foregoing is an accurate description of actual practice.””! Because Oregon allows electronic
return by fax or e-mail for all UOCAVA voters, subjecting these ballots to security
risks, rendering them unauditable, and compromising voter privacy, it received a rating
of inadequate.

770

In July 2010, the Independent Party of Oregon conducted a statewide primary election using
an uncontrolled Internet channel through which ballots could be cast online.””” The U.S.
Election Assistance Commission was unable to determine what sort of channel protection
was provided, but Independent Party voters were assigned unique codes to log onto the
system.”” An estimated 2,500 voters participated.””

Pennsylvania

Pennsylvania allows UOCAVA voters to apply for and receive their blank absentee ballots
applications via mail, e-mail or facsimile, but requires that the original application also be
returned by mail.”” If the mailed copy of the application isn’t received prior to the election,
the voted ballot will not be counted.””® If the voter does not express a preference with
respect to how he or she wants to receive the ballot, the ballot will be mailed.”” All
completed ballots must be returned by mail.”® According to the Secretary of State, “[t]he
electronic transmission of a voted absentee ballot from the elector to the county board of
elections would violate the Pennsylvania constitutional requirement for secrecy of the ballot”
as well as “several sections of the Pennsylvania Election Code.”’” Because return of the
hard copy paper ballot is required and electronic return is not allowed, Pennsylvania received
a rating of excellent.

Two of the counties surveyed confirmed that the foregoing reflects actual practice,”™ and the
third confirmed it in part but reported that the e-mail portal through which blank ballots
may be applied for and delivered to UOCAVA voters “has never worked.”"'
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Rhode Island

Rhode Island allows UOCAVA voters to apply for their blank ballots by mail or by
facsimile, and to receive blank ballots by mail, facsimile, or via download from a secure
website.” If no preference is selected, the ballot will be mailed.”™ According to the
Secretary of State, if electronic transmission is requested, the ballot must be sent by both
electronic means and mail service.”™ Military and overseas voters may return their completed
ballots by mail or facsimile,”® but if the ballot was sent to the voter via electronic means,
after being voted upon it must be returned by electronic transmission.”* Although voters in
such circumstances are not required to return the original ballot also, according to the
Secretary of State, if a voter returns his or her ballot electronically, the voter “should also
send their official ballot in the mail” and “[tlhe State Board of Elections will count the
[ballot] that they have in their possession at 9 p.m. on election night.””®" The Board of
Elections confirmed this, and added that “[i]f the original ballot is mailed after a copy is
faxed, the staff reconciles the ballots so only the original will be counted on Election Day. If
the original is never returned, the electronically returned copy will be used instead.””™
Because Rhode Island allows electronic return by fax for all UOCAVA voters, subjecting
these ballots to security risks, rendering them unauditable, and compromising voter privacy,
it received a rating of inadequate.

South Carolina

South Carolina allows all absentee voters to apply for a blank absentee ballot by mail, e-mail
or facsimile, but they will receive their blank ballots and must return them by mail.” South
Carolina allows UOCAVA voters to apply for and receive their blank ballots by mail, e-mail
and facsimile.” If the voter does not express a preference, the ballot will be mailed.”™
Military and overseas voters may return their completed ballots by mail, e-mail or
facsimile.”” Completed ballots that are returned by electronic transmission must include a
signed waiver of the right to a secret ballot.” All of the counties surveyed confirmed that
the foregoing accurately describes actual practices in South Carolina,” but one clarified that
not all voters qualify to vote by absentee ballot.”” Because South Carolina allows electronic
return by faxor e-mail for all UOCAVA voters, subjecting these ballots to security
risks, rendering them unauditable, and compromising voter privacy, it received a rating
of inadequate.

South Carolina participated in the VOI Project in 2000, and was the only State to participate
statewide.”” South Carolina had also agreed to participate in the SERVE Project in 2004.

South Dakota

South Dakota allows UOCAVA voters to apply for a blank ballot by mail, e-mail, facsimile,
or web portal, and to receive the blank ballot by mail, e-mail or web portal, but not
facsimile.”” If the voter does not express a preference, or if the e-mail address provided does
not work, the ballot will be mailed.” All completed ballots must be returned by mail.”” All
of the counties surveyed confirmed that the foregoing reflects actual practice.”” Because
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return of the hard copy paper ballot is required and electronic return is not allowed, South
Dakota received a rating of excellent.

Tennessee

Tennessee allows all absentee voters to apply for a blank absentee ballot by mail, e-mail or
facsimile, but they will be mailed their ballots and must return them by mail.*” Tennessee
allows UOCAVA voters to apply for blank absentee ballots by mail, e-mail or facsimile, and
to receive the blank ballots by mail or e-mail, but not facsimile.”” If no preference is
selected, the ballot will be mailed.*” All completed ballots must be returned by mail.** The
Secretary of State confirmed all of the foregoing."” Because return of the hard copy paper
ballot is required and electronic return is not allowed, Tennessee received a rating of
excellent.

Texas

Texas allows all voters to apply for a blank absentee ballot by facsimile,”” but will only send
them the blank ballot by mail,"” and the completed ballot must be returned by mail.**® One

county surveyed reported that voters are expressly prohibited from returning absentee
ballots by hand.*”

Texas allows UOCAVA voters to apply for their blank ballots by mail, e-mail or facsimile.*"
The Secretary of State’s website provides that the blank ballots can be mailed or e-mailed to
such voters, but not faxed,”' while Federal Voting Assistance Program materials provide
that blank ballots can be mailed to voters, but neither e-mailed nor faxed.*” Two counties
surveyed clarified that both are essentially accurate, and that “[t]he distinction lies in whether
the ballot was requested through [the Secretary of State|, or through FVAP,” and that the
method of sending it to the voter depended on the method by which it was requested.’” A
third reported that it follows the rules promulgated by the Secretary of State.*"*

Texas requires all completed absentee ballots to be returned by mail, provided that members
of the armed forces on active duty and their family who are casting the ballot from “hostile
fire” pay area, “imminent danger” pay area, or a declared “combat zone” may return their
ballots by facsimile “or similar electronic means.”®” Because Texas allows electronic return
of voted ballots but restricts the circumstances under which it is permitted and recognizes
that there are security and privacy risks inherent in using electronic ballots, it received a
rating of needs improvement.

According to the Secretary of State’s website, such ballots may not be returned by e-mail
under any circumstances.”® In addition, according to two of the counties surveyed,
completed ballots will only be accepted by facsimile if the ballot is returned through the
FVAP, and the FVAP has verified that the voter is in fact sending the ballot from one of the
above-mentioned areas.”’ One county surveyed reported that ballots received by facsimile
are logged in, placed in absentee ballot envelopes, and then sent to be processed with other
absentee ballots; procedurally, a “duplicate [of] the ballot is made on a clean ballot and run
through the tabulator,” but “[t]he fax [is| retained, and the number of the duplicate ballot is
recorded.”*"
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When ballots are returned by facsimile, election officials are required to provide security for
the transmission.””” Notably, however, if the voter returns the ballot electronically before
mailing it, it is the paper hard copy that will not be counted.*”

There have been no recent attempts to allow Texans to vote over the Internet, except that
astronauts who are in space during the early voting period and on Election Day can vote
over the Internet.” These voters use NASA’s electronic transmission program to receive
ballots,” and by way of a secure line to Johnson Space Center, their votes are transmitted to
their home counties.*”” During the 2010 midterm election, three astronauts successfully
voted from the International Space Station.”* One Texas county participated in the VOI
Project in 2000.

Utah

Utah allows UOCAVA voters to apply for and receive blank absentee ballots by mail, e-mail
or facsimile.*” If the jurisdiction offers it, such voters may also receive their blank ballots via
Internet delivery.” If the voter does not express a preference, the ballot will be mailed.*”’
UOCAVA voters can also return their completed ballots by mail, e-mail or facsimile,
provided that if they return the ballots by electronic transmission they must include a
statement acknowledging that by doing so they are waiving the right to a secret ballot.”*
Election officials are required to treat voters’ e-mail addresses as private records, to be used
only for election purposes.*”

All of the counties surveyed confirmed that the foregoing accurately describes actual
practice,” but one added that in 2012 the county will be carrying out a program with
Everyone Counts, through which “we give [the company] our UOCAVA voters [list], they
contact them and send them to a personalized website where they login with their personal
info such as drivers’ license number to get a ballot;” the voters then “mark the ballot on the
computer but they have to print it and scan, mail or fax it. It is not Internet voting because
they have to print it out.””' Because Utah allows electronic return by fax or e-mail for all
UOCAVA voters, subjecting these ballots to security risks, rendering them unauditable, and
compromising voter privacy, it received a rating of inadequate.

Utah does not currently allow voting over the Internet other than the methods described
above, but legislation has been passed allowing counties, if selected by the Department of
Defense, to participate in any pilot program for military or overseas voters to register and
vote online.”” None of the counties surveyed reported having any plans to participate in an
Internet voting pilot project in 2012.*

One Utah county participated in the VOI Project in 2000, and Utah had also agreed to
participate in the SERVE Project in 2004.

Vermont

Vermont allows UOCAVA voters to apply for and receive their blank ballots by mail,
telephone, e-mail or facsimile.” If the voter des not express a preference, the ballot will be
mailed.*” All completed ballots must be returned by mail, “sealed inside the Absentee
Certificate envelope (with the voter’s original signature).”® Vermont does not currently
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allow voting over the Internet or by return electronic transmission. Two of the town clerks
surveyed confirmed that the foregoing accurately reflects actual practice,”’ and one reported
that it doesn’t e-mail or fax ballots.*® Because return of the hard copy paper ballot is
required and electronic return is not allowed, Vermont received a rating of excellent.

In March of 2010 the Secretary of State of Vermont publicly distanced herself from attempts
to implement Internet voting and described current practices as being neither reliable nor

839
Secure.

Virginia

Virginia allows all absentee voters to apply for a blank absentee ballot by mail, e-mail or
facsimile,*” but election officials will only send the blank ballot to the voter by mail,*"' and
the voter must return the completed ballot by mail.**

Virginia allows UOCAVA voters to apply for, and also receive, their blank ballots by mail, e-
mail or facsimile.*” If the voter does not express a preference, the ballot will be mailed.***
As of January 2012, all completed ballot must be returned by mail; commercial delivery
service is allowed but use of a courier is expressly prohibited, as is return by e-mail or
facsimile.* Virginia also requires a “Voter’s Declaration/Affirmation” to be signed, dated
and witnessed by an adult over 18, without which the “vote may not count.”™’ Because
return of the hard copy paper ballot is required and electronic return is not allowed, Virginia
received a rating of excellent.

Two of the counties surveyed confirmed the foregoing procedures, although with respect to
voter preferences, one county said “[w]e try to bend over backwards to accommodate”
UOCAVA voters, and “[i|f they call, we ask as a courtesy,”™’ and another said that
UOCAVA voters “are advised that e-mail will expedite the process.”** However, according
to the State Board of Elections, proposed legislation pending in the 2012 General Assembly
“may allow for electronic return of voted ballots by UOCAVA citizens” if it had been

enacted,” but the matter has been deferred until 2013.

Washington

According to the Secretary of State, Washington allows all voters to return their voted
ballots electronically, provided they also return the original hard copy, and they must send in
the hard copy before the ballot may be counted.”” Because Washington is a vote-by-mail
state, theoretically, all voters could therefore return their ballots electronically, subject to the
foregoing.

Washington allows UOCAVA voters to apply for and receive their blank absentee ballots by
mail, e-mail or facsimile.” If the voter does not express a preference, or if the e-mail
address provided does not work, the voter will be mailed the ballot.*> Military and overseas
voters, including non-active reservists, may also return their completed ballots by mail, e-
mail or facsimile;”” unlike other voters, are neither encouraged nor required to return the
hard copy.”* Voting materials provided with military and overseas ballots “must include
instructions on how to return the ballot by fax, e-mail, or postal mail, including how to
include the ballot privacy sheet between the declaration page and the ballot.””*”
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All of the counties surveyed confirmed™ or indicated generally®’ that the foregoing reflects
actual practice. One confirmed in addition that the hard copy ballot is the official ballot, that
“[tlhe system tracks returns for a voter and prevents [ballots from being counted twice],”
and that “if the hard copy comes in first and then an electronic ballot comes in, the
electronic copy will not be accepted;”® that said, “[w]hichever ballot is received first would
be counted.”™ Another reported that when voters return their ballots electronically, “they
are . . . sealed in [an]| envelope and held until we receive the original. We tag them as such
and then reconcile them. When the original does not come it is handed off to the Canvass
Board and usually they will dis-allow the ballot.”* Because Washington allows electronic
return by fax or e-mail for all UOCAVA voters, subjecting these ballots to security
risks, rendering them unauditable, and compromising voter privacy, it received a rating
of inadequate.

In 2009 the Washington State legislature considered House Bill 1624, proposing a pilot
program to allow Internet voting, but the bill did not pass.”' However, one of the counties
surveyed reported that “[tlhere is a special elections website that the military and overseas
votes go to,” and that election officials “print [voted ballots]off, put them in a sealed
envelope, and then delete them [from the system] for privacy.”**

Washington had agreed to participate in the SERVE Project in 2004.

West Virginia

West Virginia allows UOCAVA voters to apply for and receive their blank absentee ballots
by mail, e-mail or facsimile.*”> If the voter does not express a preference, election officials
will choose the method of transmission.””* Voters may also return their completed ballots by
mail, e-mail or facsimile, but if a voter receives the blank ballot by electronic transmission,
the voter is required to return the voted ballot using the same method of transmission, or by
mail.* Voters who use electronic transmission to receive or return their ballots are required
to return their ballots with a signed privacy waiver.* In addition, the Secretary of State is
required to “enter into an agreement with the Federal Voting Assistance Program . . . to
transmit the ballots to the county clerks at a time when two individuals of opposite political
parties are available to process the received ballots.””™” Because West Virginia allows
electronic return by fax or e-mail for all UOCAVA voters, subjecting these ballots to security
risks, rendering them unauditable, and compromising voter privacy, it received a rating
of inadequate.

All of the counties surveyed generally confirmed the foregoing, with some exceptions and
clarifications. With respect to the voters not expressing a preference as to the method of
transmission and election officials choosing one, two counties reported that the county
would just mail the ballots,*” and one added that “it’s the safest method.”*” With respect to
the method of return transmission, one of the counties reported that “so far [it] hasn't sent
any [ballots] by fax” and that “[t|he majority of absentee ballots are by mail.”**”

West Virginia enacted a statute in 2009 to establish a pilot program for Internet voting.”"! In
2010, this pilot project was instituted for the primaries and the general election.””” Eight
counties allowed military and overseas voters to cast their ballots using an uncontrolled
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transmission channel, electronic ballot return via web application, and e-mail and
facsimile.””” Security for this connection was provided by requiring voters to use a username
and password,” and having them send the ballot back through a “military-style encrypted
connection,” but otherwise allowing them to vote using @#y computer.”” In the primary 54
web-based votes were cast, and in the general election 125 web-based votes were cast.*”

Statutory requirements for the system included, but were not limited to, requirements that
the system “[alert] administrator of suspected efforts at fraud (including repeated guesses of
passwords, excessive votes from a single PC);*”" provide for secret balloting while
“|providing] no way for anyone (even vendor employees) to determine how an individual
voter voted;®”® and allow third parties to monitor the software while elections are
ongoing.””

According to the Secretary of State, electronic return of ballots through the Internet will not
be permitted in 2012.%"

Wisconsin

Wisconsin allows all absentee voters to apply for blank absentee ballots by mail, e-mail or
facsimile, provided that if they apply for the ballot electronically they must return the original
signed application with the voted ballot by mail.* Wisconsin allows UOCAVA voters to
apply for and, “if the elector is a military elector,” receive their blank ballots by e-mail or
facsimile in addition to mail.*** If no preference is selected, the voter will be mailed the
ballot.*®  All completed ballots must be returned by mail.* All of the counties surveyed
confirmed the foregoing, and confirmed in particular that voters who are overseas but not
serving in the military cannot receive their ballots electronically.” Because return of the
hard copy paper ballot is required and electronic return is not allowed, Wisconsin received a
rating of excellent.

Wisconsin issued a five year plan in 2009 that included calls to study several proposed
changes to the way people vote in Wisconsin, including the expansion of voting to mail,
phone, and the Internet.*** The plan notes that many of the proposed changes would need to
be approved by the Legislature and Governor,” which had not occurred as of the end of
2011.

Wyoming

Wyoming allows all absentee voters to apply for a blank absentee ballot by mail, phone or e-
mail, but their blank ballots will be mailed to them and must be returned by mail**
Wyoming allows UOCAVA voters to apply for a blank absentee ballot by mail, phone, e-
mail or facsimile,” but to receive their blank ballots only by mail.*”’ The State Election
Director reported that all counties are required to send blank ballots to UOCAVA voters by
e-mail if requested by the voter in addition to mail.”" All absentee ballots are required to be
returned by mail.*? Because return of the hard copy paper ballot is required and electronic
return is not allowed, Wyoming received a rating of excellent.
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IV. POST-ELECTION AUDITS OF PAPER BALLOTS AND VOTER-VERIFIABLE
PAPER RECORDS

As described in the first section of this report, most counties and states have voting systems
that require the use of voter-marked paper ballots or produce voter-verifiable paper audit
trails (VVPATSs). These paper ballots and records, when used to audit electronic tallies,
ensure the accuracy and integrity of the vote count. As described in the second section of
this report, wherever DREs are used (and whether they are equipped with VVPATS or not),
we recommend the use of emergency paper ballots whenever machines fail or long lines
could result in disenfranchisement. Emergency paper ballots are a critical prerequisite to
ensuring that voters can vote at all if DRE voting systems fail, and also provide auditable
records of for votes that might otherwise have been unauditable.

In the third section of this report, we describe the increasing use of e-mail, facsimile and web
portal for the return of voted ballots by UOCAVA, and in three states, other voters. That
trend is undermining the advances made at the polling place to ensure that there will be a
voter-marked paper ballot or at least a VVPAT for every vote cast. Whenever a voter-
marked absentee ballot is returned electronically, the auditability, and therefore the accuracy,
integrity and security of the vote count, is ever more severely compromised.

In all states, in virtually every election, it is predominantly or entirely the electronic tally from
the voting machines that is used to aggregate the official totals (including voting machines
that count absentee ballots). Even where there is a voter-marked paper ballot or at least a
VVPAT for every vote cast by every voter, that paper is “not a panacea. If these paper
records are not examined after the election, then their value is eliminated.”®” As the Brennan
Center noted in its June 2006 study of electronic voting system security, The Machinery of
Democracy: Protecting Elections in an Electronic World,””* voter-verifiable paper records will not
prevent programming errors, software bugs or the introduction of malicious software into
voting systems: “[i]f paper is to maximize the security and reliability of voting systems, it
must be used to check, or ‘audit,” the voting system’s electronic records.” This applies not
only to paper ballots and voter verifiable paper records cast at polling places, and to
domestic paper absentee ballots, but also to voter-marked paper UOCAVA ballots. Without
those, it is impossible to confirm whether or not the corresponding electronic tallies reflect
the will of the voters. In addition, it is important to note that when electronically
transmitted UOCAVA ballots are re-made before counting, as discussed in Section III and
again in Section V, that fact must be taken into account when using them to audit electronic
tallies. The authors oppose remaking for the reasons discussed in the other sections, but at a
minimum, the original voter-marked ballots should be preserved for use in the audit process.

BEST PRACTICES FOR POST-ELECTION AUDITS OF PAPER BALLOTS AND
VOTER-VERIFIABLE PAPER RECORDS

In Post-Election Audits: Restoring Trust in Elections, the Brennan Center teamed with the
Samuelson Law, Technology & Public Policy Clinic at Boalt Hall School of Law (UC
Berkeley), as well as several election officials and leading academics (collectively, the “Audit
Group”), to make several recommendations for conducting post-election audits. Many of
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these recommendations are amplified in “Principles and Best Practices for Post-Election
Audits,” which is available online at www.electionaudits.org/principles.

Al states should look to statistical sampling methods tied to the margin of victory to improve
their criteria for how many units to audit for more effective auditing. A well-designed audit
can provide a large chance of correcting the outcome if it was wrong.”” Such risk-limiting
audits are being piloted in California, Colorado and Ohio;” Colorado law requires moving
to risk-limiting audits by 2014. Currently only North Carolina legally requires the use of
statistical methods in the selection process,”’ while Oregon, New Mexico and New Jersey
laws require taking the margin of victory into account when determining what percentage to
audit.”® (New Jersey’s law is not yet implemented).”” Ten California counties conducted
pilot risk-limiting audits recently.”” Among other state grants, the U.S. Election Assistance
Commission awarded California $230,000 in federal grant money to fund up to 20 such pilot
audits following elections held in California counties throughout 2012.”"

The following steps are critical for a good audit:

* Auditing All Ballots Good audit protocols mandate that all categories of ballots —
early and absentee ballots, UOCAVA ballots, regular and provisional ballots — be
used to audit the corresponding cast vote records, electronic tallies and aggregation
of results at the tally server level for accuracy.

* Using Transparent and Random Selection Processes for All Auditing
Procedures Audits are much more likely to prevent fraud, and produce greater voter
confidence in the results, if the ballots, machines or precincts to be audited are
chosen in a truly random and transparent manner, observable by the public with
sufficient notice.

* Conducting in a Timely Manner Audits should be conducted after unofficial
results are announced but before results are finalized, so that if the audit reveals
problems, official totals can be corrected.

* Implementing Effective Procedures for Addressing Evidence of Fraud or
Error If audits are to have a real deterrent effect and catch widespread, systemic
problems, jurisdictions must adopt clear procedures for dealing with audit
discrepancies when they are found. Such procedures must ensure that outcome-
changing errors are not ignored, otherwise vote tampering succeeds.

* Encouraging Rigorous Chain of Custody Practices. Audits of voter-verifiable
paper records will deter attacks and identify problems only if states have
implemented solid chain of custody and physical security practices that will allow
them to make an accurate comparison of paper and electronic records.

The most compelling case for audits is the comparison of the 2008 Senate race in Minnesota
and the 2006 Congressional race in the 13" Congtressional District in Florida. As discussed
above, on election night, based on the electronic tallies, Norm Coleman was reported to be
the winner of the Minnesota Senate race. Only because Minnesota used paper ballot optical
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scan systems statewide, and only because it actually hand counted (in both an audit and a
recount) all of the almost 3 million paper ballots that were cast in the election could
Minnesota determine the true winner of the election. Al Franken was eventually found to
have won the race.

In stark contrast, in the 2006 Congtessional race in Florida’s 13" District, candidate Vern
Buchanan was reportedly ahead of candidate Christine Jennings by 369 votes.”” However,
in Sarasota County, one of the five counties in the District, a staggering 18,000 votes were
not recorded for the Congressional race. That was a higher under-vote rate (almost 13%)
than in any of the other counties (in other counties, the highest under-vote rate was just
under 6%, and the others were between 2% and 3%).”” Unlike Minnesota, however, in 2006
Sarasota County used paperless DREs.””* Therefore, there were no independent records of
the votes cast in the polling places in that county. Some, including the U.S. Government
Accountability Office, ultimately concluded that the under-vote was exclusively the result of
a confusing touch screen ballot that caused voters to overlook the Congressional race.”” But
because there was no evidence (paper ballots) that could be reviewed to confirm the
intention of the voters, there was no way to dispute the electronic result. Following a lengthy
legal battle Vern Buchanan was sworn in.

RATING THE STATES

States were given points toward a grade of “excellent,” “good” or “generally good” for
audits that are (1) robaust (examining more than just one or two contests), (2) comprehensive
(auditing all types of systems/ballots, including military and overseas ballots), (3) #imely
(selection starts after initial count is published and completed before results are finalized)
and (4) transparent and random (conducting an observably random selection of units to be
audited, and of the audit count). States were also given credit for having statutory provisions
that ¢rigger expansion of the audit if unexplained discrepancies are found.

To achieve a grade of excellent, a state would have to require all of the foregoing, plus use
or be moving toward risk-limiting audits. We give an extra half-point to those states “leaning
toward risk-limiting audits” either by conducting pilots of risk-limiting audits or by
approximating a risk-limiting approach in statute (e.g. New Mexico) and encourage such
further development. New Mexico is the only state to receive an “Excellent” this time,
showing substantive improvement over its 2008 ranking,.

Points were subtracted for lack of transparency, incompleteness (that the audit cannot be —
or is not required to be — conducted statewide), carrying out the random selection too eatly
(prior to election night), or where there is no clear requirement to audit at a minimum the
top-of-the-ticket contests (e.g. president, governor, etc.).

If a state had an insufficient number of positive points, or had sufficient points subtracted, it
received a needs improvement grade. Where audit requirements are in place but cannot be
conducted in all jurisdictions (e.g., where some counties or systems are papetrless), those
states were automatically given a “needs improvement” grade. Similarly, states where an
audit will be conducted this November, but where there is no legal requirement to do so, are
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to be commended for going beyond what the law requires but were also automatically given
a “needs improvement” grade.

States given an inadequate ranking have no post-election audits planned for this
November. Two of these states have passed audit laws, but they will not take effect this year
(see New Jersey and Tennessee below).

Post Election Audits

D Inadequate [:] Needs Improvement D Generally Good D Good . Excellent
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Post-Election Audit Procedures

Alabama Inadequate Montana Good

Alaska Good Nebraska Inadequate

Arizona Needs Improvement Nevada Generally Good
Arkansas Inadequate New Hampshire | Inadequate
California Good New Jersey Inadequate
Colorado Needs Improvement New Mexico Excellent
Connecticut Needs Improvement New York Generally Good
Delaware Inadequate North Carolina Good

D.C. Good North Dakota Inadequate

Florida Needs Improvement Ohio Needs Improvement
Georgia Inadequate Oklahoma Inadequate

Hawaii Needs Improvement Oregon Generally Good
Idaho Inadequate Pennsylvania Needs Improvement
Illinois Needs Improvement Rhode Island Inadequate

Indiana Inadequate South Carolina Inadequate

Iowa Inadequate South Dakota Inadequate

Kansas Inadequate Tennessee Inadequate
Kentucky Needs Improvement Texas Needs Improvement
Louisiana Inadequate Utah Needs Improvement
Maine Inadequate Vermont Needs Improvement
Maryland Inadequate Virginia Inadequate
Massachusetts | Inadequate Washington Needs Improvement
Michigan Inadequate West Virginia Good

Minnesota Good Wisconsin Generally Good
Mississippi Inadequate Wyoming Inadequate
Missouri Good
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STATE PRACTICES IN DETAIL

Details of requirements for every state that conducts audits can be found at
verifiedvoting.org/audits and via the searchable database of audit laws found at ceimn.org.
Below is a summary explanation for the states’ rankings for post election audits.

Alabama

Alabama is rated inadequate because has no state requirement for conducting a post-
election audit, despite having voter-marked paper ballots statewide.

Alaska

Alaska’s provision received points for all the positive criteria except for risk limiting auditing;
while rated as good it could improve on its transparency level by requiring in statute that
audits be publicly observable at all phases.

Arizona

Arizona’s audit, though otherwise good, depends on participation from the political parties
and any given county. If both decline to participate, no audit takes place.”” Therefore
Arizona’ audit requirement needs improvement. One of the three counties surveyed
reported that “[t]here is always a hand count after every election that is executed through the
political parties.””” Another reported that “[e]very federal, state, and countywide election is
audited” by the parties, by hand count.””

Arkansas

Arkansas is rated inadequate because it has no state requirement for conducting post
election audits, despite having voter-marked paper ballots in most jurisdictions.

California

California, rated good, receives points for most of the positive criteria, but lacks a trigger
provision in the current law. As noted above, however, California is conducting extensive
risk-limiting audit pilots in many of its counties this year, and receives extra credit for doing
sO.

Colorado

Colorado enacted a random audit law in 2005, and a risk-limiting random audit law in
2009.”"” Some Colorado counties have conducted audits under the 2005 law,”'and all of the
counties surveyed reported doing so.””” However, not all counties have done so. Moreover,
two counties still use paperless DRE voting machines and therefore cannot conduct audits;
for this reason, Colorado automatically receives a needs improvement ranking. As required
by the 2009 law,”” at least one pilot risk-limiting audit was conducted in 2010.”** According
to the Secretary of State, Colorado is “[preparing] for a risk-limiting post election audit pilot
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to be instituted in 2012.°" Risk-limiting audits are required to be conducted in every county
commencing with the General Election in 2014.”'° The U.S. Election Assistance
Commission has awarded Colorado $230,000 in federal grant funding to conduct pilot risk-
limiting audits in five counties in a mix of urban, suburban and rural areas.””’

Connecticut

Connecticut has made improvements to its audit requirement since 2008, including the
requirements for triggering additional audits when discrepancies are found; investigation of
discrepancies by the Secretary of State is mandatory if “the margin of victory . . . is less than
the amount of the discrepancy multiplied by the total number of voting districts” or if the
discrepancy “could affect the outcome of the election.””"® However the law still lacks clarity
about which contests to audit, and is rated needs improvement. The law requires a
manual audit in all elections, and at least ten percent of the voting districts involved in the
election are to be selected at random for the audit.””” The language still includes references to
contests required to be audited by federal law, "’ and no federal law currently requires states
to audit. Thus, it is not guaranteed that top-of-the-ticket contests such as the presidential
race will be audited. The law also does not explicitly include centrally counted ballots such
as absentees,””' but simply includes “all ballots that were counted by the voting tabulator at
the selected polling places.”””

Delaware

Delaware is rated inadequate because it has no state requirement for conducting post
election audits, nor auditable equipment in any jurisdiction.

District of Columbia

The District of Columbia enacted an audit law in 2010. It requires a manual audit of all
ballots cast, including absentee ballots in one precinct per ward, or at least five percent of all
election precincts (whichever number is greater), and five percent of ballots cast in eatly
voting centers.”” According to the D.C. Board of Ethics and Elections, both optical scan
ballots and VVPATS are included in the hand count audit, and “in practice they go beyond
[the statutorily required] percentage.””* The law requires that precincts to be audited shall be
selected at random.” The audit must be announced within three business days after the
completion of the initial tabulation and must be conducted within 24 hours of the
announcement.”” The executive director must issue a public report on the results of the
manual audit before the certification of the official election results.””’ The law has a clear
procedure for dealing with discrepancies between the manual audit and the machine tally: if
the discrepancy is greater than .25 percent of votes cast in the election or 20 percent of the
margin of victory (whichever is less), and that discrepancy is not attributed to marking
errors, then a second manual audit is conducted.” If the second manual audit confirms the
discrepancy, another precinct in each ward in which the contest appeared on the ballot is
selected at random and audited.”” If the additional precincts audited confirm the
discrepancy, the Board of Elections must then audit all ballots cast in the election.”” The
District of Columbia received points for all the positive criteria, for a ranking of good, a
significant improvement since 2008.

118 COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS



Florida

Florida’s audit law is far from robust, and is rated needs improvement. It is public and
transparent, random selection procedures are used, and under rules adopted in 2008 it
appears that more than one contest may be audited in a randomly selected election.”
However, the law limits the auditing to no more than 2% of precincts in a district, and the
audit takes place after the election results have already been certified.”” Setting a minimum
makes sense; prohibiting more expansive audits does not, and audits are only meaningful if
they take place in time to ensure that the election results are accurate before they are
certified. In addition, none of the votes cast on the paperless DREs still used for disability
access can be audited.

Georgia

Georgia is rated inadequate because it has no state requirement for conducting post
election audits, nor auditable equipment in any jurisdiction

Hawaii

Hawnaii’s audit provision, while flexible, lacks sufficient transparency and clear criteria about
which contests to audit.”” One of the counties surveyed confirmed that the audits are
conducted publicly.””* Hawaii is rated needs improvement because it received points for
positive criteria in only three of the categories, and lost credit for transparency on the
negative side. But it appears that it is left up to the individual counties to determine where
and which elections to audit.

Idaho

Idaho is rated inadequate because it has no state requirement for conducting post election
audits, despite having auditable systems in all jurisdictions statewide.

Illinois

Illinois’ audit law, rated needs improvement, does not mandate that the count of the voter-
verifiable paper records be manual. Where optical scanners are used, Illinois law provides
that the “retabulation shall consist of counting the ballots which were originally counted and
shall not involve any determination of which ballots were, in fact, properly counted.””” In
DRE counties, the audit is conducted “by counting the votes marked on the permanent
[voter verifiable] paper record of each ballot cast ... and comparing the results of this count
with the results” printed by the DRE; election “shall test count these votes either by hand or
by using an automatic tabulating device other than” a DRE but that has been tested for
accuracy and approved by the State.” (In either case, however, “redundant counts” may be
requested, which are for the purpose of verifying the original computer count by using
compatible equipment or counting by hand.”””’) Selection of precincts or machines to be
audited is done by the state board in one location for the entire state;” as a result, while
notice is given, it may be difficult for interested citizens to observe the selection process.
Illinois can improve by moving to require that audits for voter-marked paper ballot systems
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be more robust than simply a separate scan, by requiring specific steps in cases of
discrepancies, by moving to risk-limiting audits, and by improving public observability,
particularly of the selection process.

Indiana

Indiana, rated inadequate, does not have a mandatory requirement for routine automatic
vote-tabulation audits, but it does include optional audit procedures for those counties using
optically-scanned paper ballots.”” No similar provision for the auditing of a DRE exists,
beyond the language of HAVA as adopted in Indiana.”*’ That language requires paper audit
records but neither requires that they be voter-verifiable,”' nor that they be audited.”” In
those counties using optically-scanned paper ballots, a candidate or party chairman must
initiate an audit by filing a petition.”* Indiana Law delegates to a local county election board
the authority for overseeing such requested audit,”* which then is to confirm the votes of
“not more than five percent (5%) of the precincts or five (5) precincts, whichever is

945
greater.”

Iowa

Iowa is rated inadequate because it has no state requirement for conducting post election
audits, despite having auditable systems in all jurisdictions statewide.

Kansas

Kansas is rated inadequate because it has no state requirement for conducting post election
audits, despite having some auditable systems in many of its counties.

Kentucky

Kentucky receives an automatic needs improvement for not being able to conduct an audit
on all systems statewide. Kentucky has had an audit law for decades, requiring that “[a]s part
of the official canvass,” election officials shall “provide for a manual recount of randomly
selected precincts representing three percent (3%) to five percent (5%) of the total ballots
cast in each election.”’ The law also requires election officials to “[p]rovide a method for
maintaining sufficient documents and records so that votes can be recounted,”’ and
although approximately two-thirds of Kentucky counties use paper ballot optical scan voting
equipment,”*® the remainder of the state uses paperless DREs, which cannot be audited.
One of the two optical scan counties surveyed confirmed conducting an audit during which
an “accuracy team” and the “software provider” review the results together by “[going]
through a checklist.””* The DRE county surveyed reported that it was not familiar with the
audit process. The official stated that “[t]here are two requirements that indirectly fulfill that
function. First, every County Clerk is required to file an election report with the Grand Jury.
Second, if a formal recount is requested the Circuit Court will conduct an independent tally
of the votes.”””
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Louisiana

Louisiana is rated inadequate because it has no state requirement for conducting post
election audits, nor auditable equipment in any jurisdiction.

Maine

Maine is rated inadequate because it has no state requirement for conducting post election
audits, despite having auditable systems in all jurisdictions statewide.

Maryland

Maryland is rated inadequate because it has no state requirement for conducting post
election audits, nor auditable equipment in any jurisdiction.

Massachusetts

Massachusetts is rated inadequate because it presently has no state requirement for
conducting post election audits, despite having auditable systems in all jurisdictions
statewide. At the time of this writing, the Commonwealth had passed an audit requirement
in one chamber of the legislature.

Michigan

Michigan is rated inadequate because it has no state requirement for conducting post
election audits, despite having auditable systems in all jurisdictions statewide.

Minnesota

Minnesota’s provision received points for all the positive criteria except for risk limiting
auditing, and no deductions; it is rated as good.

Mississippi

Mississippi is rated inadequate because it has no state requirement for conducting post
election audits, despite having auditable systems in most of its counties.

Missouri

Missouri has updated its audit requirements since this report was first published in 2008.
The Missouri elections authority is now required by law manually to count the paper records
from at least 5% of all precincts selected at random, with an absolute minimum of one
precinct, up from 1% of precincts in 2008.”' The manual recount team is also required to
select all races in which the margin of victory between the two top candidates is equal to or
less than .5% of the number of votes cast for the office or issue.””* The random selection
must be public, and at least 48 hours of advance notice of the location be provided.””
Missouri has also adopted a regulatory trigger provision that activates if the results of manual
ballot recounts differ by more than 0.05% from the results of electronic counts.”* However,

COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS 121



since there is no specific procedure to resolve discrepancies, it is not clear that all precincts
will use the same or equally accurate means to account for discrepancies.””” The audit is
required to be completed before the election is certified, and one copy of the results of the
audit is filed with public records of the election.” The Secretary of State has provided each
local election authority with a set of recommendations, entitled “Best Practices for
Electronic Voting System Security,” which sets forth procedures and forms for chain of
custody of voting machines and voting materials.””’

Missouri’s requirement is good. To improve it should move toward risk-limiting audits,
explicitly require all ballot types to be included (absentees, provisionals and polling place),
and adopt specific, publicly observable procedures for addressing discrepancies revealed by
operation of its trigger provision.””

Montana

In 2009, Montana enacted a law requiring mandatory post-election audits.” Thus its 2008
rating has been changed from inadequate to good. Montana’s audit requirement
incorporates most of the best practices noted above. The audit law is robust in that it
requires the review of at least 5% of the precincts in each county, and the examination of the
results for one state contest, one federal contest, one legislative contest, and one ballot issue,
if any.” The audit requirement is comprehensive, in that it requires all ballot types to be
included for the precinct(s) and contest(s) included.”'

The audit requirement is also timely, in that the audit must be performed after unofficial
results are released to the public, but before an official canvass is performed.”” Ballots that
are unreadable by a vote-counting machine cannot be included in the audit.”” But these
ballots are reviewed by election judges and are hand-counted and included in vote totals, if
valid.”** Audited precincts are randomly selected; advance note of the audit is provided, and
the audit procedure (including the unsealing and re-sealing of ballot boxes) is open to the
public.”” If an audit in a particular county reveals a discrepancy of more than 0.5% or five
ballots, whichever is greater, then three additional precincts within that county must be
audited, and the audit results will serve as the official results. **

The Secretary of State has also issued a Ballot and Equipment Security Directive that
outlines detailed chain of custody requirements, and provides tamper-resistant security seals
to each county for use on tabulating equipment, other election equipment, and ballots.””

Nebraska

Nebraska is rated inadequate because it has no state requirement for conducting post
election audits, despite having auditable systems in all jurisdictions statewide.

Nevada

Nevada’s requirement, though generally good, lacks a trigger provision and does not
mandate that the count be manual (although manual audits are allowed).”*® It also does not
explicitly address any ballots not cast on DREs (such as absentee or provisional ballots).””
But, according to the Secretary of State, “provisional ballots cast on a DRE may be included
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in this audit.”””” With respect to the lack of a trigger provision, the Secretary of State

reported that while “[t]here is no provision for post election escalation,” it has not been
needed because Nevada “has always had a 100% audit match post-election.”” We
understand that to mean a discrepancy has never been discovered. The Secretary of State
elaborated by saying while “we have not had to put into practice what happens if we receive
less than a 100% audit [match],” if a discrepancy were discovered, “our practical response
will be to investigate with both the clerk’s office, as well as the equipment vendor, to
determine why a less than a 100% audit [match| happened.”

New Hampshire

New Hampshire is rated inadequate because it has no state requirement for conducting
post election audits, despite having auditable systems in all jurisdictions statewide. It should
be noted that New Hampshire often conducts statewide manual recounts, but an audit
provision will assure regular checks on the voting system as a matter of course.

New Jersey

New Jersey’s law, which was to be effective in January 2008,” is in many ways one of the
strongest passed in the country to date. However, neither the paper record requirement nor
the audit law has been implemented,”” and there are no plans to do so in 2012. The
Secretary of State’s office and the county surveyed for the report confirmed the foregoing.
The county added that the law has not been implemented because “this requires an extra
attachment from the vendor which creates the additional paper record and we do not have
them.””™ Because the audit requirement has not been implemented, New Jersey is rated
inadequate.

New Mexico

New Mexico is the only state to achieve a ranking of excellent this year, receiving marks in
all positive criteria plus extra credit for approximating a risk-limiting approach in statute. The
state implemented a 2% audit requirement for the first time in 2008.”” Subsequently, New
Mexico implemented an extensive tiered audit requirement, which calls for a greater number
of precincts to be audited the narrower the margin of victory; in addition, it calls for a
“random sample [of precincts to] be chosen in a process that will ensure, with at least ninety
percent probability for the selected offices, that faulty tabulators would be detected if they
would change the outcome of the election for a selected office.”””® The Director of the
Bureau of Elections confirmed that the new statute overrides the previous requirement and
that related rules will be updated prior to the 2012 election.””’

An auditor is required to select random samples of precincts within twelve days after
election.””® Audits may be observed by county canvass observers appointed by each political
party represented on the ballot, a candidate on the ballot or “an election related
organization.””” Audit results are released publicly.” Recounts are publicly observable by
“any person who desires to be present.””” New Mexico’s otherwise strong provision has a
substantial allowable time gap between Election Day and commencement of the audits, but
the state received extra credit for taking margins into account for the size of the audit
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sample, and for seeking a high probability for detecting outcome changing error. We further
approve of New Mexico’s publicly observable recounts, and although we understand the
audits to be observable as well, we recommend statutory language go beyond notification to
the public of time and place of the audit to more explicitly allowing public observation of
audits.

New York

New York enacted an audit law in 2005, but was not able to implement it until converting
from lever machines to optical scanners in 2010. While the audit law and state regulations
contain extensive criteria and procedures for escalating an audit, in practice New York state's
election administration structure has impeded the intent of the audit and recount guidelines.

Under the audit law, after each general or special election, New York manually and randomly
audits the votes cast on of 3% of all voting machines, and includes precinct-based as well as
central count systems.” Current regulations require a second recount of the ballots on the
machine in question if there is a difference of even one vote between the audit and the data
provided by the district.”” Notably, however, New York’s regulations also contain a
provision that enables the bi-partisan board of elections to evaluate the discrepancies in
order to determine whether or not to expand the audit. As a result this requires bi-partisan
agreement between election officials to proceed with a full hand count, and for the hand
count results to supersede the machine results, unless a court so orders. This can make it
unlikely that a full hand count will be conducted; since the audit regulations have gone into
effect, the courts have denied multiple recount requests -- even when the reported margin of
victory was as small as a single vote and when the criteria in the regulations for expanding an
audit have been met.

Once any discrepancy is confirmed, an expanded audit of 5% of all machines is required if
the discrepancy would alter the results for any candidate, question, or proposal by at least
0.1%, or if at least 10% of the audited machines exhibit any discrepancy at all.”* The audit
expands to an additional 5% of machines if the relevant discrepancy thresholds are still
observed,”® and may extend to as much as 100% of the ballots.”® One of the counties
surveyed reported that it had never experienced a discrepancy that required it to expand the
audit beyond 3%.”" County boards of elections may choose to perform audits in addition
to the minimum requirements.”

The audit procedures “are rigorous in the area of secure ballot and memory card transport
and retention,” and the audits are required to be conducted within 7 days after a primary and
15 days after a general election.”” Neither the audits nor the random selection are required
to be performed in public; but candidates, parties and authorized independent organizations
are allowed to observe.””

New York’s provision receives a ranking of generally good and could improve with a true
trigger provision that is not subject to the agreement of a bi-partisan board, as well as the
implementation of a risk-limiting audit. Requiring the selection and the audit to be open to
the public for observation would be an additional enhancement.

124 COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS



North Carolina

North Carolina’s law is good, but needs improvement in a specific area. The statute requires
auditing all ballots from precincts and early voting sites as well as absentee ballots. The
selection process starts “after the initial count of election returns for that county is publicly
released or 24 hours after the polls close on Election Day, whichever is earlier.” The audit is
usually completed during the canvas meeting; the selection is random and is conducted
publicly, and the discovery of discrepancies triggers expansion.”’ However, the audit law
only requires a single contest to be audited for each election.”

North Dakota

North Dakota is rated inadequate because it has no state requirement for conducting post
election audits, despite having auditable systems in all jurisdictions statewide.

Ohio

Ohio received an automatic needs improvement score because the state does not have a
statutory requirement for post-election audits. However, on February 24, 2012, the Ohio
Secretary of State issued Permanent Directive 2012-12, which, in accordance with a court
order, mandates publicly-viewable post-election audits on even-numbered years and
following presidential primary elections.”” The audits may not be commenced until after
results are certified.”* According to the Secretary of State, they “[m]ust be completed before
the deadline for amending election returns.”” In addition, the Directive provides that “[i]f
the post-election audit results in change of vote totals reported in the official canvass, the
board shall amend its certification of the official results of the affected contest and submit it
to the Secretary of State within the time limits set forth in this directive.”””* We recommend
that Ohio codify and add an audit requirement to the election code, and that audits be
required to be conducted before results are certified; with these improvements Ohio’s post-
election audit score would rank as “Good.”

Oklahoma

Oklahoma is rated inadequate because it has no state requirement for conducting post
election audits, despite having auditable systems in all jurisdictions statewide.

Oregon

Oregon's otherwise strong provision, one of only a few in the country employing random
selection criteria based on the margin of victory,”” was rated generally good due in part to a
significant time gap between selection and audit. The length of that gap was increased yet
further in 2009, from to 20 days to 21 days, ™ but according to the Secretary of State, “all
discrepancies must be resolved prior to certifying the elections results.””™” Although the
county canvas is required to be completed no later than 20" day after the election, and the
state canvass no later than the 30", two of the counties surveyed reported that they
complete the audit in accordance with the directives and time frame established by the
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Secretary of State,"”' and one of those clarified that the county certifies its results first, then

conducts the audit, and discrepancies are required to be resolved (and amended county
returns filed if necessary) before the state certifies its results.'”” The selection process, while
public, is conducted centrally, which may limit the extent to which it would be observable by
those who may not be able to travel to a central location for that purpose.'™”

Pennsylvania

Pennsylvania automatically receives a needs improvement because audits are not possible
in all jurisdictions statewide. The Commonwealth has had an audit law for decades, but it
only requires votes to be recounted using “manual, mechanical or electronic devices”
different than those used in the election; in addition it only requires a random sample of the
lesser of either two percent of total votes or 2000 votes.'" In addition, most of the state
uses paperless DREs, which makes independent audits impossible.'"” According to the
Secretary of State, “[flor those counties using optical scan electronic voting systems, the
county board of elections shall conduct the statistical recount manually,” and “[f]or those
counties using direct recording electronic (DRE) voting systems, the county board of
elections shall conduct the statistical recount manually using the ballot images contained in
the system.”'™ Ballot images are not software-independent records, and cannot be verified
by voters, which is why independent audits in paperless DRE jurisdictions are not possible.

Rhode Island

Rhode Island is rated inadequate because it has no state requirement for conducting post
election audits, despite having auditable systems in all jurisdictions statewide.

South Carolina

South Carolina is rated inadequate because it has no state requirement for conducting post
election audits, nor auditable equipment in any jurisdiction.

South Dakota

South Dakota is rated inadequate because it has no state requirement for conducting post
election audits, despite having auditable systems in all jurisdictions statewide.

Tennessee

Tennessee, rated inadequate, passed an audit law as part of the Tennessee Voter
Confidence Act (TVCA), which was supposed to go into effect by 2010.""7 However, like
the TCVA, the implementation of the audit law has been delayed until after the 2012
elections. '™ Further, as noted above, there have been attempts to repeal the TVCA. """

Texas

Texas’ audit law needs improvement automatically. Its requirement only pertains to optical
scan paper ballots,'”" but the state has many DRE jurisdictions, and many of those use
papetless DREs, """ which cannot be audited. Legislation enacted in 2011 explicitly provides
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that these partial manual count provisions shall not apply to the tabulation of electronic
voting system results from DREs.'""

Utah

Utah’s audit regulation needs improvement. Before noon on Election Day, each election
officer submits to the lieutenant governor a list of all election.'””’ Between the closing of
polls and noon the next day the lieutenant governor informs “election officers of the
selected machines identified for audit.””'* Although the machines are selected using a
random number generator, " this statute permits the selection of machines to audit to be
conducted earlier than appropriate (prior to the close of polls on Election Day). Another
concern identified through our research was that although officials are required to explain in
writing any discrepancies between the reported results and the audit results,”'® there is no
trigger provision.

A representative from the Lieutenant Governor’s office confirmed that there have been no
changes to the audit regulation since 2008."""" One of the counties surveyed confirmed in
general the foregoing procedures, but could not recall specifically what was done in the event
discrepancies were discovered, other than to “check the machine again.”'"*  Another
reported that the county “has only been asked to do the audit once,” and therefore the
respondent similarly did not have a fresh recollection of actual procedures.'”"” Utah could
improve its score by requiring that all types of ballots be included in the audit, mandating a
procedure for escalation when unresolved discrepancies are identified, and moving the
timing for the random selection until after the initial vote count is reported on Election Day.

Vermont

Vermont’s law permits, but does not require, the Secretary of State to order a “random post
election audit of any polling place election results . . . within 30 days of the election.”""’
According to the Secretary of State, certification is required within seven days.'”' Therefore
audits likely will be conducted after certification. Audits were conducted in 2008'"** and
2010 (for which election an audit of 2% of the polling places using optical scan machines
was conducted),"” and an audit is planned for November 2012.'* The Town Clerks
surveyed reported various practices. One reported that audits also “are not required but
encouraged” and that “[w]e do conduct audits.”'"® The other two reported that they do not
conduct audits.'”™ We appreciate the voluntary audits when they occur, but because
Vermont’s law is not a mandate, it automatically receives a needs improvement.

Virginia

Virginia receives a score of inadequate because it does not have a law requiring audits.
However, it is important to give the Commonwealth credit for enacting, in 2008, a statute
allowing for a pilot program for audits of optical scan tabulators."””” The audit pilot, using
various sampling schemes including an adjustable percentage based on margin, was only to
be conducted in an election in which the margin between the top two candidates for each
office on the ballot exceeded 10 percent, and it was to be conducted only after the results of
the election had been certified and have no impact on the election results."” An audit took
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place in 2009.""” No legislation to institute audits has been adopted since this pilot program,
although having audits has been recommended by the State Audit and Review Comm’n."”
A DRE county surveyed for this report indicated that because it only uses one optical
scanner, in a precinct specifically designated to process absentee ballots, it did not participate
in the audit.'”!

We recommend that Virginia enact an audit requirement into law at least with respect to all
paper ballot systems used in the state. We also recommend that the law require that routine
random audits be conducted regularly regardless of the margin of victory, and to take place
prior to certification of any results.

Washington

Washington’s audit law was written with DREs equipped with VVPAT printers in mind,;
since it was passed, all of the state has transitioned to centrally counted vote-by-mail
ballots.'” Although the audit statute was not updated to reflect that as of the end of
2011, according to the Secretary of State, political party observers or the county auditor
may select up to three precincts or six batches of ballots to hand count with respect to a
contest for office or issue, and the results of the hand count are compared to the machine
count totals.'”™ All of the counties surveyed either confirmed'” or indicated generally'"
that this reflects actual practice. We recommend that Washington update its statute, rated as
needs improvement, to support its change in voting systems and consider moving toward
risk-limiting audits.

West Virginia

West Virginia is rated good. The State has had a law requiring audits since 2005.'"” West
Virginia has auditable systems statewide.'”” When manually counted ballots in a randomly
selected precinct differ by more than one percent from the machine count or results in a
different winning candidate or question, the discrepancies are disclosed to the public and all
of the ballots are manually counted.'””

The counties surveyed reported differing practices with respect to audits. One DRE county
confirmed that a 1% discrepancy triggers a 100% manual audit, and also reported that
notwithstanding the law, “paper counties still have to audit a percentage of precincts.”""*’
One of the optical scan counties surveyed also confirmed the trigger requirement, and added
that the county “does a hand counted audit during the canvass of approximately 10% of the
total (two precincts).”'™" The other optical scan county only confirmed the “[f]ecounts are
done on request.”'"*

Wisconsin

Wisconsin’s law, rated generally good, does not require that the audit be conducted after
every election — just every general election.'”” However, the state did proactively seek
voluntary audits for the 2008 primary elections.'”** The Government Accountability Board
audit manual provides that audits must be conducted no later than two weeks after the
county board of canvassers certifies the election results, but also that “[t|he county board of
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canvassers may conduct the audit as part of its canvass proceedings,”'"* which implies that

audits might be (but are not required to be) completed before results are certified. However,
according to the Government Accountability Board, “[aJudits take place following state
certification,”'”*" and two of the counties surveyed confirmed this.'”*” Audits conducted after
certification are not timely.

Wyoming

In 2010, Wyoming enacted an audit law requiring county clerks to conduct what they term a
“random audit” by processing a “preaudited group of test ballots” on five percent of the
automated tabulating machines in the county, but not less than one machine, within 30 days
of any election in which the tabulating equipment was used.'™* In particular, the audit rules
provide that “the post election audit shall not be performed on the official election cards
used in the election unless: (A) [a]nother set of election cards is not available; and (B) [t]he
election has been certified by the County and the State Canvassing Board; and (C) [n]o legal
actions are pending against the election.”™ This more closely resembles post-election
testing (correlating to pre-election “logic and accuracy” testing using a known test deck of
ballots, but carried out after the election rather than before). It is not a vote-tabulation audit
requirement because it does not require actual ballots to be used or compared to actual
electronic tallies from the election. Even under the limited circumstances where that is
allowed, it is conducted too late to be of value in ensuring that the certified result was
correct. We appreciate that Wyoming conducts post-election testing of this kind; for the
purposes of this ranking it receives an inadequate unless actual voted ballots are used as a
check on the reported totals.

COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS 129



V. BALLOT ACCOUNTING AND RECONCILIATION

As discussed above, we have recommended that all states use paper ballot voting systems. If
and to the extent that they do not, they should require paper emergency ballots to be used
promptly when voting machines fail. We also recommended that states require voter-
marked paper ballots from all absentee voters including UOCAVA voters. Further, we have
recommended that states conduct routine random audits of all electronic tallies (whether
from DREs or optical scanners) using all of the paper ballots or voter verifiable paper
records available, including military and overseas ballots. All of these measures are critical to
the accuracy and integrity of the election results, and in particular, to ensuring that the
electronic tallies corresponding to the underlying paper ballots are correct.

However, good ballot accounting and reconciliation practices are also required to help
ensure that votes have not been “dropped,” or lost, or added as a result of a software failure
ot human error.

To be clear, ballot reconciliation practices are not a substitute for a voter-verifiable, auditable
system that is being robustly audited. Ballot accounting and reconciliation will not
necessarily allow a jurisdiction to discover if particular votes have been misread or
misrecorded. For example, if a software or programming error causes a voting machine to
count a vote for Thomas Jefferson when the voter chose John Adams, ballot accounting and
reconciliation would not discover that. Put another way, ballot accounting and reconciliation
allows us to determine if all votes were counted, but it will not necessarily let us know if
those votes were counted correctly. Moreover, even where good ballot accounting and
reconciliation lets us know that certain votes have gone uncounted, such knowledge will not
necessarily allow us to find the uncounted votes.

However, with new, complex voting systems and memory card uploading procedures, it is
easier than it should be to lose votes and even count some votes more than once. Ballot
accounting and reconciliation practices help ensure that the number of ballots cast matches
the number of voters who have voted, that no votes are lost, and that no votes are counted
more than once. Jurisdictions can catch the kinds of errors that resulted in incorrect totals in
several past elections by checking the number of people who have signed in at the polls
against totals reported by the voting machines; double-checking that all absentee votes are
counted and that every machine’s total is included in the statewide tally; and accounting for
all used and unused ballots.

As we mentioned in the Paper Ballots for Military and Overseas Voters section of the
Report (Section III), the re-making of ballots may introduce errors. Jurisdictions may
remake electronically-transmitted UOCAVA ballots (whether the electronic transmission
was outgoing or incoming or both), to enable them to be counted by optical scanners.
Jurisdictions may also remake domestic optical scan ballots if the optical scanner cannot read
a particular ballot, or if the ballots are damaged in the mail or at the polling place, or if the
voter made markings outside of the designated areas. The survey distributed to election
officials did not include a question on this specific practice, but the authors determined over
the course of preparing the Report that the practice is widespread.
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Although states generally provide safeguards for the process (such as requiring bi-partisan
teams to remake the ballots, and/or requiring preservation of the original ballots), a ballot
remade by election officials is no more “voter-verified” than a digital record stored inside a
voting machine. The paper ballot marked by the voter is tangible evidence — the only
tangible evidence of voter intent verified by the voter him or herself — and it should be
treated with that level of gravitas. And although voters do not “mark” VVPAT print-outs, if
they verify them, then the VVPAT print-out is the only tangible evidence of voter intent
verified by the voter. If the intent of the voter can be discerned at all from the damaged or
improperly marked paper ballot, or from a damaged VVPAT print-out, then the vote should
be manually counted on the basis of that determination, without substituting the original
ballot.

Election Day problems in both primary and general elections have served as a stark reminder
of the importance of good ballot accounting and reconciliation, before and after, the polls
have closed:

* In Ohio’s March 2008 primary, votes in at least 11 counties were lost due to a
software flaw.'”™ According to the Secretary of State, “[e]lections workers discovered
the missing votes, but not until many hours later.”'”" In August 2008, Premier voting
systems, formerly known as Diebold, acknowledged that programming error. When
multiple memory cards containing votes from individual machines were uploaded at
the same time to a central location, not all votes were uploaded.'”™ This example
highlights the importance of good memory card reconciliation procedures for orderly
election night reporting.

* In contrast, in the 2008 general election in Northampton County, Pennsylvania,
election officials discovered that the county’s paperless DREs were not allowing
voters who chose a straight-party ticket to see a review screen to confirm their
vote.'” After both Democratic and Republican parties filed complaints, a local
judge ordered the county to tally the votes directly from the machines’ memory
cards, and then impound the machines for further investigation.'™ While
impounding the memory cards was an important ballot reconciliation practice, there
was no way, however, to verify the election results. Memory cards are not
independent voter verifiable records of the votes cast. They only contain the data

that the voting machine software (correctly or incorrectly) recorded on them.

* Good ballot accounting and reconciliation procedures can still sometimes provide
an important tool when paperless DREs are used. During a March 2009 school
board election in Fairfax County, Virginia, election officials discovered that while a
total of 707 votes had been cast, one of the two machines in the precinct contained
348 votes, but the second machine contained 724 votes.'”> After officials examined
the roll of tape inside, they determined that only 359 votes had been cast on it, and
were able to release the election results.'”® Even though the results were entirely
software-dependent, the question concerning how many voters voted and how
many ballots were cast was able to be resolved.
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Even when paper ballots are used by voters, good ballot accounting and
reconciliation are still critical. Although Florida now uses optical scanners statewide,
its audits do not take place until after results are certified. Florida has experienced
numerous irregularities with electronic tallies, all of which required ballot accounting
and reconciliation procedures to resolve. In June 2008 in a special election for West
Palm Beach City Commission, 697 votes from three precincts (14 percent of the
ballots cast) were not counted on election night. During testing, memory cards had
been run through the system twice so when actual results were entered on election
night the system filed them in a file election officials did not know to look for; in
August 2008 in a Palm Beach County judicial primary, two voting machines counted
the same number of ballots and produced different answers, and 3,500 ballots at
least temporarily “disappeared”; that same month in the presidential primary in
Indian River County, 10,000 votes were counted twice when more than one voting
machine tried to transmit results through the same modem; and in March 2012 in
Wellington Village, results were swapped among three races, causing two village
council seat losers to be declared winners.'"’

Software failures, programming errors, damaged memory cards, and lost ballots have caused
votes to be miscounted in American elections. However, there are concrete steps that can
be taken to make sure that mistakes or foul play do not result in incorrect vote tallies. This
includes checking and reconciling backup information in the form of tapes printed from
machines, poll books and precinct totals. All jurisdictions should be using these ballot
accounting and reconciliation practices to make sure that mistakes or foul play do not result
in incorrect vote tallies.

With the contributions of election officials, election administration experts and computer
scientists, and as set forth in the 2008 version of this Report, the Brennan Center developed
a “Checklist for Best Ballot Accounting and Reconciliation Practices.” We recommend that
states adhere to it. The checklist is printed on the next two pages.
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BEST PRACTICES CHECKLIST FOR BALLOT ACCOUNTING AND
RECONCILIATION

At the polling place:

Account for all ballots, votes, and voters

Before the polls open:

O

Count and record the total number and type (e.g, regular, emergency, provisional) of
blank ballots received by the polling place. If multiple styles of ballots are used, each
style should be accounted for separately.

O Print a “zero tape” from each machine that shows that all counters ate zeroed.

O Check all ballot boxes, including those for optical scanners, to make sure they are
empty.

After the polls close:

O Count and record the total number of votes cast as shown on the summary tapes
printed from voting machines at the close of polls, and retain these all ballots and
summary tapes (eg., voter-marked paper ballots, voter-verifiable paper records, and
vote total tapes).

O If using optical scanners, check auxiliary bins to make sure they contain no voted
ballots that have not been counted.

O Count and record the total number of provisional ballots cast.

O Count and record the total number of spoiled ballots.

O Count and record the total number of unused ballots. If multiple styles of ballots are
used, each style should be accounted for separately.

O If using touch screen DREs, count and record the total number of emergency paper
ballots issued.

L] If applicable, count and record the total number of hand-delivered absentee ballots.
Count and record the total number of voters who signed in at the polling place.
Account for voters who voted provisionally separately from voters who voted on a
standard ballot.

O If possible, count and record the number of voters who signed in but left the polling
place without voting.

O Post copies of paper records of vote totals logged on each machine at the polling

place. If possible, include numbers of abstentions and overvotes in each race.
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Reconcile vote and ballot totals and address discrepancies at the polling place

0 Compare the total number of votes cast to the total number of voters who signed in.
Resolve and explain any discrepancies.

O For both regular and emergency paper ballots, compatre the number of voted,
spoiled and unused paper ballots with the number of ballots sent to the polling
place. Resolve and explain and address any discrepancies.

O Compare digital vote tallies from voting machines to vote total tapes. Notify county
and state officials of any discrepancies. If using optical scanners, flag ballots that
should be re-counted on the central tabulator.

O If your precinct has an “accumulator” that totals memory cards for each machine,
compare the total tapes from each machine to the total tapes from this accumulator.

O Seal, sign and return packages of used and unused ballots.

O Deliver official, sealed information packets containing all audit information (poll
books, paper ballots, voter verifiable paper trails, vote total tapes, provisional ballots,
emergency paper ballots, unused ballots and memory cards) to the central count
location.

At the county level:

134

Reconcile redundancies

O Review status reports from the electronic tally server to ensure that all memory cards
have been read.

O Compare electronic tally server totals to vote total tapes generated from each voting
machine.

O Account for additional ballots that might not be included in vote total tapes, such as
provisional ballots, emergency paper ballots, absentee and mail-in ballots, including

military and overseas ballots, and early voting ballots.

O Reconcile the total number of voters who signed in with the total number of votes
recorded in the county, and precinct tallies with county tallies.

O Re-check reconciliations performed at the polling places and investigate/resolve any
discrepancies.

Make all results public

O Publish results of ballot, machine total, and memory card reconciliations.

COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS



RATING THE STATES

States were given numerical scores from zero (does nothing) to five (the law requires all of
the major best practices) based on five areas of ballot reconciliation: (1) accounting for all
ballots and voters at the polling place; (2) comparing and reconciling (at the precinct level)
the number of votes cast with the number of voters who signed the poll books; (3)
reconciling at the county level precinct totals with county totals; (4) ensuring that all memory
cards have been loaded onto the tally server; and (5) making all results public. To the extent
that tally servers are used, as a security measure that protects the ballot accounting function,
no system or device upon which ballots are programmed or votes are cast or tabulated
should be connected to the Internet at any time. Each state’s score was based on how many
of the major best practices (from 0 to 5) the state required.

One point was given to states where best practices were codified in law, regulation, or policy.
States or counties that reported employing best practices only as a matter of practice were
given partial credit. Whole points were also given to states or counties that implemented
best practices without codifying them into law. In the case of item (1), partial credit was
given if, for example, election officials gathered and returned all polling place materials to the
county rather than accounting for them at the polling place first and then returning them. In
the case of item (2), partial credit was given if election officials reconciled the number of
votes cast to the number of votes at the county level rather than at the precinct level. Partial
credit was also deducted when a state required that the number of votes cast be reconciled
with the number of voters who signed in, but remedied discrepancies by removing ballots
randomly to make the numbers match, because that practice lends itself to ballot-box
stuffing. In the case of item (5), partial credit was deducted if officials published only the
election result but not any of the ballot accounting or reconciliation information. If a state’s
rating was between whole numbers due to the assignment of partial credit, the rating was
rounded up to the next whole number.

The numerical scores translate to the following ratings:

Inadequate — Any state that received a one or lower, meaning the state only required one of
the best practices.

Needs improvement — These states received a two or lower, because they required only
two of the best practices.

Generally good, but needs improvement in certain areas — The majority of states fall into
this category, and received this rating because they required three of the best practices.

Good — These states required four of the best practices.

Excellent — A state would have to require all five best practices, with a maximum of one
deduction of partial credit to receive an excellent rating.

Only Iowa, New Hampshire, North Dakota and Vermont received a rating of “excellent,” by
requiring all five of the ballot and vote accounting and reconciliation best practices
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summarized above. No state received a rating of “inadequate” because all states require or
implemented more than one of the accounting and reconciliation practices we recommend.

While we have rated practices based on legal and procedural requirements, we cannot know
for sure what states actually implement those practices uniformly and consistently. For
example, we rate Florida’s ballot reconciliation practices as “good” because its law and policy
are rigorous. However, as illustrated by the examples above, Florida’s ballot accounting and
reconciliation processes need improvement.

Ballot Accounting and Reconciliation

D Needs Improvement . Generally Good E] Good . Excellent
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Ballot Accounting and Reconciliation

Alabama Generally Good Montana Good

Alaska Good Nebraska Generally Good
Arizona Generally Good Nevada Good

Arkansas Good New Hampshire | Excellent
California Good New Jersey Needs Improvement
Colorado Generally Good New Mexico Generally Good
Connecticut Generally Good New York Generally Good
Delaware Generally Good North Carolina Good

D.C. Generally Good North Dakota Excellent

Florida Good Ohio Generally Good
Georgia Generally Good Oklahoma Generally Good
Hawaii Good Oregon Good

Idaho Good Pennsylvania Generally Good
Illinois Generally Good Rhode Island Generally Good
Indiana Good South Carolina Generally Good
Iowa Excellent South Dakota Needs Improvement
Kansas Good Tennessee Generally Good
Kentucky Good Texas Generally Good
Louisiana Generally Good Utah Needs Improvement
Maine Good Vermont Excellent
Maryland Generally Good Virginia Generally Good
Massachusetts Good Washington Good

Michigan Generally Good West Virginia Generally Good
Minnesota Good Wisconsin Generally Good
Mississippi Generally Good Wyoming Good

Missouri Generally Good
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STATE PRACTICES IN DETAIL
Alabama

Alabama uses optical scan systems statewide. Alabama’s ballot reconciliation procedures are
generally good but need improvement in specific areas.

Account for all ballots, votes, and voters at the polling place

At the close of polls, election officials lock tabulating equipment and print five copies of the
vote totals for each candidate or question.'”® Officials then record the polling place, date,
tabulator serial number, the value of the public counter showing the total number of ballots
cast, and the names of the candidates and questions voted on.'”” Officials then sign and
certify a statement of the number of votes for each office and certify the poll list before
sealing all elections records and delivering them to the sheriff."®’ The Secretary of State, ™'
and all of the counties surveyed also confirmed the foregoing.> However, two counties
reported that they might print more than five copies of the required documents.'**’

Reconcile vote and ballot totals and address discrepancies at the polling place

While both poll lists and the total number of votes cast must be recorded and certified in the
precinct count, Alabama law does not explicitly require the number of votes to be reconciled
with the number of people who signed in at the polling place. The Secretary of State
confirmed our assessment,'”* but all three counties surveyed reported that they do actually
reconcile the number of votes cast to the number of voters who signed in.'""” One county
reported that, in addition to doing the comparison, election officials “have a ballot
accounting certificate that they fill out to make sure the remaining unused ballots and
signatures, and spoiled ballots [all] add up.”'"* Another county noted that the comparison is
done at the precinct level, and reported that election officials “take the number that actually
voted and compare that to the number on the machine” and also “check the number of
ballots used against the number of people signed in.”'""" The third county reported that
election officials make the comparison “whether the law says so or not” and that election
officials “make sure we balance all of the numbers;” in general discrepancies are minor but if
the reconciliation was off “by a significant amount we would investigate further.”'**® While
Alabama’s practices are excellent, reconciling the number of votes cast to the number of
voters at the polling place is a fundamental element of the ballot reconciliation process. We
recommend that Alabama enact laws mandating that election officials reconcile the number
of voters with the number of ballots cast at each polling place.

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

Alabama’s canvassing board is required to meet after an election to make a statement of the
vote totals for the county based on the returns from each precinct. '*” However, Alabama
law offers little detail on the practices of the canvassing board. One county surveyed
reported that it employs many of the best practices for ballot reconciliation, including
comparing the number of votes cast against the number of voters who signed in at the polls,
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and comparing precinct totals with composite totals; it also tallys the spoiled, unused, and
undervoted or overvoted ballot totals and compares those numbers against the total number
of ballots sent to each precinct."””” Another county reported that it conducts the same
reconciliations, but does not specifically account for undervotes.'””! The third county
reported that “[a]ll the canvassing board does is total the numbers from each precinct. They
don’t re-verify the number of people that sign in” because election officials “do all of that
the night of the election from the precinct.””” While some of these practices are
commendable, standardized reconciliation procedures are essential to a fair election; We
recommend legally mandating reconciliations both of ballot and vote totals and of precinct
totals against composite totals.

With respect to memory card reconciliation, the Secretary of State reported that, as required
by law, “all the data cards come back [from the counties] to a central location and [are]
uploaded to” a server in the Secretary of State’s office.'”” All of the counties surveyed
confirmed that they upload their memory cards on election night."””* One county added that
the election night uploading requirement was implemented last year, and that it was one of
the “test” counties for the system and had been uploading memory cards for several
years."”” Another county added that, after the memory cards are uploaded, election officials
“cut a disc and send that to the Secretary of State” then “the numbers are compared to the
printout from the precinct.”'"”

Make all results public

Poll inspectors post election results outside the polling place”” and at the county
courthouse.'”” The Secretary of State confirmed that election officials “post one copy of the
results at the polling place, then at the central location [typically the courthouse “or other
public area with more space”] and that they print out a report and make that available.”'"”
All of the counties surveyed confirmed posting results at the precinct,'™ two also confirmed
posting them on their websites,'”' and one added that “[a]nyone is welcome to come into
the courtroom where the totals are displayed and updated on a screen.”'""

Recommendation: Alabama requires two of the best practices summarized above. Its
precinct-level ballot accounting procedures appear to be limited to gathering and returning
election materials to the central office and its publication requirement appears to be limited
to results posting. Alabama conducts the other three best practices in practice. Therefore,
Alabama’s ballot reconciliation procedures are generally good but need improvement in
specific areas. While the state has good procedures in place for making results public, and its
counties independently reconcile ballots in a satisfactory manner, we recommend that
Alabama enhance its ballot accounting procedures at the polling place level, and codify
additional best practices for ballot reconciliation. Specifically, we recommend requiring a
reconciliation of the number of voters with the number of ballots cast at each polling place,
requiring a reconciliation of precinct-level totals with composite county totals, and enacting
rigorous memory card reconciliation procedures. In addition, we recommend that Alabama
expand its publication requirements to include ballot reconciliation information.
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Alaska

Alaska uses optical scan voting systems as the standard polling place equipment statewide.
Alaska’s ballot reconciliation procedures are good.

Account for all ballots, votes, and voters at the polling place

After the polls close, “the election boards end voting on any voting equipment, print and
sign two copies of the election results for sending, along with the voted ballots (including the
voter-verifiable record from touch screen units) and memory card used in the voting unit, to
the State Ballot Review Board.”'" Where optical scanners are used, election officials
transmit results “via phone line/modem to the central tabulator” and “[i]f for some reason
they are unable to transmit in this manner, the results tape and memory card are taken to the
regional election office or called in and manually entered into the central tabulator if the
regional office cannot get the memory card to upload.”""

Each precinct election board then completes a ballot statement indicating the number of
official ballots received; number of ballots voted; number of spoiled ballots; and number of
unused or destroyed ballots."” The election board records these totals and reports any
discrepancies on an election certificate.'”™ This certified tally and all “cast” ballots are sent to
the state elections division director in separate sealed packages.'”” A copy of the certificate
is also sent to the regional elections supervisor.'"™

“As part of the ballot statement, the election board also records the number of voters
signing the precinct register, the number of questioned ballots voted (which is compared to
the number of voters that signed the questioned voting register) and number of special
needs ballots issued and voted.”'"™ In addition, the election board “records the ballot stub
numbers for used ballots, which in turn allows the division to determine the stub numbers of
the unused ballots. Once the ballot statement is complete, the election board workers sign
the certificate included on the statement,” and, as noted above transmit it to the State Ballot
Review Board."”"

Reconcile vote and ballot totals and address discrepancies at the polling place

The above-referenced ballot statement “includes a reconciliation of the number of ballots
issued (includes the number of voters who signed the register, and the number of questioned
and special needs ballots) to the total number of ballots used (including the number of touch
screen ballots),” and is completed by election officials in the polling place.'”" “If there are
any discrepancies between the number of ballots issued and the number of ballots used, the
precinct election board must provide an explanation on the ballot statement.”'””? Under
Alaska law, however, “it is the responsibility of the State Ballot Review Board to review and
compare the number of voters in each precinct with the number of ballots cast.”'"”’
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Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

Elections are conducted entirely under the supervision of the director of the state division of
elections,'”™ who appoints a bi-partisan state ballot counting review board that reviews all
tallies conducted by precinct elections boards.'” The board reviews the precinct registers,
vote tallies (including results from each optical scan and DRE memory card), and regular,
absentee, and questioned ballots for discrepancies.'” Any changes are certified and
published on the elections division’s website.'”” The ballot counting review board conducts
a ballot counting review'* and upon completion of this review, the director certifies the
election.'””

The elections division also reports that it “routinely reviews status reports on election night
and throughout the state ballot review for memory card uploads” from both optical scan
machines and DREs to ensure that all memory cards are read.'”

Making results public

Vote tallies and changes resulting from the director’s review are posted to the elections
division’s website.""" In addition, “any poll watcher or observer in the polling place can
obtain a copy of the individual precinct results from the precinct election board.”"'"?

Recommendation: Alaska requires three of the best practices summarized above, reviews
precinct tallies at the state level, and reconciles memory cards in practice, therefore Alaska’s
ballot reconciliation procedures are good. We recommend that Alaska enhance procedures
to reconcile precinct totals with composite totals, and enact rigorous procedures to account
for and reconcile memory cards.
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Arizona

Arizona uses optical scan voting systems statewide as the standard polling place equipment.
Arizona’s ballot reconciliation procedures are generally good but need improvement in
specific areas.

Account for all ballots, votes, and voters at the polling place

As soon as the polls close “and the last ballot has been deposited in the ballot box, the
election board or the tally board shall immediately count the votes cast” and continue
“without adjournment” until the count is completed.""” The election judge compares the
number of votes cast as indicated by the poll list to the number of provisional ballots cast
and the number of ballots cast or votes recorded on each voting machine.''™* Officials then
tally valid votes and identify invalid ballots.'"” There is no legal provision for invalid or
unused ballots to be tallied and recorded at the precinct level. After the votes are tallied,
election officials seal ballots and sign the tally list.""" Poll workers then deliver the tally list,
poll list, and voted ballots to county election officials.'"”” In precincts that rely on central
tabulation, poll workers deliver a report of the number of voters who have voted, as
indicated on the poll list, and the ballot box itself to the central counting location."” This
practice allows for vote loss or manipulation, Thus, we recommend tallying «/ ballots,
including spoiled and unused ballots, at the polling place.

Reconcile vote and ballot totals and address discrepancies at the polling place

The first required step in the Arizona canvass is a comparison at the precinct of the number
of voters who signed the poll list to the number of ballots cast or votes recorded on each
voting machine."” One of the counties surveyed confirmed that it reconciles ballots cast
with provisional and spoiled ballots, as described above, but clarified that poll workers do
not “resolve problems with the numbers. They only fill out the precinct ballot report.”'"”
Another similarly confirmed that reconciliation are conducted through the use of a “polling
place report,” which “entails reconciling ballots received, and voters arriving at the polls,
compared to the count on the machines and provisional ballots.”''"" The respondent for
that county also reported that instructions for reconciling discrepancies are included in poll
worker training, but when discrepancies are discovered, “I tell them to call me.”"'"* An
official from a third county reported that it is the county that “reconciles [the] number of
voters at precincts,” that discrepancies are checked for at the polls, and only “[i]f they can’t
figure it [out]” is the discrepancy referred to the county for resolution.''"

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

Arizona law is vague about the elements of the canvass at the county level, mandating only
that an additional canvass shall be made by “opening the returns” from each precinct.'"'* If
there appears to be a discrepancy in a precinct, the county will call upon precinct officials to
re-tally the votes.''"” The requires that a detailed canvass statement be completed.''' The
statement must include the number of ballots cast and rejected in each precinct and in the
county, and the number of votes by precinct and county received by each candidate or
proposal.''”
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One county reported that, in addition to reviewing the precinct reports as described above,
“[tlhere is an overall accounting of what happened in the polling places,” which includes a
record of any machine failures and how ballots were handled.''"® Another county reported
that “polling place tabulation [reports are] checked against the canvass report,” which is
completed at the county level, and that in resolving any discrepancies discovered, the county
officials will contact the poll workers from the precinct in question and ask for additional
information."""” A third county official reported that “the county reconciles number of
voters at precincts” by “reconcil[ing] the number of ballots given out with the [optical scan]
or DRE counts,” and that if discrepancies referred to the county for resolution cannot be
resolved by the “receiving board,” they are resolved by a “snag board.”"'*’

While these counties’ efforts are good practices, we recommend that best practices for ballot
accounting and reconciliation at the county level be mandated by state law.

Make all results public

Arizona law requires one copy of the certificate of election containing the number of ballots
cast, number of ballots rejected, and number of votes for each candidate or question to be
posted outside each polling place.'”" Officially, counties using automatic vote tabulating
equipment are exempted from this requirement, although precinct officials must mail a copy
of the abstract in with their returns and the copy must be made public upon receipt.''* We
could discern no legitimate reason for uneven requirements for precinct-based public
disclosure of canvass results across different voting systems, particularly because Arizona
uses automatic tabulators statewide.

One of the counties surveyed reported that “[a]fter the last ballot is cast, all of the
information is received [by the county] via a telephone modem from the polling places, and
posted on the [County] website via the election night reporting system,” starting at 8:00 p.m.
on election night."'” Another county reported that results are made public by “the state’s
election night reporting on the web,” and “on the city website,” and that the county also
sends results to small jurisdictions and those jurisdictions release them to the public.'** A
third county reported that results are posted “within 24 hours” by the Secretary of State.''”’

Recommendation: Arizona requires three of the best practices summarized above. It may
not be enforcing one of them (election officials do not necessarily reconcile votes to voters
at the polling place). There are no explicit requirements for reconciling precinct and county
totals, or reconciling memory cards. Therefore, Arizona’s ballot reconciliation procedures
are generally good but need improvement in specific areas. We recommend that Arizona
enhance its polling place ballot accounting requirements. We also recommend that best
practices for reconciling the number of votes to the number of voters at the polling place,
and for ballot and memory card accounting and reconciliation at the county level be
mandated by state law.
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Arkansas

Arkansas uses a combination of optical scanners, VVPAT-equipped DREs and, in three
counties, DREs without VVPAT as the standard polling place equipment. Arkansas’ ballot
reconciliation procedures are good.

Account for all ballots, votes, and voters at the polling place

After the polls close, local election officials total and record the number of voters on the poll
list,"** then “total the number of voters on the list-of-voters form and certify and attest the
fOfl’l’l.”1127

In precincts where optical scanners are used, election officials then “compare the total
number of voters indicated by the electronic vote tabulating device with the list of voters to
ensure that the number recorded by the tabulator is the same as the number of voters shown
on the list of voters; ... [i|f the totals are different, this fact shall be reported in writing to
the county board of election commissioners with the reasons, if known.”"'* Both of the
DRE counties surveyed confirmed that they also conduct this reconciliation,"” and one
added that “[t]he totals on the back of the machines are compared with the number of
people signed in on the list at the end of the night.”""*

Poll workers then count write-in votes, and prepare a return of the votes.'””" If ballots are
counted at the precinct, officials examine over-voted ballots and attempt to determine the
voter’s intent.'** After the initial tally at the polls, local election officials deliver a copy of the
tally sheets and a copy of the certificate of election to the county clerk. ' They deliver
another copy of the certificate of election and the tally sheets to the county board of election
commissioners.**  Officials then seal ballots, keeping voted and unused ballots separate,
and deliver them to the county board of election commissioners.''” If ballots are to be
counted centrally, poll workers place them in a sealed container and deliver them to the
county board of election commissioners along with all unused, void and defective ballots.'"*

In precincts that use DREs, officials produce and deliver tally sheets and a certificate of
elections in the manner described above,'”” remove the activation pack or device from each
machine,''” and then publicly expose “the count from each voting machine to all poll
workers and designated watchers for the candidates or parties.”""” Officials must print three
copies of the return records.""* One of the copies is posted on the wall of the polling
station for public viewing.''"! The remaining two copies are returned, with the activation
packs, to the county board of election commissioners for canvassing.''**

Reconcile vote and ballot totals and address discrepancies at the polling place

In precincts using tabulators, election officials compare the number of voters indicated by
each machine with the list of voters.'* Officials must report any discrepancies.''** Oddly no
such comparison is officially required when other voting systems are used. But both of the
DRE counties surveyed confirmed that they conduct this reconciliation in practice.''* We
recommend adopting mandatory voter and ballot reconciliation procedures for all voting
systems.
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Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

For precincts using DREs, the county board of election commissioners compiles totals from
all activation packs and compares precinct officials’ certified paper return records to
countywide electronic records.''** This involves both memory card reconciliation and
reconciling precinct totals with county totals. Where optical scanners are used, the “return
printed by the electronic vote tabulating device, to which has been added the return of write-
in, early, and absentee votes, shall constitute the official return of each polling site.”!'"’

The law requires that before certifying the official results, county officials prepare: a report
listing the number of people who voted in the election, number of eatly votes cast, number
of votes cast on Election Day, number of absentee ballots cast, number of regular ballots
cast on Election Day, number of provisional ballots counted and disqualified for each
method of voting, the number of spoiled ballots, number of unused ballots, and the total
number of ballots printed."'* Both of the counties surveyed confirmed that the law was
being carried out in their counties.'*

The county board of election commissioners transmits the certified results for each polling
place to the county clerk who immediately transmits the results to the Secretary of State via
an Internet website interface provided by the Secretary of State.'™ The Secretary of State
may require additional election materials to be submitted with the certified results."””" The
county board of election commissioners then ascertains the election results from the
certificates and ballots received from several precincts and certifies the results to the
Secretary of State.''*

Making results public

Where optical scanners are used, “[tlhe counting of votes by electronic vote tabulating
devices at the courthouse or other central counting location shall be open to the public,” and
“apon completion of the count, the returns shall be open to the public.”"'>> Where DREs are
used, a copy of each machine’s return record is posted on the wall of the polling site.'"*
Arkansas also posts all results by polling place on its website.'"*’

Recommendation: Arkansas requires three of the four best practices summarized above,
and requires a fourth (reconciling the number of votes to the number of voters at the polling
place) where automatic tabulators are used; that reconciliation is conducted in practice where
DREs are used. Therefore, Arkansas’ ballot reconciliation procedures are good. We
recommend that Arkansas enhance its precinct-level ballot accounting procedures, adopt
mandatory voter and ballot reconciliation procedures for all voting systems, and enhance its
publication requirements to include canvass reports and ballot reconciliations in addition to
results posting.
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California

California uses optical scanners as the standard polling place equipment in all but two
counties, which use VVPAT-equipped DREs. California’s ballot reconciliation procedures
are good.

Account for all ballots, votes, and voters at the polling place

Immediately upon the closing of the polls and before any voted ballots are taken from of the
ballot containers, a precinct board member is required publicly to “to render the unused
ballots unusable” by marking them with an “X”, cutting or tearing them, placing them in a
sealed container, or recycling them.'"™® Before the ballot count commences, election officials
count the number of ballots cast and compare it to the number of signatures on the voter
roster.”” Any discrepancies are noted and accounted for.'™ The precinct board is also
required to “account for the ballots delivered to them by returning a sufficient number of
unused ballots to make up, when added to the number of official ballots cast and the
number of spoiled and canceled ballots returned, the number of ballots given to them.”!"”

All of the counties surveyed reported using a standardized form to account for all ballots.''*’

Ballots may be tallied in the precincts using an automatic tabulator.''® Where central count

optical scanners are used, officials separate spoiled, voided, provisional and absentee ballots
and send them to the central counting center.''”® DRE counties account for ballots using the
standardized form described above,"'” VVPATs must be used to resolve any discrepancies
discovered between the machine count and the manual count during the semifinal official
canvass."'®"  Vote-by-mail (Absentee) ballots may be mailed to county election officials or
dropped off at the polling place on Election Day."'” “Vote-by-mail ballots and mail ballot
precinct ballots returned to the elections office and to the polls on Election Day that are not
included in the semifinal official canvass phase of the election shall be processed and
counted during the official canvass.”!'®

Votes cast by mail and at the polling place are tabulated by precinct.''” All valid write-in
votes are required to be tabulated and certified on forms provided for that purpose, and to
be added to the results of the count of the ballots at the counting place and included in the
official returns for the precinct.''”

Reconcile vote and ballot totals and address discrepancies at the polling place

Precinct officials are required to compare the number of votes cast to signatures on the
voting roster and address any discrepancies.''” Poll workers must also reconcile the number
of voted, spoiled, canceled, provisional and unused ballots with the number of ballots
delivered to the polling place."”

Reconciling precinct totals to county totals, and reconcile memory cards at the
county level

Immediately upon the close of the polls, officials conduct a “semifinal official canvass” in
which they tally the number of valid votes cast for each candidate and/or proposition.'”
During the official canvass that commences after Election Day, election officials reconcile
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the number of signatures on the roster with the number of ballots recorded.'” If a
discrepancy is discovered, officials will reconcile ballots and signatures for each polling place
within their jurisdiction.'” Officials also reconcile the number of counted, spoiled, canceled,
invalidated or overvoted and other ballots with the number of votes recorded by the vote
counting system, including the number of provisional or by-mail ballots." ™

The counties surveyed reported varying practices with respect to reconciliation of memory
card and totals tapes. One County reported that it “run[s] a precinct report towards [the]
end of [the] night and looks for anomalies on the electronic side, and that it “compar|es]
results tapes from precinct scanners to memory cards uploaded to the tally servers.”''”
Another county reported similarly that after the memory cards are removed from the
machines, they are “tallied on the server,” and that “[t]ape totals are compared with the
memory card totals, and memory card totals are compared to the tally server.”''” San Mateo
County reported that memory card and vote total reconciliation is conducted during the
official canvas period.'"”

Make all results public

After ascertaining or receiving precinct results, county officials must make results available to
the public.'"”® After the official canvass, the election officials must announce and post the
results, along with write-in and paper ballot totals, outside the counting place.'"”

The Secretary of State’s office reported that “[w]here voting equipment is used to record and
tabulate vote results in a polling location, upon close of the polls, the poll workers are
required to print and sign a copy of the accumulated voted results and post it outside the
polling location.”""™ All of the counties surveyed confirmed that they post totals tapes at the
polling place.'”®" Humboldt County clarified that signed copy of the tape is sent back to the
clections office and that, to protect the privacy of the poll workers, the unsigned tape is
posted at the polling place.'™

Recommendation: California requires three of the best practices summarized above and
conducts a fourth in practice. Therefore California’s ballot reconciliation procedures are
good. The state has good measures in place for accounting for all ballots and voters and for
reconciling the number of votes to the number of voters at the polling place. In addition,
and election officials reconcile memory cards in practice, although it is not required by law.
We recommend that the state enact explicit requirements for reconciling precinct totals with
county totals, and for reconciling memory cards at the county level. In addition, if the
canvass report published does not include ballot accounting and reconciliation information,
we recommend that such publication be required.
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Colorado

Colorado uses a combination of optical scanners, mixed optical scan and DREs with
VVPAT, and VVPAT-equipped DREs statewide, except for one county which uses mixed
optical scan and paperless DREs, and one county which uses paperless DREs. Colorado’s
ballot reconciliation procedures are generally good but need improvement in specific areas.

Account for all ballots, votes, and voters at the polling place

According to the Secretary of State’s office, “Colorado allows local control on specific
reconciliation processes and as such, counties are authorized to utilize processes best suited
for their election and counting methods.”"'® Where paper ballot optical scan voting systems
are used, election judges prepare a return “showing the number of eligible electors, as
indicated by the poll book, who have voted in the precinct, the number of official ballots or
ballot cards received, and the number of spoiled and unused ballots or ballot cards
returned.”'"™ Election judges then fill out an election certificate and place the ballots in a
sealed box for delivery to a central counting location.''™ Returns are also printed by optical
scanners. Write-in votes are added to that total, and the returns are then certified by election
officials."® 1In precincts using electronic voting machines that do not use paper ballots,
election judges print totals tapes from the machines.'"*’

In all precincts and at central counting centers, election judges count all votes and prepare a
certificate for each precinct listing the number of votes for each candidate or question, along
with the total number of ballots received, the number of spoiled and unused ballots, and the
number of unofficial or substitute ballots."®™ This statement is returned to county election
officials with all ballots, poll books, paper totals tapes and accounting forms.'"*’

Reconcile vote and ballot totals and address discrepancies at the polling place

At the polling place, all ballots must be accounted for, and the number of voters who signed
in on the poll books must be noted."”™ Colorado also conducts a thorough accounting of
each type of ballot at the polling place.'”

Reconciling precinct totals to county totals, and reconcile memory cards at the
county level

The county canvassing board reconciles the number of ballots cast with the number of
ballots counted. The Secretary of State’s office clarified that this process includes tabulating
“all of the sign-ins and comparfing] that number to all of the votes cast.”''” If any
discrepancies are discovered, the canvassing board requires a signed explanation from local
elections judges.'"” The practice of reconciling precinct totals with composite county totals
is not required by law. We recommend legally mandating the practice of comparing precinct
and composite totals.

The counties surveyed reported various ballot accounting and reconciliation practices.
However, the county all indicated that the reconciliation process is handled at the county
level. One reported that the county “run[s| a canvass a week after [the election],” and that
judges compare and reconcile the paper trail to the computer tally.'"™ Another county
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reported that the process of reconciling votes cast to voters is done by hand count,'” and a

third county reported that the process is handled by a canvassing board with one democrat,
one republican and one unaffiliated member.'"”

The counties surveyed also reported varying practices with respect to accounting for and
reconciling memory cards. One county reported that memory cards are deployed to the
polling places and sealed with log sheets, that the memory cards stay in the equipment after
the election, and that the tally and the total number of votes are then “double checked.”""”’
Another reported that election judges are required to “sign off” on the memory cards and
supplies they receive back from the polling place.""” A third county reported that it does not
use memory cards.'"”’

Making results public

At all polling places, election judges are required to prepare abstracts of the vote count and
post them in a manner that makes them visible from outside the polling place.”™ In
addition, “official results are made publicly available after canvass activities have concluded”
and “[tlhe majority of Colorado counties also post unofficial results on their webpages after
polls close.”""

Recommendation: Colorado requires two of the best practices, although its publication
requirements appear to be limited to posting results; Colorado also reconciles the number of
votes cast with the number of voters, although at the county level. Colorado conducts a
fourth best practice although it is not legally required. Therefore, Colorado’s ballot
reconciliation procedures are generally good but need improvement in specific areas. While
the state performs extremely well in ballot and vote accounting at the precinct level, and
reconciles memory cards in practice, we recommend that Colorado legally mandate the
practice of reconciling the number of votes to the number of voters at the polling place and
reconciling precinct and composite totals at the county level. We also recommend that
Colorado adopt clearly defined and uniform memory card reconciliation procedures. Finally,
we recommend that Colorado enhance its publication requirements to include ballot
reconciliation information.
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Connecticut

Connecticut uses optical scan systems statewide as the standard polling place equipment.
Connecticut’s ballot reconciliation procedures are generally good but need improvement in
specific areas.

Account for all ballots, votes, and voters at the polling place

Immediately after the close of the polls, official checkers give the “moderator,” who
oversees canvassing in each town, a certificate listing the total number of eligible voters and
the total number of voters who are marked as having voted.”™” “Ballot clerks” for each
location tally the number of spoiled and unused ballots, and return a report of this tally,
along with the total number of ballots received by the precinct, to the municipal clerk.'™”
Over-voted ballots are not tallied as to the over-voted contest. Instead, they are tallied “to
the extent they can be,” and “[i]f the voter wishes to start over with a new ballot, then the
over-voted one will be spoiled;” over-voted ballots are then returned along with spoiled and
unused ballots."””* Ballots that cannot be read by the tabulator are hand-counted.”” All
other totals are read off of ballot scanner counters — or totals tapes if applicable — publicly
announced and manually recorded by poll workers.””” The moderator then completes a
return showing the total number of votes cast, the number of votes for each candidate or
question, the number of write-in votes and (if any) the number of absentee votes.””” Poll
workers remove the results report from each tabulator and attach it to the moderator’s

1208
return.

Reconcile vote and ballot totals and address discrepancies at the polling place

While Connecticut law requires that the moderator’s return of votes and the poll lists to be
sealed together with tabulators at the end of election night,”™” the law does not explicitly
require the number of votes and the number of voters to be compared. The moderator’s
return includes ballots counted by the tabulator and ballots counted by hand.'”” The
Secretary of State’s office reports that the moderator’s return does include a comparison
between the number of individuals checked as having voted on the poll list and the number
of votes recorded on optical scanners, but that these numbers would not be expected to
agree.””!" The total votes cast as recorded by the optical scanner does not include votes cast
on the accessible voting system, and absentee voters are checked off on the polling lists even
if their ballots are counted centrally; therefore, they would not be found at the polls.”*"
Reconciliation of ballots cast to voters recorded as having voted is crucial. We thus
recommend that such a reconciliation, be explicitly required by law.

One of the election officials surveyed reported that “when the polls close, they do a
comparison by looking at a hard copy list showing names of people crossed off who checked
in, and were given a ballot,” and then “at the end of the night, we compare the final ending
number of the ballots that went through, plus the number of ballots read at the polls by
hand, to come up with a total number of ballots cast,” including provisionals."”” All of the
information is then recorded on the moderators return; the return includes the “number of
ballots [sent] through the scanner, the number hand counted, [and] the number checked off
as having gone through the check-in line . . . . If there are more ballots cast than people, that
is flagged for the Secretary of the State to pull the report and do further investigation.”'*"
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Another election official confirmed the moderator’s return procedures, and added that it
includes 11 distinct accounting and reconciliation forms.'””® A third reported that election
officials “print up our list prior to the election, then we check off the absentee voters from
the list. . . . When we get everything back [from the polls], all voters have been checked off
of the list at the polling place, including the absentee ballots.”'*!¢

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

Elections in Connecticut are conducted at the municipal level. According to the elections
code, moderators deliver to the Secretary of State tabulators, the moderator’s return with a
tally of the votes, and a certified list of the total number of registered voters checked as

having voted directly.””'” Tabulators are returned to the Registrar of Voters and poll lists are
filed with the Town Clerk."*"

The election officials surveyed all reported that, in practice, the procedure is somewhat
different. One reported that the moderator’s return and related materials are first sent to the
Registrar’s office, where election officials “go over everything [and] check moderators
returns,” and that then “those numbers go into the head moderator’s report and that goes to
Secretary of State.”"*"” Another official reported that the Registrar’s office may help with the
transmission of returns, but that it is the responsibility of the moderator to send them to the
Secretary of State.'” A third reported that a “head moderator” oversees and reviews all of
the work of the other moderators, and that the head moderator then sends the completed
returns to the Secretary of State.'”!

Within three days of an election, in the event of a discrepancy in the returns of any voting
district, the moderator must order a re-canvassing of the votes of the district.'””> While town
clerks are required to furnish the state with vote totals broken down by voting district and
account for all discrepancies, this report is not required until 21 days after an election.'””
One of the election officials surveyed confirmed the timing set forth above.'”* Another
reported that the process may be shorter than 21 days.”” A third reported that “[t]his
information is sent over the next day.”'** Reconciliations of totals reported by each precinct
are crucially important We thus recommend formally mandating that such a comparison
take place as a part of the official canvass.

Making results public

One copy of the results report printed from each tabulator is to be posted at the polling
place for public inspection.'”’ The moderator must also publicly announce the election
results at each polling place'™ and in each municipality.'” All moderators’ returns and poll
lists “are filed locally, with the Town Clerk, so that they are readily available, and located in
the same town as, the people voting at that election.”'*”

The election officials surveyed reported varying practices. One reported that a copy of the
results tapes is available at the Registrar’s office and that the moderator’s return is available
at the Town Clerk’s office.”'”' Another reported that election officials post both the “zero
tape” from the opening of the polls and the results tape from the closing of the polls at the
polling place on election night."”” The third confirmed that the summary above is correct
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and added that “[tjhe moderator’s returns and poll lists are filed locally and available for
public inspection 10 days after the election.”'*”

Recommendation: Connecticut requires two of the best practices and conducts a third,
although it is not required by law. Therefore, Connecticut’s ballot reconciliation procedures
are generally good, but need improvement in specific areas. While the state has good
procedures in place for accounting for ballots and voters at the polling place, reconciles the
number of votes to the number of voters at the polling place in practice, and requires
publication of results, a number of crucial reconciliation practices are not mandated by law.
We recommend explicitly requiring precincts to compare the number of ballots cast with the
number voter signed in at the polling place, and requiring municipal officials to reconcile
precinct and composite totals. We also recommend that Connecticut reconcile any memory
cards used.
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Delaware

Delaware uses paperless DREs statewide as the standard polling place equipment.
Delaware’s ballot accounting and reconciliation procedures are generally good but need
improvement in specific areas.

Account for all ballots, votes, and voters at the polling place

At the close of the polls, election inspectors verify that each voting machine has been
deactivated, and record the protective counter number from each voting machine on to the
voting machine certificate.'** All of the counties surveyed confirmed that they perform this
function.'” Then, election officials print total tapes from all machines.'”** Officials remove
memory cartridges, place them in a sealed envelope, and deliver them to a central count
location.'”” Officials at the polling place sign each total tape'™® and set one copy aside for
delivery to the Department of Elections.'”” The elections inspector then reads the votes cast
for each candidate aloud.™ Those votes are tallied by two clerks."”*' The clerks compare and
reconcile their tallies before delivering the original totals tapes used in the tally to the
Prothonotary.”* Election officials then seal the printers and the voting machines'** and
deliver paper tapes from each machine, poll lists, registration books, voter signature cards,
tally sheets and all other election materials to the county.'***

Reconcile vote and ballot totals and address discrepancies at the polling place

Poll workers at the precinct level are not required to reconcile the number of votes recorded
with the number of voters who signed poll books.”* The counties surveyed reported
varying practices on this subject. One reported that both the poll workers and county
officials reconcile the number of votes to the number of voters who signed in.”*** The other
two reported that poll workers do not conduct that reconciliation. Instead, it is conducted at
the county level as part of the superior court canvassing process described below.'”’ We
recommend reconciling the number of voters with the number of votes at the polling place.

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county superior court convenes and acts as a canvassing board, examining precinct
results and calculating the composite county totals for each candidate or question.””* The
county canvassing board reconciles all election documents delivered to them by the
precincts; When these documents do not agree, they examine voting machines, conduct a
recount, and/or correct any errors as appropriate, including fraud.'**

Election officials compare paper tapes from each machine to the tally server to reconcile
precinct totals with composite totals and to ensure that each memory card is recorded.”””
All of the counties confirmed conducting both of these reconciliations,”" and reported
similar practices. Two of the counties surveyed confirmed that the central counting system
is programmed so that it will know if memory cards were issued but not read (it “doesn’t
report unless all precincts are read”),"”” and will not upload a memory card more than once
(“[t]he reader doesn’t work on a cartridge if it has already been read”).'*’
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Make results public

Delaware law requires election results to be made public.'””* All certificates, poll lists, oaths,
voter signature cards, tally sheets and other records are public records are filed in the
department of elections for one year.” While there are no specific provisions requiring
posting of any ballot accounting information publicly, voting machine totals tapes printouts
are posted to an outside window in each polling place.” We recommend also making the
results of the county superior courts’ reconciliations public.

Recommendation: Delaware requires three of the best practices., although it conducts
more ballot accounting at the county level than at the precinct level, and its publication
requirements appear to be limited to posting results. One county also reported reconciling
the number of votes to the number of voters. Therefore Delaware’s ballot reconciliation
procedures are generally good, but need improvement in specific areas. While the state has
good procedures in place for, reconciling precinct results with county level results, and
reconciling memory cards, we recommend that the state enhance its ballot accounting
procedures at the polling place and enact provisions requiring election officials to reconcile
the number of votes cast to the number of voters at the polling place. In addition, it is
crucial that the results of these county level reconciliations be made public. While we
commend jurisdictions that post results tapes despite the lack of a statutory requirement to
do so, we recommend that the state enact requirements mandating that the results of the
county superior courts’ reconciliations also be publicized.
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District of Columbia

The District of Columbia uses optical scanners district-wide as the standard polling place
equipment. The District of Columbia’s ballot reconciliation procedures are generally good
but need improvement in specific areas.

Account for all ballots, votes, and voters at the polling place

After the close of the polls, poll workers scan all of the ballots at the precinct,’” including
all emergency ballots and ballots deposited in and auxiliary bin.””® An election official
surveyed for the report confirmed this process.'” Officials then secure all ballots in transfer
cases to be sent to a Counting Center.”” They then produce vote totals tapes from the
optical scanner'*" and record the reading from the tabulating system’s public counter on the
totals tape.'””* Poll workers then seal the totals tapes and the tabulator’s memory card'**> and
deliver all materials to the District’s Central Count location.””" Final tabulation is conducted
at the Counting Center.'*”

For the DRE used at each precinct, a totals tape “is printed out and verified”"** by
referencing the public counter number and voter sign-ins."*’” Poll workers then place “the
DRE’s tabulation cartridge into a transfer case which shall be sealed with a signed certificate
for delivery to the Counting Center.”**”

In either case, poll workers are required to prepare a report indicating, among other things,
the number of votes cast and the number of voters who signed in."*”

Reconcile vote and ballot totals and address discrepancies at the polling place

After precinct tabulation, and before ballots are sent to the Central Count location, the
precinct captain must account for the number of voted, spoiled and unused ballots, along
with the number of ballots issued to the precinct.'””’ Officials, while required to record the
number on the public counter on the totals tapes as noted above, are not, however, required
to reconcile the number of ballots cast with the number of voters signed in at the precinct
level. An election official surveyed confirmed both of these practices.'””! While this
reconciliation is conducted at the Counting Center,'”’” we recommend that the practice of
reconciling voters with ballots also be adopted at the polling place.

According to the D.C. Board of Elections and Ethics, “[pJoll workers also write down
information and must explain discrepancies,” using “a captain’s notebook, or diary . . . to
record anything that happened during the day.”'*” In addition, “ballot accounting forms are
used by the [Board] to research discrepancies” and the Board will “ask poll workers to
explain them.”'*"

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The District of Columbia does not have counties, and all reconciliation occurs at the
Counting Center. At the Counting Center, the Board of Elections and Ethics uploads the
data from the memory cards to post unofficial results on the website, and then prepares a
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print-out of the results for the office."*” Officials must then generate a report of the ballot

tallies by precinct, by groups of precincts and District-wide.'”” Officials then calculate vote
totals for each candidate or question by precinct and District-wide'””" and create a
consolidated report of vote totals by precinct.'”” After all ballots are tallied, but before
election results are certified, election officials account for all ballots and votes.'””

During this accounting, officials must compare and reconcile ballots and voters across six
categories. For each precinct, (1) “the sum of the number of ballots issued to the voters, less
the number of spoiled ballots, should equal the total number of ballots cast in the
precinct;”*™ (2) “the sum of the number of cards issued to voters and exchanged for ballots,
plus the number of special ballots, should equal the total number of voters” who signed
in'*! (this is done at the precinct and at the Counting Center);"** and (3) “upon completion
of the Election Day count and exclusive of special and absentee ballots, the sum of the
number of polling place ballots counted plus the number of special ballots cast should equal
the totals” from (1) and (2).” For the entire election, (4) “the sum of the number of
absentee ballots issued to voters electronically, by mail, in person, by affidavit (emergency),
spoiled absentee ballots, plus the number of absentee ballots remaining unused, should equal
the total number of absentee ballots;”'*** and (5) “the sum of the number of absentee ballots
cast, absentee ballots spoiled, and absentee ballots not returned, should equal the total
number of absentee ballots issued to voters.”'*  Finally, for every “Single-Member District,
the total number of Single-Member District ballots cast should equal the sum of the ballots
cast in each precinct servicing that Single-Member District.”'**

The District of Columbia also has a system for reconciling memory cards, whether from
optical scanners or DREs. On Election Day, drivers retrieve voting machines, which must
be signed in and out of the central facility; “[c]hain of custody is logged” and “[memory]
cards are pulled and sent to the counting room [where| the card readers are [and] which is
open for public viewing. The person in the counting room signs for them. The cards or
cartridges are read, and the totals are updated by precinct until all 143 precincts are
accounted for. If/when they are short any memory catds, [the system] knows where those
memory cards were assigned so [election officials] know where to look.”"*"’

Make all results public

As soon as the polls close and results are tabulated, poll workers are to post election results
(which the Board of Elections and Ethics reports are the tapes printed from the voting
machines)” “in a conspicuous place that can be seen from the outside of the polling
place.”® The Board of Elections publishes the certified results of each election in the D.C.

B : . 1290
register and, as soon as memory cards are uploaded, on its website.

Recommendation: The District of Columbia requires four of the best practices, although
most of its ballot accounting at the precinct level involves gathering and returning materials
to the central level and its publication requirements appear to be limited to results posting.
Therefore the District of Columbia’s ballot reconciliation procedures are generally good but
need improvement in specific areas. While the district performs extremely well in reconciling
ballots centrally and reconciling precinct totals with composite totals, we recommend that
the practice of reconciling voters with ballots be adopted at the polling place. We also
recommend that the District of Columbia enact rigorous requirements for reconciliation of
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any memory cards. In addition, we recommend that the District of Columbia expand its
publication requirements to include ballot reconciliation information.
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Florida

Florida uses optical scanners statewide as the standard polling place equipment, and
paperless DREs for disability access in 64 of 67 counties. Florida’s ballot reconciliation
procedures are good.

Account for all ballots, votes, and voters at the polling place

When voting devices have been locked after the election, poll workers tally the number of
voted, spoiled, unused and provisional ballots to make sure that these tallies add up to the
number of ballots issued to the precinct.'””" Poll workers then compare the number of votes
against the total number of ballots cast, and the number of provisional ballots cast against
provisional voters signed in.'”* All of the counties surveyed confirmed this practice.'*”

Reconcile vote and ballot totals and address discrepancies at the polling place

If there is a discrepancy between the number of voted, spoiled, unused, and provisional
ballots and the total number of ballots received by the precinct, poll workers must report (in
writing) the discrepancy to the canvassing board.'” If there is a discrepancy between the
number of voters who signed in and the number of ballots cast, poll workers must conduct a
recount; if a discrepancy remains, poll workers must report in writing the discrepancy to the
canvassing board. '*”

One of the counties surveyed reported that it is “very rare” that the number of ballots does
not agree with the number of voters."” Two of the counties surveyed reported that although
they sometimes find discrepancies, typically, the result is only off by one or two votes.'*”
One of those added that in a recent election, “[o]f 48 locations, 47 were correct, and the 47"
was only off by one vote.”'””® When discrepancies are found, that county “ask([s] the poll
workers to reconcile. If they can’t, we bring in all records to the county office.”*”

Reconciling precinct totals to county totals, and reconcile memory cards at the
county level

The county canvassing board reviews returns provided by inspectors in each precinct.”” If
there are omissions or obvious errors, the county canvassing board should order a
retabulation.””' The canvassing board also examines the tabulation of the ballots cast against
the voting machine’s returns. If there is any discrepancy, the ballots are assumed to be
correct.” If the county canvassing board determines that the unofficial returns contain a
counting error in which the vote tabulation system failed to count votes that were propetly
marked, the board will either correct the error and retabulate the affected ballots or request
that the Department of State verify the tabulation software.”” The state has no official
policy regarding procedures to ensure that all memory cards are loaded onto the tally
server.  However, all of the counties surveyed confirmed that carry out such
procedures.”  One of them explained the county’s procedure as follows: “[t]he election
management software keeps a permanent log of which cards are created and which ones are .

. uploaded,” then the county’s “3-member canvassing board verifies that all memory cards
are tallied and all votes are accounted for. . . . The canvassing [board] does not submit final
official results until this has been completed.”"*"
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While these practices are commendable, we recommend implementing a memory card
reconciliation policy at the state level.

Immediately after certifying the election results, the county canvassing board files a return
with the Department of State certifying that it has compared the number of ballots cast with
the number of voters in each precinct.””’At the same time, the canvassing board must
furnish a report to the Division of Elections that includes any malfunctions or problems
involving software and equipment, ballots, staffing, or any other element of the election
procedures.”

Making results public

The results of the vote for each candidate or question are posted at the polls as the ballot
count is completed.”” The post-election report of the county canvassing board is also
available to the public.”"’

Recommendation: Florida requires three of the best practices and conducts a fourth in
practice. ‘Therefore Florida’s ballot reconciliation procedures are good. The state has
excellent procedures in place for ballot, vote, and voter accounting at the polling place, and
for reconciling the number of votes to the number of voters at the polling place. In
addition, results are posted at the polling places and the canvassing board report is also
public. Even though counties report taking steps to account for all machine and tabulator
memory cards, we recommend that Florida mandate that precinct totals be reconciled with
composite totals at the county level. We also recommend that Florida implement a memory
card reconciliation policy at the state level.
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Georgia

Georgia uses paperless DREs statewide as the standard polling place equipment. Georgia’s
ballot reconciliation procedures are generally good but need improvement in specific areas.

Account for all ballots, votes, and voters at the polling place

After closing the polls and locking voting machines, the precinct manager prints the paper
results tape from each DRE.”!" The manager then, using such system as has been
established by the Secretary of State, transmits results to the county tabulating center via
modem"'? and removes the memory card from each voting machine.”"” The manager then
completes a “ballot recap form,” which shows the number of valid, spoiled and invalid,
provisional and unused ballots used at the polling place.””* The manager collects the zero
tape, results tape and memory card for each machine and seals these materials into an
envelope or container for delivery to the county tabulating center.”” At the tabulating
center, the elections superintendent downloads the results from each memory card to the
tally server (referred to as the election management system)."”'¢

Reconcile vote and ballot totals and address discrepancies at the polling place

Before tallying votes, poll workers “verify that the number of ballots cast as recorded on the
tape matches the public count number as displayed on the DRE unit.””'" Poll workers are
also required to compare the number on the public counter with the number of voters who
signed in. If the numbers are not identical, the poll officers are required to document the
discrepancy and any corrective action taken.””®  Poll workers are also required to complete
the “ballot recap form” described above."”"”

All of the counties surveyed reported comparing the number of votes cast to the number of
voters in the poll book."” Two added that the comparison is conducted throughout the day
on Election Day."””" One of those counties reported that if the numbers don’t match, “[w]e
get an explanation from the poll manager about what happened.” Two counties reported
that voter certificates or cards issued to voters upon entering the polls are also reconciled
against tallies and poll books, as an additional cross check.'*

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

Before the superintendent of elections computes the vote for any precinct, the
superintendent compares the number of votes cast with the number of individuals registered
in the precinct, and the number of people who voted in the precinct.”” If the
superintendent finds that the number of ballots exceeds the number of voters, “such excess
shall be deemed a discrepancy and palpable error and shall be investigated by the
superintendent; and no votes shall be recorded from such precinct until an investigation shall
be had.”"”** The Superintendent may also summon the relevant poll officers to appear
immediately with their election documents and examine them. The examination “may, if the
superintendent deems it necessary, include a recount or recanvass of the votes of that
precinct and a report of the facts of the case to the district attorney where such action
appears to be warranted.”"**’
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In addition, election officials compare the numbers shown on the voting machines’
protective counter before the polls opened with the number on the protective counters after
the polls close.” If any discrepancies are noted, the superintendent must stop tabulating
returns until discrepancies are resolved to her satisfaction.'””” Returns of the votes for each
candidate must also be compared. If voting machines are equipped to print paper proof
sheets, officials must compare return sheets to voting machine proof sheet totals."”” If any
discrepancies are discovered, the superintendent shall examine all of the return sheets, proof
sheets, and other papers in her possession relating to the same precinct; the returns “shall be
corrected so as to correspond with such proof sheets in the absence of allegation of specific
fraud or error proved to the satisfaction of the superintendent.”"*”’

There are no provisions in Georgia’s statutes or regulations regarding memory card
reconciliation. However, all of the counties surveyed confirmed that memory card
reconciliation procedures exist."”” One county reported that “[t]he exact number of memory
cards for each machine in the precinct is matched against the reconciliation reports/recap
reports.””' Another county reported that “[t|he GEM tabulation system has a memory card
verification report. A red error sign shows if the card has not been read. Further, the
numbers from the DRE recap reports (on which poll workers record counter numbers) are
compared to the numbers from the GEMS. Additionally, the unit (machine) results tapes are
compared to the GEMS precinct report.”*” We recommend that Georgia codify rigorous
procedures for verifying that all memory cards have been properly loaded onto the tally
server before certifying the results of any election.

Make all results public

Upon completion, copies of election returns and DRE tape printouts are required to be
posted outside each polling place."”” The counties surveyed reported varying practices of
publishing results. One county reported that machine tapes are posted at each precinct” and
that “results are also [available] at the courthouse,” but that results are not posted on the
website.'””* Another county reported that the tabulation process is open to the public,
including the tabulation of absentee ballots, and that election officials “print out combined
totals, but can provide precinct breakdown[s]” when requested.”” The third county
confirmed posting results tapes, and also reported posting results on the county website in
real time, as soon as they are uploaded."”

Recommendation: Georgia requires three of the best practices described above, although
its publication requirements appear to be limited to results posting. Georgia conducts a
third in practice, therefore Georgia’s ballot reconciliation procedures are generally good but
need improvement in specific areas. The state has good procedures in place for basic
precinct and county level accounting and reconciliations, and reconciles memory cards in
practice. However, the lack of rigorous statewide memory card reconciliation procedures in a
state that relies entirely on DREs makes it possible that errors and anomalies will not be
discovered. We recommend that Georgia enact rigorous provisions requiring that election
officials reconcile precinct totals to county totals. We also recommend that Georgia review
status reports from the electronic tally server, and compare voting machine totals tapes to
tally server totals to ensure that all memory cards have been read. In addition, we
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recommend that Georgia expand its publication requirements to include ballot reconciliation
information.
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Hawaii

Hawnaii uses optical scan voting systems statewide as the standard polling place equipment.
Hawnii’s ballot accounting and reconciliation procedures are good.

Account for all ballots, votes, and voters at the polling place

In precincts where prompt tabulation at the polling place is necessary because of distance
from the counting center, officials may tabulate the votes at the polling place.””” Poll
workers must gather all records and supplies and return them to the proper county
official.”™ One of the counties surveyed reported that it has no outlying precincts.”” In
precincts where ballots are centrally counted using automatic tabulators, officials must take
sealed ballot boxes to the central counting center.”*’ The above-referenced county reported
that election officials wait until they receive all of the sealed ballot boxes before they begin
tabulation."*!

At the counting center, officials in a receiving team forward ballots to the inspection
team,"** poll books to the poll book audit team,"** and spoiled ballots to the counting center
manager.”* The ballot inspection team cleans the ballots along the perforated edge and
inspects them, separating those that cannot be machine-counted."”® The ballot preparation
team conducts a final inspection of ballots before tabulation.'”** All valid ballots are read and
counted by a computer™’ and sent to storage teams to be logged and sealed."™* All
defective ballots are replaced by duplicate ballots which are verified and then read and
counted by the computer along with the valid ballots."”* Defective ballots are logged and

1350
sealed.

Counting center officials also receive and sign for ballots that were counted at each polling
place and transfer these ballots to the storage team area.”” Uncounted ballots, poll books,
memory catds, zero reports and spoiled ballots are all forwarded to the proper officials."*>
Officials prepare and process memory cards'* and count all valid ballots by computer.'***

Reconcile vote and ballot totals and address discrepancies at the polling place

The chief election officer or clerk at each central counting center audits the poll books to
verify the ballots received from each precinct.”” The poll book audit team counts the
number of signatures in each poll book and compares the number with the precinct turnout
logged on the computer to determine overages and underages.'”

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

Upon receiving election materials from precinct officials, the chief election officer, clerk, or
g p b bl 5
designated representative must compare the number of ballots returned and the information
g p p . . . .
recorded on the results of votes cast form with the ballot inventory and certification form
. . . . 1357 . ry .

and investigate any discrepancies. ' Then the county official reconciles tally sheet totals
d investigate any P y y

with individual tally marks and compares tally sheet totals to totals on the results of votes
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cast form and corrects any errors.”>® The county official must make a list of all precincts that
y p

showed overages or underages in the comparison of the number of ballots to the number of
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voters indicated in the poll books.”™ The chief election officer or the county clerk then
compiles, certifies and releases election results based on a comparison and reconciliation of
the results of the initial canvass: an audit of the poll books and the overage/underage report;
the results of a manual audit, the results of an absentee ballot reconciliation compiled by
election officials, and all logs, tally sheets and other documents."**’

With respect to memory card reconciliation, one county reported that “the memory cards
come back to the county still sealed in the devices. When they arrive, our team [verifies that]
the seals are intact and not tampered with, then they go into the counting room and break
the seals. We keep track of all of the precincts and memory cards on a board so that we
know what has come back. When the memory cards are uploaded to the software, the
software allows each card to be uploaded only once.”

Make all results public

When poll workers determine the total number of votes for each candidate or question, they
must make a public declaration of the total number of votes cast and the number of votes
for each candidate or question.”” The county list of all precincts in which ballot overages or
underages occurred must be kept on file as a public record.”” Hawaii law also requires
county officials to “release” election results based on the materials examined and reconciled
during the canvass."*

Recommendation: Hawaii requires three of the best practices, and conducts a fourth in
practice. Therefore Hawaii’s ballot reconciliation procedures are good. The state has good
ballot accounting procedures, some of which take place at central count locations. It also
requires the reconciliation of the number of votes cast to the number of voters at the polling
place, and publishes comprehensive results including ballot reconciliation information. In
addition it performs strongly in the county canvass, which explicitly requires a thorough
reconciliation of all totals and supporting documents, and memory cards are accounted for
and reconciled in practice. We recommend only that Hawaii enact requirements explicitly
mandating the reconciliation of precinct totals to composite totals. We also recommend that
Hawaii mandate rigorous procedures for the reconciliation of memory cards during the
canvass.
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Idaho

Idaho uses optical scan voting systems as the standard polling place equipment, except that
four counties use punch card voting systems and 15 counties hand count paper ballots.
Idaho’s ballot reconciliation procedures are good.

Account for all ballots, votes, and voters at the polling place

When the polls close, judges count the number of voters marked in the poll book as having
received a ballot'™" (whether in person or by absentee),"”” and all ballots cast,"”* including
absentee ballots that election officials deliver to the polls for tabulation.” Election officials
then tally the number of votes cast, recording the results on tally books for posting at the
polling place and delivery to the county clerk.” Election judges then seal the combination
election record and poll book, tally books, all ballot stubs, unused ballot books and other
supplies in a suitable container and deliver them to the county clerk's office."*”

In counties that send ballots to a central count location for tabulation, the ballots and other
elections materials are sealed and sent to the county without first being tallied.”” A county
that performs central counting confirmed this practice, adding that “[tlhe poll workers at
each precinct fill out an accounting page on the poll book to account for every ballot,” and
“list the number of ballots they started with, the number of ballots issued, and the number
of spoiled ballots.”””" Then they seal all of the ballots into a transfer case and deliver it to
the courthouse.””

Reconcile vote and ballot totals and address discrepancies at the polling place

Before counting the ballots at the polling place, poll workers compare the number of voted
and spoiled ballots to the number of voters marked as having received a ballot on the poll
lists."”” One of the precinct-count counties surveyed confirmed that this comparison is done
at the polling place.””™ Another county reported that it is the “county staff [who] check the
ballots against number of voters before sending these to be canvassed.””” The county that
performs central counting reported that, after the ballots are delivered to the courthouse as
described above, election officials “check that the number of ballots listed on the case
matches the number of voted ballots in the poll books,” then “run the voted ballot cards
through our counter and verify that the number counted matches the number in their poll
book and ballot transfer case.””” Election judges have the authority to take action to
reconcile any discrepancies, but they may not void any ballots cast.””” State election officials
also report that unused ballots are included in this reconciliation, and that the total number
voted, spoiled, and unused ballots must be reconciled with the number of ballots sent to
each precinct.”’™

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county board of canvassers examines precinct-by-precinct statements of the total
number of votes for each candidate or question, and certifies that the statement is true.”””
While all precinct counts are examined and verified at the county level, there are no statutory
requirements mandating reconciliation of vote or ballot totals at the county level. The

COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS 165



Secretary of State, however, requires the reconciling of the number of voters with the
number of votes cast, and reconciling precinct totals with composite totals.”™ The
importance of standardized reconciliation measures cannot be overstated; We recommend
comparing precinct totals to countywide totals and taking other measures to ensure that
every ballot sent to the precincts and every vote cast at the precincts are accounted for. All
of the counties surveyed for this report reported that the state does not use a state or local
tally server."'

Make all results public

Tallies of votes cast at each polling place are posted outside the polling site in the same form
that this information is transmitted to the county clerk."”” The Secretary of State’s office
reports that “[clounties also post unofficial results on their websites and submit unofficial
results to the Secretary of State for posting on the election night reporting page of the
Secretary’s website.”'”  All counties also reported releasing results to the media, or to the
public upon request, or posting results publicly."”**

Recommendation: Idaho requires three of the best practices, although its publication
requirements appear to be limited to results posting. In addition, it does not use a tally
server, making memory card reconciliation unnecessary. Therefore Idaho’s ballot
reconciliation procedures are good. The state has good procedures in place for ballot and
voter accounting at the precinct level, and the Secretary of State requires the reconciliation of
precinct totals to composite totals at the county level. Although election officials have the
authority to reconcile discrepancies at the precinct level, we recommend that Idaho explicitly
require them to reconcile the number of votes cast with the number of voters who signed in
at the polling place. We also recommend that Idaho take other measures to ensure that
every ballot sent to the precincts and every vote cast at the precincts is accounted for. In
addition, we recommend that Idaho expand its publication requirements to include ballot
reconciliation information.
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Illinois

Illinois uses optical scan voting systems statewide as the standard polling place equipment,
except that one county uses VVPAT-equipped DREs. Illinois’ ballot reconciliation
procedures are generally good but need improvement in specific areas.

Account for all ballots, votes, and voters at the polling place

Immediately upon the closing of the polls, poll workers, referred to as judges, count the
whole number of ballots cast before tallying the votes for each candidate or question and
record the results on their own tally sheets and certificates of results.”™ All spoiled, unused,
defective and duplicated ballots are separated, tallied, and sealed in their own envelope."™
According to the Board of Elections, election officials at every polling place must complete a
“Statement of Ballots” form, on which all ballots cast (regular and provisional) are accounted
for, and must equal the number given to voters at the polling place, and which “requires that
all voted ballots [be] reconciled” including “all spoiled, defective, damaged, excess, [and]
unused ballots.”" One county surveyed confirmed the foregoing."*

Whether precincts use optical scan or DRE voting machines as their primary system,
officials tabulate totals for all candidates and propositions, and print an "In-Precinct Totals
Report" from the automatic tabulating equipment for delivery to the election authority; in
addition, if requested, they also deliver these materials to other pollwatchers authorized to be
present for the counting of ballots.””™ Results are totaled and discrepancies between the
number of votes and voters are corrected immediately'™ or, where DREs are used, judges
shall “contact the offices of the election authority in charge of the election for further
instructions.””!

Where optical scanners are used, judges must then seal and sign bundles of counted and
spoiled, unused, or defective ballots and deliver them to county election officials."”” Where
DREs are used, the total number of absentee ballots is counted, and when so instructed by
the election authority, the judges “shall cause the tabulated returns to be transmitted
electronically to the offices of the election authority via modem or other electronic
medium.”"”

Reconcile vote and ballot totals and address discrepancies at the polling place
Most Illinois counties use optical scanners'”* and in those counties if the whole number of
ballots cast at a polling place exceeds the number of voters who received ballots (that is,
exceeds the number of “ballot applications””), “the ballots shall be replaced in the box,
and the box closed and well shaken and again opened and one of the judges shall publicly
draw out so many ballots unopened as shall be equal to such excess.”"”” The excess ballots
must be marked as such and cannot be counted, though their existence must be recorded in
the certificate of results.””’ In other words, the number of ballots counted will be equal to
“the number of the ballots agreeing with the poll lists”"* (that is, “equal to the number of
voters on the ballot applications”™”) but exactly which ballots are counted will be left to
random chance. Because this practice lends itself to ballot box stuffing, it is unsatisfactory as
a reconciliation measure. We recommend outlawing this practice. The respondent for one
county surveyed reported that having “an excess of votes in the ballot box . . . has never

COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS 167



happened in the fifteen years she's been involved with elections, nor in the one and a half
pp Y )
years she's been clerk.”"*"

As noted above, where DREs are used, if the number of votes cast on the machine does not
equal the number of voters, judges shall “contact the offices of the election authority in
charge of the election for further instructions.”*""

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county clerk canvasses the results from each precinct and develops a county canvass'*”
and an abstract of the votes, which she reports to the State Board of Elections.'*"”

According to the election code, where optical scanners are used, county election officials
receive ballots at a central count location, where they reconcile the number of ballots
delivered with the number of voters who voted in the precinct, before delivering them to the
automatic tabulator.'** Officials note any discrepancies between the number of ballots and
the number of voters.""” According to the Board of Elections, “[i]n Illinois only early vote
ballots, absentee ballots and provisional ballots are tabulated centrally.”*"

Where DREs are used, “[w]henever a discrepancy exists during the canvass of votes between
the unofficial results and the certificate of results, or . . . between the certificate of results
and the set of totals reflected on the certificate of results, the ballots for that precinct shall be
audited to correct the return.”'*”” The code distinguishes ‘ballots” from the “permanent
paper records” printed by DREs. In addition, there are no standardized procedures for
comparing precinct totals to composite totals, nor for reconciling memory cards used with
those loaded onto the tally sever where applicable.*” One county surveyed reported that
“the totals are broken down by precinct and they are reconciled with the county totals” and
that “[m]emory cards also get reconciled,” and that the county carries out all reconciliation
procedures required by the Board of Elections.'""”  We recommend reconciling precinct
totals with composite totals and ensuring that all memory cards are properly loaded onto the
tally server.
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Make all results public

Whether optical scanners or DREs are used, one copy of the "In-Precinct Totals Report”
described above must be printed and posted in a conspicuous location inside the polling
place."""  In addition, “a reasonable number of pollwatchers shall be admitted to the
counting location.”'*? Precincts report the result of their canvass to the county clerk, who
is obligated by law to post the results in a public place.'*” In addition, election judges “shall
provide, if requested, a set [of reports] for each authorized poll watcher or other official
authorized to be present in the polling place to observe the counting of ballots” and
“sufficient time shall be provided by the judges of election to the poll watchers to allow
them to copy information from the copy which has been posted.”'*"* In addition, “[t]he
computer operator's log and canvass shall be available for public inspection in the office of
the election authority for a period of 60 days following the proclamation of election
results.”'*” One county surveyed reported that it posts results at the polling place, and also
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publishes vote broken down by candidate, a statement of votes cast; a “card cast report” and
an election summary report.' !¢

Recommendation: Illinois requires three of the best practices. However, while it requires a
reconciliation of the number of votes cast to the number of voters at the polling place, it
resolves discrepancies by removing excess ballots at random where optical scanners are used.
We recommend that Illinois outlaw that practice, and establish a similar prohibition where
DREs are used. Illinois conducts a fourth best practice although the law does not require it.
Therefore, Illinois’ canvassing procedures are generally good but need improvement in
specific areas. While the state has good procedures for accounting for all ballots at the
polling place, and for publishing results, and to some extent, reconciling memory cards, we
recommend that Illinois enact rigorous requirements mandating that election officials
reconcile precinct totals with composite totals and adopt procedures to ensure that all
memory cards are propetly loaded onto the tally server.
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Indiana

Indiana uses paperless DREs and paperless DREs combined with optical scanners statewide
as the standard polling place equipment, except that six counties use only optical scanners.
Indiana’s ballot reconciliation procedures are good.

Account for all ballots, votes, and voters at the polling place

Indiana law provides detailed procedures for the counting of ballots generally,'*'” including
procedures for hand counting paper ballots. '** An optical scan county surveyed reported
that the ballots “are read/counted through the machine but then counted by hand to make
sure it matches up.”'*"”

In precincts that use optical scanners, after marking devices have been secured against
further voting, election officials first “open the ballot box and count the number of ballot
cards . . . to determine whether the number of cards cast exceeds the number of voters
shown on the poll lists,” then reconcile discrepancies as set forth below.'*’ In jurisdictions
that are equipped to tabulate ballots in the precinct, the board processes all ballot cards
through the tabulating machine, certifies the total shown by the tabulating system,'**! and
delivers a copy of the certified totals, the sealed ballot box, and all unused, uncounted, and
defective ballots and returns to the circuit court clerk."”* Otherwise, election officials place
all of the voted ballots into a sealed container and deliver it, along with all unused,
uncounted, and defective cards and returns, to the central counting location."*” Then, the
counting of ballots begins immediately and continues until completed and certified totals are
issued and delivered to the circuit court clerk."*  The county that uses optical scanners
confirmed that, and added that “[tlhey run the tapes at the polling place and return the
results to the court house, where they enter the results into the computer.”'**

In precincts where DREs are used, after the machines have been secured against further
voting, election officials print a paper copy of the vote totals, then “announce in a distinct
tone of voice that the printouts are available for inspection by the members of the precinct
election board and any watchers present within the polls;” such members and watchers may
then “inspect and copy the printouts to document the votes cast for . . . each candidate . . .
and . . . each public question.”'** When all votes have been counted, the precinct election
board prepares a certificate stating the number of votes for each candidate or question, and
attaches it to the printout.””” Both of the DRE counties surveyed confirmed the
foregoing,"*® and one of them added that “[w]e have a certificate of the machine tally that
says [what] the “seal number was” [and that it] had this many votes on it, etc. That is put in
the same envelope as the tally tapes.”*”’

Whether precincts use ballot cards or DREs, election officials must also deliver copies of the
certificate and list of voters to the county elections board by midnight on Election Day; if
there was a failure of the voting system, then all certificates, lists of voters and tally papers
must be delivered as soon as possible.'™ All of the counties surveyed confirmed this
practice’™' One county that uses optical scanners clarified that it had never had a machine
failure."”” One of the counties that uses DREs reported that election officials “are usually
finished by nine o'clock p.m.”"**® The other reported that they are usually “done by 8:30”
and clarified that “[a]ll of our results are brought back to the judicial building here.”"**

170 COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS



Reconcile vote and ballot totals and address discrepancies at the polling place

Where ballot cards are used, the first step of the canvass at the precinct level requires the
inspector to count the number of ballot cards to determine whether the number of cards
cast exceeds the number of voters shown on the poll lists.'*” If there is a discrepancy, it
must be reported in writing to the appropriate election officer, “together with the reasons
for the discrepancy, if known.”'*

The Indiana code does not include the same requirement for precincts where DREs are
used, but, as noted above, election officials in DRE precincts are required to deliver a
certified list of voters to the county election board by midnight on Election Day. One of the
counties that uses DREs reported that “Clerks count signatures on the poll list, and compare
it to ballots cast.”'*” Another county that uses DREs reported that election officials “get the
machine total and count signatures to make sure it matches.”**

Indiana law also provides that: “[b]allot card voting systems must rely on the retention of
ballots as a redundant means of verifying or auditing election results” and that electronic
voting systems “must incorporate multiple memories;” that voting systems must record the
date and time of “normal and abnormal events” and must “detect and record significant
events,” including “time-dependent or programmed events that occur without the
intervention of the voter or a polling place operator;” and that audit records “must reflect all
of the idiosyncrasies of a system.”"*”

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county election board carefully examines and compares the certificates, poll lists, and
tally sheets and ageregates the vote for its jurisdiction based on totals furnished by each
y. 144() g.g g . ] . . . y
precinct.  Counties are not required by law to reconcile precinct totals with county totals,
but both of the DRE counties confirmed conducting both of the foregoing procedures.'**!
: g gomng p
One added that “[o]ur results come in on a card,” then those are loaded into the system and
> y
absentee ballots are added, then results are “matched up with the precinct totals through the
system.”'**?  We recommend reconciling precinct totals to composite totals during the

county canvass.

With respect to memory card reconciliation procedures, one of the counties that uses DREs
reported that “[c|ards are assigned by precinct” and that “when the memory cards come
back, they are checked against what was sent out.”'*” The other county that uses DREs
reported that memory cards are tracked both by the system and manually. That county
added that “our system actually logs [the memory cards] and we mark them off as they come
in. Let’s say precinct 1 has 3 machines with memory cards and only 2 come back, the system
flags that and at the end of the night we need to get the missing memory card.”"*** We
recommend adopting universal standards for memory card reconciliation Indiana and any
state where counties use electronic voting systems.
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Make all results public

Immediately upon completion of the vote count in all precincts, precinct election board
officials must record the vote totals for each candidate or question on a certificate, which is
delivered to the news media."* In precincts using optical scanners, the return printed
directly from the optical scanners, along with the return of votes by absentee and provisional
voters, constitute the official precinct returns, and these documents will be released to the
public upon completion of the count."™* In addition, proceedings at central count locations
must be open to the public."**" In precincts using DREs, election officials print a paper copy
of the vote totals, announce the that the results are available for inspection, and allow poll
watchers to “inspect and copy the printouts.”'*** In each case, the circuit court clerk also
makes the results available to the media.'*” Counties also release the results of the county
canvass to the public. Both of the counties that use DREs generally confirmed that they
follow these requirements."*"

Recommendation: Indiana requires two of the best practices recommended in this report,
and implements two more in practice. Counties that use optical scanners require reconciling
the number of votes cast to the number of voters at the polling place, and the counties that
use DREs do that in practice. Therefore, Indiana’s ballot reconciliation procedures are
good. The state has good procedures in place for making results public, and for requiring a
reconciliation of votes to voters at the polling place where optical scanners are used. We
recommend that Indiana enact the same requirement where DREs are used, enhance its
polling-place ballot accounting procedures. We also recommend that Indiana enact rigorous
requirements mandating that election officials reconcile precinct totals to composite totals
during the county canvass, and that it adopt universal standards for memory card
reconciliation.
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Iowa

Towa uses optical scanners statewide as the standard polling place equipment. lowa’s ballot
reconciliation procedures are excellent.

Account for all ballots, votes, and voters at the polling place

After the close of the polls, votes are tallied electronically at the polling place."*" Election
officials publicly canvass the vote, tally the votes for each candidate, ascertain the final result,
take note of any errors or discrepancies in the election register, and election board members
from different political parties each keep a tally list.'*** Officials also record the number of
spoiled, unused'*’ and over-voted or under-voted ballots."** According to the Secretary of
State’s Office, official tally and record the quantity of ballots cast and the quantity of voters
reported in the election register.* Election officials then publicly announce the number of
votes recorded for each candidate and for and against each question, and then forward those
results to the county commissioner of elections.'***

The counties surveyed reported varying practices. One confirmed that it follows statutory
requirements.'”” Another county confirmed that election officials record the number of
spoiled and unused ballots, but not the over-voted or under-voted ballots, and also clarified
that election officials keep only one tally list and do not record the quantity of ballots cast
and the number of voters in the election register.'*® A third confirmed that it also follows
statutory requirements but clarified that political party representatives keep a tally list if
present, and otherwise that “one Republican and One Democrat election worker collects
everything and they bring it back to [the county auditor];” in addition, that county clarified
that “[a]ll we do in the election register is total the number of voters who voted” and then

“[t}hat number is compared to number of ballots cast” and discrepancies are reconciled in a
tally book.'*”

Reconcile vote and ballot totals and address discrepancies at the polling place

The precinct board reconciles the number of voters who signed in with the number of
ballots cast; if there is a discrepancy, officials must certify the discrepancy, with the number
of the excess, on the precinct return.'* All of the counties surveyed confirmed that they
follow the foregoing requirements.' """ Poll workers must record and reconcile the total
number of ballots received at the polling place with the total number of voted, disputed,
spoiled, provisional and unused ballots returned."**

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county board of supervisors meets as the board of canvassers on the first Monday or
Tuesday after the election to prepare an abstract of precinct tallies."*”” The board reviews the
tallies and corrects any obvious clerical errors.'*** The board forwards its abstract to the
Secretary of State.'*” Two of the counties surveyed confirmed that they follow these
statutory requirements,'* and one clarified that “[o]nly State and Federal elections are
forwarded to the Secretary of State.”'*”” The Secretary of State must also prepare an
abstract,'” which the canvassing board reviews for accuracy.*” The abstract should
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compare precinct reports to the county abstracts and address any discrepancies.'”” Two of
the counties surveyed confirmed that the foregoing reflects actual.'*”!

The canvassing board also compares results reports from officials in precincts where
memory cards are used against results of the compiled canvass results (either manually or
electronically) in order to verify that the totals of each report match the results witnessed by
the election officials. Any discrepancies in the totals must be reconciled before the
supervisors conclude the canvass.'*”” The counties surveyed reported various practices. One
reported that “[e[ssentially [election officials| are supposed to do that” and that “[n]ormally
they look at it and sign off on it.” In addition, that county reported that it “[has not| had to
make any corrections in the past.”'*> Another county confirmed that it also follows the
statutory mandate, and that “[w]e have a server and we enter the results into the data base,
[the database] prints out a tally and that tally is compared with the precinct tally.”'*™* A third
reported that in a state, federal or county election “[w]e use the election equipment and load
the memory card;” “[ijn a city election we would do a hand count;” that the county does not
use a tally server but rather a “stand-alone computer” and that the county “export[s] from
the computer a file which [it] uploads to Secretary of State.”"*”

Make all results public

Tally sheets, ballot records and other documents are public record and are open to public
inspection.'””®  In addition, all canvasses (precinct, county, and state) are open to the
public."*”

Recommendation: Iowa requires all five of the best practices summarized above.
Therefore, Iowa’s ballot reconciliation procedures are excellent. Ballots and votes are fully
accounted for and reconciled at the polling place and the county level, and Iowa is one of a
very few states with formal memory card reconciliation procedures in its code. We
recommend only that Iowa ensure that all counties rigorously carry out all of the best
practices required by its election code.
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Kansas

Kansas uses a combination of optical scan systems and paperless DREs as the standard
polling place equipment, except that four counties use VVPAT-equipped DREs. Kansas’
ballot reconciliation procedures are good.

Account for all ballots, votes, and voters at the polling place

In precincts where ballots are hand-counted, a poll worker (referred to as a judge) shall
remove ballots from the ballot box and read the votes aloud; those votes are then recorded
by a clerk.""”® A judge also announces void and blank ballots."*”” After all votes are counted,
the election board prepares an abstract of the results that is submitted to the county
canvassing board,"® and returns all tally sheets, poll books and other election materials to
the county."®" All of the counties surveyed confirmed the foregoing.'**

In precincts using optical scanners, as soon as the polls close, “the supervising judge shall
count the number of ballots . . . that have been cast to determine that the number of ballots
equals the number of voters shown on the poll book.”"**’ Election judges then print returns,
and “[tlhe return printed by the optical scanning equipment, to which has been added the
return of write-in and advance voting votes and manually counted votes, shall constitute the
official return of each precinct or voting area.”*** Unless ballots are counted at the precinct,
the election judge places all cast ballots in a sealed container and delivers it to the central
counting location together with the provisional, unused, void and defective ballots and

returns.' " Both of the optical scan counties surveyed confirmed the foregoing.'**

Where DREs are used, election judges are also required to count the number of ballots cast
to determine whether or not it equals the number of voters shown on the poll books."*"’
Election judges then print returns, and “[tlhe return printed by the automatic tabulating
equipment, to which has been added the return of write-in and advance voting votes and
manually counted votes, shall constitute the official return of each precinct or election
district,”'** and return all materials to the central counting location as above."” The DRE
: 1490
county surveyed confirmed the foregoing.

Reconcile vote and ballot totals and address discrepancies at the polling place

From time to time while conducting the initial canvas, clerks will compare tally sheets and
reconcile any differences to the satisfaction of the majority the election board present.'”!
Poll workers are also required by law to reconcile the number of voted, spoiled, and unused
ballots returned with the number issued to the precinct.'”? All of the counties surveyed
confirmed the foregoing.1493 In jurisdiction where optical scanners are used, “as soon as the
polls are closed, the supervising judge shall count the number of ballots . . . cast to
determine that the number of ballots equals the number of voters shown on the poll book.
If there is a discrepancy, this fact shall be reported in writing to the county election officer
with the reasons therefor if known.”'** The same requirement applies where DREs are
used."”
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Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county board of elections conducts an intermediate canvass.'*”® The county election
officer first inspects the abstracts and tally sheets from each precinct, and “shall prepare a
combined tabulation of the vote totals for each candidate and question submitted showing
therein the votes at each voting place;” this is called a preliminary intermediate abstract.*”
The results of the preliminary intermediate abstracts are presented to the county board of
canvassers, together with the ballots and other election records returned by the election
boatds, and the county board of canvassers inspects the records corrects errors.'*”® The
county board of canvassers also reviews the poll books, and can order a recount if it finds
errors that might affect the election's outcome.'*”” After the intermediate canvass, the county
board of canvassers certifies the abstract and transmits it to the Secretary of State.””” The
county includes precinct totals in this abstract, and the Secretary of State’s office reviews
these totals and reconciles them with countywide totals when producing final election
results.”™ All of the counties surveyed confirmed the foregoing."”

With respect to memory card reconciliation, the counties reported varying practices. One of
the optical scan counties reported that it doesn’t use them,"”” and the DRE county reported
only that the memory cards are stored in a vault following the election.”” The other optical
scan county, however, reported that “[ojn election night the cards are pulled and
downloaded into data base and if anything must be hand counted it is done as a manual
entry and it is certified and given to the canvassers.””” While this is commendable, Kansas
does not have uniform or rigorous memory card accounting and reconciliation practices and
we recommend that the state adopt uniform procedures for memory card reconciliation.

Make all results public

Where optical scanners are used, “[u]pon completion of the count the returns shall be open
to the public” and “[a] copy of the returns shall be posted at the office of the county election
officer.”® Where DREs are used, “[u]pon completion of the count the returns shall be
open to the public” and “[a] copy of the returns shall be posted at the central counting place
or at the office of the election officer in lieu of the posting of returns at the individual
precincts.”lw In either case, to the extent that counting takes place at a central counting
location, proceedings at that location shall be open to the public.”” The results of the
county canvass are kept in the county elections officer’s office and constitute the permanent
record.”™ Two of the counties reported that they do not post results to a website,””" but the
third reported that it does.""

Recommendation: Kansas requires four of the best practices summarized above, although
its polling place accounting requirements appear to focus more on gathering and return
election materials than accounting for them and its publication requirements appear to be
limited to results posting; some counties may conduct the fifth best practice (memory card
reconciliation) in practice; therefore Kansas’ ballot reconciliation procedures are good. The
state has good procedures in place for both precinct-level and county-level reconciliations,
though we recommend that Kansas enhance its polling place accounting requirements, and
that the practice of reconciling all memory cards with tally server totals be standardized and
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adopted as official state policy. In addition, we recommend that Kansas expand its
publication requirements to include ballot reconciliation information.
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Kentucky

Kentucky uses paperless DREs and a combination of optical scanners and papetless DREs
statewide as the standard polling place equipment. Kentucky’s ballot reconciliation
procedures are good.

Account for all ballots, votes, and voters at the polling place

At the close of polls, precincts using paper ballots open the ballot boxes and count the total
number of ballots. Precinct officials separate invalid and damaged ballots and certify the
number of ballots to be sent to the central count location. After inspecting all ballots,
election officials certify the number of ballots issued to the precinct, and the number of
voted, spoiled and unused ballots. Precinct officials then seal all election materials for
delivery to county officials and sign a certified statement of the number of voters who signed
in on the poll list, the number of ballot cards submitted for tabulation, and discrepancies in
ballot reconciliation, and other precinct information. All materials are delivered to the county
clerk. The county board of elections receives and tallies ballots at a central count location.""?
After all ballots are tallied and accounted for, the certifying board completes a statement of
returns and re-seals the ballots. Although the foregoing provisions were based on
regulations that are no longer current, two optical scan counties confirmed that the
procedures described reflect actual practice.”"

In precincts using DRE voting machines as the standard polling place equipment, judges
lock machines against further voting, sign a verification statement that the voting equipment
has been locked and sealed, and record the number of voters shown on the public counters
and the number on the protective counter of each device, and the number assigned to the
voting device.”"* The judges shall then compare the number of voters with the number of
votes as shown by the protective or accumulative counter.”” Precinct election officers are
required to sign the printed return sheets that show the candidates' names along with the
total votes received on a return sheet, the precinct election officers shall sign the return
sheets.””'* If any officer is unwilling to sign the return sheet, he or she is required to state the
reason in writing, sign it, and enclose a copy of the statement with the return sheet.””'” Fach
of the return sheets is placed in an envelope, and one copy is sent to the county board of
elections, one copy is given to the county clerk, and one copy is given to each of the two
political parties.””"® The envelope is required to contain a certificate of the election officers
stating the number assigned to the machine, the precinct where it has been used, the number
on the seal, and the number on the protective counter at the close of the polls.”"” The DRE
county surveyed confirmed the foregoing."” One of the optical scan counties also generally
confirmed the foregoing but reported that election officials “don’t send the results to the
parties but rather post the results at the polling places.”**'

Following tabulation of votes cast in the election, including absentee and write-in votes, the
county board is required to mail a copy of the precinct-by-precinct summary of the
tabulation sheets showing the results of each precinct to the State Board of Elections, and
the county clerk is required to mail the precinct signature rosters from each precinct to the
State Board of Elections."”*
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Reconcile vote and ballot totals and address discrepancies at the polling place

Before any votes are counted, officials at precincts that use ballots count the total number of
ballots, compare it against the number of voters who signed the poll list, and explain any
discrepancies.”*’ Regulations also require officials at precincts using DREs to compare the
number of voters on the poll list with the public counters on devices periodically throughout
the day.”™ After all ballots have been tallied at the central count location, the certifying
board reconciles the number of ballots tallied with the number of ballots that each precinct
reported submitting to the county for tally.”” The board must reconcile or explain any
discrepancies.””* All of the counties surveyed confirmed the foregoing.'”’

Precinct officials use a ballot accountability statement created by the county clerk provided
along with the ballots issued to each precinct which includes an accounting of the total
number of ballots used, unused, and spoiled on Election Day.”* The accountability
statement is required to be signed by all four precinct election officers, and includes an
accounting of the total number of ballots returned to the county clerk at the end of the
Election Day and a place to explain any discrepancies.'™”

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The precinct canvass constitutes the official results, unless the county board of elections
notices any discrepancy in the precinct tallies or a candidate requests a recanvass in
writing."” If a recanvass is requested, the county recounts the votes on each machine, using
procedures designed for the type of machine used in the election,”" and all absentee ballots
attributable to the precinct and corrects all records accordingly if necessary."”” The county
board of elections must report the machine votes, absentee votes, write-in votes and all vote
totals for each candidate."” All of the counties surveyed confirmed the foregoing."**

The State Board of Elections reports that “it recommends that county boards of election
adopt reconciliation procedures, including reconciling precinct totals with county totals and
reviewing tally vote totals to ensure that all memory cards have been read.”"” One of the
optical scan counties surveyed did not report reconciling memory cards," but the other
reported that election officials “put the card into a card reader which creates a report that
they then print which is then compared to the tapes.”™ The DRE county surveyed
reported that “[w]e use software provided by the manufacturer of the machines coupled with
manual verification procedures. In addition, we are required to report the results to the
Secretary of State and the State Board of Elections.”"®  Rigorous county canvass
procedures are necessary. We recommend adopting uniform county ballot reconciliation
procedures, including reconciling precinct totals with county totals and reviewing tally server
status reports to ensure that all memory cards have been read.

In jurisdictions that use paper ballot voting systems, the county clerk places the paper ballots
in a container for each precinct, places into the container a signed certificate recording the
total number of ballots in the container and certifying that the ballots were counted and
sealed by the county clerk, and secures the container with a seal.””” Ballots not issued to a
precinct or assigned for use as absentee ballots are required to be secured and accounted for
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by the county clerk, and the clerk is also required to maintain a record of the number of
ballots and serial numbers of the voting systems issued to each precinct.”*

Make all results public

Immediately after the vote has been ascertained, the results are posted on the door of the
polling place.1541 Representatives of the news media are authorized to witness all vote counts
and recanvasses.”*

Recommendation: Kentucky requires three of the best practices, and the State Board of
Elections recommends two others, which some counties report carrying out. Therefore,
Kentucky’s ballot reconciliation procedures are good. While the state has good procedures
in place for vote and ballot accounting and reconciliation at the precinct level, its county-
level canvass is unstandardized; although the State Board of Elections recommendations are
helpful, this still leaves opportunity for inadequate review of precinct totals. We recommend
that Kentucky adopt uniform county-level ballot reconciliation procedures, including
requiring that the reconciliation of precinct totals with county totals and the review of tally
server status reports to ensure that all memory cards have been read.
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Louisiana

Louisiana uses paperless DREs statewide as the standard polling place equipment.
Louisiana’s ballot reconciliation procedures are generally good but need improvement in
specific areas.

Account for all ballots, votes, and voters at the polling place

At the close of the polls, elections commissioners “produce four identical official election
results reports” from each voting machine at the precinct.””* The commissioners “examine,
sign and certify each set,” and complete certificates that state, among other information, the
number on the public voting machine counter, the total number of votes cast on that
machine, and the number shown on the protective counter.””* All of the parishes surveyed
confirmed the foregoing.”™*

Officials then sign and certify the correctness of the duplicate poll lists, announce the results
of the election in the order the offices, candidates, and propositions are listed on the ballot,
and seal all duplicate identification affidavits of voters, any address confirmation cards, and
other elections documents into an envelope, attach it to the precinct register, and seal the
register.”* They then seal any original precinct register corrections, any original challenges of
voters, the zero proof sheet, one copy of the official election results reports, one of the
duplicate poll lists, and a copy of the machine certificates in an envelope that is attached to
or placed in the voting machine with the sealed precinct register.”*’ The elections
commissioners then send the Secretary of State one copy of the official election results
reports, the poll list and the machine certificate. ***

The Secretary of State generally confirmed all of the foregoing.” All of the parishes
surveyed reported in addition that they account for all ballots, including emergency,
provisional, unused and spoiled ballots,” although one clarified that “since I have been
here in 4 years we have only needed one paper ballot at the polls” because “[o]ur technicians
are pretty good at fixing the machines.”"”'

Reconcile vote and ballot totals and address discrepancies at the polling place
Although a copy of the poll list is mailed to the Secretary of State,"” the Secretary uses the
compilation of votes statements prepared by the parish board and transmitted by the clerk of
court to certify the vote. > The board is required to certify that the poll lists are correct,”
and to certify the number of voters shown on each machine’s public counter indicating the
number of votes cast thereon, > but not to reconcile discrepancies between the two. Two
of the parishes surveyed reported that they reconciled the number of votes cast with the
number of voters who signed in," and a third thought the reconciliation was done,””’
although one of the parishes that confirmed it clarified that it was the Registrar of Voters
that conducts that reconciliation.””™ This comparison is a crucial element of ballot
reconciliation.
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Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The clerk of court, in the presence of the parish board of election supervisors, is required to
verify the total votes cast for each candidate or question as shown on the voting machines or
voting machine election result.”” The machine votes cast will be recorded separately by each
precinct.”” The parish board is charged with preparing two statements of the election
returns, which show the machine votes for each candidate, the total absentee by mail and
early voting votes for each candidate, the total provisional votes for each candidate for
federal office, and the total of all votes for each candidate.””*" The board may — but is not
required to — attach to this statement a report of any irregularities associated with the
security of the polling place, the security of the voting machines, the physical condition of
the machines, the physical condition of the other election materials, the substantive contents
of the election materials, and any other matter affecting the verification of the vote totals."*

None of the parishes surveyed reported reconciling precinct totals with county totals.”* All
of the parishes reported that they upload memory cards by way of a procedure established
by the Secretary of State,”** and one elaborated by saying “[tthe memory cards are all
accounted for and tabulated in our central tabulating system.”"**

Make all results public

After the official election results reports have been run from machines at each polling place
and examined by election officials, officials are required by law to announce the results of
the election and post the results of the election at a conspicuous place at the polling place for
public viewing.”® All of the parishes surveyed reported posting results at the polling
place,” and two of them also reported publishing the county canvass reports.

Recommendation: Louisiana requires two of the best practices, but polling place
accounting appears to be stronger in practice than as required by law, and with respect to
publication, it only requires posting of precinct results although some parishes also publish
the county canvass; therefore Louisiana’s ballot reconciliation procedures are generally good
but need improvement in specific areas. We recommend that Louisiana enhance its polling
place ballot accounting procedures, and require that the number of votes cast be reconciled
with the number of voters who are marked in the poll books as having voted. Additionally,
we recommend that the state enact rigorous requirements mandating that election officials
reconcile precinct totals to county totals. In addition, with respect to all voting systems that
use memory cards, but especially with respect to paperless DREs, which are used throughout
Louisiana, we recommend that Louisiana enact rigorous requirements mandating that
election officials review tally server reports to ensure that all memory cards have been
properly recorded. Finally, we recommend that Louisiana expand its publication
requirements to include ballot reconciliation information.
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Maine

Maine uses optical scan voting systems statewide as the standard polling place equipment.
Maine’s ballot reconciliation procedures are good.

Account for all ballots, votes, and voters at the polling place

At the close of polls, all ballots are separated and tallied in a manner specified by the
Secretary of State.”® Spoiled ballots are separated but not tallied.” In precincts where
ballots are counted by hand, pairs of poll workers separate the ballots into lots of 50 ballots,
tally the ballots and record the tallies for each lot on separate tally sheets, then wrap the lots
into the applicable tally sheets.””” The tally sheets for each lot must be in complete
agreement.”’"  Where applicable, precincts are also required to run an official totals tape
from an electronic tabulation system and return that document to the municipal clerk, along
with all tabulation sheets and all used, spoiled, defective, void and rejected ballots.””
Counted ballots shall be “wrapped with their tabulations if hand counted or loose if machine
tabulated.””  All of the election officials surveyed confirmed the foregoing.”” Unused
ballots are canceled and sealed in a separate container.””

The warden and one election clerk from each of the major parties then sign and seal the
certified list of voters who checked in on the poll lists, which includes a list of voters who
submitted absentee ballots."”’* The warden then delivers the ballots and lists to the municipal
clerk immediately upon conclusion of the ballot count.”””” The warden at each ward or
precinct fills out and signs the election return form provided by the Secretary of State,
showing the number of votes cast for each candidate or question and recording the total
number of state ballots cast in that ward or precinct.””

Reconcile vote and ballot totals and address discrepancies at the polling place

Maine has no explicit legal requirements for the comparison of the number of voters who
checked in at the polls with the number of ballots cast. All of the election officials surveyed
confirmed that.””” This comparison is a crucial element of the ballot reconciliation process,
and we recommend legally mandating this comparison.

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

Municipal officials oversee the regional element of the canvass in Maine, and the Secretary of
State plays a large part in the Maine canvass. The municipal clerk receives the signed returns
from each precinct and may correct any tabulation or vote recording errors that are made
“obvious” through an examination of the tally sheets or tapes, and then sends an attested
copy of the returns to the Secretary of State.”™ In municipalities with multiple precincts,
clerks are required to add together the totals from each polling place to determine the
composite totals for the municipality before sending an attested copy of the composite
return to the Secretary of State.'”' The Secretary of State tabulates all votes that appear on
the election returns sent from a municipal clerk.”” The Secretary examines the returns and
the record of the vote, and if any discrepancy exists, corrects the tabulation by obtaining a
certified copy of the record from the clerk."®
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While there is no provision requiring the reconciliation of precinct and composite totals, and
while two of the election officials surveyed reported that their municipalities only have one
precinct,”** one reported that election officials “report to the state by precinct so they never
compile the results of the municipality.”"” We recommend legally mandating this
comparison to ensure that every vote is accurately reflected in the statewide canvass. Maine
does not use a tally server and has no need to reconcile memory cards with server totals. "**

Make all results public

The counting of the ballots at the precinct is required to be done “publicly so that those
present may observe the proceedings,” and when the counting is completed, “the warden
shall declare the results publicly at the voting place.”®" All of the election officials surveyed
confirmed the foregoing.”® In precincts where optical scanners are used, one copy of the
returns printed from each tabulator is posted outside the polling place.”™ One of the
election officials surveyed reported that the municipality does not use optical scanners,”
another confirmed posting the optical scan printouts,””" and a third reported that election
officials mark the results onto an enlarged copy of the ballot, because although “[t]he tape is
available . . . it is more difficult to interpret.”””* The Secretary of State is required by law to
have copies of the statewide tabulation printed and made available to the public.'™

Recommendation: Maine requires two of the best practices (although spoiled ballots are
not tabulated at the polling place and publication appears to be limited to results posting),
and does not use a tally server, making a third (memory card reconciliation) unnecessary; in
addition, municipalities with more than one precinct are required to conduct a fourth
(reconciliation of precinct totals to composite totals).  Therefore, Maine’s ballot
reconciliation procedures are good. We recommend that Maine account for all ballots at the
polling place, require that election officials reconcile the number of voters checked off in the
poll books against the number of ballots cast, and expand its publication requirements to
include ballot reconciliation information.
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Maryland

Maryland uses paperless DREs statewide as the standard polling place equipment.
Maryland’s ballot reconciliation procedures are generally good but need improvement in
specific areas.

Accounting for all ballots and votes at the polling place

After the last vote has been cast, the election judge closes the polls and secures the voting
systems* and completes all documents, records and reports required by law or
regulation.”™ Election judges must also assemble and account for materials to be returned to
the local board, including poll books.”™ The county board of canvassers provides election
judges with detailed procedures on the closing of polls specific to the voting system in

1597
used.

For DRE touch screen machines, currently in use state-wide in Maryland, when the “end
election” button and “print totals report” buttons are pushed, the machine will automatically
tabulate and print out the total number of votes cast for each candidate and question.™ The
results report also indicates the number of votes cast in each write-in position.””” Election
judges end the election on each voting machine, print and sign the vote totals reports, post
the reports, document the public and protective counter totals, remove memory cards from
the machines, and return materials to the local board.'"” The DRE’s memory cards, memory
card envelopes, door key envelopes, official results envelops, signs and supply bags must be
promptly delivered to the local board after polls close.'™"

All of the counties surveyed confirmed that all of the foregoing procedures reflect actual
practice,'*” although one clarified that the county simply follows the procedures provided by
the State Board of Elections.'"”

Reconcile vote and ballot totals and address discrepancies at the polling place

Following the tabulation of the votes, the election director produces a consolidated report
that shows, by precinct, the total votes cast for all offices and on all questions."” The
election director makes a full accounting of the ballots.'"” While Maryland does not have any
laws or regulations requiring a comparison of the number of voters who sign in to vote and
the number of ballots cast as part of the poll closing procedures on Election Day, the state
Board of Elections points out that that reconciliation is required for all precincts as part of
the post election audit.'”” The post-election audit referred to by the board is to take place
“Ibleginning on the day after the election” and requires the election director to audit voter
authority cards (VAC’s), reports printed by electronic poll books, ballot stubs, voted ballots,
spoiled ballots and returns.'®”  “If any discrepancies arise that cannot be reconciled, the
voting units shall be audited until the cause of the discrepancy has been determined.'*”

Although the regulation describes a procedure to commence the day after the election,
reportedly, reconciliation also takes place on Election Day. During voting, each voter
receives a piece of paper that contains his or her voter registration information (the “VAC”).
The VAC is put in an envelope that is taped to the voting machine to which the voter is
assigned. As laid out in the poll worker manual, throughout voting, poll workers are required
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to count the number of VACs in the envelope and compare the number to the counter on
the voting unit. All of the counties surveyed confirmed that the procedures described in this
paragraph reflect actual practice.'”” While this procedure is faitly rigorous, we recommend
legally requiring the reconciliation of ballots cast to signed-in voters.

Reconciling precinct totals to county totals, and reconcile memory cards at the
county level

The local board of canvassers review election returns and ascertain the result of the election.
If the board finds an error in the precinct returns, it must investigate the matter.""” The local
board then certifies the votes cast for each candidate or question.'*"!

If multiple DRE touch screen machines have been used in a precinct, the local board will
determine if memory cards should be consolidated to determine a precinct total and will do
so according to procedures in the judges’ manual.""* The local board is also charged with
developing procedures for assembling memory cards from each polling place, transferring
votes from the memory cards to the central system, tabulating write-in votes, and
aggregating vote totals for the county, including polling place and absentee ballot totals.'*"?

The central tabulating system will tabulate and report the total number of votes cast on DRE
touch screen machines for each candidate and question by precinct and by groups of
precincts, such as districts, wards and countywide.'"* It will also report the total number of
votes for each contest and in write-in positions.'*"” County boards are required to compare
10% of the polling place tallies by manually tabulating the official results report for each
DRE machine and comparing them to the report from the election management system.
While this procedure is admirable, we recommend adopting measures by which vote totals
for every precinct are compared with composite totals logged on the tally server. The
election management system accounts for every memory card used in the election. All of the
counties surveyed confirmed that the foregoing procedures reflect actual practice.'*"’

Making results public

Election results are posted per instruction in the election judge manual.'”"” The local board is
also required to make a report of the total votes for all contests and questions organized by
precinct available to the public.'**

Recommendation: Maryland requires two of the best practices (although publication is
limited to results posting), and conducts two in practice, therefore Maryland’s ballot
reconciliation procedures are generally good but need improvement in specific areas. While
the state requires election officials to “account for” election materials at the polling place,
and deserves particular acclaim for having regulations in place for memory card
reconciliation, we recommend that Maryland adopt measures by which election officials are
required to reconcile the total number of voters to the number of ballots cast in every
precinct in the state, to reconcile vote totals for every precinct with composite totals logged
on the tally server, and to reconcile memory cards. In addition, we recommend that
Maryland expand its publication requirements to include ballot reconciliation information.
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Massachusetts

Massachusetts uses optical scan voting systems statewide as the standard polling place
equipment. Massachusetts’ ballot reconciliation procedures are good.

Account for all ballots, votes and voters at the polling place

At the close of the polls, precinct officers print out totals tapes from each optical scanning
machine and give the printout to the clerk for tabulation.'”” Precinct officers count paper
ballots and any over-voted optical scan ballots sent to voting machines’ auxiliary bins by
hand.'” The clerk records the total number of names checked on the voting lists, the
number of ballots received at the polling place, the number registered on the ballot box, the
total number of provisional ballots cast, and the total number of spoiled, over-voted and
unused ballots.'”" The clerk records the total number of ballots cast and the vote totals for
each candidate or question.'”” Massachusetts law requires that spoiled ballots be destroyed
without being examined.'® Two of the election officials surveyed confirmed that the
foregoing reflects actual practice, *** but one clarified that “[t]he clerk doesn’t do the tally,
the poll workers do,” and that spoiled ballots are not destroyed on Election Day but are
stored at least temporarily.'**

Reconcile vote and ballot totals and address discrepancies at the polling place

Precinct officers must compare the number of ballots cast to the number of voters who are
checked on both the check-in list voter list and check-out voter list.'"* Once tally sheets
balance, officials announce and record vote totals.'”" All ballots — including spoiled and
unused ballots — are accounted for, gathered and recorded; precinct officers seal cast and
uncast ballots into separate containers.'*® Election officials sign the sealed cast ballot
container and then seal and sign the total tally sheet.'”” All of the election officials surveyed
confirmed that the foregoing reflects actual practice,' and one added that “[t]he tally sheet
is [what is used to] tabulate the votes.”'*”!

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

Massachusetts conducts elections on the municipal level, and counties are not involved in
vote-counting. As required by law, city or town clerks examine precinct results for any
discrepancies or tabulation errors and make corrections before reporting results to the
Secretary of the Commonwealth.'”” The Secretary of the Commonwealth presents the
record of votes to the governor and councilors, who tabulate and certify the statewide
result.'*” Massachusetts does not upload any memory cards to a vote counting server.' " All
of the election officials surveyed confirmed the foregoing,'*” but one clarified that [he] did
not have specific information about procedures taking place in the Secretary of
Commonwealth’s office.'**

Make all results public

As soon as the polls close, election officials at the polls publicly announce the number of
names checked on each voting list, the total number of ballots cast, and the vote totals
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printed by the counting device (although no public announcement is made as to absentee or
over-voted ballots).'”” The returns from each precinct are reported to the Secretary of the
Commonwealth by way of the Central Reporting Service; these results are disseminated to
the public.'”® Municipalities may also post optical scan printouts outside the city clerk’s
office. We recommend legally mandating the release of all precinct and composite results.

The election officials surveyed reported varying practices with respect to publishing results.
One confirmed the foregoing, but clarified that “printouts of the results are posted at polling
place but not at the clerk’s office.”'*” Another clarified that “[t|he results are not posted.
They are placed on the website.”'** A third reported that “[t|he announcement is made at
the precinct. The tape is posted at the precinct. The results are then sent to town clerk who
examines the results and makes corrections. The clerk then puts the results in the Central
Voter Registry. Those results (being the official ones) aren’t made public till 4 days after a
primary and 10 days after a general [election].”'*"!

Recommendation: Massachusetts requires three of the best practices (although publication
is limited to results posting) and does not use a tally server, making a fourth (memory card
reconciliation) unnecessary); therefore, Massachusetts’ ballot reconciliation procedures are
good. While the state has good procedures in place for poll site ballot accounting and
reconciliation practices, we recommend that the Commonwealth require that election
officials reconcile all totals received from each polling place with composite totals before
certifying the result of an election. We also recommend legally mandating the release of all
precinct and composite level results, including ballot reconciliation information.
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Michigan

Michigan uses optical scan voting systems statewide as the standard polling place equipment.
Michigan’s ballot reconciliation procedures are generally good but need improvement in
specific areas.

Account for all ballots, votes, and voters at the polling place

After the polls close, the precinct inspectors print the recorded vote results from the
precinct’s optical scan tabulator and canvass the vote by comparison to poll lists.'"* After
any discrepancies are resolved, the ballots are securely tied in packages or rolls and placed in
approved ballot containers.'” Poll workers prepare and sign an election certificate stating
the whole number of votes cast for each candidate or question, which they affix to the ballot
container in such a way that the certificate cannot be removed without breaking the seal on
the ballot container.'*** The sealing is certified on a form prescribed by the Secretary of State
and verified by another election official from the other major political party.'** Officials seal
and secure the ballot box and deliver it to the town, city, or village clerk.'**

The election inspectors prepare duplicate statements of the election returns showing the
total number of votes cast for all offices and the number of votes cast for each candidate
and question.'®”” The total number of ballots delivered to the precinct is accounted for in the
ballot summary, including voted, defective, and unused ballots."* Undervotes are not

recorded." "’
Reconcile vote and ballot totals and address discrepancies at the polling place

The number of ballots cast as recorded on the tabulator tape is compared to the number of
names entered in the precinct’s poll book.'*’ If a discrepancy exists, the precinct inspectors
attempt to resolve the discrepancy through a review of the records and a manual count of
the ballots.'”" If it appears that one or more ballots have not been counted, the ballots are
retabulated, and a corrected tabulator tape is produced.'®” If there exists more ballots than
electors according to the poll book, the ballots are replaced in the box and an inspector
publicly draws out and destroys as many unopened ballots as is equal to the excess.'”” As
this practice lends itself to ballot box stuffing, we recommend that it be discontinued and
outlawed.

The counties surveyed on the subject of polling place reconciliation reported varying
practices. One reported that “[i]f there were any problems with the tabulation numbers
matching up with number of voters, [poll workers] would refer to the [voting system
manual.”'* Another reported that its “instruction to [poll workers] is to make sure that the
numbers in the poll books, the number of applications, and tabulation throughout the day is
continually checked,” and that “[a]t the precincts, if the number of ballots doesn’t match the
machine results, they have to do a hand count, and must count and recount. If they cannot
reconcile numbers, they have to note this in remarks, so that the canvassing board can deal
with .7
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Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The board of county canvassers meets at the office of the county clerk and canvasses the
returns of votes cast for all candidates and questions according to the returns.'®® They check
the tabulated totals from the precincts.'®’ If there are any missing, incomplete, or incorrect
returns, the county canvassers have access to election materials and are authorized to correct
obvious mathematical errors in tallies and returns and call upon election inspectors to
retabulate any ballots to produce correct returns.'” We recommend adopting the practice of
comparing precinct totals to composite totals.

One of the counties surveyed reported that, “[tthe county tabulates and compiles” the
materials received form the precincts, and “looks at the memory pack [and] tapes, and
compares those with [the number of] voters in the precincts and the [number of] voters in
poll book.”*”  Another reported that if the polling place report reflects a discrepancy of
even one vote, the county will “start with a freshly programmed blank memory card, and
retabulate at the county by hand feeding ballots again.”'*” The respondent also reported
that poll books, counter numbers, totals tapes run before and after the polls open and close,
memory cards and other materials “all get addressed line-by-line by the board of canvassers,”
which confirms that “the reported numbers from the tabulator match that of the tapes” and
“reconcile[s the] number of ballots issued to the polling places” (spoiled, provisional, and
absentee) and checks everything against “what was uploaded from their system via telephone
modem.”"*"!

Make all results public

Immediately following the completion of any canvass, the results stating the number of
votes cast for each candidate and question must be made available to anyone who is
present.'*”” Statements of election returns are submitted to the board of canvassers and the
county clerk.'” The county clerk compiles the unofficial returns and makes them public.'***
Election results are posted on the Internet as they are returned to county officials.'*” In
addition, county clerks forward unofficial returns for state and federal office to the Secretary
of State, who posts them on the Department of State’s website.'**

The counties surveyed reported similar publication procedures. One of the counties
surveyed reported that its results are tabulated centrally, and uploaded “into the election
night reporting systems producing unofficial results,” and that the “[r]esults are available at
the counter in the clerk’s office” and “are posted on the website after the canvass.”'*”
Another reported that it uploads the total results received from the townships, then “[t]he
unofficial results are reported to the public at the office, at the counter,” and the results “are
also posted on the web.”'*”®

Recommendation: Michigan requires three of the best practices, although with respect to
the requirement to reconcile the number of votes with the number of voters at the polling
place, the Michigan code provides that any excess ballots are to be removed at random.
Therefore, Michigan’s ballot reconciliation procedures are generally good, but need
improvement in specific areas. The state has good procedures in place for accounting for
and reconciling all ballots at the polling place, however, we recommend that Michigan

190 COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS



discontinue and outlaw the practice of removing ballots in excess of the number of voters at
random, and require the practice of comparing precinct totals to composite totals. In
addition, although some counties reported some memory card accounting practices, we
recommend that Michigan adopt rigorous requirements mandating that any memory cards
used be accounted for and reconciled. Finally, if the Michigan canvass report does not
include ballot reconciliation information, we recommend that Michigan expand its
publication requirements to include that.
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Minnesota

Minnesota uses optical scan voting systems statewide as the standard polling place
equipment. Minnesota’s ballot reconciliation procedures are good.

Account for all ballots, votes, and voters at the polling place

As soon as the polls have closed and poll workers (referred to as election judges) have
locked tabulators against further voting, they must open the ballot box and count and record
the total number of ballots.'*” Judges then enter all ballots into the ballot counter.'” The
head election judge must create a printed record of the results of the election for the
precinct; after the record has been printed, the head election judge may transmit
accumulated totals to a central county report location using a telephone, modem, Internet or
other means of electronic communication.'””" These returns remain unofficial until the
canvassing board has examined and reconciled all results.'*”

Where ballots are tabulated at a central count location, judges seal all voted, defective and
damaged ballots, along with all unused ballots, for delivery to the counting center.'®”
Counting center judges conduct a preliminary tabulation of ballots using an automatic
tabulator before returning ballot cards to the judges designated to examine the ballots for
physical defects and prepare them for final tabulation.'”’* After judges replace any damaged
or defective cards, they must obtain a final tabulation from the automatic tabulating
equipment.'®”

In precincts where ballots are counted by hand, as soon as the polls close election judges
immediately open the ballot boxes, count the votes, and declare the totals."””® They then
enter numbers onto summary sheets, which are not considered final until all ballots have
been propetly sorted and counted.'”” Election judges then deliver the summary statements
cither to the municipal clerk for delivery to the county auditor, or directly to the county
auditor.'”” None of the counties surveyed currently have any hand-count precincts.'*”

The election judges in every precinct must prepare a statement that details the number of
ballots delivered to the precinct “as adjusted by the actual count made by the election
judges;” the number unofficial ballots made (if any); the number of votes for each candidate
or question; the number of under-voted or over-voted ballots; the number of blank,
defective, spoiled or unused ballots; the number of duplicate ballots made; the number of
absentee ballots sent to the precinct; the number of absentee ballots rejected; the total
number of individuals who voted in the precinct; and the total number of voters registered
in the precinct.'® This, together with the final tabulation and including the returns of write-
in and absentee votes, constitutes the official returns for the precinct.'®® These returns must
include a complete report from the tabulating equipment of all ballots processed.'**

All of the counties surveyed confirmed that the foregoing accurately describes actual
practice,'* except that two of them clarified that absentee ballots are no longer sent to the
precincts and instead are delivered to and processed by an Absentee Ballot Board, and that
the Absentee Ballot Board completes a statement that includes the same type of information
as is included in a precinct statement.'®® One of the counties surveyed also reported that it
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prepares an “election summary sheet which includes an incident log in which any troubles or
problems that arise are recorded.”**’

Reconcile vote and ballot totals and address discrepancies at the polling place

After the close of the polls, election judges must count the total number of ballot cards in
the ballot box to determine whether this total matches the number of voters who signed in
the election register.'”®® One of the counties surveyed reported that, “[i]n addition, all voters,
after voting, receive a voting receipt from the voting machine which is then returned to the
precinct officials. At the close of polls, the voter receipts are checked against the number
recorded on the voting machine, and the number of voters who signed the voter rosters.”'*”’
If there is an excess of ballots as compared to voters, the Minnesota code provides that
election judges must seal the ballots and transport them to the county auditor or municipal
clerk, who will examine all ballots to ensure that they are propetly initialed by election
judges.'” The election judges will set aside any ballots folded together or not propetly
initialed; if there is still an excess, an election judge will withdraw a number of ballots equal
to the excess at random.'®” Because this practice lends itself to ballot box stuffing, it is
unsatisfactory as a reconciliation measure, and we recommend discontinuing and outlawing
this practice.

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county canvassing board canvasses the precinct returns and files a report stating the
total number of voters in each precinct, the total number of voters registered before
Election Day and on Election Day in each precinct, and the total votes for each candidate or
question in each precinct.'” The county canvassing board then certifies the results of the
canvass and transmits those results to the Secretary of State.'”! While there is no explicit
legal requirement that county officials compare precinct results to composite totals, a
representative of the Secretary of State’s office reports that this reconciliation is done in
practice,'*”” and two of the three counties surveyed for this report state that they do reconcile
precinct results with countywide results.'”” The third essentially confirmed the same thing,
reporting that “[a] tape is run off of each voting machine, and the vote count [is] transferred
on to [an] election summary and from there into the election database,” and then
“le]verything is balanced against the election summary.”'” We recommend legally
mandating a comparison of precinct totals to countywide totals during the county canvass.

Similarly, while Minnesota has no procedures for memory card reconciliation in place, a
representative of the Secretary of State’s office reports that tabulator tapes are compared
against tally server totals as a best practice.'” The practices of the counties surveyed varied.
One reported that it does not reconcile memory cards, but it “manually uploads [its] results
based on the results tapes,” and then “[tlhe results tapes are compared with the summary
statements provided by the precincts.”'”®  Another reported that it does verify that each
precinct’s memory cards have been properly uploaded to the server before the end of
election night, and it compares results tapes to tally server reports; “[a]ll precinct totals are
transferred to the State and are verified” and “[i]f there is a discrepancy, it is reconciled
against the incident log.”'”" The third county reported that it “verifies that all precinct
memory cards have been properly uploaded to the state before the end of election night”
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and that “[p]recinct tapes from both the polling place results and absentee results are
compared with the results uploaded to the state as well as with the final election abstract
report.”'”® We recommend codifying rigorous memory card accounting and reconciliation

practices as a matter of law.
Make all results public

Whether ballots are counted at the polling place or at a counting center, the process of
counting them is required to be open to the public.'™ All of the counties surveyed
confirmed this,"" and one clarified that it “only has six precincts with polling places, [and]
the rest vote by mail and [the ballots] are centrally counted at the court house,” but “[bJoth
places are open to the public.”'”" The results of the preliminary tabulation of precinct
results at a counting center may be released to the public if they are clearly marked as
unofficial. " County results are uploaded to the Secretary of State’s website."” The county
auditor in each county must also provide a certified copy of the county canvassing board
report to anyone who requests it.'""

Recommendation: Minnesota requires three of the best practices summarized above,
although with respect to the requirement to reconcile votes to votes, the code provides that
excess ballots shall be removed at random, a practice we recommend outlawing. Minnesota
conducts the other two best practices although they are not required by law, therefore
Minnesota’s ballot reconciliation procedures are good. The state has good procedures in
place for accounting for all ballots at the polling place and making all results public.
However, we recommend legally mandating the practices of comparing precinct totals to
composite totals and reviewing status reports from the tally server to ensure that all memory
cards have been properly loaded onto the tally server.
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Mississippi

Mississippi uses VVPAT-equipped DREs statewide as the standard polling equipment,
except that four counties uses optical scan voting systems and three counties use paperless
DREs. Mississippi’s ballot reconciliation procedures are generally good but need
improvement in specific areas.

Account for all ballots, votes, and voters at the polling place

Immediately at the close of the polls, in jurisdictions using DREs (most of the state), the poll
manager is required to obtain the results tape from each DRE unit, verify that the number of
ballots cast as recorded on the tape matches the public count number displayed on the DRE,
transmit the election results extracted from each DRE unit by modem to the central
tabulating center for the county (where the Secretary of State has provided a procedure
therefore), and extract the memory cards from each DRE.”” The poll manager then
completes and signs a ballot recap form listing the number of valid, spoiled or invalid, and
affidavit and unused affidavit ballots, and any other unused ballots, and places a copy of the
recap form and any unused, defective, spoiled or invalid ballots in an envelope.'” The poll
manager also places the zero tape, results tape and memory card for each DRE into an
envelope, and the return manager brings the envelopes to the tabulating center designated
for the county or municipality.””” The DRE county surveyed reported that results are not
transmitted by modem but rather “the poll workers take the memory cards back to the
courthouse, and we do all the counting here at the courthouse,” but otherwise confirmed the
foregoing.'™ The Secretary of State reported that the foregoing summary was incomplete
and did not include all the precinct-level ballot accounting requirements, which are
substantial.”"”

Where optical scanners are used (a handful of counties), as soon as the polls close the
“ballots shall be sealed against further voting” and all unused ballots shall be sealed in a
container.""” The poll manager then prepares a report of the number of voters who voted,
as indicated by the poll list, places it in the ballot box, and seals the ballot box."”"" The
returning manager then delivers the ballot box to the designated counting center, and the
poll list, register of voters, unused ballots, spoiled ballots, and other records and supplies, are
delivered as directed by the officials in charge of the election.'”” The optical scan county
surveyed reported that poll workers “bring it all to us and we seal it into a room.”'™ The
Secretary of State again reported that the foregoing summary is incomplete and that ballot
accounting procedures in optical scan counties are more rigorous than described.'*

Poll closing procedures in general provide that, once votes have been completely and
correctly tallied, the managers are to publicly announce the results, certify in duplicate a
statement of the result, and enclose one copy of the statement in the ballot box.""” Officials
then lock all voted, spoiled, or unused ballots in the ballot box, along with a copy of the
ballot receipt, the tally list and the poll books.'"* After tabulation, all elections materials are
delivered to the clerk of the county circuit court.”'” Both of the counties surveyed
confirmed the foregoing,'"® and the Secretary of State responded approximately as noted
above.'™"’

COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS 195



Reconcile vote and ballot totals and address discrepancies at the polling place

Election officials must reconcile the number of ballots voted with the number of voters who
signed in; that is “the number of ballots voted must correspond with the number of names
signed in [the voter] receipt booklet.”® Additionally, the number of voted, spoiled, and
unused ballots must correspond with the total number of ballots received by the polling
place as listed on the ballot receipt.' ™ If there is a discrepancy, it must be “perfectly
accounted for” by a sworn statement signed by the elections managers and included with
other elections materials sealed in the ballot box."” Both of the counties surveyed
confirmed the foregoing' > and the Secretary of State reiterated some of the foregoing and
generally confirmed the rest.'**

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

According to the Mississippi code, the county executive committee receives and canvasses
the returns from each precinct.”” The Secretary of State clarified that “[tlhe County
Executive Committee in primary elections and the Election Commission (inclusive of county
and municipal) in general and special elections receives and canvasses the returns from each
precinct.””* County officials transmit the certified vote totals for the whole county and for
each precinct within the county to the Secretary of State, but there is no explicit legal
requirement that the sum of precinct-level totals be reconciled with vote totals for the
county.'”” The Secretary of State did not confirm the foregoing and reported that the
“Election Commissions and Executive Committees are obligated to file a separate report
with the Secretary of State which must include the total voter turnout for each election,
determined by totaling the number of persons signing the receipt book at each precinct,
absentee voters and persons who voted by affidavit ballot and persons whose ballots were
challenged and rejected, and an explanation or suspected cause for any difference between
the amount of total voter turnout and the number of counted votes for candidates for
various offices.”'” We recommend explicitly adopting a requirement that precinct totals be
reconciled with county totals as a part of the county canvass. After the county canvass is
complete and the results of the election are certified, county officials must submit a report of
residual votes, which includes undervoted and overvoted ballots, and any other vote not
counted for any other reason, to the Secretary of State.'””

The state uses a server system that prompts officials to enter memory cards that have not
been loaded.'™ The optical scan county surveyed could not comment on state procedures,
and reported only that “[oJur machines tabulate and give us precinct by precinct.”'”" The
DRE county surveyed did not explicitly confirm the foregoing, but reported that “[i]f there
is a memory card out there [election officials] have to open and close that machine. If you
have three machines out there, you open and close every machine.”'”” The Secretary of
State reported that Mississippi “does provide a check and balance system to ensure all
memory cards have been loaded. These prompts show visually on the download screen and
the system also provides warning messages to alert county election officials. In addition, the
system provides reporting to indicate the number of ballots read on each memory card,
along with the number of ballots downloaded to the server for each memory card. This
report allows the county election officials to verify that all cards were completely loaded to
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the server”” We recommend that the state enact or enforce rigorous accounting and
reconciliation procedures to ensure that all memory cards have been read.

Make all results public

Whether DREs or optical scanners are used, all vote tabulation or ballot-counting
proceedings at the polling place are required to be conducted publicly.'™ A statement of the
result of each election is required by law to be kept by one of the elections managers to be
examined by any voter who requests the opportunity to do so.”* Both counties surveyed
confirmed the foregoing,'” and the DRE county reiterated that “[n]o doors are closed and
anybody can be there” and “once its over, the totals are posted on the wall.”'"

Recommendation: Mississippi requires three of the best practices (although, despite the
requirement that counting be conducted publicly, limits publication to results posting) and
appears to conduct a third (memory card reconciliation) in practice, therefore Mississippi’s
ballot reconciliation procedures are generally good, but need improvement in specific areas.
While the state has good procedures in place for polling place reconciliation and elements of
its county canvass are quite rigorous, we recommend that Mississippi enact requirements
that election officials reconcile precinct totals with county totals as a part of the county
canvass, and adopt rigorous procedures requiring that election officials review status reports
from the tally server to ensure that all memory cards have been read. In addition, we
recommend that Mississippi expand its publication requirements to include ballot
reconciliation information.
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Missouri

Missouri uses optical scan voting systems statewide as the standard polling place equipment,
with the exception of St. Louis City, St. Louis County and Boone County, which use both
DREs and paper ballots in many or a majority of precincts. Missouri’s ballot reconciliation
procedures are generally good but need improvement in specific areas.

Account for all ballots, votes, and voters at the polling place

At the close of polls, election judges generate at least one tally tape from each precinct
counter (optical scanning device) or DRE."”" Judges then accumulate the votes recorded on
each unit."” According to the Missouri Secretary of State’s office, DREs, optical scanners or
memory cards, are sent to a central count location on election night, and there is no longer
any hand-counting at the polls, although laws applicable to this practice remain on the
books.' All of the counties surveyed confirmed this,' "’ although one noted that the hand-
count laws remain on the books “just in case a hand-count becomes necessary.”'™' Memory
cards are removed from any unit that will not be delivered to a central count location and
sealed in any unit that will be delivered to the count location.'* Election officials seal and
preserve all paper cast vote records, memory components, and provisional, optical scan and
spoiled ballots."™ Audit trail tapes, voter access cards, voter lists, recap sheets and other
election materials are transported to the election authority.'™

Reconcile vote and ballot totals and address discrepancies at the polling place

After judges print totals tapes from each machine, they are required to compare the totals
shown on the tape with the counter shown on the unit and the number of voters who signed
in on the precinct register."* In the case of precinct counters, the judges will compare the
number on the tapes with the number on the machine counter and the number of ballots
marked.'* Judges must document any discrepancy.'”"’

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

At the central count location, the election authority transfers the vote totals from the
memory components of each DRE or precinct counter into the election management system
for official tabulation and consolidation.'™* Logs are maintained, tracking each event related
to each voting machine, memory component, paper cast vote record and ballot, and the log
is to “include a statement that no election material was added, subtracted or altered except as
provided by statute or rule and that no irregularities were noticed unless otherwise
noted.”"”* All of the counties surveyed confirmed this practice, and further clarified that the
required log include the reconciliation of memory cards loaded into tally servers.'™
However, one clarified that the voting machines will record errors on “[their] own interior
paper log, but they do not record events beyond that. Occasionally hand-written notes are
made, and those would be filed in the election folder for that year. There is a log for the
memory packs [indicating] which goes out to what precinct, and the tally server will indicate
if any are missing.”""'
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Prior to certification of the results, accuracy certification teams run a set of votes identical to
that used in a pre-election logic and accuracy test on each memory component used to
tabulate votes at the precincts. ™ In the event of a discrepancy, the program will be
cotrected or paper cast vote records will be hand-counted.'”™ This is in addition to manual
audit requirements, discussed later in the report.

As soon as possible after each election, the county convenes a verification board to verify
the results of the tally and certify the results of the election.'”™ The verification board’s
cotrections supersede any returns reported by judges on Election Day.'”™ The verification
board examines all voting machines and prints returns from these machines.'” The board
compares machine returns with the returns furnished by elections judges on Election Day; if
there is any discrepancy, the verification board corrects the judges’ returns.'” The
verification board prepares an abstract, which includes the votes for each candidate or
question broken down by political subdivision within its jurisdiction.'”™ The Secretary of
State’s office points out that the foregoing requirements are set forth in a statute enacted
when Missouri was voting on lever machines, and have not been amended to “take into
account modern voting equipment.”'”™ However, all of the counties surveyed confirmed
that the foregoing description accurately describes current practice.'”

Make all results public

The tabulation and consolidation of vote totals are required to be performed in public."
The statutory requirement that printed returns from voting machines be posted outside the
polling place'™ was, according to the Secretary of State’s office, applicable only to lever
machines; the respondent clarified that “[e]lection results are tabulated at and released from
the local election authority’s office. No results are certified or posted by ‘precinct election
officers’ or election judges.”'"* All of the counties surveyed confirmed that they do not post
results at the precinct,’”** but one noted that unofficial results are posted in the clerk’s office
and the clerk’s office “will also post the official return after certification which is broken
down by precinct.”'’”

Recommendation: Missouri requires three of the best practices, and a fourth (reconciling
precinct totals to county totals) may be done in practice; however, a requirement to post
results at the polling place has either lapsed as a result of the change in voting equipment or
is not being carried out. Therefore, Missouri’s ballot reconciliation procedures are generally
good but need improvement in specific areas. Its precinct-level accounting and
reconciliations and many elements of its county canvass are quite rigorous. However,
Missouri should enact a requirement mandating that election officials reconcile precinct
results with county results, and should update and expand its previous requirements that
election results be posted at the polls and require publication of ballot reconciliation
information.
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Montana

Montana uses optical scan voting systems statewide as the standard polling place equipment.
Montana’s ballot reconciliation procedures are good.

Account for all ballots, votes, and voters at the polling place

Votes are counted at the polling place and recorded on return forms."”*® Optical scan voting
systems are used to count ballots in most precincts.'”*’ In any precincts using manual counts,
two election judges must each keep a tally of the vote on separate tally sheets; after the tally
is complete, the judges must compare their tally sheets.'* If there is a discrepancy, the count
must be conducted again until the tallies match.'””

The county election administrator provides a ballot reconciliation form along with ballots
delivered to each polling place; polling place officials are required to verify the beginning and
ending ballot numbers and sign the form indicating that they received the number of ballots
as stated on the form."”” They are also required to enter the name of each voter appearing
at the polling place in the poll book alongside the corresponding ballot number, and ensure
that the number on the ballot (including any replacement for a spoiled ballot) being given to
an elector corresponds to the number in the poll book for that voter.'””

After counting is complete, election judges seal the ballots and sign and certify the poll
book."”” All of the counties surveyed reported that the number of spoiled, unused and
overvoted and undervoted ballots are counted and compared to the total number of ballots
delivered to the precinct.'”” Election judges then seal the precinct register, lists of individuals
challenged, the poll book, the two tally sheets, all unused ballots and all ballots voted
(including those not counted or allowed), and detach stubs from all counted or rejected
absentee ballots, and deliver these items to the election administrator.'””*

Reconcile vote and ballot totals and address discrepancies at the polling place

Before counting the votes, the counting board is required by law to count all ballots cast to
ensure that the total number of ballots corresponds with the total number of voters who
signed the poll book."”” At the end of Election Day, or when early counting begins, the poll
book and the number of ballots in the ballot container are reconciled on the ballot
reconciliation form."”® 1If there is a discrepancy that cannot be reconciled, the counting
board must submit a report of the number of ballots missing or in excess and any known
reason for the discrepancy.'””

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county canvassing board meets to canvass the returns from each precinct.'””® During
this process, the canvassing board publicly opens the returns, audits the tally books or other
records of votes cast, determines the precinct-wide vote for each candidate or question,
compiles totals, and declares the result."”” If the canvassing board finds an error in precinct
documents affecting vote totals, the board can petition for a recount or for an inspection of
the ballots."™ The canvassing board then compiles a report of the total number of people
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who voted in each precinct and in the county, the votes in each precinct for each candidate
or question, and the total votes in the county for each candidate or question.'™'

Although no information is currently available regarding Montana’s policies toward memory
card reconciliation, one county official reported that it has a “security log” for memory
cards,'™ another reported that it reconciles “ballots against the poll book and the print
log,”""™ and another reported that memory cards are “downloaded and tallied” on a
computer in the clerk’s office.'™

Make all results public

Immediately after all votes are counted and recorded in the precincts, election judges must
post a copy of the return form at the precinct or other counting location.”® In addition, the
county canvass “must be public.”’’® County election officials also enter precinct level
results into a statewide system, and those results populate to a public website as the counties
enter them."”  One county official confirmed that “[vote] totals are posted on the
courthouse door,”"™ and another confirmed that it follows the state’s regulations on the
subject.”™ A third county reported that its election results “are posted on the county
website, and updated throughout the night in the case of local elections,” and that the results
for statewide elections are posted on the Secretary of State’s website. ™ Another reported
that for local races, election results are posted in the local paper, and for major races, the
Billings Gazette calls in to get the results.'”

Recommendation: Montana requires three of the best practices, and in addition, some
counties reported some memory card reconciliation procedures. Therefore, Montana’s
ballot reconciliation procedures are good. While its precinct-level accounting and
reconciliation and publication practices are strong, and reconciliation of precinct totals to
county totals may be done in practice even if not explicitly required, we recommend that
Montana enact requirements mandating that election officials reconcile precinct totals with
county totals, and account for and reconcile any memory cards.
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Nebraska

Nebraska uses optical scan voting systems statewide as the standard polling place equipment.
Nebraska’s ballot reconciliation procedures are generally good but need improvement in
specific areas.

Account for all ballots, votes, and voters at the polling place

The Secretary of State’s office reports that “[p]oll workers are instructed to perform an audit
prior to opening the polls to insure the polling place received the correct number and style
of ballots shown to be issued to that polling place by the election official.”'™* After the polls
close, poll workers count and record the number of registered voters and sign the precinct
voter list and sign-in register.'” “Poll workers are instructed to account for all ballots issued
to their polling place as soon as the polls close to include voted, not voted, spoiled and
rejected ballots.”'™  Then election officials deliver the ballot box and all other election
materials to a central count location.'™”

The initial vote count takes place at a central count location determined by each county.'™
The counting board staffing these central count locations counts the ballots using optical
scanners unless it becomes impossible to do so, in which case the ballots may be counted
manually."”” According to the Nebraska Secretary of State’s office, the central counting
board also tallies the number of spoiled and unused ballots and reconciles that tally with the
number of ballots delivered to and returned from each precinct.”” This practice is not
mandated by law but is the endorsed procedure.”” The counting board seals voted and
rejected ballots, generates a report summarizing the votes cast for each candidate or
question, and returns these materials to the county clerk'™ for locked and secured storage
until the county canvassing board meets.'"™"

Reconcile vote and ballot totals and address discrepancies at the polling place

Voted ballots are delivered to the central count location in sealed ballot boxes or sealed
transfer cases that poll workers at the precinct are not authorized to open.'™ When poll
workers count the number of ballots at the precinct prior to their transfer to the county, this
count is for chain of custody verification and not for the purpose of reconciling the number
of voters with the number of ballots."™” While no statute requires election officials at the
county level to compare poll lists to the number of ballots cast in each precinct, the
Nebraska Secretary of State’s office reports that the central counting board and county
canvassing board makes this comparison.'™

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

After ballots are counted at the central count location, county canvassing boards meet to
canvass the vote for all precincts within their jurisdiction.'™ Although this practice is not
required by law, state officials report that the county canvass includes reconciling and
verifying the number of spoiled, unused and overvoted and undervoted ballots with the total
number of ballots sent to each precinct."™ If there is an obvious error in the vote tallies as
reported, the board may open the ballot container and review the ballots or other materials
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as needed to correct the error.'™ In such cases, the county canvassing board “shall make the
correction entry in the precinct sign-in register, the precinct list of registered voters, and the
official summary or summaries of votes cast and shall attach a letter of explanation to each
book where the correction was made.”"™ Once all precinct totals are determined to be
correct, the canvassing board records the results in a permanent ledger™ and prepares an
abstract of votes, which the board delivers to the Secretary of State.'*"

The system used to generate county abstracts requires county canvassing boards to enter
precinct-by-precinct totals, and Nebraska counties compare precinct totals with their
countywide total in certifying county canvass results.'®'" While Nebraska appears to have
adequate extralegal safeguards in place with respect to reconciling precinct totals, we strongly
recommend legally mandating a comparison of precinct totals with county totals to ensure
that each precinct tally is accurately reflected in the state canvass. Very few counties in
Nebraska use a voting system server, but those that do compare totals tapes to data loaded
onto the server to ensure that all memory cards have loaded properly.'*'?

Make all results public

The Nebraska Secretary of State’s office makes its state abstract, which is created through
the examination and compilation of county abstracts,™ available to the public."™* We
recommend legally mandating the practice of releasing full precinct and county totals so that
the public has the opportunity to review all totals and tabulations.

Recommendation: Nebraska requires two of the best practices, and conducts two more in
practice; therefore, Nebraska’s ballot reconciliation procedures are generally good but need
improvement in specific areas. While the state performs relatively well in the county canvass
and has comprehensive publication procedures, its precinct-level canvass is insufficient. We
recommend adopting ballot reconciliation procedures upon the initial count to ensure that
the number of voters signed in is reconciled with the number of ballots cast at the precinct
level. Additionally, we recommend legally mandating that election officials reconcile precinct
totals with county totals, and reconcile any memory cards used, and also the practice of
releasing full precinct and county canvass reports so that the public has the opportunity to
review all totals and tabulations.
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Nevada

Nevada uses VVPAT-equipped DREs as the standard polling place equipment. Nevada’s
ballot reconciliation procedures are good.

Account for all ballots, votes, and voters at the polling place

As soon as the polls close, the election board secures all devices against further voting.'*"
The election board then ensures that the device provides for a record printed on paper of
the total number of votes recorded on the device for each candidate and for or against each
measure, counts the number of ballots voted at the polling place, and accounts for all ballots
on the statement of ballots."'® The board then seals all records printed on paper, all storage
devices which store the ballots voted on the devices, and any other records, reports, and
materials as directed by the county clerk into a container and delivers those items to a central
counting place.”™” Next the board records the number of votes on a form provided by the
county clerk,®® and if a difference exists between the number of voters and the number of
ballots voted, the board is required to report the difference and any known reasons for the
difference, in writing, to the county clerk.™ Finally, the board is required to compare the
quantity of supplies furnished by the county clerk with the inventory of those supplies, and
note any shortages.'**’

A central ballot inspection board receives sealed ballots (in this case, VVPAT rolls and any
paper ballots used in the election) at a central counting location, removes the DRE memory
storage devices, and registers the numbers of ballots by precinct.'™ The ballot processing
and packaging board verifies the accuracy of the testing equipment,'® runs an electronic
tally of the ballots by precinct,'™ maintains a log to ensure that every precinct is accounted
for,"™ records an explanation of any irregularities, ™ and returns all election materials to the
county clerk."**

Reconcile vote and ballot totals and address discrepancies at the polling place

If a discrepancy exists between the number of voters and the number of ballots voted, the
counting board is required to make a note of the discrepancy and any known cause in
writing."*” The counting board is also required by law to “account for all ballots, used and
unused” before counting any votes.'**

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county board of commissioners begins the countywide canvass as soon as all returns are
received.™ The commissioners review the returns from each precinct, note and correct any
clerical error, “[taking] account of the changes resulting from the discovery, so that the result
declared represents the true vote cast,” and then create an abstract of the votes for each
contest and question, which they deliver to the Secretary of State.® While this does not
explicitly call for a comparison of votes to voters, all of the Nevada counties surveyed
reported reconciling vote, elector, and ballot totals in each precinct and countywide.'*' One
county reported that “every effort is made to reconcile the number of signatures received in
the Roster Book with the count per precinct in the polling place at the end of Election Day,”
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and that in addition a reconciliation team at the Registrar of Voters’ Office “starts
immediately after the count on Election Day to reconcile where the poll workers were
unable to do so in their polling places.”'™ In his experience, in general, any errors found
tend to be attributable to human error because “the poll workers . . . are doing this at the
end of a 16 hour day.”"™ We recommend explicitly mandating the practice of precinct
totals with county totals by law.

All of the counties surveyed also report accounting for and reconciling memory cards and
tally server totals to ensure that each cartridge was properly loaded and recorded.™ One
county reported that “[w]e confirm (many times) election night which cartridges have been
read. . . . If you don't read a cartridge, it becomes immediately apparent during the post
election audit,” as the respondent experienced in 2001 and subsequent to which procedures
were “significantly changed” to prevent it from happening again.'® Another reported that
every memory card has a bar code on it, and they are all scanned at every point during the
process so election officials know where every card is form the time it is delivered to the
precinct to the time it is returned to storage, “and our tabulation software will not let us
close the system to print a final cumulative report unless every cartridge from every [voting
machine] has reported all its totals.”"** A third reported that the memory card reconciliation
process “is part of the software, and it's all double checked,” and that each cartridge is
assigned to the type of cast votes, stored on it, such as absentee or early votes, and “the
computer won't allow [the cartridges] to be read as [reporting totals for| any other type [of
ballot] than that which they were assigned.”"®”’

Make all results public

According to Nevada law, “each counting board, before it adjourns, shall post a copy of the
voting results in a conspicuous place on the outside of the place where the votes were
counted.”"™ According to the Secretary of State, counties will transmit unofficial results to
the Secretary of State’s office throughout the night of the election for public posting of
updates on the Secretary of State’s website."™” FEach county counting board is required to
post a copy of the voting results in a conspicuous place on the outside of the counting
center before it adjourns on the night of the election."™’ County clerks are also required to
make voting rosters available to the public and tally lists except for voted ballots available to
any contestant in the election in question.'™"'

Recommendation: Nevada requires three of the best practices, although its publication
requirements appear to be limited to results posting, and conducts the other two in practice;
therefore, Nevada’s ballot reconciliation procedures are good. The state has good procedures
in place for ballot accounting and reconciliation at the precinct level. However, we
recommend that Nevada mandate the practice of reconciling precinct totals with county
totals and reconciling memory cards by law, and expand its publication requirements to
include ballot reconciliation information.
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New Hampshire

New Hampshire uses optical scan voting systems statewide as the standard polling place
equipment. New Hampshire’s ballot reconciliation procedures are excellent.

Account for all ballots, votes, and voters at the polling place

The number of ballots delivered to the polling place is counted at or prior to the opening of
the polls."** After the polls close, the moderator at each precinct oversees the counting of all
ballots."™ The moderator also completes a “Moderator’s Certificate” stating how many
standard Election Day ballots were received from the Secretary of State.'™ After votes are
tabulated and totaled, the moderator announces the final count for each office."*” The town
or ward clerk then prepares a return based on the totals announced, ™ which includes vote
totals for each candidate or question."™ As of January 1, 2012, within 48 hours of the
closing of the polls, the moderator completes a “Moderator’s Worksheet” that repeats the
number of ballots originally received from the Secretary of State, and also shows the number
of ballots cancelled (spoiled) and not used, the number of ballots cast set forth by reference
to the method of casting (standard Election Day ballots, accessible ballots, absentee ballots,
substitute additional ballots copied or cast on absentee ballots if the standard Election Day
ballots run out), a comparison of the different methods of tallying ballots, the number of
voters checked in and out as having voted in person, and the number of absentee voters
checked in and out as having voted by absentee ballot."**® Moderators are also required to
complete a “Ballot Accounting” form, which “requires them to add the total votes for
candidates on the ballot, write-in votes, undervotes and overvotes and to compare this total
with the number of ballots cast in [the election], and the number of voters marked on the
checklist as having voted."*"

After the return and worksheet are created, the moderator places all ballots in a sealed
container and labels the seal with the number of cast, cancelled (spoiled), and uncast ballots
contained therein."® The town clerk holds all ballots unless a recount is ordered, in which
case the clerk forwards the ballots to the Secretary of State.'™ The clerk forwards the
election return, in both paper and electronic form and no later than 8:00 a.m. on the day
following the election, to the Secretary of State’s office.'™

Reconcile vote and ballot totals and address discrepancies at the polling place

Moderators are legally required to include information about the number of voters and the
number and types of ballots on the returns they furnish to the Secretary of State.'™ To
facilitate compliance with this law, the Secretary of State requires all moderators to complete
the Moderator’s Worksheet referenced above, on which poll workers are required to total
and reconcile the number and type of ballots cast, the number of voters marked as having
checked in at the polling place, and either the number of voters marked as having checked
out (where ballots are hand-counted) or the total number of ballots counted by the tabulator
plus any ballots counted by hand (where ballots are machine-counted).'™*

The Moderator’s Worksheet explicitly calls for four distinct but duplicative tallies: “(A) Ballot
Inventory [described above, it starts with the number of ballots provided by the Secretary of
State, subtracts the number of uncast and spoiled ballots, and adds net absentee ballots cast],

206 COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS



(B) Voter Participation Tallied at Check-In, (C) Voter Participation Tallied at Check-Out,
and (D) Hand count of ballots cast” and states that “[i]deally, these four counts should result
in the same number of ballots cast and voters participating (that is, Total A = Total B =
Total C = Total D)” and should also match the fifth duplicative total produced by the Ballot
Accounting form."™ The Moderator’s Worksheet also explicitly provides that “[i]f there are
any significant discrepancies” between any of the duplicative counts, Moderators should
have their teams “carefully review their tallies” and “resolve discrepancies on election night
before announcing results and avoid errors which, for example, may indicate more votes
tallied in a particular contest than total ballots cast.”'**

The New Hampshire Secretary of State’s office also extensively trains local elections officials
on ballot accounting and verifying results.'™’

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

There is no county canvass in New Hampshire; the Secretary of State reviews all results
during the state canvass. As required by the New Hampshire Constitution, the Secretary of
State receives, examines, records, and totals the returns from each polling place.””® During
the canvas, the Secretary of State’s office reviews and checks the work done by the
moderators at the polling place."™ The Secretary of State’s office also examines the Return
of Votes form, Moderator’s Certificate, Moderator’s Worksheet, and Ballot Accounting
forms for discrepancies, and follows up with town clerks or polling place moderators as
necessary to explain and resolve discrepancies.*”

Make all results public

The Return of Votes is public, both at the local election administration level and at the
Secretary of State level, and includes the ballot accounting forms, worksheets and certificates
described above.™" Local election officials are required to announce results at each polling
place on election night, and are encouraged to post a copy of the results.'® Town clerks are
required by law to preserve all poll lists as public record for at least seven years.'*”
According to the Secretary of State’s office, the public can also request to view the election
reports submitted to the Secretary of State.'”* Detailed election returns are available on the
Secretary of State’s website.**’

Recommendation: New Hampshire requires four of the best practices summarized above,
and does not use a tally server, making the fifth (reconciliation of memory cards)
unnecessary. Therefore, New Hampshire’s ballot reconciliation procedures are excellent. In
locations that count ballots by hand, however, New Hampshire could require by law that
moderators follow the state’s best practices for hand counting rather than authorize
moderators to adopt their own tally method.'**

COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS 207



New Jersey

New Jersey uses paperless DREs statewide as the standard polling place equipment. New
Jersey’s ballot accounting and reconciliation procedures need improvement.

Account for all ballots, votes, and voters at the polling place

As soon as the polls close, election officials close the voting machines in accordance with
instructions provided by the County Board of Elections, and print a results tape from each
machine for all districts."™” Election officials then inventory the zero-proof tape for each
machine, the election results tapes, the memory cartridges from each machine, and the keys
for each machine, and place them into the proper containers for return to county election
officials."* Election officials then inventory provisional ballots by recording the number of
“invalid,” used, unused and “missing” provisional ballots, signing the inventory form, then
sealing all of the provisional ballots into the bag provided for that purpose.”®” If emergency
ballots were used during the election, election officials count them by hand at the polling
place, recording the total on a tally sheet, and keeping “void” or “spoiled” emergency ballots
aside."” Election officials then add the emergency ballot total to the voting machine totals
on the return sheet.®”" The tally sheet and all voted, unvoted, void and spoiled emergency
ballots are then sealed into the emergency ballot box, and all election materials including poll
book sand voting authority slips are secured for return delivery to the County Board of
Elections."”” The Secretary of State’s office and the county surveyed for the report stated
that statutory requirements are followed,'"®” but Rutgers Law School has observed, over the
years, that accounting for these items is not completed, is done in a sloppy fashion, or not at
all. Rutgers Law School has observed that election officials, on multiple occasions, failed to
even sign off that all of the items they are supposed to collect are actually accounted for.
They hastily put the items in a bag without first inspecting them or keeping track of items.

Reconcile vote and ballot totals and address discrepancies at the polling place

While precincts are required to report both the number of votes counted and the number of
people who signed in on the poll lists,"” there is no legal requirement that election district
boards reconcile the number of votes with the number of voters at each polling place. The
Secretary of State’s office and the county surveyed for the report confirmed the
foregoing."”” This is a fundamental element of the ballot reconciliation process, and we
recommend legally mandating a comparison of the number of ballots cast and reported with
the number of voters.

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county canvassing board convenes to determine the results of the election.”®’® The
canvassing board examines the statements made by each district board to make its
determination."®”” The canvassing board must produce a statement of the number of voters
who signed in, the number of voters on the poll books, the number of ballots rejected, and
the number of votes cast for each candidate or question, broken down by election district.'”
There is no explicit requirement for comparing precinct totals to county totals. We
recommend reconciling these totals as a part of the county canvass. The state offers no
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statutory guidance on memory card reconciliation. The Secretary of State’s office reported
that “[b]asically what counties will do is they will compare the printed tape from the machine
to what was reported election night which would come off of the memory cartridge. It is
not in the law but all or at least most counties will reconcile that to make sure everything
matches.”"” The county surveyed did not specifically confirm or modify the Secretary of
State’s assertions, but reported similarly that printouts are produced at the end of the
evening on Election Day, and then “everything is sent to the County Clerk where the
unofficial results are tallied” and “[t]he election is certified within a week.”"™"

Indeed there is strong evidence that hardly any reconciliation occurs. In the 2008
presidential primary election the Union County Clerk discovered that vote totals from DRE
printouts did not match the totals from DRE printouts the totals recorded on the voting
machine cartridges. Some of the DRE manufacturers blamed it on human error. But,
during the course of litigation acknowledged that its software was flawed. The Union
County Clerk’s findings exposed that only a handful of counties actually practice any
reconciliation procedures. As a result of the flawed software, ten voters that we know of
were disenfranchised.

Make all results public

Upon the closing of the polls, “[e]lection tapes for all districts must be printed,” and “[a]
district board member shall announce the final results of the election, post the results on the
wall of the polling place, or provide copies of the results as directed by the County Board of
Election.”*" County canvassing boards are required to file their statement of results with
the county clerk, who is required to preserve these records for five years."™ The Secretary
of State’s office acknowledged the statutory requirements,™ but the county surveyed
reported that “no results are announced or posted at [the] polling place, it all goes to county
Board of Elections and then to [the] County Clerk.”"*

Recommendation: New Jersey only requires two of the best practices, and its publication
requirement appears to be limited to results posting and may not be carried out in practice.
Therefore, New Jersey’s ballot reconciliation procedures need improvement. We strongly
recommend legally mandating poll closing and ballot reconciliation procedures applicable to
the equipment currently in use, and requiring a comparison of the number of ballots cast and
reported with the number of voters signed in at the polls. In addition, we recommend
reconciling precinct totals with composite totals, and checking tally server reports to ensure
that all memory cards have been read. In addition, we recommend that New Jersey enforce
its results posting requirement and expand its publication requirements to include ballot
accounting information.
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New Mexico

New Mexico uses optical scan voting systems statewide as the standard polling place
equipment. New Mexico’s ballot reconciliation procedures are generally good but need
improvement in specific areas.

Account for all ballots, votes, and voters at the polling place

Immediately after the close of polls, poll workers certify that voting is complete “with the
voting of voting machine number [X] by voter number [Y] on the signature roster.”** The
counties surveyed elaborated on this variously. Two reported that when the polls close, an
election official stands at the end of the lines of voters, to prevent further voters from
entering the line;'®™ one of those then reported that when the last voter finishes, the election
official announces that the polls are closed,"™ and another reported that even though the
election official prevents additional voters from getting in line, everyone already in the line
will be able to vote no matter how long it takes.'™**

Each precinct then mails the checklist of registered voters and one copy of the machine-
printed returns to the Secretary of State.'™ The signature roster, the machine-printed
returns, the removable media storage device, one tally sheet, all ballots, all unused election
materials and all returns are returned to the county clerk.'”

Reconcile vote and ballot totals and address discrepancies at the polling place

New Mexico officials at the precinct are required to certify the signature rosters,™" but not
required to reconcile, the number of ballots cast with the number of voters who signed in at
the precinct, although as discussed below this reconciliation is required at the county level.
Notwithstanding the lack of an official requirement, all of the counties surveyed confirmed
that this reconciliation is performed at the precinct level. One reported that “[a]t the end of
the night [election officials] run a results tape” and “[tlhey do reconcile them with the
signatures” in the poll book."™  Another reported that “poll workers are trained to
reconcile the machine count to the number ballots and the poll list,” although they “do not
open the ballot boxes to confirm the ballots” but rather send those to the clerks office.'™” A
third reported that “[w]e tell our [poll] workers [the number of votes and voters] should
match” and that “[i]f it does not, we want an explanation as to why,” for example, a voter
signed in but had to leave before voting."™™ That county qualified, however, that while poll
workers “are trained to make the explanations, to watch the numbers all day long, and to
keep their permit slips in a particular order so that they can go back and see mistakes,”
“[tlhey are not trained to ‘make it balance.”'™  These practices are good, but we
recommend requiring precinct-level reconciliations by law.

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

County clerks compare the votes for each office and for each question appearing on the

ballot, and enter the totals into the canvassing program.'™ Two of the counties surveyed
confirmed that,'” but one reported that it had converted to “an automatic voting tabulator”
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through which the cast vote information is sent to the Secretary of State electronically, and
adjusted thereafter to reflect provisional ballots counted.”'®”

The county canvassing board meets within three days of the election and examines the
returns for any prima facie discrepancy, omission or error.'”” A machine recheck is made if

: : : 1900
necessary due to a defect in returns or if any candidate or 25 voters request a recheck. " The
board certifies to the state canvassing board the number of votes for each candidate and for
and against each issue.””"

County canvassing boards are required by state statute to compare the sign-in count against
the number of votes cast. In the course of its canvass, the county canvassing board shall
immediately summon the precinct board to appear and make necessary corrections or supply
omissions if: (1) any certificate has not been properly executed; (2) there is a discrepancy
within the election returns; (3) there is a discrepancy between the number of votes set forth
in the certificate for any candidate and the number of electors voting as shown by the
election returns; or (4) it appears that there is any omission, informality, ambiguity, error or
uncertainty on the face of the returns.'”"”

The state canvassing board’s canvass is based on returns transmitted to the Secretary of State
directly from each precinct board and certificates transmitted by the county canvassing
boards.” The board examines all election returns and certificates issued by county
canvassing boards. If there is any discrepancy, a district judge will summon the precinct
board or county canvassing board to complete or correct such returns or certificates.”™

Make all results public

One copy of the returns from each tabulator must be posted outside each polling place.'””
Additionally, all returns and certificates of results are public documents that may be accessed
by any concerned party.”” All of the counties surveyed confirmed this,"”™” but one qualified
that (for example) an affidavit from a UOCAVA voter waiving his or her right to privacy
would not be disclosed.'™”

Recommendation: New Mexico requires two of the best practices, although how detailed
the precinct-level tally sheet is is not specified, and conducts a third in practice, therefore
New Mexico’s ballot reconciliation procedures are generally good but need improvement in
specific areas. While the procedures in place for reconciling redundancies at the county level
and making results public are quite good, we recommend that New Mexico require detailed
precinct-level ballot accounting and require reconciliation of the number of votes to the
number of voters as a matter of law, and that New Mexico explicitly require county-level
reconciliations of precinct totals to county totals, and reconciliations of any memory cards
used.
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New York

New York uses optical scan voting systems statewide as the standard polling place
equipment. New York’s ballot reconciliation procedures are generally good but need
improvement in specific areas.

Account for all ballots, votes and voters at the polling place

Upon the close of the polls, election inspectors follow written procedures and complete
cotresponding certificates to account for ballots cast and public counter numbers."™” First,
election officials place an inspector at the ballot scanner to prevent further voting, account
for and reconcile on a form the cast, unused, cancelled, spoiled, provisional and emergency
ballots against the number of ballots delivered to the poll site, scan the ballots contained in
the emergency box or other secure storage container, and hand count and secure ballots that
cannot be scanned.”"” Officials then canvass the vote on each machine by printing the
totaled ballot scanner results on each machine, and reading aloud the public office or party
position, candidate name, political party, and the totaled result for each of these categories
on each machine, and then repeating this process for ballot proposals.'”! The results for any
hand-counted ballots are then added to these individual machine totals to produce a single
total result for each candidate and ballot proposal.”’"* An inspector will record these results
for a return of the canvass, then inspectors will sign the return showing the number of votes
cast for each candidate or question, the number of write-in votes, and the total number of
ballots cast on each machine.”"” The signed certificates are returned in sealed, secure
containers provided by the Board of Elections.”"

All of the counties surveyed confirmed that the foregoing is generally accurate,”"” although
one reported that inspectors are not posted at the machines because the doors are locked
when the polls close,”'’ and another reported that instead of reading the results aloud
election officials “print them out . . . If anyone is there and wants info, we give them a
duplicate copy of the tape” because its “more accurate.””"” A third clarified that precinct
officials only account for all of the ballots, used, unused, spoiled or write-in, but that if any
hand counting is required, it is handled by the Board of Elections.'”"*

Reconcile vote and ballot totals and address discrepancies at the polling place

Before canvassing voted ballots, officials at the polls account for all paper ballots furnished
to the polling place by counting the number of used and unused ballots of each type and
using the additions and subtractions required on the return to reconcile the ballot totals.”"”
Officials must also reconcile paper records with the poll books to ensure that the number of
voters equals the number of ballots cast."” According to the New York Elections Code, if a
discrepancy exists, the inspectors are required to remove a number of ballots equal to the
excess, and those ballots will be set aside and not counted.”" In other words, the number of
ballots counted would be equal to the number of voters on the poll lists, but exactly which
ballots are counted would be left to random chance. Notwithstanding the foregoing, all of
the election officials surveyed reported that they’ve either never done this or that it is not
done."” All of the counties reported that they do not remove “excess” ballots and that
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discrepancies would be referred to or handled by the Board of Elections for resolution, and
that they’ve never experienced an excess.'””’

Because this practice would lend itself to ballot box stuffing, it is unsatisfactory as a
reconciliation measure, and we recommend that it be removed from the elections code and
outlawed.

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county canvassing board reviews the return from each precinct for the number of
voters, the number of votes for each candidate or question, and the number of unrecorded
or undervoted ballots."”** If the precinct returns show any omission or etror, the canvassing
board may summon the election officials from the precinct in question to correct the
error.””” During the re-canvass, if “it shall be found that a discrepancy exists between the
number of voters who cast a vote in an election district and the number of votes recorded
on the tabulated results tape plus any Election Day paper ballots counted by hand the
board of elections, or the committee thereof, shall proceed thoroughly to examine all
the election day paper ballots in that election district to determine the result from such
election district.”"”* If a discrepancy cannot be resolved by recanvassing, officials will
reexamine all the Election Day paper ballots on which the votes for the precinct in question
were cast in order to determine the result for that precinct.”””’ The canvass and recanvass are
conducted to ensure the accountability and accuracy of each election,”” and the result of the
reexamination supersedes the original canvass return provided by the election district.””’

Make all results public

As noted above, election results are announced at the polling place after the close of polls.
Results are then either phoned in to the county board of elections, or extracted directly from
scanner memory cards, but either way, the county boards then post unofficial results to their
respective websites, on white boards in their local offices, “and distribute their election night
results by any number of other means, to ensure that interested persons can access the
unofficial election night results as quickly as possible.”"” Certified election results are
available to the public several weeks after the election, once all post-election tasks have been
completed and certified. "'

The counties surveyed reported varying publication practices. One confirmed the process
above, and added that “[w]e print out extra copies of the result tape and provide them to any
poll watchers present at the closing of the polls” but since there is “no place to securely post
the results at most polling places . . . there is no posting there.”” Another reported that,
unlike his colleague quoted above, results are read aloud in the precinct, but not posted at
the polls, and that results are posted on the Board of elections’ website as they come in."”>
The third reported that one copy of each memory card is delivered to the Board of Elections
and results are published on line after being uploaded from the memory cards."”**

Recommendation: New York requires three of the best practices, although its publication
requirement appears to be limited to results posting; therefore, New York’s ballot
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reconciliation procedures are generally good but need improvement in specific areas. While
the state has good procedures in place for ballot accounting and reconciliation at the polling
place, we recommend adopting formal procedures requiring the reconciliation of precinct
totals with composite totals and the reconciliation of any memory cards used at the county
level. In addition, although no longer implemented or enforced, we recommend outlawing
the practice of randomly discarding ballots in excess of the number of voters. Finally, we
recommend that New York expand its publication requirements to include ballot
reconciliation information.
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North Carolina

North Carolina uses a combination of optical scan voting systems and VVPAT-equipped
DREs as the standard polling place equipment. North Carolina’s ballot reconciliation
procedures are good.

Account for all ballots, votes, and voters at the polling place

At the close of the polls, precinct officials conduct a publicly-viewable preliminary count of
all ballots, following procedures specified by the manufacturer of the voting system in use at
each precinct.””  The chief judge at each precinct must print a return sheet from each
voting system unit and place it in an envelope.'”” Then the election judges count all ballots
or votes and fill out a certified statement of returns.'”” “If an official ballot is rejected by a
scanner or other counting machine, but human counters can clearly determine the voter's
choice, the official ballot shall be counted by hand and eye.”"”” One of the DRE counties
surveyed reported that, thereafter, “the information is entered into our Election Reporting
System manually.”™ An optical scan county surveyed reported that the scanners alert
voters when there is an error on the ballot, and what the error is, and if the ballot hasn’t
already been cast, the voter then has the opportunity to spoil that ballot and complete
another.”"’

Judges must also keep consolidation and accounting sheets, which they must sign and
include in the envelope with all results tapes from voting devices."”*' After this initial tally is
complete, poll workers must announce and transmit the results to the county board of
elections, which conducts an official canvass."”* Officials in all precincts must also complete
a ballot accounting form that details the number of blank ballots received and the number of
voted, provisional, spoiled, and unused ballots returned.” All of the counties surveyed
confirmed this practice,”* and one of the DRE counties reported in addition that “and
these ballots are audited a second time by [Board of Elections] staff before they are packed
away with election materials for a particular election.”” The optical scan county survey
reported that, in addition, “[a]ll machines are brought back to the County office, where
memory cards are pulled and uploaded,” and “[a]n audit is done and all ballots are
reconciled.”"”*

Reconcile vote and ballot totals and address discrepancies at the polling place

The county conducts an “clection audit” before its official canvass in which election officials
reconcile vote and ballot totals by precinct."”" Officials compare authorization to vote
(ATV) form totals used by voters to obtain ballots to the machine tapes from each precinct
and compare the total number of votes cast to the total number of ATVs tendered to voters
in the precinct.”* County officials also count spoiled, unused, voted, challenged, and
provisional ballots by precinct and compare those totals to the ballot accounting sheet
returned by each precinct.” Both DRE counties surveyed confirmed that foregoing
accurately describes actual practice,”” while the optical scan county reported that “[t/he poll
book is not part of the process” and instead “[tJhe total number of registered voters is input
into the tally server by precinct” and “[tlhe server will notify if there is an overage.”'”'
County officials then “reconcile the tapes to ballot reports provided by the precinct,” and
the precinct is required to “reconcile all ballots against [the number] which was received.”
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Any discrepancies must be explained and documented.”” Finally, machine counter numbers
must be reconciled with the Chain of Custody form, which includes information for precinct
ballot accounting.” All of the counties surveyed confirmed this practice,"”* although the
optical scan county surveyed refers to the form as a “Ballot Control Form.”” One of the
DRE counties also reported that it “recommend]s] that precinct officials check these
numbers periodically throughout the day against the number of ATV forms,” and that this
allows for a “much more efficient closing of the precinct.”'”

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county board of elections examines the returns from each precinct, absentee and
provisional ballot totals, and the totals of the county’s “hand-to-eye paper ballot counts” to
ascertain the countywide election results.””” All of the counties surveyed confirmed this
practice,”® although the optical scan county clarified that “initially, absentee, provisional and
one-stop ballots are each treated as [having been cast in| their own precinct. Within 60 days
of the election, those ballots must be reconciled with their original precinct and included in
the count for that precinct.”"””

The county board of elections must create abstracts that include the total votes for each
candidate or ballot proposal, the votes for each candidate or ballot proposal by precinct, the
votes for each candidate or ballot proposal countywide, the number of votes on absentee
ballots in the county, the number of votes on provisional ballots in the county, and the
number of votes in any other category of official ballots not otherwise reported.” The
county boatd of elections may order a recount “when necessary to complete the canvass.””"'
County officials must audit poll books against precinct registers again after the canvass.
During the election audit, officials must compare precinct totals to the results logged on the
Election Night Reporting System server.'”

1962

Make all results public

As soon as the unofficial precinct count is complete, election judges may release the results
of the unofficial canvass to the media."”"* Regardless, the State Board of Elections reports
that precinct totals are added to the Election Night Return (ENR) system operated by the
State Board, where county and state totals are reported as soon as they are received by the
county board from the precincts. The ENR is accessed by the public and media on the State
Board of Elections’ website. All of the counties surveyed confirmed that poll closing
procedures are publicly-viewable.””” Some counties report detailed precinct results on their
websites.'”*

Other than required entry of precinct returns into the ENR system, additional publication
practices appear to differ from county to county. One of the DRE counties surveyed
reported that it “place[s] a monitor in our hallway so that anyone that wants to [can] see the
results as they are uploaded into election night reporting,” and that “[m]edia, candidates and
others gather there and watch for returns.”””’ Another reported that “precincts may post
their unofficial results, but it is the [County Board of Elections] that contacts the media with
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the unofficial results,” and that “[t]hose results are detailed by precinct.””® The optical scan

county surveyed reported that “[t]here is no posting of results at the precinct,” but rather
that the Board of Elections posts results on its website.”” “Initially, the results are only
posted as county totals, although they do indicate which precincts have reported in.
Detailed results are posted at the conclusion of the unofficial tally.”"””

Recommendation: North Carolina requires four of the best practices, although its
publication requirements appear to be limited to results posting; therefore, North Carolina’s
ballot reconciliation procedures are good. The state has good procedures in place for all
categories and is one of only a handful of states to have formal regulations in place for
memory card reconciliation. Although the county level reconciliation process includes the
preparation of precinct-by-precinct and countywide results, we recommend that North
Carolina enact an explicit requirement mandating that election officials reconcile precinct
totals to county totals. In addition, we recommend that North Carolina expand its
publication requirements to include ballot accounting information.
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North Dakota

North Dakota uses optical scan voting systems statewide as the standard polling place
equipment. North Dakota’s ballot reconciliation procedures are excellent.

Account for all ballots, votes, and voters

As soon as polls close, the inspector of elections and the judges must generate a canvass
report from the optical scan voting system."””' County election officials count spoiled and
unused ballots to ensure that all ballots are accounted for."””> After election officials reconcile
machine totals with the number of voters who signed the poll books and the number of
ballots received by the precinct, the canvass reports are signed and certified and delivered to
each judge'”” and the county auditor."”™. Election officials then wrap the ballots, separating
them into labeled bundles of valid ballots, void ballots and spoiled ballots, and seal the

wrappers.'””

Reconcile vote and ballot totals and address discrepancies at the polling place

The number of ballots counted must be equal to the number of voters signed in on the poll
list."”” If the number of votes on the system does not match the number of voters who
signed in, election officials will examine the poll books to determine the reason for the
discrepancy.’””” One of the counties surveyed reported that election officials “count [and]
recount,” and that poll books are exchanged between clerks or judges and then recounted.””
Another reported that, throughout the day, “[a]t the precinct level the election workers verify
that the number of people registered in the electronic poll books agree[s] with the number of
votes cast in the precinct level scanner.”””” On the “very rare occasion” that they differ,
“the ballots in the scanner at the end of the night would be physically counted to agree with
the scanner total and the electronic poll book total.”"”® That official further reported that
“[w]e try to resolve all discrepancies at the precinct level, if they cannot be, we try to resolve
them at the canvassing board.”' A third county reported that the poll books “are
recounted” in case, for example, “they forgot to mark someone in the poll book. "
However, it is not clear how it would be determined that that is what had occurred and was
(as opposed to something else) the cause of a discrepancy.

The number of total ballots counted by the voting machine, added to the number of
otherwise spoiled, void and unused ballots, is also compared against the number of ballots
received by the precinct before the polls open.”™ All of the counties surveyed confirmed
that this accurately describes actual practice.'”

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county canvassing board publicly reviews the results from each precinct and compatres
nty g p 192’5 . precinct p
them with aggregated county totals.  If the board notes any discrepancies, it may summon
precinct election boards to explain and correct the problem.'” Once the county canvassing
board has reviewed all precinct canvass reports and reconciled any discrepancies, the board
1987 p y p ’
prepares an abstract of results.  The state canvassing board reviews the counties’ certified
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abstracts and may summon the county auditor if any errors, omissions or discrepancies are
noted."” The state canvassing board prepares a statement of votes,”” and the Secretary of
State then records the state canvassing board's statements for each race and certifies the
election.” North Dakota does not use a tally server to determine official results, and no
reconciliation of memory cards is necessary.”””" One county, not suggesting that tally servers
are used, reported with respect to reconciliation procedures that it “get[s] totals from our
Electronic Poll Books and compare[s] those to the total votes cast on the memory cards for
each precinct.”"””?

Make results public

The process of canvassing votes in North Dakota is extremely transparent. When the polls
close, the inspector of elections and the judges must generate a canvass report from the
optical scan voting system in a manner that is “open to the public.”"”” Ballots are to be
counted at “public places” designated by the county auditor'” and the county canvassing
board is required to “publicly canvass the returns.””” The county auditor is required to
publish “in tabular form in the official county newspaper the vote by precincts for each
officer and each proposition voted for at any primary, special, or general election.”’”” The
state canvassing board’s preparation of a statement of the votes must be done “publicly,”””
and the Secretary of State must publish a copy of the certified abstract of votes in the
Bismarck Tribune."” All of the counties surveyed reported that the foregoing accurately
describes actual practice.”” Counties also release canvass results which are posted by the
Seretary of State on the Web and in the media.””"

Recommendation: North Dakota requires all five of the best practices summarized above;
therefore, North Dakota’s ballot reconciliation procedures are excellent.
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Ohio

Ohio uses a combination of optical scan voting systems and VVPAT-equipped DREs
statewide as the standard polling place equipment. Ohio’s ballot reconciliation procedures
are generally good but need improvement in specific areas.

Account for all ballots, votes, and voters at the polling place

Immediately after polls close, poll workers must count the number of electors who voted as
shown on the poll books and account for all voted, spoiled and unused ballots.””" The poll
workers also must cause each DRE voting machine or precinct count optical scanner,
whichever is used in that precinct, to print results tapes of votes cast on that device.”"”

After the precinct election judges complete the reconciliation process described below and
certify the results, they must place all ballots, memory cards or cartridges, poll books and
signature lists in containers provided by the board of elections and seal each container.”™”
They must transmit at least one copy of the certified summary report along with the
containers returned to the board of elections.”"*

Reconcile vote and ballot totals and address discrepancies at the polling place

Immediately after polls close in precincts that use paper ballots, the poll workers must count
the number of electors who voted as shown on the poll books and account for all voted,
provisional, spoiled and unused ballots, then reconcile the number of votes cast with the
number of voters who voted.” If there is a discrepancy, the poll workers must record an
explanation on the report forms.™” The optical scan county surveyed confirmed comparing
the number of ballots to the number of voters who signed in.*"”

While the statutes currently in effect do not explicitly require a comparison between vote
totals recorded on direct recording equipment and voters who signed in at the polls, the
Secretary of State’s office considers such a comparison “useful” and “recommends that
DRE counties follow this same, or similar, procedure for reconciliation.””” A 2008
Directive from the Secretary of State addressed to all county boards of elections advocates
for such a comparison,”” and all of the counties surveyed confirmed that it was still in force
for 2012*"""  However, neither one of the DRE counties surveyed reported comparing
votes cast to voters who signed in,””"! but both confirmed reconciling all voted, provisional
and unused ballots.””’> One noted, however, that election officials “do not count the total
[number of ballots] received initially, nor do they count spoiled ballots.”"> We recommend
legally mandating a comparison between the voters signed in at the polls and the number of
all types of ballots cast for all voting systems.

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The board of elections for each county conducts two canvasses of the election results. The

“unofficial canvass” is conducted on election night; it is a compilation of the precinct results
as shown on the summary reports certified by the precinct election judges.””* During the
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official canvass, county officials count the number of ballots and reconcile that information
with poll books, poll lists, tally sheets and the precinct summary reports.”””” If the board
observes an error, omission or discrepancy, it has the authority to make the necessary
cotrections, including corrections “to the pollbook, poll list, or tally sheet.””'® County
officials also have the authority to subpoena precinct election officials when investigating
any irregularities or omissions in precinct returns.”’'’

The optical scan county surveyed reported that changes to a poll book might be made if, for
example, “a voter didn't sign in, or ... put their name in the wrong book,” and that other
ballot accounting corrections might be made if, for example, it appears the a voter or voters
left with a ballot.””® One of the DRE counties surveyed reported that “the statutory
authority of the board [to correct poll books| is not used in practice” and is
“unnecessary.”””"” The other DRE county reported that it does not make changes to the poll
books, but that other ballot accounting corrections might be made if, for example, “poll
workers . . . list the total off of the machines incorrectly, or . . . added [the total] up
incorrectly,” or if “the provisional ballots [were] counted along with (not separate from) the
regular ballots.”*"*’

The Secretary of State’s office has issued no formal directives specifically outlining the
procedures for memory card reconciliation, and the counties surveyed reported varying
practices. The optical scan county reported that memory cards are uploaded and tallied, and
that the number of ballots is compared against the ballot reconciliation sheet.””" One of the
DRE counties surveyed reported that memory cards are “checked in” so the GEMS server
has a record of how many are issued before any are sent to the precincts, and the number of
cards assigned to each precinct is recorded; “[a]s they are returned election night, they are
reconciled,” the GEMS server “records them as they come in,” and “[i]f any are missing it is
clearly indicated” and they are tracked down.” The other DRE county reported that the
total number of memory cards delivered to the polls and returned is recorded, and that when
the cards are returned they are run through the GEMS server; “[tlhe totals are then lifted
and compared with those gathered at the poll.”*"*

County officials must then certify and return abstracts of results for each office and
question on the ballot.”* We recommend mandating a comparison of totals tapes to tally
server totals in all jurisdictions that use memory cards.

Make all results public

One copy of the election results from each precinct must be posted outside the polling place
at the completion of vote-counting.”* After the county officials determined the result of the
official canvass, they must post the certified declaration of the results in a conspicuous place
in the board office for at least five days.””*’

The optical scan county surveyed reported that “[tlhe election report is printed and given to
everyone who wants it” and that “all pages of the report are posted on the front window of
the Election Office.”™” One of the DRE counties surveyed reported that the unofficial
statement of votes cast is posted on line on election night, and can be picked up in hard
copy the next day, and that official results are posted on the website 10 days later and are

COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS 221



similarly available in hard copy.””® The other DRE county reported that the canvass report
and machine totals are posted “outside [the] office before they leave” and that the results are
also posted on line.”””’

Recommendation: Ohio requires two of the best practices, although its publication
requirements appear to be limited to results posting, and conducts a third in practice; with
respect to a fourth best practice (requiring a comparison of votes to votes at the polling
place), Ohio requires it for optical scan counties. Therefore, Ohio’s ballot reconciliation
procedures are generally good but need improvement in specific areas. The state has good
procedures in place for ballot accounting and reconciliation at the precinct level and some
good reconciliation procedures at the county level. However, we recommend making
explicitly clear requirements for the reconciliation of the number of voters with the number
of ballots cast for all voting systems, for reconciling precinct totals with county totals, and
for the reconciliation of memory cards with tally server totals. In addition, we recommend
that Ohio expand its publication requirements to include ballot reconciliation information.
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Oklahoma

Oklahoma uses optical scanners statewide as the standard polling place equipment.
Oklahoma’s ballot reconciliation procedures are generally good but need improvement in
specific areas.

Account for all ballots, votes, and voters at the polling place

After the close of the polls, the inspector at each polling place must run a number of
printouts predetermined by the State Election Board from each “voting device,”"” defined
as “an optical scanning apparatus that electronically counts votes marked on ballots and
produces printed results.”™' The inspector, elections judge and clerk each sign all printouts
and certify that they are correct.”” This constitutes the official return from the precinct, one
copy of which will be forwarded to the State Election Board.*”” Officials then remove the
election results storage medium from the voting device,””* open the ballot box, and place all
ballots and a copy of the signed certificate of vote in a transfer case.”””> All of these materials
are forwarded to the county election board.”"”

One county surveyed reported that officials “bring in the entire [optical scan]| voting device
and we remove the storage medium,” but that “[t|he ballots and certificate of vote are sealed
in a transfer box and brought in” as described above.*” Another confirmed that “the
certificate is the tape off of the machine,”*”* also as described above.

Reconcile vote and ballot totals and address discrepancies at the polling place

Oklahoma law does not require precinct officials to compare the number of ballots cast in
each precinct to the number of voters who signed in, nor does the state informally require
this practice.””” Officials do, however, reconcile the number of ballots received with the
number of ballots returned to the county.”” After the polls close, precinct officials in every
precinct complete a ballot accounting form, which includes that reconciliation and
documents the number of ballots that were received, issued, spoiled and remaining for each
style of ballot within that precinct.”""!

One county surveyed reported that the referenced accounting is “done for each ballot style”
and that county officials conduct “additional checks and balances.”*  Another also
confirmed the practice, and explained that it was necessary because “depending on the
election, voters may have multiple ballots” (for school, city or state elections), and, therefore,
“voter totals might not match ballot totals, since they may have two eligible ballots to
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Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county elections board convenes to canvass the vote, accumulating and listing the
results of each election based on precinct returns.”* Oklahoma law requires the county
elections board to use precinct returns to certify the composite county totals™ by
comparing these returns to tally server totals shown after each memory pack is uploaded.””*
Once the county elections board ascertains the results, it certifies the vote totals for each
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candidate or question.”” The Oklahoma State Election Board confirms that there are
procedures in place to ensure that all memory packs are correctly read by the tally server.”*
In particular, the county election board verifies the accumulated county results against the
precinct results, and precinct totals are confirmed to match uploaded results by the board.”*
Uploaded results are considered “unofficial”” until precinct results are used by the county
election board to certify county election results after 5 p.m. on the Friday following the
election, and county results are used by the state election board to certify state results after 5
p.m. on the Tuesday following the election.””" Two of the counties surveyed clarified that
results are not certified until after all provisional ballots deemed legitimate have been
counted.””

Make all results public

After election officials generate totals sheets from each machine, they are required by law to
post one copy outside the polling place.””’

Recommendation: Oklahoma requires three of the best practices, although its precinct-
level ballot accounting appears to be limited to gathering and returning materials to the
central office, and its publication requirement appears to be limited to results posting;
Oklahom appears to conduct a fourth best practice in practice; therefore, Oklahoma’s ballot
reconciliation procedures are generally good but need improvement in specific areas. We
recommend that Oklahoma enact a requirement mandating that election officials conduct
detailed ballot accounting at the precinct level and reconcile the number of votes cast to the
numbers of voters signed in at the polls, and explicitly require that precinct totals be
compared to county totals. In addition, we recommend that Oklahoma expand its
publication requirements to include ballot reconciliation information.
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Oregon

Oregon conducts elections by mail statewide and uses central count optical scanners.
Oregon’s ballot reconciliation procedures are good.

Account for all ballots, votes and voters at the polling place

Oregon votes entirely by mail. Immediately after 8 p.m. on Election Day, the county clerk
must account for and destroy all unused absentee and regular ballots.””* All of the counties
surveyed confirmed that this is an accurate statement,”” but one of them pointed out that
“it is important to note that this language is rooted in the prior practice of polling place
clections and was inadvertently left in the statutes,” and that in practice there are
exceptions.”” Voted ballots are then tabulated by precinct.”””’

If ballots are counted on a tally machine, the machine must be publicly tested and certified
by the county clerk,”® “in accordance with statutes and administrative rule[s].”*” If ballots
are counted by a counting board, the county clerk is present during the tally process. Statutes
allow certain party officials to be present,”” and current Secretary of State procedures allow
any member of the public to be present as well.**' Ballots may be tabulated by a counting
board at the precinct, or in the county clerk’s office.”” One county surveyed reported that
“it depends on the precinct,” but that county counts ballots “at the office,”*"* and another
county reported that its counting board “meets in the court room.”*"**

In Oregon’s vote-by-mail system, a “precinct” is defined as a contiguous geographic area (to
the extent possible or practical™®) in a single legislative district, with a maximum of 5,000
electors,” which is created by the county clerk in order to separate ballots into batches.””’

Reconcile vote and ballot totals and address discrepancies at the polling place

Election officials count all ballots received by 8 p.m. on Election Day from the post office,
over the counter at the county clerk’s office and at drop sites, and account for ballots
forwarded to other counties, ballots returned unsigned and ballots returned undeliverable.”’*
County clerks are also encouraged to maintain an audit trail, which “may include” number of
ballots issued, received, counted, rejected, challenged, etc.”® Oregon’s vote-by-mail system
does not lend itself to reconciliation of the number of voters signed in with the number of
ballots cast, given that this reconciliation is conducted in other states using poll books.
Officials must, however, compare the number of ballots tabulated to the number of return
identification ballot envelopes or the voter history log for each precinct.”””” County officials
must address any discrepancies before certifying the results of the election.”””

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

As soon as possible after any election, but no later than the 20" day after the election, the
county clerk must prepare an abstract of the votes and record a summary of votes for each
office, candidate and ballot question.”””” The Secretary of State canvasses votes for all offices
no later than the 30" day after the election.”””
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A tally server is not employed in a statewide canvass; the Secretary of State’s office reports
that those counties whose vote tabulation systems require them to transfer memory card
data to a tally server “have control and reconciliation procedures in place,” for tracking
memory cards.””™ One county surveyed reported that it loads memory cards into a tally
server, and conducts a reconciliation of the cards, and that it also “reconcile[s] voted ballots
with those that have been mailed out.””’” Another county reported that it “reconcile]s its]
vote tabulation system counts against [its] processing counts for incoming ballot[s] via
several check and balance systems.”””® A third county, which is small, reported that it does
not load memory cards into a tally server but rather that “[tlhe voting machine prints a
report” and “[t]he only reconciliation is between ballots cast and the electronic report.”*"”

There is no statutory requirement for counties or the state to compare precinct totals with
composite totals, but Oregon now requires all counties to send electronically the results of
any election in each precinct to the Secretary of State.”””® We recommend reconciling
precinct totals to county totals as an element of the county canvass.

Make all results public

Each tally sheet, return sheet and ballot return envelope used in the unofficial precinct-level
canvass must be kept on record for two years after any election.”” According to the
Secretary of State, the public (space permitting) may observe all processes of an election “as
long as they have made prior arrangements with the county elections official and it does not
interfere with the elections processes.” In addition, the Secretary of State posts election
results on its website.””®' One county surveyed reported that it “publicizes results as soon as
possible” after eight o’clock on election night.””  Another reported that “[w]atchers,
observers and guests are welcome to tour our facility and observe our process throughout
each election cycle” and that the county “post[s] the local election results on [its] website
first and then send[s] them to the State.”™® A third reported that its counting board, which
meets in a court room, meets “under camera” and that “there is ample room for
observers.”?"™

Recommendation: Oregon’s vote-by-mail system of conducting elections makes the best
practices recommended in this report at the polling place level unnecessary; however,
Oregon requires three of the best practices, some of which are carried out at the county level
rather than the precinct level, and some counties conduct another in practice. Therefore,
Oregon’s ballot reconciliation procedures are good. While the state has some good
procedures in place for ballot accounting and making results public, we recommend that
Oregon require election officials to reconcile precinct totals to county totals as an element of
the county canvass, and enact rigorous and mandatory memory card reconciliation
procedures for all counties that use memory cards.

Although Oregon’s ballot accounting and reconciliation procedures are good, and although
vote-by-mail makes the precinct-based best practices unnecessary, vote-by-mail systems have
a higher risk of voter coercion than in-precinct voting, and states should take that into
account if considering conducting elections entirely by mail.
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Pennsylvania

Pennsylvania uses a combination of paperless DREs and optical scanners as the standard
y pap p

polling equipment statewide. Pennsylvania’s ballot reconciliation procedures are generally
good but need improvement in specific areas.

Account for all ballots, votes, and voters

At the close of the polls in precincts where paper ballots are used, officials total, announce
and record the number of ballots given to electors, cast, and spoiled, and unused.”””
Officials then count them one by one, and record their total number.””** Then the judge or
minotity inspector reads aloud the votes for each candidate, and/or question on each ballot
as clerks record what is read.”™ A separate tally is kept for straight party ticket votes.””™
The optical scan county surveyed did not confirm keeping a separate tally but indicated that
other jurisdictions may do so.*"”’

In districts where electronic voting systems are used, which employ paper ballots and
provide for in-district tabulation, the number of ballots issued to voters and the number of
ballots spoiled or returned by voters and canceled shall be announced to all present in the
polling place and entered on the general returns.””” Officials then compare the number of
names marked as voting in the district register to the numbered lists of voters, announce the
result of that comparison, and enter on the general returns the number of voters who have
voted.”" The officials use “the automatic tabulation equipment to tabulate the ballots cast
during the election and shall prepare duplicate records of the total number of voters whose
ballots have been tabulated.””” If “district tabulation of votes is not provided for by the
voting system, the Judge of Elections” prepares a report of the number of people who have
voted, as well as the number of spoiled and unused ballots.*” The optical scan county
surveyed confirmed the foregoing, but clarified that whether or not the announcement
referred to above was made, the ballots “are all accounted for in the final count.”**

Where electronic voting systems that do not employ paper ballots are used, immediately
upon the closing of the polls election officials are required to “[c]ause the automatic
tabulating equipment to tabulate all ballots cast during the election.””” Both of the DRE
counties surveyed confirmed the foregoing, and one added that “[w]e close the machines,
print reports, tally absentee ballots, return supplies back to courthouse.””” Election officials
then prepare duplicate records of the total number of voters whose votes were tabulated,
voters for each candidate and for and against each question, and write-in votes, and then
post the return as noted below.*””’

In precincts using either system, the Pennsylvania elections code provides that code election
officials shall sign the returns and deliver them to the county board once the count is
complete.””® Officials then lock and seal the district register and the voting checklist.*”

Reconcile vote and ballot totals and address discrepancies at the polling place

After the polls have closed, election officials must count the total number of ballots and
compare that total to the number of voters who signed in on the checklist.”'" If any
discrepancies exist, they must be reconciled, if possible, and if not they are noted on the
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general return as unresolved.”’” In precincts that use voting machines, officials must
compare the number of votes cast on the machine — as shown on the public counter — with
the check list*'”” One of the DRE counties confirmed the foregoing,”'” and the other
reported that “[tjhroughout the day, poll workers check the poll books and the counters, but
there is no reconciliation required at the close of polls. Such reconciliation is done during
the canvas as part of the audit.”””"" The optical scan county reported that the foregoing
procedure results in a “first signature, which leads into a five day challenge period, [after
which] a second signature actually certifies the election.””*'”

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county board of elections receives precinct returns and compares the number of votes
cast with registration in the precinct, and if the number of ballots cast for each party or total
exceeds the number of party registrants or total number of voters, respectively, in a
particular precinct, the board will investigate the discrepancy.”'”

Officials read the recorded number of cast, spoiled and unused ballots and compare those
totals with returns from each precinct, where voting machines are used, officials read the
counter numbers and compare them with the returns.”'”’” All of the counties surveyed
confirmed this.”'” Again, if there appear to be any discrepancies, the board shall investigate
the matter to its satisfaction.”"”

Pennsylvania has no formal procedures in place to ensure that memory cards are propetly
loaded onto the tally server. The counties surveyed reported various memory card
reconciliation practices. The optical scan county reported that “[e]verything is checked and
everything balanced” and that that county “goes above and beyond what is required by the
state.””""” One of the DRE counties surveyed reported that [t]he cartridges are sent to eight
locations, and sent upline to the Central [Board of Elections] office,” and that “[t|he tapes
and the uploaded data are compared during the audit.”*""! The other DRE county described
a procedure that appears to be more of a ballot reconciliation procedure than a memory card
reconciliation procedure.”'’> While it appears that some counties informally conduct
memory card reconciliation, we recommend adopting standardized, statewide procedures for
the reconciliation of memory cards with totals logged on tally servers.

Make all results public

After votes are tallied in each precinct, officials must post one copy of the certified return
outside the polling place.”'"” In the event that district tabulation of votes is not provided for
by the voting system, it is “the responsibility of the county board of elections to make
available to the public at the central tabulating center, the election results for each election
district.””""* The board must also post the returns in each precinct “no later than 5 p.m. on
the second day following the election.””" All of the counties confirmed posting results at
the precincts after the election.”'"’

Recommendation:  Pennsylvania requires three of the best practices, although its
publication requirement appears to be limited to results posting, and conducts a fourth in
practice; therefore, Pennsylvania’s ballot accounting and reconciliation procedures are
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generally good but need improvement in specific areas. The state performs well on precinct
level ballot accounting and reconciliation; however, we do recommend that Pennsylvania
explicitly require that election officials reconcile precinct totals with county totals at the
county level, and that Pennsylvania adopt standardized, statewide procedures for the
reconciliation of memory cards with totals logged on tally servers. In addition, we
recommend that Pennsylvania expand its publication requirements to include ballot
reconciliation information.
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Rhode Island

Rhode Island uses optical scanners statewide as the standard polling place equipment.
Rhode Island’s ballot reconciliation procedures are generally good but need improvement
in specific areas.

Account for all ballots, votes, and voters at the polling place

The precinct warden prints out and signs vote totals from each voting machine in the
precinct and reads the results aloud.”"” Write-in ballots are sent immediately to local boards
of canvassers, who will count and record all such ballots.*''® Machine-result printouts are
attached to return forms (which include a record of the number of voters on the poll list and
the number of votes cast on each machine) and sent to both local board of canvassers as
well as state board of elections.”’”” In addition, poll workers are required to “balance” the
number of ballots cast with the number of ballots used, and if those numbers cannot be
reconciled, they must complete a “Discrepancy Report” and transmit it to the board of
elections.”’” The Discrepancy Report may be reviewed during audits and recounts.*'*!

Reconcile ballot totals and address discrepancies at the polling place

State statutes require that each precinct must record the numbers of names checked on the
voting list in the precinct as well as the number of votes cast in the precinct’s optical scan
machine.”'* While Rhode Island law does not explicitly require the comparison of these two
totals, a representative of the state board of elections reports that poll workers are required
to reconcile these totals on the official election certificate.”’” Both of the election officials
surveyed confirmed that they do this in practice.”’* We recommend explicitly requiring the
comparison of the number of ballots cast to the total number of voters as a matter of law or
regulation.

The Secretary of State’s office ultimately keeps track of spoiled and unused ballots.*** The
state board of elections audits all precincts after an election, and part of this audit involves a
compatison of the number of unused/voided ballots and the number of voted ballots.”'**
The audit is designed to ensure that the number of voted ballots added to the total number
of unused/voided ballots equals the number of ballots originally sent to the precinct.”'”’
While this procedure is quite thorough, we recommend requiring poll workers to account for
all ballots during the precinct canvass.

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The local canvassing board meets the day after the election to tabulate the local returns, and
after the time period to contest results has passed, certifies local elections.”*® The local board
of canvassers certifies the local elections with a statement of the number of votes cast in the
city or town for each candidate and for and against any proposition.”’” The state board of
elections, in turn, certifies statewide elections and sends a statement of vote to the Secretary
of State, which includes total numbers of votes by district, town, and city for any candidate
or proposition.”"”’
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The board of elections verifies the precinct totals by comparing the election tape with the
total number of ballot applications, and with the results electronically transmitted from the
local boatds to the board of elections on election night.*!

Make all results public

At the close of the polls, a copy of the results tape from each optical scanner is required to
be posted at the polling place.””* The board of elections and local election official surveyed
confirmed they do this in practice.””’

The board of elections must keep record books of votes cast for each office.”** Each book
must contain a record of the total votes cast for each candidate in each district according to
the board, the total number of votes cast in each district according to the certification, the
number of votes cast for each candidate in each town and city, the total number of votes
cast for each candidate in the state or congressional district, and any other pertinent facts.*'>
Election results are posted on the Secretary of State’s website.”'”

Recommendation: Rhode Island requires three of the best practices; therefore, Rhode
Island’s ballot reconciliation procedures are generally good, but need improvement in
specific areas. While the state’s procedures in place for ballot accounting and reconciliation
at the precinct-level are good, and it’s publication requirements appear to be more
comprehensive than simply requiring results posting, we recommend that Rhode Island
enact an explicit requirement that election officials reconcile the number of ballots cast to
the total number of voters at the polling place and require poll workers to account for all
ballots during the precinct canvass. In addition, we recommend that Rhode Island require
election officials to compare precinct totals to county totals, and to that extent that memory
cards are used, that Rhode Island enact rigorous memory card reconciliation procedures.
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South Carolina

South Carolina uses paperless DREs as the standard polling place equipment statewide.
South Carolina’s ballot reconciliation procedures are generally good but need improvement
in specific areas.

Account for all ballots, votes, and voters

After locking machines against further voting at the close of the polls, election managers
print and post a results tape on the wall of the polling place showing the precinct tally from
each DRE.*"”" Although the law states that “[n]o tally sheets or return blanks . . . need be
furnished or used when voting machines are used, and no ballots need to be returned with
the machine results except the provisional and failsafe ballots,”*'* according to the State
Election Commission, tally sheets and return blanks “are required to be returned by the
managers” along with all emergency, failsafe, and provisional ballots.”” In addition, the
State Election Commission “recently implemented new opening and closing checklists for
poll managers, which document among other things the number of signatures on the poll list
and the number of ballots cast by each type of ballot (emergency, provisional, failsafe, and
DRE).”?"  Poll managers must endorse a certificate that includes the number on the
protective counter of each machine and return this certificate to the county election
officials,”*" along with the poll list, the boxes containing the ballots and a written return of
the election.”'*?

One of the counties surveyed reported that the certificate “includes the zero count on the
machine in the morning, and the final total at the close of polls.”** Another reported that
“every ballot is reconciled by way of [a] numbering system on the bottom of the ballot which
is included on the certificate,”'** and a third reported that the poll lists are returned to
ensure that each voter is credited with voting.”'*

We recommend that South Carolina update its elections code to make it clear that all
election records must be retained and returned after the close of polls.

Reconcile vote and ballot totals and address discrepancies at the polling place

All of the counties surveyed reported comparing the number of signatures in the poll books
with the number of votes cast in each precinct.”* If the number of votes tabulated on
voting machines exceeds the number of voters on the poll list, vote totals for each candidate
will be reduced proportionately to the fraction of the votes he or she received to reconcile
the totals (unless the excess is 10% or more, in which case a new election may be
ordered).””  According to the State Election Commission, the “primary method of
addressing discrepancies is to investigate the cause and resolve the discrepancies,” and the
“[fleduction of vote totals under the procedures described in this section is very rare.”*'*
Doing so is essentially an electronic version of removing excess ballots from the ballot box
at random, and it is an unsatisfactory method of reconciliation. We recommend outlawing
the practice, and officially requiring the practice of investigating the cause of any
discrepancies and seeking to resolve or at least explain them.
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Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county board of canvassers reviews the results provided by the precincts.**  Although
this process is not required by law, county election commissions are required to compare
paper voting machine total tapes to electronic precinct-level totals, and all of the counties
surveyed confirmed doing so.”"" If they discover a discrepancy during this comparison, they
must locate the error and correct it before certifying the results. One of the counties
surveyed reported that it “does an audit and reconciliation before certification.””' Another
reported that although it conducts the comparison, it “[does] not change any votes;” rather,
it “call[s| the polling place in question to establish what the error was, and this query must be
answered before the results can be certified.”*'”

The board of canvassers must make a certified statement of the results from each precinct,
which it forwards to the state board of canvassers;*> results are separated by candidate and
the votes for each.”™ The state board of canvassers receives these canvassed precinct
returns and makes a statement of the total number of votes received by each candidate or
question.”™  According to the counties surveyed, this statement is broken down by
precinct.”*

There are no formal laws or procedures in place governing reconciliation of memory cards
with tally server totals. In addition, a recent investigation into the 2010 primary election in
South Carolina revealed significant problems with memory card usage, including cards still in
terminals and some that were never returned to county officials.”’”” The report also stated
that South Carolina reuses these cards, without being required to save the data that is erased
before secondary use.”™ However, the State Election Commission reports that the data
from memory cards used in general elections is saved for approximately two years as
required by law, and that it recently introduced a polling place supply checklist to help
county election commissions track and account for polling place supplies, including flash
cards.””™ State Election Commission “guidance for the treatment of flash cards is that they
should be removed on election night and secured” and that “[o]nly after insuring the data on
the flash cards has been downloaded and properly saved, should the cards be used again.”*'"’
Finally, the State Election Commission recently developed a pre-certification audit process,
which is mandatory after every state-level election and required to take place before
certification, and through which the information on the flash cards in all machines used in
the election is analyzed and compared against the vote totals reported by each machine in an
effort to detect errors in the canvassing process from the poll manager level to the county
and state levels.”'"'

All of the counties surveyed confirmed conducting the audit and reconciliation process
described above.”” One reported that memory cards are entered “[o]ne by one” and then
“saved before being cleared and tested before being used in the next election.””* Another
reported that “[a] the precinct level, they gather the audit data with a PEB [personal
electronic ballot] which will notice if any machine has been missed,””** and a third reported
that “[i]f any memory cards were missing, the numbers would be incorrect.”*'*
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Make all results public

County canvassing boards are required by law to file duplicate statements of the canvass with
the office of the clerk of the county or, if there is no clerk duly qualified according to law, in
the office of the State Election Commission.”’* The State Election Commission also
publishes its certified statement of the results of the election in at least one of the public
newspapers in the state.”’”” Detailed precinct results for each county are posted on the State
Election Commission website.”**

Recommendation: South Carolina requires four of the best practices, although with respect
to the requirement to reconcile votes cast to voters at the polling place, in the rare instance
in which there is an excess, excess ballots are removed at random; therefore, South
Carolina’s ballot reconciliation procedures are generally good, but need improvement in
specific areas. While the state has good procedures in place for ballot accounting at the
precinct-level, memory card reconciliations at the county-level, and making results public, its
precinct-level reconciliations are unsatisfactory. We recommend discontinuing and outlawing
the practice of reducing vote totals to resolve discrepancies and replacing it with an official
requirement to investigate the cause of any discrepancies between the number of voters and
the number of votes cast and seek to resolve or at least explain them. We also recommend
that South Carolina codify its good procedures for ballot accounting at the precinct-level and
memory card reconciliation at the county-level, and that it implement explicit, statewide
requirements to reconcile precinct totals to county totals.
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South Dakota

South Dakota uses optical scan voting systems as the standard polling place equipment
statewide. South Dakota’s ballot reconciliation procedures need improvement.

Account for all ballots, votes, and voters at the polling place

At the close of the polls, poll workers seal the ballot box and transport it to a central count
location.”'” If automatic tabulation is used, the printed results are made available to the
public and are presented to the canvassing board for certification. '’ All election materials,
including the “sealed ballot box, together with the pollbook and duplicate tally sheet,
registration lists, and the envelope containing the unofficial returns” must not be tampered
with and must be returned to the officer in charge of the election; violating this requirement
constitutes a felony.”'"!

Reconcile vote and ballot totals and address discrepancies at the polling place

The number of voters who signed the poll books is compared to precinct returns at the
county level, not at the precinct or at central count locations. ' We recommend comparing
the number of ballots cast to the number of voters signed in during the initial ballot count.

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county canvassing board considers the poll books*” and the returns from each precinct
to make an abstract of the votes cast for each candidate or question.”’” County officials
reported comparing the poll books to the recap sheets and the optical scanner tape.”'” Two
of the counties surveyed confirmed that this reflects actual practice,”’”® and one added that
“lo]ur optical scan ballot counter generates a report that we compare to the poll books and
recap sheets.”*”’

The county auditor enters the returns “into the central election reporting system by using
any computer located in a county office which is properly configured and linked to the
central state computer”’ and, according to the Secretary of State’s office, the canvassing
board compares them to paper returns from each precinct.”’” The county auditor
immediately sends a copy of the county canvass to the Secretary of State.”'™ In addition, “if
the copy is faxed or sent by electronic means, the original certified copy shall also be mailed or
hand delivered.””*" During the state canvass, officials compare the county canvass to county
totals reported in the central election reporting system.”'™ We recommend comparing
precinct totals to county totals as an element of the county or state canvass.

Make all results public

The results printed from each automatic tabulator constitute the unofficial return, and these
returns are made available to the public.”'® The county auditor tabulates election returns as
they are received from the precincts, entering the information into the state’s central election
reporting system and making the results available to the public.”’™ All of the counties
surveyed confirmed that the foregoing reflects actual practice.”*
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Recommendation: South Dakota requires three of the best practices, however, its precinct-
level ballot accounting procedures appear to be limited to gathering and returning materials
to the central office, its requirement to reconcile the number of votes to the number of
voters is conducted at the county level rather than at the precinct, and its publication
requirement appears to be limited to results posting. Therefore, South Dakota’s ballot
accounting and reconciliation procedures need improvement. We recommend that South
Dakota enhance its precinct-level ballot accounting requirements, require the reconciliation
of votes to voters at the polling place, require the reconciliation of precinct totals to county
totals as an element of the county or state canvass, and, to the extent used, require the
reconciliation of memory cards. In addition, we recommend that South Dakota expand its
publication requirements to include ballot reconciliation information.
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Tennessee

Tennessee uses paperless DRES as the standard polling place equipment statewide except
that two counties use optical scanners. Tennessee’s ballot reconciliation procedures are
generally good but need improvement in specific areas.

Account for all ballots, votes, and voters at the polling place

In precincts where electronic voting machines are used, after the polls have closed judges (a
term Tennessee uses to refer to “poll workers”) lock machines against further voting and
sign a certificate that includes the number of voters as shown on the public counters and the
number of voters on the protective counters.”'™ Officials also print out three totals tapes,
two of which are sent to the county at the conclusion of election night. Then, judges open
the counter compartment in full view of all watchers and one judge under the scrutiny of
another of a different political party reads aloud the designation for each candidate or
question and the votes for each as registered by the counters.”'® Registrars record these
votes on duplicate tally sheets and read aloud what they have recorded.”'™ The Secretary of
State confirmed all of the foregoing.*'”

In precincts where ballots and scanners are used (three counties in Tennessee currently use
optical scanners),”"” immediately after the polls close and before any ballot box or voting
machine is opened to count votes, precinct officers tear in half all unused ballots and keep
only the numbered stubs.”"”' Officials deliver locked ballot boxes, poll books, returns and all
remaining election supplies or equipment (except voting machines) to the county election

commission.”"” The Secretary of State confirmed all of the foregoing.”'”’

Reconcile vote and ballot totals and address discrepancies at the polling place
After the election, the commission is required to send poll books to the Secretary of State,””*
but there are no legal requirements that poll workers reconcile the number of votes cast with
the number of voters who signed the poll books. However, the Secretary of State reports
that “county election offices have a reconciliation process” through which they reconcile the
number of votes cast with the number of voters signed into the poll books*” We
recommend adopting formal procedures for vote and ballot reconciliation at each precinct
prior to the county canvass.

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county election commission meets to examine precinct returns and certify the results of
the election.”” According the Secretary of State, county officials compare returns from each
DRE to the total number of votes recorded in the county, and it is recommended that they
compare precinct totals to county totals as an element of the canvass, and reconcile server
totals with printed totals to ensure that all memory cards have been read.”’”” While these are
good reconciliation measures, we recommend formally requiring these comparisons by law.

We encourage standardizing this procedure at the state level. Finally, officials prepare and
certify an official tabulation that shows both precinct and county totals.*"”
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Make all results public

According to the Secretary of State, one copy of the totals tapes printed out from each DRE
is posted outside or inside the polling place on election night.””” Additionally, the returns
from the county canvass are kept on file with the county clerk.”"

Recommendation: Tennessee requires only one of the best practices, ballot accounting at
the precinct level, and that mostly appears to involve gathering and returning materials to the
central office; however, Tennessee reportedly carries out the other four best practices in
practice; therefore, Tennessee’s ballot accounting and reconciliation procedures are generally
good but need improvement in specific areas. While the state’s procedures for reconciliation
at the county level are relatively sound, precinct officials are not required to account for all
ballots or reconcile the number of voters with the number of votes cast at the polling place.
We recommend adopting formal procedures for vote and ballot reconciliation at each
precinct prior to the county canvass. We also recommend formally requiring the
reconciliation practices reported at the county level, including reconciling precinct totals with
county totals, reconciling memory cards and comparing totals tapes to tally server totals. In
addition, if the canvas reports filed with the county clerk are not public, we recommend that
Tennessee expand its publication requirements to include ballot reconciliation information.
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Texas

Texas uses a combination of optical scan voting systems and paperless DREs statewide
except that eight counties use a combination of optical scanners and paperless DREs.
Texas’ ballot reconciliation procedures are generally good but need improvement in
specific areas.

Account for all ballots, votes, and voters at the polling place

Where optical scanners are used, and in precincts whose ballots are tabulated at a central
count location, after the polls have closed precinct officials seal ballot boxes and elections
records for delivery to the central counting station.”””! Officials at the central counting
station examine ballots for irregularities and approve those ballots that can be machine
counted.”” The counting location manager then delivers the ballots to the tabulation
supervisor,””” who oversees the tabulation of ballots by precinct.” Undervoted and
overvoted ballots must be separately tallied, tabulated and reported by race and by
precinct.”” After all ballots are tabulated by precinct, the presiding judge at the central
counting station prepares returns for each precinct that include automatically and manually
counted votes.”” The presiding judge then returns “the voted ballots, election returns, poll
list, tally lists for manually counted votes, and other election records” to the county
authorities.””’

In optical scan precincts where ballots are counted at the polls, election officials remove the
ballots from the automatic tabulator to examine for irregularly marked ballots.””” These
ballots will be delivered to a central count location for tabulation.”” The precinct judge signs
the tape produced by the automatic tabulating equipment.”’ The presiding judge then
returns the voted ballots, election returns, poll list and tally lists for manually counted votes,
and other election records to the county authorities.””'" If there is a discrepancy of more than
three between the recorded total number of ballots and the total reported by the machine
total tape, the central counting station will count the ballots, and that will be the official
tabulation.”*'?

In precincts where DREs are the standard polling place equipment, according to one county
surveyed, election judges call their results into a central location, and reports are printed off
of the voting machines.””” Election judges then “reconcile how many voters signed in, how
many access codes were issued, how many expired/[were] canceled, and how many [were]
completed.”*'* If there are any discrepancies, the election judges “do not leave until they can
ascertain the nature of the discrepancy.”™” Most often, according to this county,
discrepancies result from voters checking in, but leaving “before they vote” and “[not telling]
the judge they're leaving.”?'¢

Another county surveyed reported that it could not ‘“summarize the entire process for
closing the DREs” and recommended that the authors contact the voting system vendor
“for the exact procedures.””"" However, the respondent went on to explain that “[o]nce the
polls have closed, the Presiding Judge records the number of ballots that have been cast on
both the paper ballot counter as well as the DRE,” and then “verifies [that] the number of
ballots cast on the machines matches the number of names on the poll list.**'® The
Presiding Judge then also accounts for “all spoiled or cancelled ballots,” and “[i]f there are
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any discrepancies, the Judge notes these on the election forms,” which are returned to the
elections office for examination and identification of “any problems.”**"” Finally, “all media
from the equipment is tallied.”***’

The Texas Elections Code does not appear to have been updated to include rigorous poll
closing procedures where DREs are used, and we recommend that it be updated to include
such procedures.

Reconcile vote and ballot totals and address discrepancies at the polling place

The precinct returns must state the number of voters on the poll list and the total number of
votes counted. ' According to the Secretary of State, Texas requires a compatison of these
two totals.”” The ballot register lends itself more readily to reconciliation, requiring the
presiding official to report the total number of ballots received and the total number of
defective, voted, spoiled and unused ballots returned.**”’

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The canvassing authority prepares a tabulation of the total votes in each precinct, the sum
total of votes in the county for each candidate or question, and the total number of voters in
each precinct.””” The canvassing authority may, though it does not appear to be required to,
compare the precinct returns to the corresponding tally list.””” If this comparison reveals a
discrepancy, “the presiding judge of the precinct shall... make the necessary corrections on
the returns.””** Upon completion of the canvass, the canvassing authority will return “the
precinct returns, tally lists and early voting precinct report . . . to the general custodian of
election records.”**”’

During early voting, for precincts in which DREs are used, the eatly voting clerk conducts “a
daily audit of the [DRE] machines used in the election to ensure proper correspondence
among the numbers of ballots provided on the machines, names on the poll list, and ballots
cast on the machines.””*** For precincts in which paper ballots have been tabulated at the
polling place or at a central count location, the general custodian of elections must conduct a
manual recount of at least 1% of precincts or in three precincts, whichever is greater.””” The

general custodian of elections must present a report of this recount to the Secretary of
State.”*”

Prior to the canvass, county elections officials must reconcile vote totals printed at one
percent of the precincts within their jurisdiction or three election precincts, whichever is
greater, to totals recorded on the tally server.”””' While this is a strong reconciliation practice,
the requirement that this comparison must be made for the greater of 1% of or three
precincts renders it insufficient to determine whether all precinct totals are properly logged
and that their sum equals the county total as recorded. The canvassing authority is not
otherwise required to compare precinct totals to county totals. We recommend reconciling
vote and ballot totals countywide.
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Make all results public

Any documents produced by automatic tabulators or other electronic voting system
equipment must be made available for public inspection at the office of the general
custodian of election records.”*”

Recommendation: Texas requires three of the best practices, although its publication
requirement appears to be limited to results posting; therefore, Texas’ ballot reconciliation
procedures are generally good but need improvement in specific areas. While the state has
good procedures in place for ballot accounting and reconciliation at the precinct level where
optical scan machines are used, it lacks analogous procedures for DRE jurisdictions, and its
county-level reconciliation procedures are also unsatisfactory. We recommend that the Texas
Elections Code be updated to include rigorous poll closing procedures where DREs are
used, including explicit requirements to reconcile vote totals with the number of voters
signed in at the polling place, and we recommend that Texas mandate that election officials
reconcile precinct totals with composite totals and adopt rigorous requirements for
reconciliation of memory cards at the county level. In addition, Texas should expand its
publication requirements to include ballot reconciliation information.
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Utah

Utah uses VVPAT-equipped DREs as the standard polling place equipment statewide.
Utah’s ballot reconciliation procedures need improvement.

Account for all ballots, votes, and voters at the polling place

At the close of polls, officials print and sign the end of the journals tape (such signatures
“may follow the summary totals report”),”” and retain these paper records while the
election is pending.*** Tabulation reports are to be delivered to county officials and the
unofficial vote count may be transmitted by electronic means provided that reasonable
security measures are in place.”*”

Little information about Utah’s canvassing procedures is found in statutes,” but one of the
counties surveyed reported that it does not transmit the reports electronically, but rather
“Iw]e bring the memory cards that night back to the court house after polls close then we
tabulate [them there] on a separate server.”””’ Another reported that “[tJabulation reports
are picked up and brought back to the county officials,””** and a third reported similarly that
it is a central count jurisdiction and that “[a]ll memory cards are returned by the poll workers
to the counting center and absentee ballots are processed [there].””*”

None of the counties surveyed reported having a procedural manual in accordance with
which they conduct a canvas, but all of them reported accounting for the various types of
ballots used in the election.”* One also reported that election officials “take the poll books
and compare the names to the voter history,” that they “reconcile poll books with voter
history and ballot count,” and that they “reconcile the provisional and paper ballot
book[s].”***"  Another reported that election officials prepare “detailed information of all
votes cast, counted provisional ballots, provisional ballots not counted with an explanation
of why they were not accepted, [and] vote totals for Election Day as well as any absentee
votes that are submitted that meet postal deadlines and other criteria.”***

Reconcile vote and ballot totals and address discrepancies at the polling place

Election officials must also provide poll workers with ballot disposition forms that have
spaces for reporting the number of voted, spoiled and unused ballots and the number of
voters signed in on the poll books.”* However, there is no explicit legal requirement that
poll workers must complete and return this form, and this form does not explicitly require
poll workers to actively compare the number of ballots cast against the number of voters
signed in at the polls.

One of the counties surveyed reported that poll workers reconcile the number of votes to
the number of voters “on election night on a form on the back of the poll books” and that
“08% of the time they match.””*" Another confirmed using ballot dispositions forms, to
ensure that “what [the polling place received in terms of ballots] is what they sent back,” and
confirmed “comparing ballots cast to voters signed in.”*** The third also confirmed that in
all precincts, when the polls close, election officials balance “their recap sheets by
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[comparing]| the number of voters that have signed into the poll books with the number of
votes cast on the voting machines.”***

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The board of canvassers reviews the votes of each precinct for each candidate or
question.””*” After the board determines the results, an election officer prepares a report that
includes the total number of votes cast in the county, the total number of votes for each
candidate or question in the county, and the total number of votes for each candidate or
question in each precinct.® Two of the counties surveyed confirmed reporting all of the
foregoing,”* and one reported that the county report “contains the precinct count, and the
final total,” and the election officials “can set it for which reports [they] want; all of the ones
mentioned are available.”**”’

With respect to memory card reconciliation, all of the counties surveyed reported doing
50" One county reported that election officials make every effort to “make sure that all
the memory cards have been uploaded” and also to “reconcile precinct-level totals with
county totals recorded on the tabulation system.”””* Another reported that “[a]ll memory
cards are checked in from each individual polling location, and that election officials “have
logged in the original number given;” if the number given does not match the number
returned, “we send the poll worker back to retrieve [any missing cards] from the
machines.”™” That county also reported that its “server shows how many cards were
created and we verify that all cards have been uploaded in the counting process.”***While
these practices are commendable, we recommend that Utah enact standard procedures for
checking tally server totals to verify that all memory cards have been loaded properly,
particularly because Utah uses DREs statewide.

Make all results public

The election officer must post a copy of the certified canvass report in several prominent
places in the county, in a noticeable place on the county’s website and anywhere in a
newspaper with general circulation in the county.””

Recommendation: Utah requires only one of the best practices, publication, and it appears
to be limited to results posting; however, Utah conducts three more in practice; therefore,
Utah’s ballot reconciliation procedures need improvement. We recommend that Utah enact
an explicit requirement mandating that election officials account for all ballots and reconcile
the number of votes cast to the number of voters in the polling place. In addition, we
recommend that Utah explicitly require election officials to reconcile precinct totals with
county totals, and enact standard procedures for checking tally server totals to verify that all
memory cards have been loaded properly. Finally, we recommend that Utah expand its
publication requirements to include ballot reconciliation information.
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Vermont

Vermont uses optical scanners statewide as the standard polling place equipment. Vermont’s
ballot reconciliation procedures are excellent.

Account for all ballots, votes, and voters at the polling place

At the close of the polls, election officials work in opposite-party pairs to count the
ballots.””* Officials keep track of votes for each candidate or question, the total number of
votes, and spoiled or unused ballots on tally sheets.””" After all votes are tallied, officials
record the totals shown on all tally sheets and the sum of those totals”® and certify a return
of the grand totals of all votes cast in the polling place.””” In towns that hand count paper
ballots, the presiding officer “shall” publicly announce the results, and in towns that use
tabulating equipment, officials “may” publicly announce the results and post a copy of the
results tape.”””’ All three of the town clerks surveyed reported that they announce results,”"’
but one clarified that “[w]e only announce results for local elections. The federal elections
and that sort of thing are handled by the Secretary of State.”

Officials are given 24 hours within which to transfer summary sheet data to the returns (all
of the town clerks confirmed this***), and must deliver the return®* and the ballots, tally
sheets, the “entrance” checklist and other election materials**** to the town clerk, who
transmits the return to the Secretary of State.”*

Reconcile vote and ballot totals and address discrepancies at the polling place

Before elections, the town clerk issues two checklists to the presiding officer; one to check
voters before they enter and another to check voters when they leave.””* After the close of
the polls, precinct officials must examine both the “entrance” and “exit” checklists of voters
and tally and record the number of voters checked as having voted.””’ The presiding officer
must list and detail the reasons for any discrepancies.””” If in the case of a voting machine an
“exit” checklist is not used, read-out sheets and other machine materials are retained
instead.”” The Secretary of State’s office also requires precincts to compare the checklists
with the total number of ballots cast.””" All of the town clerks surveyed confirmed the
foregoing,””" and two clarified that they are hand-count towns and the voting machine
provisions do not apply to them.**”?

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

Canvassing in Vermont is conducted by several committees: the state representative district
canvassing committees, the state senate district canvassing committees, the county officer
canvassing committees and the statewide canvassing committee.”””” Canvassing committees
review and tally returns to ascertain the overall votes for the district.””’* According to the
Secretary of State, each canvassing committee collects the “Official Return of Votes Form”
from each precinct, and then reconciles the precinct totals for the offices within its
district.®” At the state level, election administrators “data enter” the totals from each
Official Return of Vote Form for each precinct.”*”
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With respect to electronic storage media, the Secretary of State reports that “Vermont has a
strong chain-of-custody procedure in place for memory cards. Vermont does not use the
memory cards from the 106 towns that use optical scan machines once the paper total tapes
are printed. All of the rest of the tally is done by pairs of election officials. Memory cards
are not used to download data into a central computerized system.” Therefore, the Secretary
of State asserts, “there is no public policy reason to reconcile memory cards with totals

2277
tapes.”

Vermont has a strong chain-of-custody procedure in place for memory cards, and relies on
paper totals tapes and manual reconciliation procedures in lieu of uploading vote data
electronically, making memory card reconciliation unnecessary.

Make all results public

The town clerk must keep a copy of each precinct return on file to be provided for public
inspection upon request.”””® In addition, the Secretary of State “publishes the election results
for statewide elections and the general assembly on its website after the state canvassing
meeting concludes around noon on the Tuesday following the election.”**”

Recommendation: Vermont requires four of the best practices, and (although it has strong
chain-of-custody requirements for memory cards) does not use a tally server, making
memory card reconciliation unnecessary. Therefore, Vermont’s ballot reconciliation
procedures are excellent. We recommend only that Vermont expand its publication
requirements to include ballot reconciliation information.
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Virginia

Virginia uses a combination of paperless DRES and optical scanners statewide as the
standard polling place equipment. Virginia’s ballot reconciliation procedures are generally
good but need improvement in specific areas.

Account for all ballots, votes, and voters at the polling place

At the end of polling in all precincts, election officers must lock each voting device against
further voting and then proceed to ascertain the number of votes.” In DRE precincts,
officers announce the votes for each candidate or question as shown by machine counters or
printed return sheets.””® Officials enter the results as read on a statement of results, which is
compared with the counters or return sheets when the tally is complete.””” Officials also
must count the number of names in the poll books.””” A DRE county surveyed for the
report confirmed the foregoing, but clarified that “[w]hen they finish tallying, the results are
announced if there is anyone to hear them,” but “[tJhe official results must be called in to
our office first,” and also that it had converted to an electronic poll book from paper poll
books, so the total number of voters is displayed on the poll book screen rather than
obtained by counting the names in the book.”**

In precincts that use paper ballots, all used and unused ballots are accounted for following
guidelines set by the state board of elections.”” Spoiled ballots are collected in an envelope
at the polls.””* Elections officers must first count the total number of paper ballots and then
ascertain the number of votes for each candidate or question.””’ Officials also must count
the number of names in the poll books.” An optical scanner county surveyed similarly
confirmed this, and also clarified that it had converted to an electronic poll book, which
automatically updates the number of voters all day long.”*”

After officials have determined the votes on all devices and ballots, election officers verify
that all data was entered correctly and sign the statements of results.””” All election materials,
including voted, unused, and spoiled ballots accounted for, are sent to the clerk of court by
noon on the day after the election.”””' If devices used have the capability to print paper
returns, officials must include two copies of these paper returns with the poll books and the
inspection sheet, and they must forward another copy to the clerk of the circuit court.”*”

Reconcile vote and ballot totals and address discrepancies at the polling place

Officials must review the number of votes cast on voting machines.””” In jurisdictions that
use DREs, if this number exceeds the number of voters who signed the poll books, “the
figures recorded by the devices shall be accepted as correct,” and officials must record a
statement to that effect on the statement of results.””* A DRE county surveyed confirmed
that “[i]f the numbers don’t match, the number on the DRE becomes the official
number.””” Conducting a comparison without reconciliation or an explanation of
discrepancies seems clearly to invite ballot box stuffing, and it is an unsatisfactory procedure.
We recommend investigating the reason for any discrepancies and reporting any
discrepancies that cannot be reconciled, and discontinuing and outlawing the current
practice.
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In jurisdiction that use paper ballots, after the votes have been recorded, election officers
examine and count any paper ballots, and compare the total to the poll book register of
individuals who voted by paper ballot.””® If the comparison indicates that ballots folded
together were likely cast by the same voter, these ballots are not counted.””” If ballots cast
still exceed the number of names on the poll books, a blindfolded elections officer must
randomly withdraw ballots equal to the number of the excess.”” Although an improvement
over simply leaving the excess ballots in the count as is done in DRE jurisdictions, this
practice too lends itself to ballot box stuffing. It is unsatisfactory as a reconciliation
measure, and we recommend discontinuing and outlawing this practice. That said, an optical
scan county surveyed reported that “[a]ny discrepancy between the number of voters shown
in the poll book and the voters recorded on machines (DRE or optical scan) requires an
explanation.”**”

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The electoral board determines the county results for each candidate or question and
completes an abstract of votes for the county.” A DRE county surveyed reported that
“le]ach precinct fills out its own statement of results, that precinct calls in its results to the
main office and the numbers are recorded in the office. The next day the electoral board
takes the report, reviews the results of every precinct, double checks the numbers and those
become the final results.”””" An optical scan county similarly reported that “[a]t precincts
during Election Day [election officials] periodically check poll book and machine counts,”
and if any discrepancies are discovered as of the closing of the polls, they must be explained;
the next day during the canvas, the board reviews the “[statements of results|, machine tapes
and poll book counts for accuracy.”” A city registrar reported that “[t|he public counter
number from each voting machine that appears on the voting machine tape is entered on the
statement of results and the numbers from all the machines used are totaled, and “[t]his total
is compared to the official poll book count number.”*” Next, “[t/he total number of paper
ballots voted in the precinct is added to the total number of persons shown to have voted in
the precinct on machines and the result is compared to the number that is recorded that was
on the e-poll books at closing,” and [i]f there is any difference between the two, then an
explanation is entered on the statement of results to account for the discrepancy.”*"*

If the electoral board finds any irregularities in the precinct returns, the board must summon
the local election officials responsible for the faulty returns.”” If the electoral board makes
any changes to precinct results, the board must forward the change to the State Board of
Elections, which will post an explanation for the change on its website.””” There is no
requirement that precincts compare precinct totals with composite totals; however, two of
the counties surveyed reported doing so.”””” We recommend reconciling precinct totals with
county totals as an element of the county canvass.

While Virginia has no formal memory card reconciliation procedures in place, an optical
scan county reported that “[mJemory cards are not available to [the election board] at
canvass” but rather that “[a]ctual machine tapes are reviewed at canvass.” The city election
official surveyed, also from an optical scan jurisdiction, similarly reported that “[t]he voting
equipment “does not use memory cards,” and rather that “[tlhe results from the precincts
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are either called into central office and verbally reported or modemed in via dedicated
telephone line;” thereafter, “[tlhe election results are . . . built from the hard copy results
tapes printed at the polling place on election night,” making memory card reconciliation
unnecessary.”” The DRE county surveyed, however, simply reported that “[oJur machines
use a cartridge” and “[tlhe data from each cartridge is consolidated on to a consolidation
cartridge.”*"”

Make all results public

Precinct officials must deliver copies of return sheets printed from devices that can generate
paper returns to the clerk of the circuit court, who makes these records available for public
inspection and transcription commencing the day after the election and for 60 days
thereafter.”"” The electoral board must deliver one copy of its county abstract to the general
registrar, where it is accessible for public inspection.””!' Additionally, information is updated
on the State Board of Elections website.”"?

Recommendation: Virginia requires three of the best practices, however, its precinct-level
ballot accounting requirements appear to apply only in optical scan jurisdictions and with
respect to the requirement to reconcile the number of votes to voters at the polling place,
Virginia removes excess ballots at random in optical scan jurisdictions, and simply accepts
the DRE total in DRE jurisdiction, both of which practices we would recommend
discontinuing and outlawing. Virginia conducts a fourth best practice in practice; therefore,
Virginia’s ballot reconciliation procedures are generally good but need improvement in
specific areas. While the state has good procedures in place for making results public, its
canvass is unsatisfactory. We recommend requiring all jurisdictions to account for all ballots
at the precinct and to investigate the reason for any discrepancies and report any
discrepancies that cannot be reconciled, and we recommend discontinuing and outlawing the
practices of leaving in place excess votes cast on DREs and removing paper ballots in excess
of the number of voters at random where paper ballots are used. We also recommend
requiring all jurisdictions to reconcile precinct totals with county totals and compare totals
tapes to tally server totals as an element of the county canvass.
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Washington

Washington conducts elections by mail and uses central count optical scanners.
Washington’s ballot reconciliation procedures are good.

Account for all ballots, votes and voters at the polling place

Washington conducts elections by mail,”"* although some voting also takes place at voting
centers”'* and voters may bring their ballots to designated deposit sites.””"” At vote centers,
at 8:00 p.m. on Election Day all ballot drop boxes must be secured.””’* DREs may be used at
voting centers,”'” and when they are, the county auditor must directly load the results from
electronic memory packs into the central accumulator.””'® Officials must seal all drop boxes

at the voting center or deposit site and deliver them to the counting center.**"”

At the counting center, county officials open ballot containers received from each vote
center or deposit site, inspect and set aside damaged ballots, and tally the returns.”** The
county auditor is to tabulate ballots on a daily basis, or every three days in less populous
counties, but only publishes the result when the canvass is complete.”””!

One of the counties surveyed confirmed that foregoing accurately reflects actual practice,
except that “if there are more than 500 ballots” then the tabulation takes place “on a daily
basis,” and further qualified that “[w]e publish official results as counting progresses” and
the results remain unofficial until certified.”” Another qualified that “[w]e don’t have drop
boxes around the county, we have one at the library and [at the county elections office]. We
process them the day after the election . . . . The night of the election we take the memory
card out” and “[tjhe memory card is read and included into the tally.”**’

The returns produced by the vote tallying system, which predominantly reflect absentee
votes, accompanied by the total number of questioned ballots and write-in votes, constitute
the official return for each county.”**

Reconcile vote and ballot totals and address discrepancies at the polling place

Because Washington conducts elections almost entirely by mail, most ballot reconciliation is
conducted at the county-level. Although all registered voters are automatically mailed an
absentee ballot in every election,” voting centers may also issue ballots, provided that
officials at the voting center first confirm that the voter has not already returned a voted
ballot.* If the voter chooses to vote on a2 DRE, “the voter’s registration must be credited
or flagged in some way as having already voted in the election [to prevent] double
voting.”**" If voting center officials cannot confirm whether or not a voter already returned
a voted ballot, the voter must vote by provisional ballot.”*® All of the counties surveyed
either confirmed®” or indicated generally”™ that the foregoing accurately reflects actual
practice.
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Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

Absentee ballots are opened and processed for eligibility (based on postmark date and
signature matching) by the county auditor, but tabulation of absentee ballots may not
commence until after 8:00 p.m. on Election Day.””!

The county auditor must publish a report detailing and reconciling the number of all
provisional and absentee ballots issued, received, counted and rejected against the total
number of registered voters in a county, the total number of voters credited with voting, and
“lalny other information the auditor or Secretary of State deems necessary to reconcile the
number of ballots counted with the number of voters credited with voting.””* Two of the

counties surveyed confirmed this*” and one indicated generally”* that it accurately reflects
actual practice.

The auditor is also required to issue a report of the number of absentee ballots issued and
returned and the records of absentee ballot requests.””” Two of the counties surveyed
qualified this by reference to the fact that Washington votes entirely by mail; one reported
that “we are not required to produce a report but we are required to track the absentee
ballots,”** and the other reported that because all voters vote by mail, the county refers to
its “complete voter list” to determine whether or not each voter that received a ballot
voted.””’

The county auditor must produce cumulative and precinct returns and deliver them to the
canvassing board for review,”” “precincts” being designated areas in each county
established by the county legislative authority and containing up to 1,500 active registered
voters.”” Two of the counties surveyed confirmed this>*’ and one indicated generally™"
that it accurately reflects actual practice, but of the two that confirmed it one reported that in
that county precincts generally have only 1,000 voters®” and the other reported that its

precincts generally only have 300 voters.”*

The canvassing board verifies the results from each voting center and the absentee ballots
and certifies the results of the election.””** If the canvassing board finds any discrepancy or
inconsistency in the returns, the board may recanvass the ballots in question or voting device
used, and any such recanvassing shall take place prior to certification and any errors found
must be corrected.”” Within two days after the election, officials are specifically required to
look for any anomalies including an abnormal number of undervotes or overvotes, an odd
vote distribution, or an unlikely pattern of voter turnout, and investigate the cause and
cotrect any errors.”* Two of the counties surveyed confirmed this>*’ and one indicated

generally”* that it accurately reflects actual practice.

The auditor may, but is not required to, reconcile individual precinct totals with composite
totals.”* Two of the counties surveyed reported different practices. One reported that “[ijn
a vote by mail environment, it is not the best tool because we don’t count ballots by
precinct, we count them by batches,” and that “[r]econciling the individual precinct totals is
not the best tool [for discovering] small scale anomalies.”™ Another acknowledged that
some counties sort by batches but reported that it sorts by precinct, and then goes “precinct
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by precinct and compare[s] them to the totals.”*”!

reconciliation by law.

We recommend requiring this

Make all results public

The precinct and cumulative returns of any primary or election are public records under
Washington state law.”* The detailed county auditor’s ballot accounting and reconciliation
report described above must also be made publicly available at the county auditor’s office or
on the auditor’s website,”*’and the auditor’s report of absentee ballots requested, issued and
returned must be made available to the public.*” The auditor may also prepare a ballot
accounting report for individual precincts.”  Although one of the counties surveyed
reported reconciling votes by batches, and one reported reconciling votes by precinct, both
reported accounting for and publishing results by precinct.””

Recommendation: Washington’s vote-by-mail system of conducting elections makes the
best practices recommended in this report at the polling place level unnecessary; however,
Washington requires three of the best practices, some of which are carried out at the county-
level instead of the precinct level, and some counties conduct a fourth in practice.
Therefore, Washington’s ballot reconciliation procedures are good. While the state has good
procedures in place for ballot accounting and making results public, we recommend
requiring the county auditor by law to reconcile precinct or at least batch totals with
composite totals. In addition, to the extent they are used in the canvas, we recommend
Washington enact rigorous memory card reconciliation procedures.

Although Washington’s ballot accounting and reconciliation procedures are good, and
although vote-by-mail makes the precinct-based best practices unnecessary, vote-by-mail
systems have a higher risk of voter coercion than in-precinct voting, and states should take
that into account if considering conducting elections entirely by mail.
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West Virginia

West Virginia uses optical scanners and VVPAT-equipped DREs statewide as the standard
polling place equipment, except that one county uses a combination of optical scanners and
VVPAT-equipped DREs. West Virginia’s ballot reconciliation procedures are generally
good but need improvement in specific areas.

Account for all ballots, votes, and voters at the polling place

After the polls have closed in precincts that use DREs, poll workers prepare a report in
quadruplicate of the number of voters who have voted.”’ The report shall also note the
number of spoiled ballots,” referring to paper ballots spoiled or defaced by voters® and
uncompleted ballots voters attempted to cast using DREs.”” The election commissioners
then place two copies of this report in the container provided by the clerk of the county
commission, which is sealed and delivered to the clerk of the county election commission.**"’
The DRE county surveyed reported that there are four copies of the Statement of Ballots
that accounts for all ballots, and that “two are hand delivered to the clerks office, one is
mailed to the county clerk, and one [is] strung with the poll stubs.”** Officials also print
machine results and remove the paper record from each machine for return to the county
clerk along with other election materials.”**’

In precincts where paper ballots are used, poll workers record the number of spoiled and
unused ballots and the number of voters who signed in the poll books.”** In precincts where
paper ballots are hand-counted (according to the Secretary of State only two West Virginia
counties are hand-count counties),” poll workers record the number of voters and the
number of challenged, voted, spoiled and unused ballots***before counting all ballots,
keeping a tally of votes for each candidate or question.”*” As soon as officials ascertain the
results, they must complete and sign four certificates of return showing the number of votes
in favor of every candidate and for and against each question, post one and deliver the
others, along with all election materials, to the clerk of the county commission.”*® Precinct
commissioners also prepare a ballot accounting report in quadruplicate and place two copies
inside the ballot boxes and deliver the boxes to the clerk of the county election commission;
according to the Secretary of State this report “refers to the Statement of Ballots which is a
record of ballot totals i.e.: received, voted, spoiled, provisional, unused ballots, and not votes

cast 952369

Where ballots are tabulated at a central counting center, in the case of votes cast on paper
ballots officials remove ballots from their boxes, separate ballots with write-in votes, tabulate
the regular ballots and then count the write-in votes immediately thereafter.”””" Both of the
optical scan counties surveyed confirmed this procedure generally.”””'  Where votes have
been recorded on DREs, counting center officials remove personalized electronic ballots
and send them through the tabulator, with write-in votes counted contemporaneously.”””
The DRE county surveyed clarified that the “personalized electronic ballot” (PEB) is “a
device that records the votes from the machine, and after all machines have been closed with
the PEB, it is put in a white seal bag, and hand delivered to the court house with the
statement of ballots. . . . At the courthouse, all the PEBs are read into the [election reporting
system], which is simply a computer, not connected to the Internet and equipped with
tabulation software” and “a results report is printed out on site.””” The returns generated
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from automatic tabulating equipment, after write-in votes and provisional ballots have been
added and when certified by the clerk of the county commission, constitute the official
preliminary returns of that precinct’s votes.”™*

For any system, poll workers must deliver “the poll books, register of voters, unused ballots,
spoiled ballots, and other records” to the clerk of the county election commission.””

Reconcile vote and ballot totals and address discrepancies at the polling place

In precincts using paper ballots, officials must record the total number of voters from the
poll books and compare and reconcile that total to the number of voted and challenged
ballots; the number of voters and ballots are supposed to be “equal.””*”® One of the optical
scan counties surveyed reported that “[n]othing is done at the precinct” but rather that
“[a]ll reconciliation is done at the central count location.”””" The other reported that “[t]he
poll book slip and the ballot string are together” and that election officials “count the
number of stubs and compare that with the number of unused ballots. . . . They should be
balance, and they will compare if they are off.”*"

In precincts using optical scan ballots, officials must account for all spoiled and unused
ballots and tally the number of voters who signed in the poll book and report any
irregularities in the number of ballots cast or the number of unused ballots.””

Where DREs are used, clection officials must also “set forth in detail any and all
irregularities pertaining to the . . . containers” in which election commissioners deposit
reports of the number of voters who voted and the numbers of spoiled ballots.”® The
DRE county surveyed reported that “[p]oll workers compare poll stubs to PEB totals” and
“will note and record any errors, but any discrepancies will be addressed at the canvass.”**!

We recommend explicitly requiring corrective action in all jurisdictions whenever it is
discovered that the number of voters signed in on the poll books does not match the

number of ballots cast on the optical scan system or voters shown on the public counter of
each DRE.

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The board of canvassers reviews the ballots, poll books, registration records, tally sheets, and
certificates from each precinct.” In precincts using paper ballots, the board recounts the
number of ballots in each package as a part of the canvass.”” In canvassing the returns from
precincts using DREs, the board of canvassers must examine all vote recording devices,
electronic poll books, vote tabulating equipment, and paper ballots or voter-verifiable paper
records in at least 5% of the precincts within the board’s jurisdiction.”** If the board of
canvassers suspects, or it is alleged that, a vote recorder or tabulator incorrectly recorded or
tabulated the votes cast, the board must seek to determine whether such an error did occut,
correct the error if found and have ballots recounted.” If the board of canvassers can’t
cotrect such errors, the vote totals must be accepted as recorded.” Once the board has
determined the results of the election, they must certify the results of the election.” The
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board of canvassers is not explicitly required to compare precinct totals to county totals;
however, the certificate of results contains the vote totals for each candidate or question
both for the county and for each precinct.”*

Make all results public

All returns printed by automatic tabulating equipment must be posted at the central counting
center on a precinct basis, both after the initial tally and after the official canvass.”® In
precincts where paper ballots are hand-counted, the results are posted on the door of polling
place after the initial tally.””

The counties surveyed reported various practices. One of the optical scan counties
confirmed that it posts returns as described above.”””" The other reported that it “does not
post precinct totals during the initial tally” but rather “posts the precinct breakdown . . . after
the canvass to help protect the provisional voters privacy;” in addition, ’[a] summary report
is posted during the initial tally after the first 5 precincts (approximate[ly]) have reported.”””
The DRE county reported that “[u]nofficial results are available election night after election
results have been downloaded and sent to the state,” and that “[o]nce it's official, results will
be posted;” in addition, “[p]recinct by precinct results are available,” but there may be a
copying fee.””

Recommendation: West Virginia requires three of the best practices, but with respect to
the requirement to reconcile the number of votes cast with the number of voters, some of
that is done at the county-level rather than at the precinct level, and its publication
requirement appears to be limited to results posting. Therefore, West Virginia’s ballot
reconciliation procedures are generally good but need improvement in specific areas. While
the state has relatively good procedures in place for accounting for all ballots at the polling
place, we recommend that West Virginia explicitly require corrective action at the polling
place, when called for, to reconcile the number of voters signed in on the poll books with
the number of votes cast on any voting system. In addition, we recommend that West
Virginia explicitly require that precinct totals be reconciled with county totals, and that
memory cards be accounted for and reconciled, and that the state expand its publication
requirements to include ballot reconciliation information.
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Wisconsin

Wisconsin uses optical scanners statewide as the standard polling place equipment, with the
exception of five cities or towns that use DREs but also make paper ballots available.
Wisconsin’s ballot reconciliation procedures are generally good but need improvement in
specific areas.

Account for all ballots, votes, and voters at the polling place

Before tallying vote totals on tally sheets, inspectors compare and reconcile the poll lists with
one another and count the total number of ballots.”” According to the Government
Accountability Board, all voted ballots are required to be accounted for when determining
the total number of voters signed in (by reference to the number of “voter numbers issued”)
in comparison to the number of ballots counted, and all un-voted ballots are segregated
from all voted ballots.”” All of the counties surveyed confirmed that election officials
compare the number of voters signed in on the poll list with the number of votes cast on the
voting machines, and that voters are issued numbers when they sign the poll book.””

In polling places that use automatic tabulators, officials examine the ballots for write-in votes
or damage and process these ballots separately.””” Inspectors must keep a written statement
of the number of ballots set aside as well as the number of defective, damaged and
challenged ballots, which is recorded by the election inspectors on the Inspectors’
Statement.” When tallying is complete, they attach this statement to the tally sheets.””
Tally sheets state the total number of votes for each candidate or question (referendum), and
election inspectors shall document on the Inspectors’ Statement the number of ballots cast
in excess, if any, of the number of electors voting as shown by the poll list.**” Two of the
counties surveyed referred to the process of documenting excess ballots as “required,”*"
and the third referred to it as “highly recommended” and reported that “it happens the vast
majority of the time.””*? Inspectors then attach the paper return from the tabulating
equipment to the official tally sheet.”*” Inspectors then deliver all ballots, statements, lists,
tally sheets, and envelopes and any other election materials to the municipal clerk,”** who is
responsible for delivering election materials including, at a minimum, tally sheets, Inspectors’
Statements and one of the poll lists, to the county clerk and school district clerk.**”

Reconcile vote and ballot totals and address discrepancies at the polling place

Election Inspectors are required to verify the number of ballots cast in comparison to the
number of voters signed in.**"* When the number of ballots exceeds the number of voters
signed in on the poll list, officials must first check for blank ballots mixed in among the
voted ballots.”*"” If the number of ballots still exceeds the total number of voters, inspectors
are required to mark, lay aside and preserve any ballot not bearing the initials of two
inspectors or any absentee ballot not bearing the initials of the municipal clerk.”*” If the
number of ballots still exceeds the total number of voters, inspectors separate absentee and
regular ballots, and reconcile these numbers separately.”*”” Inspectors then randomly remove
a number of whichever type of ballot is in excess so that the number of voters equals the
number of ballots cast,”""” but according to the Government Accountability Board, this
happens “[o]nly in situations where all explanations have been exhausted.” Even so, because
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this practice lends itself to ballot box stuffing, it is unsatisfactory as a reconciliation measure,
and we recommend discontinuing and outlawing this practice.

Where ballots are counted at central counting locations, officials must compare the number
of ballots delivered against the number voters signed in as reported by the polling place, note
any discrepancies,”' and proceed accordingly as described above.**"

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

The county board of canvassers opens and publicly examines the returns from each
municipality”'’ and reporting unit therein.**'* All of the county officials surveyed reported
that vote totals from each precinct are compared to the composite totals in the county, and
that totals on precinct tapes are compared to results compiled centrally.”*"” The board of
canvassers must review each precinct’s tally sheet and Inspector’s Statement and shall
append to each statement a tabulation of the total county votes for each office and for each
candidate.**'’ The board of canvassers makes separate statements for the numbers of the
total number of votes cast in the county and in each reporting unit therein, for every office

and all referenda.”"’
Make all results public

When the tally is complete, the inspectors are required to publicly announce the results from
the statement.”*'® The chief inspector in each precinct reports returns to the municipal clerk,
who relays this information to the county clerk, and both election officials make the results
public.**"” The counties surveyed reported various publication practices. One reported that
“only the county clerk makes the results public.”*** Another reported that “[t]he municipal
clerk publishes the results in their municipality . . . then the county clerk publishes the
countywide results . . . [and] [t]hen the county clerk sends those to the state.”***! The third
reported that “both the county and municipal clerk make the results public.”****

Recommendation: Wisconsin requires three of the best practices, but with respect to the
requirement that the number of votes be reconciled with the number of voters at the polling
place, excess ballots are removed at random, a practice we recommend be discontinued and
outlawed, and Wisconsin’s publication requirement appears to be limited to results posting.
Wisconsin conducts the other two best practices in practice; therefore, Wisconsin’s ballot
reconciliation procedures are generally good but need improvement in specific areas. While
the procedures in place for ballot accounting are good, we recommend that Wisconsin
explicitly mandate that precinct totals be reconciled with county totals, that memory cards be
accounted for and reconciled, and that the state expand its publication requirements to
include ballot reconciliation information.
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Wyoming

Twenty-two Wyoming counties use optical scanners as the standard polling place equipment
and the authors were advised as this report was being finalized for publication that one uses
only DREs. Wyoming’s ballot reconciliation procedures are good.

Account for all ballots, votes, and voters at the polling place

Election judges are required to inventory the ballots they receive and mark the total in the
poll book.***  After polls have closed at each polling place, poll books in the precinct “shall
first be made to agree,” then election judges shall commence to count votes and shall
continue without adjournment until counting is completed.**** Election officials then cast all
remaining absentee ballots on the voting machine, determine the total number of votes cast
on the machine by printing a return sheet, then clearly announce the votes for each
candidate and question,”*” however, two counties surveyed clarified that all absentee ballots
are processed by an absentee ballot counting board, which runs them through voting
machines throughout the day and which operates like its own precinct.”** When the votes
are tabulated, officials then record and certify the number of electors voting in person and
absentee, the votes cast for each candidate or question, and the number of provisional
ballots cast.**”” They are also required to “count the unused and spoiled ballots to balance
the inventory of ballots they received.”**" Precinct officials then transfer these unofficial
tabulations to the Secretary of State,”*”” and then transfer the sealed poll books, a sealed copy
from each electronic voting system printer pack, all ballots cast, spoiled or rejected ballots,
unused ballots, tally sheets and other documents to the county clerk.**”

Reconcile vote and ballot totals and address discrepancies at the polling place

Election judges are required to “continually verify the number of voters by checking the poll
book numbering with the number of voted ballots displayed on the voting machine” and
“document any discrepancies during the day by recording the discrepancy, the time, and any
possible problems encountered.””*' Where absentee ballots are counted at the polls, if the
voter has voted in person the absentee ballot will be rejected; if an absentee ballot has been
processed for a voter, the voter may not vote in person.”*” In either case, the first ballot
processed for a voter will be the only official ballot.**” If the number of ballots cast does
not equal the number of voters recorded in the poll books as having voted, election judges
must attempt to determine the cause of the discrepancy; if the election judges cannot do so,
resolving the discrepancy becomes the responsibility of the county clerk and county
canvassing board.”***

Reconcile precinct totals to county totals, and reconcile memory cards at the county
level

Prior to the county canvass, the county clerk must examine the poll books, tally sheets,
precinct certifications and other materials, summarize the votes cast in each precinct for
every candidate or question, and count the write-in votes.”*”> With respect to absentee ballots
counted at counting centers, election officials are required to attempt to verify with the
county clerk whether or not a voter has already submitted an absentee ballot before issuing a
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ballot at the polls, and if the determination cannot be made, the voter will be offered a
provisional ballot and the canvassing board will determine whether or not to count it.****

The county canvassing board then meets and performs or reviews a reconciliation of ballots
by precinct,””” reviews and counts eligible provisional ballots*”* and reviews and certifies the
county clerk’s abstracts.”*” The Secretary of State then prepares a statewide abstract of votes
by county, which it reconciles to the official abstracts of the county canvassing boards,*"’
and then sends to the state canvassing board to review and certify.”*' Wyoming does not
use a tally server,”** and one of the counties surveyed clarified that “[t|he memory cards are
taken from the [optical scanners] to the County Office where they are downloaded,” after
which the results are printed and sent to the Secretary of State.”**’

Make all results public

While the tabulation of votes at the precinct level is conducted privately, with only election
judges authorized to be present,”*** the county clerk is required by law to post copies of the

certified results of the county canvass and to make copies of the canvass available to the
public.***

Recommendation: Wyoming requires three of the best practices, although its publication
requirements are not particularly transparent, and does not use a tally server, making a fourth
(memory card reconciliation) unnecessary; therefore, Wyoming’s ballot reconciliation
procedures are good. The state’s procedures for ballot and vote reconciliation at the
precinct and county level are strong, although we would recommend that Wyoming explicitly
require election officials to reconcile precinct totals with county totals. The state’s
procedures for making results public at the county level are also strong, but increased
transparency of the tabulation process at the precinct level would be an improvement.
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CONCLUSION

For the past few years, Common Cause and Verified Voting have worked closely with
election officials across the country to improve their voting system procedures, and the
Rutgers Law School Newark Constitutional Litigation Clinic has fought tirelessly to
discontinue the use of paperless DRE voting machines in New Jersey. There is no question
that, in that time, states and counties have made dramatic improvements that make it much
less likely that voting system failures will disenfranchise voters. As evidenced by this report,
however, there is still much work to be done.

We urge states to do what they can to improve their voting procedures in the remaining
weeks before the election. In the longer term, states should enact laws that will allow election
officials to adequately deal with potential voting system failures.

* For states with paperless DREs, that means discontinuing their use and replacing
them as soon as possible so that every voter can either cast a voter-marked paper
ballot or at least review and confirm their vote on a contemporaneous paper record
independent of a voting machine’s software. If states continue to use DREs (with or
without voter verifiable paper audit trails), it means mandating that emergency paper
ballots be available in all polling places in the event that machines fail or an
inadequate supply of machines causes long lines, and distrubiting them if azy voting
machines fail. For states that already use paper ballots and/or voter verifiable paper
records at the precincts, and for domestic absentee voters, it means ensuring that
military and overseas voters are also ensured the accuracy, integrity, security and
privacy of casting a vote by paper ballot.

* In all jurisdictions with paper ballots or records for every vote cast, it means passing
laws that require officials to audit their electronic vote tallies using those paper
ballots and records (including military and overseas ballots) after every election to
ensure that the machine counts are accurate. For all states, and although this is not a
substitute and cannot substitute for using paper ballots and records in audits to
confirm the accuracy of electronic tallies, it means strengthening voting system
security and requiring ballot accounting and reconciliation procedures that will give
us greater confidence that all votes have been counted and only counted once.

Every national election since 2000 has shown us the same thing: voting systems frequently
fail. When they fail, votes are lost. Voters in jurisdictions without paper ballots or records
for every vote cast, including military and overseas votes, do not have the same protections
for the accuracy and integrity of the vote count as states that use paper ballot systems. This
is not acceptable. The right to vote is the most fundamental of all of our constitutional
rights. As this report makes clear, laws, practices and the technology exists that can ensure
that every vote is counted as intended by the voters. Those laws, practices and technology
should be implemented in every state and every county in the nation.
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GLOSSARY OF TERMS

Absentee ballots: Historically, absentee ballots have been, simply, ballots cast by voters
who are not able to vote in regular polling places due to travel or to some circumstance that
makes it difficult for them to come to the polls. This definition is still true but incomplete. A
number of states have adopted no-excuse absentee balloting, which allows any voter to vote
by absentee ballot. In some states with no-excuse absentee voting, so-called “early voting” is
really just the period during which voters can request and submit an absentee ballot. Because
most absentee ballots are mailed to the election office, voter turnout campaigns sometimes
call no-excuse absentee balloting “vote by mail,” even if the state does not have a formal
vote by mail system.

Ballot accounting: The practice of tallying the number of voted, spoiled, damaged,
provisional, emergency, unused and any other ballots and making sure that tally equals the
number of ballots received.

Ballot marking device: a device that assists voters, through various accessible interfaces
including audio guidance and tactile features, in marking a paper ballot. Ballot marking
devices equipped with audio read-back of the voter’s choices from the printed or marked
ballot enable visually impaired to verify that their marked ballots accuratey reflect their votes.

Ballot recap form: A form which shows the number of voted, spoiled, damaged,
provisional, emergency, unused, and any other ballots from a polling place.

Canvassing: Compiling the results from an election for the purpose of validating and
officially certifying the results. Canvassing may include counting of ballots as well as review
of the statements of the vote prepared by poll workers and of results tapes printed from
DREs and optical scanners.

Central counting center: A facility where ballots and/or results from multiple polling
places are tallied. In jurisdictions which do not use equipment that tallies votes at the polling
places, the central counting center is the only place where votes are counted. In jurisdictions
which use equipment that tallies votes at the polling places, the central counting center may
be the facility where tallies from all the polling places are compiled, and where absentee or
other mail-in ballots are counted.

Central tabulator: A central tabulator may be a high-speed optical scanner that is used to
count large numbers of optical scan paper ballots. The term “central tabulator” is also used
sometimes to describe a jurisdiction's election management system, which aggregates vote
tallies from all the polling places following the election and which is often also used to
program all the jurisdiction's polling-place machines before the election.

DRE (Direct Recording Electronic) voting machine: A direct recording electronic
(DRE) voting machine directly records the voter’s selections in each race or contest. It does
so via the image of a ballot that appears on an electronic display screen. Typical DRE
machines have flat panel display screens with touch screen or keypad input, although other
technologies have been used (including paper and push button displays). The defining
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characteristic of these machines is that votes are exclusively captured and stored
electronically, and that after the voter leaves, no tangible hard copy record of the voters
selections remains. Some DREs, however, are equipped with printers capable of printing
voter-verifiable paper records that sighted voters can review to verify that a hard copy record
of their selections is accurate.

Election system: The equipment (including hardware, software and firmware) that is used
by a jurisdiction to record and tabulate votes, including equipment used to program voting
machines and tabulators, transmit election data and aggregate tallies from different polling
places.

Electronic tally: The electronic count of votes recorded on individual voting machines, or
as aggregated by precinct or polling place, or at the central or county level.

Emergency paper ballots: Paper ballots that should be on hand in polling places where
DRE voting machines are the standard method of voting. Emergency paper ballots should
be used when DREs are inoperable, or when long lines form at the polling place.

ETS (Electronic Transmission Service): ETS refers to a program developed by FVAP in
2007 to expand the use of e-mail and fax voting for military and overseas voters after the
cancellation of the SERVE Project in 2004. Security and privacy concerns about ETS were
raised by the same authors whose security analysis had resulted in the cancellation of the
SERVE project. The ETS is in use today by voters from an unknown number of states, and
voters using the service are asked to sign a statement waiving their right to a secret ballot.

FVAP (Federal Voting Assistance Program): The Federal Voting Assistance Program
refers to a program of the U.S. Department of Defense through which the Uniformed
Overseas and Citizens Absentee Voting Act (UOCAVA) is administered. The Director of
FVAP administers the program on behalf of the Secretary of Defense, and provides absent
U.S. military personnel and citizens worldwide with state-by-state guidelines describing
voting procedures and a broad range of other non-partisan information and assistance to
facilitate their participation in the democratic process.

Internet voting: Internet voting refers to voting by returning a marked ballot through the
use of a web portal, but also includes e-mailing voted ballots. With the proliferation of
Internet fax services, we can presume that many voted ballots returned to election officials
via fax have also in fact been transmitted through the Internet. Internet voting thus can
mean voting from a web portal accessed through an Internet browser on one’s personal
computer, or by email attachment, or electronic fax, as well as voting via a remote kiosk, or
other means of remote electronic transmission.

Kiosk-based Internet voting: Kiosk-based Internet voting refers to Internet voting
conducted from a voting platform provided by public or private sponsor, somewhat like a
bank ATM is provided by a bank, and in contrast to voting from one’s own personal
computer or from a computer in an Internet cafe.

Logic and accuracy (pre-election) test: A means of determining that voting systems will
function properly for the election by recording test votes on each machine, verifying that it is
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possible to vote for each candidate on the ballot and that these votes are tabulated correctly
all the way through to the canvass. This can be done, for example, by casting a different
number of votes for each candidate or issue position in each race or contest on the ballot.
Different testing requirements apply to different types of voting systems (e.g., optical scan
sensor calibration, touch screen calibration, etc.). After testing, officials clear the voting
machinery, set vote totals to zero and empty the physical or electronic ballot boxes, sealing
the systems prior to their official use for the election.

Optical scan ballots: These are paper ballots, marked by voters, either manually with
(typically) pens or through the use of a ballot marking device, which can be counted by
optical scanners or by hand. Voters then carry or have carried their ballots (sleeved or
otherwise protected so that others cannot see their ballot selections) to a scanner. At the
scanner, the ballot is unsleeved and insert it into the scanner, which detects the voters’ marks
with an optical scanning element and records the votes electronically. The paper ballots are
deposited into the scanner and preserved for audits and recounts. They are sometimes called
“mark-sense” ballots, these are used widely for absentee voting and vote-by-mail, and also
for emergency and provisional voting.

Overvote: An overvote occurs when a voter makes more selections than she is entitled to
make. For example, voting for two candidates for a particular contest when the voter is
entitled to vote for only one candidate in that contest is an overvote.

Poll books: Documents that contain a list of registered voters within a jurisdiction, which
poll workers use to verify voters’ registration status. Voters typically must enter their
signatures into a poll book before they begin voting. Poll books may be in paper or
electronic form.

Poll workers: People who staff and operate polling places. Duties of poll workers include
setting up the polling place, including placing voting equipment in operation; checking in
voters; maintaining order in the polling place, including maintaining strict custody of election
materials such as ballots and equipment; recording and reporting election results; and in
some cases transporting ballots and voting system media (such as memory cards) to the
jurisdiction’s central election office. Poll workers typically are not full-time employees of a
jurisdiction’s election authority, and usually serve as temporary employees or, in some cases,
as volunteers. (Depending on the jurisdiction, a poll worker may be called an election judge,
a clerk, an election inspector or other similar title.)

Post-election audit: A procedure that takes place after an election in which a sample of
ballots from the election is recounted by hand in order to check the electronic vote tallies
reported on election night. A sample of ballots is chosen by randomly choosing audit units.
Audit units may be entire precincts, individual voting machines, or batches of absentee
ballots that were subtotaled on election night. Some advocates and voting experts argue that
in addition to the randomly chosen audit units, post-election audits should also include a
number of audit units chosen by candidates for office. Post-election audit practices vary
considerably among the states that will conduct them in 2012.

Provisional ballots: Ballots cast by voters whose eligibility to vote is disputed by an election
official. Standards for counting provisional ballots vary significantly among the states.
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SERVE Project: The Secure Electronic Registration and Voting Experiment (SERVE)
Project was developed by FVAP as a pilot project intended to be implemented in the 2004
general election to facilitate military and overseas voting through the use of the Internet. It
was targeted at all military and overseas voters, and seven states agreed to participate. It
used SSL to encrypt communications between the votet's web browser and the central
computer running the voting application, and required a user name and password. SERVE
was cancelled after a group of leading computer scientists with particular expertise in
clectronic voting systems published a report in January 2004 documenting risks,
vulnerabilities and security concerns raised by the project.

Spoiled ballot: A spoiled ballot will not count in an election. It is a ballot (optical scan,
absentee, emergency or provisional) that a voter returns to election officials to cancel after
he or she has made an error. The concepts of “cancellation” and “spoiled ballot” are often
linked, in that statutory limits on the number of ballots a voter may spoil are sometimes

interpreted as applying to the number of cancellations a voter can make on a DRE, and
especially, a DRE equipped with a VVPAT.

SSL (Secured Sockets Layer): SSL refers to a protocol for transmitting private or security-
senitive documents via the Internet. It uses a cryptographic system that uses a public key
which encrypts data for transmission and is known to everyone and a private key which
decrypts data and is known only to the recipient of the message. Election jurisdictions may
use this protocol in an effort to protect the confidentiality of voter information. Web sites
using the SSL protocol generally start with A#ps:// instead of hip:/ /.

Summary tape: A tape that is printed by an electronic voting machine or optical scanner at
the closing of the polls, which shows the number of votes cast for each candidate and for
and against each measure on the ballot.

TLS (Transport Layer Security): TLS refers to another cryptographic protocol designed
for the purpose of providing security and confidentiality of information transmitted over the
Internet. It was based on SSL, which it is meant to replace. The objectives of the TLS
protocol ate to allow client/server applications to communicate in a way that prevents
eavesdropping, tampering, or message forgery, and election jurisdicitons may use it in an
effort to protect the privacy and security of Internet-based communications with voters.

Touch screen voting machines: These are a type of Direct Recording Electronic (DRE)
voting machine in which the voter makes selections on her ballot by touching specified
areas on an electronic display screen.

Undetrvote: An undervote occurs when a voter makes fewer selections than she is entitled
to make. For example, voting for only two candidates when the voter is entitled to vote for
three out of seven candidates is an undervote.

VPN (Virtual Private Network): A VPN is a private network that uses a public network
such as the Internet to connect remote sites or users. In the examples in this report, the
VPNs were secured at both ends by digital certificates (mechanisms that enable the recipient
of a message to verify that the sender is who he or she claims to be, and to respond to the
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message with an encoded reply). Election jurisdictions may use VPNs in an effort to ensure
the security of electronically transmitted balloting materials.

VOI (Voting Over the Internet) Pilot Project: The VOI Pilot Project was a small-scale
project implemented cooperatively during the 2000 General election by FVAP and a handful
of election jurisdictions: South Carolina (statewide), Okaloosa and Orange counties in
Florida, Dallas County in Texas, and Weber County in Utah. The purpose of the program
was to examine the feasibility of using the Internet for remote registration and voting in an
effort to overcome the time and distance obstacles faced by UOCAVA voters. Eighty-four
voters participated.

Vote reconciliation: The practice of comparing the number of voters who signed the
polling books to the number of ballots cast.

Vote total tape: A tape that is printed by an electronic voting machine or optical scanner at
the closing of the polls, which shows the number of votes cast for each candidate and for
and against each measure on the ballot. It’s the same thing as a summary tape.

Voter-verifiable paper audit trail (VVPAT): Voter-verifiable paper audit trails or records
are the paper trails contemporaneously printed by DRE voting machines that display to the
voter a hard copy record of the voter’s selections. Sighted voters may use the paper records
to verify that the machine correctly recorded a hard copy of his or her selections before
casting the ballot. In some states, the voter-verifiable paper record is the legal ballot in a
recount situation (e.g., California), taking precedence over electronic counts. Visually
impaired voters currently cannot verify a hard copy of their votes when VVPATS are used.
VVPAT printers do not currently include optical character recognition (OCR) readouts or
other means of non-visual verification of the information printed on the VVPAT. The only
way a visually impaired voter can currently verify a paper copy of the ballot through the use
of technology, which allows such a voter to vote privately and independently, is by using an
accessible ballot marking device to mark the ballot that also enables audio read-back of the
voter’s choices from the printed or marked ballot.

Voting machines: Devices that voters use to cast their votes and that tabulate the number
of votes cast for candidates and for and against the measures on the ballot

Web portal: In the context of elections, web portal refers to a gateway available on an
election division’s webpage that enables voters to have access to services such as obtaining
or downloading a blank ballot application or a blank ballot, and in some cases marking and
returning that ballot. To the extent that such portals are used, they should at a minimum
include requirements for users to have authorized access to the portal in the form of login
credentials, passwords or other proprietary access codes in order to use the portal.

Zero tape: A tape that is printed by an electronic voting machine or electronic ballot

tabulator before the machine or tabulator is to begin accepting ballots. The zero tape verifies
that zero votes have been tallied by the machine before the election begins.
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93 CAL. ELEC. CODE § 14300(c) (West, Westlaw through 2011 Leg. Sess.); Philly Crosby Interview, supra note 90.
9 CAL. ELEC. CODE § 14300(a)(1) (West, Westlaw through 2011 Leg. Sess.); Philly Crosby Interview, supra note 90.
95 Neal Kelley Interview, supra note 88.

9 Philly Crosby Interview, supra note 90; CAL. ELEC. CODE § 14299 (West, Westlaw through 2011 Leg. Sess.).

97 Caty. Clerk/Registrar of Voters Memotrandum 10302, Cal. Sec’y of State (Oct. 22, 2010),

http:/ /www.sos.ca.gov/elections/ccrov/pdf/2010/october/10302iL.pdf; Philly Crosby Interview, supra note 90.
98 Narda Barrientos Interview, supra note 88.

9 See Philly Crosby Interview, supra note 90.

100 CAL. ELEC. CODE § 14300(c) (West, Westlaw through 2011 Leg. Sess.).

101 Providing voters with an option to vote on paper ballots in the event of long lines makes sense: It is better
to have voters vote on paper ballots than not vote at all. But giving the option to voters under any
circumstances creates its own set of problems. First of all, election officials are forced to store and account for
an extra set of votes; absent long lines, it is not clear that the benefit of giving voters this choice outweighs the
potential logistical challenges associated with this extra option. Second, jurisdictions that offer voters the
“paper or plastic” option generally don’t have precinct count optical machines in the polling place that will let
voters know if they made an error (for instance, if the machine will read a stray mark as a second vote in a
particular contest, thereby nullifying the voter’s vote). This increases the risk that voters using paper ballots will
have their intended choices accurately recorded. Again, absent long lines, which could keep voters from voting
at all, it is unclear that providing voters with the option of using paper ballots makes sense.

102 CAL. ELEC. CODE § 14300(e) (West, Westlaw through 2011 Leg. Sess.).

193 Verified 1 oting Verifier, Colorado, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?ec=standard&state=Colorado&year=2010 (last visited May
8,2012).

1048 COLO. CODE REGS. § 1505-1(43.2.8(a)(2)) (West, Westlaw through Dec. 10, 2011).

105 Telephone Interview with Patty Berger, Cnty .Clerk, Lake Cnty. (June 13, 2012) (on file with Verified
Voting) [hereinafter Patty Berger Interview]; Telephone Interview with Diane Folowell, Deputy Clerk, Gunnison
Cnty. (June 13, 2012) (on file with Verified Voting) [hereinafter Diane Folowell Intervien]; Telephone Interview
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with Beth Cumming, Cnty. Clerk, Phillips Cnty. (June 13, 2012) (on file with Verified Voting) [hereinafter Bezh
Cumming Intervien).

106 Patty Berger Interview and Diane Folowell Interview, supra note 105.

1078 COLO. CODE REGS. § 1505-1(43.2.8(a)(1)) (West, Westlaw through Dec. 10, 2011).

108 8 COLO. CODE REGS. § 1505-1(43.2, .3) (West, Westlaw through Dec. 10, 2011).

109 COLO. REV. STAT. ANN. § 1-5-411 (West, Westlaw through Dec. 10, 2011).

10 Patty Berger Interview, Diane Folowell Interview, and Beth Cumming Interview, supra note 105.

U Beth Cumming Interview, supra note 105.

1128 CoLO. CODE REGS. § 1505-1(43.8.8.2) (West, Westlaw through Dec. 10, 2011).

13 Beth Cumming Interview, supra note 105.

1414

U5 Verified 1 oting Verifier, Delaware, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?&ec=allall&year=2010&state=Delaware (last visited May 8,
2012).

116 DEL. CODE ANN. tit. 15, § 5010 (West 2011).

1714

118 Flaine Manlove, Del. State Elections Comm’r (Dec. 9, 2011) (on file with Verified Voting) [hereinafter
Elaine Manlove Interview).

119 Telephone Interview with Kenneth McDowell, Dir., Sussex Cnty. Bd. of Elections (Mar. 6, 2012) (on file
with Verified Voting) [hereinafter Kenneth McDowell Intervien]; Telephone Interview with Joyce Wright, Dir.,
Kent Cnty. Bd. of Elections, and Gary Hilderbrand, Head of Info. Tech., Kent Cnty. Mar. 7, 2012) (on file
with Verified Voting) [hereinafter Joyce Wright and Gary Hilderbrand Interview]; Telephone Interview with Howard
Sholl, Deputy Dir. of Elections, New Castle Cnty. (Mar. 7, 2012) [hereinafter Howard Sholl Interview).

120 Toyce Wright and Gary Hilderbrand Interview, 7d.

121 Eaine Manlove Interview, supra note 118.

122 Renneth McDowell Interview, Joyce Wright and Gary Hilderbrand Interview, and Howard Sholl Interview, supra note 119.
125 Howard Sholl Interview, supra note 119.

124 Veified V oting Verifier, Georgia, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?&ec=allall&year=2010&state=Georgia (last visited May 8,
2012).

125 GA. COMP. R. & REGS. 183-1-12-.02 (4)(k) (West, Westlaw through 2010).

126 T'elephone Interview with Judge Jeff Jones, Pulaski Cnty. Bd. of Registrars (Feb. 7 and Mar. 19, 2012) (on
file with Verified Voting) [hereinafter Jeff Jones Intervien]; Telephone Interview with Sherrail Jarrett,
Registrar/Supetvisor, Harris Cnty. Bd. of Elections and Voter Registration (Feb. 9, 2012) (on file with Verified
Voting) [hereinafter Sherrail Jarrett Interview]; Telephone Interview with Samuel Westmoreland, Superintendent,
Fulton Cnty. (Feb. 8, 2012) (on file with Verified Voting) [hereinafter Sanuel Westmoreland Intervien).

127 Jeff Jones Interview, id.

128 4

129 14

130 Sherrail Jarrett Interview, supra note 126.

Y Samuel Westmoreland Interview, supra note 126.

132 4

133 [

134 GA. CODE ANN. § 21-2-326(b), 418(h) (West, Westlaw through 2011 Legis. sess.).

135 GA. CODE ANN. § 21-2-281, 334 (West, Westlaw through 2011 Legis. sess.).

136 GA. CODE ANN. § 21-2-326(b) (West, Westlaw through 2011 Legis. sess.).

157 GA. COMP. R. & REGS. 183-1-12-.06(3) (West, Westlaw through Nov. 2010).

138 GA. CODE ANN. § 21-2-418(h) (West, Westlaw through 2011 Legis. sess.).

139 GA. CODE ANN. § 21-2-326(b) (West, Westlaw through 2011 Legis. sess.).

140 GA. CODE ANN. § 21-2-334 (West, Westlaw through 2011 Legis. sess.).

141 GA. CODE ANN. § 21-2-418(h) (West, Westlaw through 2011 Legis. sess.).

142 Sherrail Jarrett Interview, supra note 126.

143 Samuel Westmoreland Interview, supra note 126.

144 Email interview with Rupert T Borgsmiller, Executive Dir., Ill. State Bd. of Elections (Feb. 1, 2012) (on file
with Verified Voting) [hereinafter Rupert Borgsmiller Interview; see also 1 erified 1 oting Verifier, Illinois,
VERIFIEDVOTING.ORG,
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http:/ /www.vetifiedvoting.org/verifier/map.php?ec=standard&state=1llinois&year=2010 (last visited May 8,
2012).

14510 ILL. COMP. STAT. 5/24-11 (LexisNexis cutrent through Pub. Acts 97-619 of the 2011 Legis. sess.).

146 Rupert Borgsmiller Interview, supra note 144,

14710 ILL. COMP. STAT. 5/24-11 (LexisNexis cutrent through Pub. Acts 97-619 of the 2011 Legis. sess.).

148 [

199 Rupert Borgsmiller Interview, supra note 144,

150 Telephone Interview with Jill Wagner,Cnty. Clerk, Morgan Cnty. (July 3, 2012) (on file with Verified Voting)
[hereinafter Jill Wagner Interview).

151 Voting Systems by County, ILL. ST. BOARD ELECTIONS,

http:/ /www.clections.il.gov/votinginformation/votingequip.aspx (last visited Jan. 28, 2012).

152 Rupert Borgsmiller Interview, supra note 144,

15310 ILL. COMP. STAT. 5/24-11 (LexisNexis cutrent through Pub. Acts 97-619 of the 2011 Legis. sess.).

154

155 Rupert Borgsmiller Interview, supra note 144,

156 [

157 4

158 I

159 [

160 I

161 [

162 4

16310 ILL. COMP. STAT. 5/24-11 (LexisNexis cutrent through Pub. Acts 97-619 of the 2011 Legis. sess.).

164 I

165 Verified 1 oting V'erifier, Indiana, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?ec=standard&state=Indiana&year=2010 (last visited May 8,
2012).

166 IND. CODE ANN. § 3-11-14-19 (LexisNexis current through Act PL 231 of the 2011 First Legis. sess.).

167 IND. CODE ANN. § 3-11-3-35 (LexisNexis current through Act PL 231 of the 2011 First Legis. sess.).

168 1d.; see also E-mail conversation with Vance Poole, Election Outreach Manager,

Ind. Sec’y of State’s Office (Jan. 25, 2012) (on file with Verified Voting) [hereinafter Vance Pool Interview).

169 4

170 IND. CODE ANN. §§ 3-11-3-11(3)(B), 3-10-1-12(b) (LexisNexis current through Act PL 231 of the 2011 First
Legis. sess.); see also Vance Pool Interview, supra note 168.

1T IND. CODE ANN. § 3-11-3-28 (LexisNexis current through Act PL 231 of the 2011 First Legis. sess.).

172 Telephone Interview with Jennifer Baxter, Deputy over Elections, Marion Cnty. (May 22, 2012) (on file with
Verified Voting) [hereinafter Jemnifer Baxter Interview]; Telephone Interview with Janet Hasser, Cnty. Clerk,
Benton Cnty. (May 4, 2012) (on file with Verified Voting) [hereinafter Janet Hasser Interview; Telephone
Interview with Kathy Richardson, Election Administrator, Tippicanoe Cnty. (May 2012) (on file with Verified
Voting) [hereinafter Kazhy Richardson Interview).

173 Janet Hasser Interview, id.

174 Rathy Richardson Interview, supra note 172.

175 IND. CODE ANN. § 3-11-3-3 (LexisNexis current through Act PL 231 of the 2011 First Legis. sess.).

176 IND. CODE ANN. § 3-11-14-19 (LexisNexis current through Act PL 231 of the 2011 First Legis. sess.);
Telephone Interview with Brad King, Dir. of Elections, Sec’y of State (July 11, 2012) (on file with Verified
Voting).

177 Verified 1 oting Verifier, Kansas, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?ec=standard&state=Kansas&year=2010 (last visited May 8,
2012).

178 KAN. STAT. ANN. §§ 25-4408, 4606 (2011).

179 Telephone Interview with Krysta Torsen, Cnty. Clerk, Lane Cnty. (June 12, 2012) (on file with Verified
Voting) [hereinafter Krysta Torsen Interview).

180 T'elephone Interview with Marcia Ashmore, Cnty. Clerk, Hamilton Cnty. (June 12, 2012) (on file with
Verified Voting) [hereinafter Marcia Ashmore Interview).

181 Telephone Interview with Jenna Fager, Deputy Election Officer, Reno Caty. (June 12, 2012) (on file with
Verified Voting) [hereinafter Jenna Fager Intervien).
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182 KAN. STAT. ANN. § 25-604(c) (2011).

183 E-mail Interview with Brad Bryant, Elections Dir., Kan. Sec’y of State (Dec. 1, 2011) (on file with Verified
Voting) [hereinafter Brad Bryant Interview].

184 Krysta Torsen Interview, supra note 179; Marcia Ashmore Interview, supra note 180; Jenna Fager Interview, supra note
181.

185 Jenna Fager Interview, supra note 181.

186 Brad Bryant interview, supra note 183.

187 [ 4.

188 Krysta Torsen Interview, supra note 179; Marcia Ashmore Interview, supra note 180; Jenna Fager Interview, supra note
181.

189 Jenna Fager Interview, supra note 181.

190 Krysta Torsen Interview, supra note 179.

191 KAN. STAT. ANN. § 25-604(c) (2011).

192 Verified 1 oting Verifier, Kentucky, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?ec=standard&state=Kentucky&year=2010 (last visited May
8,2012).

193 Ky. REV. STAT. ANN. § 117.215(2) (2011).

194 E-mail Interview with Maryellen Allen, Gen. Counsel, Ken. State Bd. of Elections (Dec. 12, 2011) (on file
with Verified Voting) [hereinafter Maryellen Allen Intervien).

195 Ky. REV. STAT. ANN. § 117.145(2) (2011).

196 Ky. REV. STAT. ANN. § 117.215(2) (2011); Maryellen Allen Interview, supra note 194.

197 KY. REV. STAT. ANN. § 117.145(2) (2011).

198 Telephone Interview with Jan Mills, Deputy Clerk, Whitley Cnty. (June 12, 2012) (on file with Verified
Voting) [hereinafter Jan Mills Intervien]; Telephone Interview with Valerie Newell, Cnty. Clerk, Webster Cnty.
(June 14, 2012) (on file with Verified Voting) [hereinafter VValerie Newell Interview|; E-mail Interview with Tracy
Merriman, Elections Dep’t Manager, Fayette Cnty. (June 14, 2012) (on file with Verified Voting) [hereinafter
Tracy Merriman Interview)].

19 Verified 1 oting Verifier, Kentucky, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?&ec=allall&year=2010&state=Kentucky (last visited June 18,
2012).

200 Maryellen Allen Interview, supra note 194.

200 Tracy Merriman Interview, supra note 198.

202 74

203 Ky. REV. STAT. ANN. § 117.215(2) (2011).

204 Verified 1V oting Verifier, Lounisiana, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?&ec=allall&year=2010&state=Louisiana (last visited May 8,
2012).

205 LA. REV. STAT. ANN. § 18:1353(E) (LexisNexis current through 2011 Leg. sess.).

206 LA. REV. STAT. ANN. § 18:1363(E) (LexisNexis current through 2011 Leg. sess.).

207 LA. REV. STAT. ANN. § 18:1363(F) (LexisNexis current through 2011 Leg. sess.).

208 E-mail Interview with Angie Rogers, Commissioner of Elections, La. Sec’y of State’s Office (Dec. 13, 2011)
(on file with Verified Voting) [hereinafter .Angie Rogers Intervien).

209 Telephone Interview with Alaina Rung, Director of Elections, Lafayette Parish (June 27, 2012) (on file with
Verified Voting) [hereinafter Alaina Rung Interview]; Telephone Interview with Brenda Folse, Commissioner, St.
Charles Parish (June 27, 2012) (on file with Verified Voting) [hereinafter Brenda Folse Interview]; Telephone
Interview with Marion Hopkins, Cnty. Clerk, Madison Parish (June 29, 2012) (on file with Verified Voting)
[hereinafter Marion Hopkins Intervien).

210 _4/aina Rung Interview, id.

211 Brenda Folse Interview, supra note 209.

212 _Angie Rogers Interview, supra note 208.

213 Marion Hopkins Interview, supra note 209.

214 Brenda Folse Interview, supra note 209.

215 _Alaina Rung Interview, supra note 209.

216 Marion Hopkins Interview, supra note 209.

217 _Alaina Rung Interview, supra note 209.

218 Brenda Folse Interview, supra note 209.
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219 _Alaina Rung Interview, Brenda Folse Interview, and Marion Hopkins Interview, supra note 209.

220 LA. REV. STAT. ANN. § 18:1363(F) (LexisNexis current through 2011 Leg. sess.).

21 LA. REV. STAT. ANN. § 18:1363(G) (LexisNexis current through 2011 Leg. sess.).

222 Alaina Rung Interview, supra note 209.

225 Marion Hopkins Interview, supra note 209.

224 Brenda Folse Interview, supra note 209.

225 Verified V oting Verifier, Maryland, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?&ec=allall&year=2010&state=Maryland (last visited May 8,
2012).

226 MD. CODE ANN., ELEC. LAW § 10-302(a) (LexisNexis 2011).

227 Telephone Interview with Steve Fratz, Election Director, Garrett Cnty. (June 12, 2012) (on file with Verified
Voting) hereinafter Steve Fratz Intervien]; Telephone Interview with Evelyn Potter, Election Director, Cecil Cnty.
(June 12, 2012) (on file with Verified Voting) hereinafter Evelyn Potter Interview].

228 Toting System F.AQ, MD. ST. BD. ELECTIONS, http://www.clections.state.md.us/voting_system/faq.html#q8
(last visited Feb. 16, 2012).

229 Telephone Interview with David Gareiss, Deputy Election Director, Anne Arundel Cnty. (June 12, 2012)
(on file with Verified Voting) hereinafter David Gareiss Interview|; Steve Fratz Interview and Evelyn Potter Interview,
supra note 227.

230 Steve Fratz Interview and Evelyn Potter Interview, supra note 227.

21 David Gareiss Interview, supra note 229.

232 David Gareiss Interview, supra note 229;Steve Fratz Interview and Evelyn Potter Interview, supra note 227; Telephone
Interview with Ross Goldstein, Deputy Admin., Bd. of Elections (July 11, 2012) (on file with Verified Voting).
233 [

234 Verified 1V oting Verifier, Mississippi, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?ec=standard&state=Mississippi&year=2010 (last visited May
8,2012).

235 Mi1ss. CODE ANN. §§ 23-15-427, -473 (2011); E-mail Interview with Pamela Weaver, Elections Div. Miss.
Sec’y of States Office (July 3, 2012) (on file with Verified Voting) [hereinafter Pamela Weaver Interview)

236 Telephone Interview with Miss Lofton, Lee Cnty. (June 29, 2012) (on file with Verified Voting) [hereinafter
Miss Lofton Interview]; Telephone Interview with Miss Stanford, Circuit Clerk, Union Cnty. (June 29, 2012) (on
file with Verified Voting) [hereinafter Miss Stanford Intervien).

237 Miss Stanford Interview, id.

238 M1ss. CODE ANN. §§ 23-15-427, -473 (2011); Pamela Weaver Interview, supra note 235.

239 M1ss. CODE ANN. § 23-15-531.12 (2011).

240 Pamela Weaver Interview, supra note 235.

241 Miss Stanford Interview, supra note 230.

242 Pamela Weaver Interview, supra note 235.

243 Miss Stanford Interview, supra note 230.

244 MISS. SEC’Y OF STATE, MISSISSIPPI POLL MANAGER GUIDE FOR USE WITH THE TSX VOTING SYSTEM, at 23
(2010) [hereinafter MISSISSIPPT POLL MANAGER GUIDE],

http:/ /www.sos.ms.gov/links/elections/ elections_officials_centet/tab2/CountyElection%20Commissioners/
Train%20the%20Trainer/Materials%20Needed/POLLY%20MANAGER%20GUIDE%202010%20final.pdf.
245 [

246 Pamela Weaver Interview, supra note 235.

247 Miss Stanford Interview, supra note 230.

248 MI1sS1SSIPPI POLL MANAGER GUIDE, supra note 244, at 23.

249 Verified 1V oting V'erifier, Nevada, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?ec=standard&state=Nevada&year=2010 (last visited May, 8,
2012).

250 Verified Voting Verifier, Nevada, available at

http:/ /www.vetifiedvoting.org/verifier/map.php?&ec=allall&year=2010&state=Nevada (last visited Mat. 21,
2012).

251 NEV. ADMIN. CODE § 293B.070 (2011).

252 NEV. ADMIN. CODE § 293B.090 (2011).

253 NEV. REV. STAT. § 293B.155 (2011); NEV. ADMIN. CODE §. 293B.090 (2011).
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254 E-mail Interview with Ryan High, Deputy Sec’y for Operations, Nev. Sec’y of State’s Office (Jan. 19, 2012)
(on file with Verified Voting) [hereinafter Ryan High Interview).

255 [

256 [

257 [

258 NEV. REV. STAT. § 293.247(3)(c) (2011).

259 NEV. REV. STAT. § 293.247(3)(0) (2011).

260 [/

261 Ryan High Interview, supra note 254.

262 E-mail Interview with Hatvard "Larry" Lomax, Clatk Cnty. Registrar (Apr. 4, 2012) (on file with Verified
Voting) [hereinafter Larry Lomax Interview)].

265 E-mail Interview with Dan Burk, Registrar of Voters, Washoe Cnty. (Apr. 12, 2012) (on file with Verified
Voting) [hereinafter Dan Burk Intervien).

264 [

265 Telephone Interview with Lacinda "Cindy" Elgan, Cnty. Clerk and Treasurer, Esmeralda Cnty. (Apr. 12,
2012) (on file with Verified Voting) [hereinafter Cindy Elgan Interview].

266 ]

267 Dan Burk Interview, supra note 263.

268 Cindy Elgan Interview, supra note 265.

269 Ryan High Interview, supra note 254.

219 Dan Burk Interview, supra note 263.

21t Larry Lomasx: Interview,supra note 262.

212 I

213 I

214 Cindy Elgan Interview, supra note 265.

275 [

276 Verified 1 oting V'erifier, New Jersey, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?&ec=allall&year=2010&state=New%20]ersey (last visited
May 8, 2012).

277 N.J. STAT. ANN. § 19:48-7 (West 2011).

278 Robert Giles Interview, supra note 59.

279 Telephone Interview with Shirley Manahan, Deputy Registrar, Election Bd., Salem Cnty. (July 2, 2012) on
file with Verified Voting) [hereinafter Shirley Manahan Intervien].

280 N.J. STAT. ANN. § 19:53B-1 (West 2011); see also Robert Giles Interview, supra note 59.

281 [

282 N.J. STAT. ANN. § 19:48-7 (West 2011).

285 STATE OF N.J., NJ DISTRICT BOARD MEMBER TRAINING MANUAL 32 (Sept. 13, 2011) [hereinafter NJ
BOARD MEMBER TRAINING MANUAL), available at http:/ /nj.gov/state/ elections/publications/board-membet-
training-manual-091311.pdf.

284 Robert Giles Interview, supra note 59.

285 Shirley Manahan Interview, supra note 279.

286 N.J. STAT. ANN. §§ 19:53B-3(a) (West 2011).

287 N.J. STAT. ANN. § 19:53B-1 (West 2011).

288 ]

289 Robert Giles Interview, supra note 59; Shirley Manaban Interview, supra note 279.

290 N.J. STAT. ANN. §§ 19:53B-3(a), :48-3.2 (West 2011).

291N J. STAT. ANN. § 19:48-7 (West 2011).

292 NJ BOARD MEMBER TRAINING MANUAL, supra note 283, at 32.

293 Robert Giles Interview, supra note 59.

294 Shirley Manahan Interview, supra note 279.

295 N.J. STAT. ANN. § 19:48-3.13 (West 2011).

296 NJ BOARD MEMBER TRAINING MANUAL, supra note 283, at 32.

297 Robert Giles Interview, supra note 59; Shirley Manaban Interview, supra note 279.

298 N.J. STAT. ANN. § 19:48-7 (West 2011).

299 Verified Voting Verifier, North Carolina, VERIFIED VOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?ec=standard&state=North%20Carolina&year=2010 (last
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visited May 8, 2012); E-mail Interview with Don Wright, Gen. Counsel, N. Car. State Bd. of Elections (July 10,
2012) (on file with Verified Voting) [hereinafter Don Wright Interview].

300 N.C. GEN. STAT. § 163-166.1(1) (2011) and N. Car. Bd. of Elections, NC Elections Uniformity Project
Report, at 14-11, (Sept. 2011), (on file with Rutgers Constitutional Litigation Clinic) [hereinafter NC Uniformity
Repord].

301 Email Interview with Deborah Formyduval, Election Dir., Warren Cnty. (Apr. 18, 2012) (on file with
Verified Voting) [hereinafter Deborah Formyduval Intervien); Telephone Interview with Doyle Teague, Haywood
Cnty. Elections Specialist (Apr. 24, 2012) (on file with Verified Voting) [hereinafter Doyle Teague Interview);
Telephone Interview with Michael Perry, Dir. of Elections, Durham Cnty. (Apr. 24, 2012) (on file with Verified
Voting) [hereinafter Michael Perry Interview].

302 Deboral Formyduval Interview, id.

303 Doyle Teague Interview, supra note 301.

30% Michael Perry Interview, supra note 301.

305 [

306 E-mail Interview with Johnnie McLean, Deputy Dir. N.C. State Bd. of Elections (Dec. 8, 2011) (on file with
Verified Voting) [hereinafter Johnnie Mcl ean Interview).

3078 N.C. ADMIN. CODE 6B.0102 (2011).

308 Id.; Don Wright Interview, supra note 299.

3098 N.C. ADMIN. CODE 6B.0102 (2011).

310 Deboralh Formyduval Interview, supra note 301.

31 Doyle Teague Interview, supra note 301.

312 Michael Perry Interview, supra note 301.

313 N.C. GEN. STAT. § 163-166.1(1) (2011); 8 N.C. ADMIN. CODE 6B.0102 (2011).

314 Verified 1V oting Verifier, Ohio, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?ec=standard&state=Ohio&year=2010 (last visited May 8,
2012).

315 OHIO REV. CODE ANN. § 3506.05(F), (G) (West 2011).

316 OHIO REV. CODE ANN. § 3505.17 (West 2011).

317 Telephone Interview with Linda Stutz, Dir. of Elections, Van Wert Cnty. (Apr. 12, 2012) (on file with
Verified Voting) [hereinafter Linda Stutz Intervien); Telephone Interview with Steve Harsman, Cnty. Bd. of
Elections, Montgomery Cnty. (Apr. 12, 2012) (on file with Verified Voting) [hereinafter Steve Harsman Interview);
Telephone Interview with Sue Donohoe, Election Specialist, Wayne Cnty. (Apr. 12, 2012) (on file with Verified
Voting) [hereinafter Sue Donohoe Intervien)].

318 Steve Harsman Interview, id.

319 JON HUSTED, OHIO SEC’Y OF STATE, DIRECTIVE 2012-04: OPTICAL SCAN BALLOTS FOR VOTERS IN
COUNTIES USING DRE VOTING MACHINES AS THEIR ELECTION DAY VOTING SYSTEM FOR THE MARCH 6,
2012 PRIMARY ELECTION (Jan. 12, 2012), [hereinafter OHIO 2072 CONTINGENCY PLAN DIRECTIVE], available at
http:/ /www.sos.state.oh.us/SOS/Upload/elections/ directives /2012 /Dir2012-04.pdf

(last visited Mar. 9, 2012).

320 Linda Stutz Interview, Steve Harsman Interview and Sue Donohoe Interview, supra note 317.

321 Id.; E-mail Interview with Matthew Masterson, Deputy Elections Adm’r, Ohio Sec’y of State’s Office (Jan.
11, 2012) (on file with Verified Voting) [hereinafter Matthew Masterson Interview).

322 Linda Stutz, Interview, supra note 317.

325 Steve Harsman Interview, supra note 317.

324 Sue Donoboe Interview, supra note 317.

325 OHIO 2012 Contingency Plan Directive, supra note 319.

326 Verified 1V oting V'erifier, Pennsylvania, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?ec=standard&state=Pennsylvania&year=2010 (last visited
May 8, 2012).

32725 PA. CONS. STAT. ANN. § 3031.20(b) (West, WestLaw through 2011 Legis. Sess.)

328 I

329 Telephone Interview with Cheryl Kayrol, Cnty. Clerk, Fayette Cnty. (May 5, 2012) (on file with Verified
Voting) [hereinafter Chery/ Kayrol Interview|; Telephone Interview with Florence Ball, Supervisor, Wyoming Cnty.
(May 8, 2012) (on file with Verified Voting) [hereinafter Florence Ball Interview]; Telephone Interviews

with Stephanie Singer, Comm’r, and Greg Irving, Adm’r, Philadelphia Bd. of Elections (June 7, 2012) (on file
with Verified Voting) [hereinafter Stephanie Singer and Greg Irving Interviews].
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330 Stephanie Singer and Greg Irving Interviews, 7d.

31 E-mail Interview with Shauna Clemmer, Asst. Counsel, Dept. of State, Commonwealth of Pa. (Mar. 9, 2012)
(on file with Verified Voting) [hereinafter Shauna Clemmer Interview]; PA. SEC’Y OF THE COMMONWEALTH,
DIRECTIVE CONCERNING THE USE, IMPLEMENTATION AND OPERATION OF ELECTRONIC VOTING SYSTEMS
BY THE COUNTY BOARDS OF ELECTIONS [hereinafter PA 2009 DIRECTIVE], (Apr. 28, 2009), available at
http:/ /www.portal.state.pa.us/potrtal/server.pt/document/488592 /evs_directive_pdf?qid=30106499&rank=3.
332 Florence Ball Interview and Stephanie Singer and Greg Irving Interviews, supra note 329.

333 PA 2009 Directive and Shanna Clemmer Interview, supra note 331.

334 25 PA. CONS. STAT. ANN. § 2967 (West, WestLaw through 2011 Legis. Sess.).

335 [

336 Shauna Clemmer Interview and PA 2009 Directive, supra note 331.

337 PA. SEC’Y OF THE COMMONWEALTH, DIRECTIVE CONCERNING THE USE, IMPLEMENTATION AND
OPERATION OF ELECTRONIC VOTING SYSTEMS BY THE COUNTY BOARDS OF ELECTIONS hereinafter P.A 2008
DIRECTIVE] (emphasis in original), (Sept. 3, 2008), available at

http:/ /www.voteraction.otg/files/EVS%20Directive%20Final%20090308.pdf (emphasis in original); NAACP-
State Conference of Pa. v. Cortes, 591 F.Supp.2d 757 (E.D. Pa. 2008).

338 Federal Judge Rules that More Emergency Paper Ballots Be Made Available When 1V oters Face 1 oting Machine
Breakdowns, VOTERACTION.ORG (Oct. 29, 2008), http:/ /www.voteraction.org/press-release /2008 /federal-
judge-rules-more-emergency-paper-ballots-be-made-available

339 Memorandum from Pa. Dept. of State, Emergency Paper Ballots (Mar., 2008) (emphasis omitted) (on file
with Verified Voting) (emphasis removed); see also Shauna Clemmer Interview, supra note 331.

340 [

341 PA 2009 Directive and Shanna Clemmer Interview, supra note 331.

342 [

343 PA 2009 Directive, supra note 331 (emphasis and alteration in original).

344 Cheryl Kayrol Interview, supra note 329.

345 Stephanie Singer and Greg Irving Interviews, supra note 329.

346 Florence Ball Interview, supra note 329.

34T Verified Voting Verifier, South Carolina, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?&ec=allall&year=2010&state=South%20Carolina (last
visited May 8, 2012).

348 8. C. CODE ANN. § 7-13-1870 (West, WestLaw through 2011 Legis. Sess.).

349 [

350 [

318, C. CODE ANN. § 7-13-1870 (West, WestLaw through 2011 Legis. Sess.).

3528, C. CODE ANN. § 7-13-430(A) (West, WestlLaw through 2011 Legis. Sess.).

353 §. C. CODE ANN. § 7-13-430(B) (West, WestLaw through 2011 Legis. Sess.).

354 S. C. CODE ANN. § 7-13-430(C) (West, WestLaw through 2011 Legis. Sess.).

355 8. C. CODE ANN. § 7-13-430(C) (West, WestLaw through 2011 Legis. Sess.).

356 Telephone Interview with Suffie Jennings, Registration & Elections Clerk,

McCormick Cnty. (Apr. 10, 2012) (on file with Verified Voting) [hereinafter Suffie Jennings Interview]; Telephone
Interview with Joy Brooks, Registration & Elections Dir., Oconee Cnty. (Apr. 10, 2012) (on file with Verified
Voting) [hereinafter Joy Brooks Intervien]; Telephone Interview with Joseph Debney, Exec. Dir. of the Bd. of
Elections (Apr. 6, 2012) (on file with Verified Voting) [hereinafter Joseph Debney Interview).

357 Joy Brooks Interview, supra note 356.

358 Joseph Debney Interview, supra note 356.

359 Suffie Jennings Interview, supra note 356.

360 S. C. CODE ANN. § 7-13-1870 (West, WestLaw through 2011 Legis. Sess.).

361§, C. CODE ANN. § 7-13-430(B) (West, WestLaw through 2011 Legis. Sess.).

362 [

363 S. C. CODE ANN. § 7-13-1870 (West, WestLaw through 2011 Legis. Sess.).

364 Verified 1V oting Verifier, Tennessee, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?ec=standard&state=Tennessee&year=2010 (last visited May
8,2012).

365 TENN. CODE ANN. § 2-7-119(a) (West, WestLaw through 2011 Legis. Sess.).

366 TENN. COMP. R. & REGS. 1360-2-12-.09(3)b (West, WestLaw through 2011 Legis. Sess.).
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367 E-mail Interview with Tre Hargett, Sec’y of State (June 29, 2012) (on file with Verified Voting) [hereinafter
Tre Hargett Interview).

368 TENN. CODE ANN. § 2-5-209(a) (West, WestLaw through 2011 Legis. Sess.).

369 TENN. CODE ANN. § 2-7-119(b) (West, WestLaw through 2011 Legis. Sess.).

370 TENN. CODE ANN. § 2-7-108(a) (West, WestLaw through 2011 Legis. Sess.).

571 14

372 Tre Hargett Interview, supra note 367.

573 I

374 TENN. CODE ANN. § 2-7-119(b) (West, WestLaw through 2011 Legis. Sess.) (emphasis added).

375 Verified 1V oting Verifier, Texas, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?ec=standard&state=Texas&year=2010 (last visited May 8,
2012).

376 TEX. SEC’Y. OF STATE, ELECTION ADVISORY NO. 10-12, at § 6(f)(i) (2010) [hereinafter TEXAS 2070
ADVISORY)], available at http:/ /www.sos.state.tx.us/elections/laws/advisory2010-12.shtml.

377 TEX. ELEC. CODE ANN. § 125-006 (West, WestLaw through 2011 Legis. Sess.).

378 Id.; Telephone Interview with Patricia McGowan, Cnty. Clerk, Nolan Cnty. (Apr. 5, 2012) (on file with
Verified Voting) [hereinafter Patricia McGowan Intervien]; E-mail Interview with Glenda Denton, Elections
Adm’r, Rockwall Cnty. (Apr. 5, 2012) (on file with Verified Voting) [hereinafter Glenda Denton Interview);
Telephone Interview with Steven Vickers, Operations Manager, Tarrant Cnty. (Apr. 5, 2012) (on file with
Verified Voting) [hereinafter Steven Vickers Interview).

379 Id; E-mail Interview with Elizabeth Winn, Dir. of Legal Section, Tex. Sec’y of State’s Office (Jan. 18, 2012)
[hereinafter Elizabeth Winn Intervien)].

380 Elizabeth Winn Interview, id.

381 Texcas 2010 Advisory, supra note 376.

382 Patricia McGowan Interview, supra note 378.

383 Steven Vickers Interview, supra note 378.

384 I

385 Glenda Denton Interview, supra note 378.

386 Letter from Ann McGeehan to Election Officials (Apr. 24, 2000) available at
http://www.bradblog.com/?p=2744

387 Texcas 2010 Advisory, supra note 376.

388 Patricia McGowan Interview, supra note 378.

389 Glenda Denton Interview, supra note 378.

30 TEX. ELEC. CODE ANN. § 125-006(a) (West, WestLaw through 2011 Legis. Sess.).

M1TEX. ELEC. CODE ANN. § 125-006(c) (West, WestLaw through 2011 Legis. Sess.); Patricia McGowan Interview,
Glenda Denton Interview, and Steven Vickers Interview, supra note 378.

32 TeX. ELEC. CODE ANN. § 125-006(c)(2), (3) (West, WestLaw through 2011 Legis. Sess.).

393 Veerified 1V oting Verifier, Utah, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?&ec=allall&year=2010&state=Utah (last visited May 8,
2012).

394 UTAH CODE ANN. § 20A-5-406(2)(b)(iv) (West, WestLaw through 2011 Legis. Sess.).

35 Telephone Interview with Amber Miller, Election Technician, Davis Cnty. (May 9, 2012) (on file with
Verified Voting) [hereinafter Amber Miller Interview); Telephone Interview with Norma Brunson, Cnty. Clerk,
Millard Cnty. (May 15, 2012) (on file with Verified Voting) [hereinafter Norma Brunson Interview|; E-mail
Interview with Marla Young, Cnty. Clerk, Box Elder (May 2, 2012) (on file with Verified Voting) [hereinafter
Marla Young Interview).

396 Norma Brunson Interview, id.

37 Marla Young Interview, supra note 395.

398 _Amber Miller Interview, Norma Brunson Interview, and Marla Y oung Interview, supra note 395.

399 UTAH CODE ANN. § 20A-5-406(2)(c) (West, WestLaw through 2011 Legis. Sess.) (emphasis added).
400_Asmber Miller Interview, Norma Brunson Interview, and Marla Young Interview, supra note 395.

401 Norma Brunson Interview, supra note 395.

402_Amber Miller Interview, Norma Brunson Interview, and Marla Young Interview, supra note 395.

403 Norma Brunson Interview, supra note 395.

40%_Amber Miller Interview, supra note 395.
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405 Verified 1V oting Verifier, 1 irginia, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?ec=standard&state=Virginia&year=2010 (last visited May 8,
2012).

406 VA, CODE ANN. § 24.2-642(A) (West, WestLaw through 2011 Legis. Sess.).

407 I

408 VA. CODE ANN. § 24.2-642(A) (West, WestLaw through 2011 Legis. Sess.).

409 E-mail Interview with Susan Lee, Manager, Election Uniformity, VA State Board of Elections (Jan. 13,
2012) (on file with Verified Voting) [hereinafter Susan Lee Interview].

410 VA. CODE ANN. § 24.2-642(C) (West, WestLaw through 2011 Legis. Sess.).

411 VA, CODE ANN. § 24.2-642(C) (West, WestLaw through 2011 Legis. Sess).

42 Susan Lee Interview, supra note 409.

413 Telephone Interview with Diana Dutton, Elections Manager, Prince William Cnty. (May 9, 2012) (on file
with Verified Voting) [hereinafter Diana Dutton Interview).

414 See id., confirming currency of Officer of Elections Training Standards, available at
www.sbe.virginia.gov/.../2010-002_Officer_of_Election_Training Stards.Doc.

45 VA. CODE ANN. § 24.2-642(A) (West, WestLaw through 2011 Legis. Sess.).

416 I

417 E-mail Interview with Bobbi Morgan, General Registrar, Gloucester Cnty. (Apr. 17, 2012) (on file with
Verified Voting) [hereinafter Bobbi Morgan Intervien).

418 VA. CODE ANN. § 24.2-642(A) (West, WestLaw through 2011 Legis. Sess.).

419 VA. CODE ANN. § 24.2-642(C) (West, WestLaw through 2011 Legis. Sess.).

420 [

421 ]

422 Diana Dutton Interview, supra note 413; Bobbi Morgan Interview, supra note 417.

425 Verified 1V oting Verifier, West Virginia, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/vetifier/map.php?ec=standard&state=West%20Virginia&year=2010 (last
visited May 8, 2012).

424 W.VA. CODE ANN. § 3-4A-18 (West, WestLaw through 2011 Legis. Sess.).

425\W. VA. CODE ANN. §§ 3-1-5(a), -29(a)(1) (West, WestLaw through 2011 Legis. Sess.).

426 W. VA. CODE ANN. § 3-4A-5 (West, WestLaw through 2011 Legis. Sess.).

47 Telephone Interview with Bonnie Woodfall, Chief Deputy of Elections, Berkeley Cnty. (May 17, 2012) (on
file with Verified Voting) [hereinafter Bonnie Woodfall Interview); Telephone Interview with Marylou Myers, Cnty.
Clerk, Lewis Cnty. (May 22, 2012) (on file with Verified Voting) [hereinafter Marylon Myers Intervien]; Telephone
Interview with Brian Wood, Cnty. Clerk, Putnam Cnty. (May 22, 2012) (on file with Verified Voting) [hereafter
Brian Wood Interview).

428 Bonnie Woodfall Interview, id.

429 Marylon Myers Interview and Brian Wood Interview, supra note 427.

430 Brian Wood Interview, supra note 427.

B1W. VA. CODE ANN. § 3-1-26 (West, WestLaw through 2011 Legis. Sess.); see a/so E-mail Interview with Dave
Nichols, Manager of Elections, W.V. Sec’y of State’s Office (Dec. 8, 2011) (on file with Verified Voting)
[hereinafter Dave Nichols Interview).

#32W.VA. CODE ANN. § 3-1-21(d) (West, WestLaw through 2011 Legis. Sess.); se¢ also Dave Nichols Interview,
supra note 431.

433 Dave Nichols Interview, supra note 431.

434 Bonnie Woodfall Interview, supra note 427.

435 UOCAVA VOTING IN FOUR STATES, A STUDY OF ELECTION ADMINISTRATION, at 8, avazlable at
www.cac.gov/assets/1/AssetManager/ case_study_presentation.ppt (last visited July 5, 2012).

436 CONFERENCE REPORT, FACILITATING UOCAVA VOTING, Sept. 24, 2007, at 13, available at

http:/ /www.cac.gov/assets/1/Page/facilitating%20uocava%20voting%20conference%20teport.pdf (last
visited July 5, 2012).

437 See, e.g., MD BD. OF ELECTIONS, Technical Proposal, Online Voter Registration & Ballot Marking and
Counting: An Adaptable and Open Source Solution (Apr. 2013), available at

http:/ /www.fvap.gov/tesources/media/maryland.pdf.

438 See, e.g., Technical Proposal: NJ SVRS Enhancements to Improve Service to UOCAVA Voters (2011),
available at http:/ /www.fvap.gov/tesoutces/media/newjetsey.pdf (last visited July 5, 2012).
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439 A Survey of Internet Voting, U.S. ELECTION ASSISTANCE COMM’N, Sept. 14, 2011, at 34, available at
http://www.cac.gov/assets/1/Documents/SIV-FINAL.pdf (last visited Jan. 20, 2012) [heteinafter EAC ST~
Repor].

40 1d at 11, 34.

4114, at 34.

442 14, at 29.

443

444 1

445 Id.; David Jefferson, et al, A Security Analysis of the Secure Electronic Registration and 1V oting Experiment (SERVE),
(Jan. 20, 2004), available at http:/ /setvesecutityreport.org/ (last visited Mar. 14, 2012).

46 David Jefferson et al., A comment on the May 2007 DoD report on Voting Technologies for UOCAV A Citizens (June
13, 2007), available at http:/ /www.setvesecutityreport.org/SERVE_Jr_v5.3.pdf (last visited Mar. 26, 2012).

447 Letter from Under Sec’y of Def. David Chu to Catl Levin, Chairman, U.S. Senate Armed Services
Committee, et al. (May 18, 2007) available at http:/ /www.setrvesecutityreport.org/DoDMay2007.pdf (last visited
Mar. 26, 2012).

448 Cover sheet for facsimile or e-mail ballot return through ETS, available at

http:/ /www.fvap.gov/tesources/media/coversheet.pdf (last visited 4 July 2012)

449 NISTIR 7770 SECURITY CONSIDERATIONS FOR REMOTE ELECTRONIC UOCAVA VOTING, Feb. 21, 2011,
available at http:/ /www.nist.gov/customef/get_pdf.cfm?pub_id=907707 (last visited June 28, 2012)

450 NIST ACTIVITIES ON UOCAVA VOTING, available at http:/ /www.nist.gov/itl/vote/uocava.cfm (last visited
July 4, 2012)

41 AMERICANS ELECT SEARCHES FOR A WAY TO IGNITE THIRD-PARTY FEVER, Apr. 16, 2012, available at
http:/ /www.washingtonpost.com/lifestyle/style/ameticans-clect-searches-for-a-way-to-ignite-third-party-
fever/2012/04/16/glQA2mrbMT_story.html (last visited June 27, 2012); see also

COMPUTER TECHNOLOGISTS’ STATEMENT ON INTERNET VOTING, 2008, available at

http:/ /www.vetifiedvoting.org/atticle.phprid=5867 (last visited June 27, 2012)

42 VOTE IN THE DEMOCRATS ABROAD PRIMARY - FEB. 5-12!, Jan. 28, 2008, available at
http://www.democratsabroad.otg/node/4327 (last visited June 27, 2012)

453 THE DEMOCRATIC PARTY'S DANGEROUS EXPERIMENT, Feb. 2, 2008, available at

http:/ /votetrustusa.org/index.phproption=com_content&task=view&id=2736&Itemid=26 (last visited June
27,2012)

44 VOTE GLOBAL PRESIDENTIAL PRIMARY 2012, Apr. 22, 2012, available at

http:/ /www.democratsabroad.otg/node/14801 (last visited June 27, 2012)

455 LIVEBALLOT FROM DEMOCRACY LIVE, available at http:/ /www.democracylive.com/liveballot (last visited
June 29, 2012)

456 ELECT FROM EVERYONE COUNTS, available at http:/ /www.everyonecounts.com/solutions/ elect-platform
(last visited June 29, 2012)

457 E-BALLOT-DELIVERY FROM SCYTL, available at http:/ /www.scytl.com/en/electronic-ballot-delivery-p-
190.html (last visited June 29, 2012)

458 VERIFIED VOTING TESTIMONY TO THE MARYLAND BOARD OF ELECTIONS, available at
http://blog.vetifiedvoting.org/2012/03/08/1541 (last visited June 29, 2012)

49 Online Voting ‘Premature,” Warns Government Cybersecurity Expert, Mar. 29, 2012, available at

http:/ /www.npt.org/blogs/itsallpolitics /2012/03/29 /149634764 / online-voting-premature-watns-
government-cybersecurity-expert (last visited July 4, 2012)

460 JOWA SEC’Y OF STATE, Military 1/ oting,
http://sos.iowa.gov/elections/votetinformation/uocava/returnballot.html (last visited July 19, 2012).

461 FED. VOTING ASSISTANCE PROGRAM, F17AP Legislative Initiatives Scoring Guide (undated) (on file with
Verified Voting).

462 FED. VOTING ASSISTANCE PROGRAM 18™ REPORT, APPENDICES, L egislative Initiatives and State-by-State Success
Index, at p. 8, available at http:/ /www.fvap.gov/resources/media/18threport_appendices.pdf

463 [

464 ALA. CODE § 17-11-43(a)(4) (West, Westlaw through 2011 Leg. sess.); see a/so INSTRUCTIONS TO ALABAMA
UOCAVA VOTERS, available at http:/ /www.sos.state.al.us/elections/uocavavotetinstructions.aspx (last visited
Jan. 17, 2012) [hereinafter Instructions to AL UOCAV A Voters].

465 ALA. CODE § 17-11-43(a)(4)(d) (West, Westlaw through 2011 Leg. sess.).

466 ALA. CODE § 17-11-43(c) (West, Westlaw through 2011 Leg. sess.).
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467 Instructions to AL UOCAV A Voters, supra note 464, see also FED. VOTING ASSISTANCE PROGRAM, oting
Assistance Guide for Alabama UOCAV A Voters, available at http:/ /www.fvap.gov/tesources/media/vagAL.pdf
(last visited Jan. 17, 2012).

468 §ee MILITARY & OVERSEAS VOTING TASK FORCE REPORT OF THE ALABAMA SEC’Y OF STATE, available at
http:/ /www.sos.alabama.gov/downloads/movtf/taskforcereport.pdf (last visited Jan. 18, 2012).

469 Telephone Interview with Ed Packard, Supervisor of Voter Registration, Liaison for UOCAVA Voters,
Sec’y of State’s Office (June 28, 2012) (on file with Verified Voting) [hereinafter Ed Packard Interview).

470 14

471 Ij.

472 ALASKA STAT. ANN. § 15.20.081 (West, Westlaw through Sept. 8, 2011).

473 ALASKA STAT. ANN. § 15.20.081(a) (West, Westlaw through Sept. 8, 2011); see also FED. VOTING
ASSISTANCE PROGRAM, Voting Assistance Guide for Alaska UOCAV A Voters, available at

http:/ /www.fvap.gov/tesoutrces/media/vagAK.pdf (last visited Jan. 18, 2012) [heteinafter 4K FI/.4P
Instructions).

474 ALASKA ADMIN. CODE tit. 6, §25.680 (West, Westlaw through July 2011), AK F17AP Instructions, id.; E-mail
Interview with Gail Fenumiai, Dir., Alaska Div. of Elections (Jan. 9, 2012) (on file with Verified Voting)
[hereinafter Gail Fenumiai Interview).

475 ALASKA ADMIN. CODE tit. 6, § 25.680(c) (West, Westlaw through July 2011).

476 I

477 ALASKA ADMIN. CODE tit. 6, § 25.680(f) (West, Westlaw through July 2011); Gaé/ Fenumiai Interview, supra
note 474.

418 Gail Fenumiai Interview, supra note 474.

419 14

480 EAC SIV Report, supra note 439, at 14.

4817,

4827,

483 AR1Z. REV. STAT. ANN. § 16-543(A) (West, Westlaw through 2011); see also FED. VOTING ASSISTANCE
PROGRAM, Voting Assistance Guide for Arizona UOCAV A Voters, available at

http:/ /www.fvap.gov/tesoutrces/media/vagAZ.pdf (last visited Jan. 20, 2012) [heteinafter AZ FI7AP
Instructions).

484 1

485 47 F1 AP Instructions, supra note 483.

486 Telephone Interview with Kim Stewart, Administrative Supervisor for Voter Registration, Mohave Cnty.
(Feb. 1, 2012) (on file with Verified Voting) [hereinafter Kim Stewart Intervien]; Telephone Interview with
Christina, Yuma Cnty. Recorder’s Office (Jan. 30, 2012) (on file with Verified Voting).

487 Kim Stewart Interview, supra note 480.

488 I

489 EAC SIV Report, supra note 439, at 15.

490 14

o114

492 74

493 1d. at 16.

494 14

495 FED. VOTING ASSISTANCE PROGRAM, Voting Assistance Guide for Arkansas UOCAV A Voters, available at
http:/ /www.fvap.gov/tesources/media/vagAR.pdf (last visited Jan. 20, 2012).

496]4., ARK. CODE ANN. § 7-5-411(a)(1) (West, Westlaw through 2011 Leg. sess.).

87 Vickie Bishop Interview, supra note 81; Alice Lowery Interview, supra note 82.

498 FED. VOTING ASSISTANCE PROGRAM, Voting Assistance Guide for California UOCAVA Voters, available at
http:/ /www.fvap.gov/tesoutrces/media/vagCA.pdf (last visited Jan. 21, 2012).

499 14

500 14, CAL. ELEC. CODE §3103.5(a) (West, Westlaw through 2011 Leg. sess.); Philly Crosby Interview, supra note
90.

501 [

502 CAL. ELEC. CODE §3103.5(b) (West, Westlaw through 2011 Leg. Sess.).

503 CAL. ELEC. CODE §3103.5(d) (West, Westlaw through 2011 Leg. sess.); Philly Crosby Interview, supra note 90.
504 Narda Barrientos Interview, Neal Kelley Interview, and Carolyn Crnich Interview, supra note 88.
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505 Carolyn Crnich Interview, supra note 88; Follow-up Interview with OLCA, supra note 90.

506 Neal Kelley Interview, supra note 88.

07 Narda Barrientos Interview, supra note 88.

508 Neal Kelley Interview, supra note 88.

509 T4

510 SA.B. 1929, available at http:/ /www.leginfo.ca.gov/pub/11-12/bill/asm/ab_1901-

1950/ab_1929_bill 20120628 _amended_sen_v95.html; Follow-up Interview with OLCA, supra note 90.

S11 COLO. REV. STAT. ANN. § 1-8.3-110(2) (West, Westlaw though 2011).

S12 FED. VOTING ASSISTANCE PROGRAM, Voting Assistance Guide for Colorado UOCAV A Voters, available at
http:/ /www.fvap.gov/tesoutrces/media/vagCO.pdf (last visited Jan. 22, 2012).

513 COLO. REV. STAT. ANN. § 1-8.3-113(1) (West, Westlaw though 2011).

514 E-mail Interview with J. Wayne Munster, Deputy Dir. of Elections, Colo. Sec’y of State’s Office (Dec. 13,
2011) (on file with Verified Voting) [hereinafter Wayne Munster Intervien).

515 [

516 COLO. REV. STAT. ANN. § 1-5.5-101(1) (West, Westlaw though 2011).

517 [

S8 Patty Berger Interview, supra note 105.

519 Diane Folowell Interview, supra note 105.

520 Beth Cumming Interview, supra note 105.

521 CONN. GEN. STAT. § 9-140(b) (West, Westlaw current through 2011 Jan. Reg. sess. and June Sp. sess.); see
also B-mail interview with Shannon Wegele, Chief of Staff Conn. Sec’y of State (July 13, 2012) (on file with

Verified Voting) [hereinafter Shannon Wegele Interview].

522 1d.; see also Application for Absentee Ballot available at

http:/ /www.ct.gov/sots/LIB/sots/ElectionServices/ElectForms/ electforms/aabeng.pdf (last visited Jan. 23,
2012).

525 CONN. GEN. STAT. §§ 9-140, -153(e), -153(f) (West, Westlaw current through 2011 Jan. Reg. sess. and June
Sp. sess.); Shannon Wegele Interview, supra note 521; see also FED. VOTING ASSISTANCE PROGRAM, Voting Assistance
Guiide for Connecticut UOCAV A Voters, available at http:/ /www.fvap.gov/tesoutrces/media/vagCT.pdf (last
visited Jan. 23, 2012) [hereinafter CT FI AP Instructions).

524 CT FVAP Instructions, id.

525> CONN. GEN. STAT. § 9-153(e) (West, Westlaw current through 2011 Jan. Reg. sess. and June Sp. sess.).

526 CONN. GEN. STAT. § 9-140b (West, Westlaw current through 2011 Jan. Reg. sess. and June Sp. sess.); CT
FV AP Instructions, supra note 523; Telephone Interview with Peggy Reeves, Asst. to the Sec’y of the State

for Elections, Legislative and Intergovernmental Affairs (May 10, 2012) (on file with Verified Voting)
[hereinafter Peggy Reeves Interview).

527 Telephone Interview with Anne Roche, Asst. Town Clerk, Fairfield Cnty. (May 4, 2012) (on file with
Verified Voting); Telephone and E-mail Interview with Carole Young-Kleinfeld, Registrar of Voters, Wilton,
Conn. (May 2, 2012) (on file with Verified Voting) [hereinafter Carole Young-Kleinfeld Interview]; Telephone
Interview with Alice Fortunado, Registrar of Voters, Stamford, Conn. (May 4, 2012) [hereinafter Alice Fortunado
Intervien).

528 Public Act 11-173, An Act Concerning Revisions to Election Related Statutes, available at

http:/ /www.cga.ct.gov/2011/ACT/PA/2011PA-00173-R0O0SB-00939-PA.htm (last visited Jan. 23, 2012);
Shannon Wegele Interview, supra note 521.

529 H. B. 5556, 2012 Sess., Gen. Assemb. (Conn. 2012); Peggy Reeves Interview, supra note 526; Shannon Wegele
Interview, supra note 521.

530 _Absentee Voting: Military and Overseas 1 oters, DEPARTMENT OF ELECTIONS,
http://electionsnce.delaware.gov/absentee_de/de_uocava.shtml#voters (last visited Dec. 10, 2011).

531 1d.; see also FED. VOTING ASSISTANCE PROGRAM, Voting Assistance Guide for Delaware UOCAV A Voters,
available at http:/ /www.fvap.gov/tesources/media/vagDE.pdf (last visited Jan. 25, 2012) [heteinafter DE

FV AP Instructions).

532 DE FIVAP Instructions, id.

533 Military and Overseas Voters: Got My Ballot By Email, DEPARTMENT OF ELECTIONS,
http://electionsnce.delaware.gov/absentee_de/email.shtml (last visited Dec. 10, 2011); Elaine Manlove Interview,
supra note 118.

534 Kenneth McDowell Interview, Joyce Wright and Gary Hilderbrand Interview, and Howard Sholl Interview, supra note 119.
535 I
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536 I
557 I

538 I

539 Mark Fowser, Delaware Ready to Facilitate 2012 V oting for Military Members and Citizens Overseas, NEWSWORKS
(Dec. 8, 2011), http:/ /www.newsworks.org/index.php/local/item/30998.

540 D.C. MUN. REGS. tit. 3, § 718.2, .5 (West, Westlaw through Dec. 2011); FED. VOTING ASSISTANCE
PROGRAM, Voting Assistance Guide for District of Columbia UOCAV A Voters, available at

http:/ /www.fvap.gov/tesources/media/vagDC.pdf (last visited Jan. 24, 2012) [heteinafter DC FI/.AP
Instructions).

51 D.C. MUN. REGS. tit. 3, § 718.8. (West, Westlaw through Dec. 2011); DC FIVAP Instructions, id; see also
Telephone Interview with Alysoun McLaughlin, Pub. Affairs Manager, D.C. Bd. Of Elections and Ethics (Feb.
24, 2012) (on file with Verified Voting) [hereinafter Alysoun Mclaughlin Intervien)].

542 Telephone Interview with Kevin Newsome, Voter Service Assistant (July 5, 2012) (on file with Verified
Voting) [hereinafter Kevin Newsome Interview].

53 BOARD ANNOUNCES PUBLIC TEST OF DIGITAL VOTE BY MAIL SERVICE, Sept. 21, 2010, available at
http://www.dcboee.org/pdf_files/nr_588.pdf (last visited Jan. 24, 2012).

>4 EAC SIV Report, supra note 439, at 19.

545 See J. Alex Halderman, Hacking the D.C. Internet 1 oting Pilot, available at https:/ /freedom-to-
tinker.com/blog/jhalderm /hacking-dc-internet-voting-pilot (last visited Jan. 24, 2012) [bereinafter Halderman
Hack].

546 1]

547 DC BOEE LESSONS LEARNED FROM DIGITAL VOTE BY MAIL HACKING, available at
http://dcboee.us/dvm/ps_hacker_response.htm (last visited Jan. 24, 2012) [hereinafter DC Hack Response).
548 Halderman Hack, supra note 545.

59 DC Hack Response, supra note 547.

550 I

551 Revin Newsome Interview, supra note 542.

552 FLA. ADMIN. CODE r.15-2.049(2)(a)(West, Westlaw through 2011); see also FED. VOTING ASSISTANCRE
PROGRAM, Voting Assistance Guide for Florida UOCAV A 1 oters, available at

http:/ /www.fvap.gov/tesources/media/vagFL.pdf (last visited Jan. 25, 2012) [heteinafter FL F17A4P
Instructions).

53 FLA. STAT. ANN. § 101.62(4)(c)(2) (West, Westlaw through 2011); FL. FIAP Instructions, id.

554 FLA. ADMIN. CODE r. 158-2.030, Electronic Transmission of Absentee Ballots, subpara. (4), available at
https:/ /www.flrules.otg/gateway/RuleNo.asp?title=ELECTIONS&ID=1S-2.030 (last visited Jan. 26, 2012);
FL FV AP Instructions, supra note 552; see also FLA. STAT. ANN. § 101.697 (West, Westlaw through 2011).

55 See Final Rule 15-2.030, Absentee Ballots for Overseas Voters, subparas. (4)(c), (6)(e), available at

https:/ /www.flrules.otg/gateway/RuleNo.asp?title=ELECTIONS&ID=1S-2.030 (last visited July 5, 2012); see
also E-mail Interview with Dr. Gisela Salas, Dir., Fla. Div. of Elections (Dec. 22, 2011) (on file with Verified
Voting) [hereinafter Gisela Salas Interview).

556 Telephone Interview with Larhonda Wimberly, Tabulation Manager, Miami-Dade Cnty. (Mar. 2, 2012) (on
file with Verified Voting) [hereinafter Larbonda Wimberly Interview).

7T EAC SIV Report, supra note 439, at 23.

558 I, at 24.

559 Id. at 23.

560 I

561 I

562 GA. CODE ANN. § 21-2-381(a)(1)(A) (West, Westlaw through 2011 Legis. sess.); see also FED. VOTING
ASSISTANCE PROGRAM, Voting Assistance Guide for Georgia UOCAV A Voters, available at

http:/ /www.fvap.gov/tesources/media/vagGA.pdf (last visited Jan. 28, 2012) [heteinafter GA F17AP
Instructions).

563 GA. CODE ANN. § 21-2-384(c) (West, Westlaw through 2011 Legis. sess.); GA FUV AP Instructions, id.

564 1]

565 GA. CODE ANN. § 21-2-385(a) (West, Westlaw through 2011 Legis. sess.); GA FUVAP Iustructions, supra note
562.

566 Sherrail Jarret Interview, supra note 126.

567 Jeff Jones Interview, supra note 126.
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568 Telephone Interview with Tianna Evola, Admin. Asst., Fulton Cnty. (Mar. 20, 2012) (on file with Verified
Voting).

569 GA. CODE ANN. § 21-2-387(a) (West, Westlaw through 2011 Legis. sess.).

570 14, at subpara. (b).

57114, at subpara. (f)(1).

572 Id. at subpara. (g).

573 E-mail Interview with Josh Waters, Asst. Dir., Elections Div., Office of Sec’y of State (Feb. 20, 2012).

574 FED. VOTING ASSISTANCE PROGRAM, Voting Assistance Guide for Hawaii UOCAV A Voters, available at
http:/ /www.fvap.gov/tesoutrces/media/vagHIL.pdf (last visited Jan. 28, 2012) [hereinafter HI FI7.A4P
Instructions).

575 HAW. REV. STAT. § 15-5 (West, Westlaw through 2011 Leg. sess.).

576 HAW. REV. STAT. § 15-5(b) (West, Westlaw through 2011 Leg. sess.); HI FV.AP Instructions, supra note 574.
577 Telephone Interview with Hoku F., Maui Cnty. Clerk’s office (May 3, 2012) (on file with Verified Voting)
[hereinafter Hoku . Infervien).

5718 EAC STV Report, supra note 439, at 21.

579 14

580 Id. at 22.

81 14, at 21.

582 [

583 Voice-mail message from Bryan Mick, Community Relations Specialist III/Exec. Asst., Honolulu
Neighborhood Commission Office (May 8, 2012) (on file with Verified Voting).

584 IDAHO CODE ANN. § 34-1002(7) (LexisNexis through 2011 Leg. sess.).

585 IDAHO CODE ANN. §§ 34-1003(3), (4) (LexisNexis through 2011 Leg. sess.); FED. VOTING ASSISTANCE
PROGRAM, Voting Assistance Guide for Idaho UOCAV A Voters, available at

http:/ /www.fvap.gov/tesources/media/vagID.pdf (last visited Jan. 29, 2012) [heteinafter ID FI7.AP
Instructions).

586 IDAHO CODE ANN. § 34-1003(4) (LexisNexis through 2011 Leg. sess.); ID FV AP Instructions, id.

587 IDAHO CODE ANN. § 34-1005 (LexisNexis through 2011 Leg. sess.), ID FIV.AP Instructions, supra note 585.
588 ID FVV AP Instructions, supra note 585.

589 E-mail Interview with Jim Mairs, HAVA Coordinator, Elections Div., Idaho Sec’y of State (Nov. 23, 2011
and Mar.21, 2012) (on file with Verified Voting) [hereinafter Jim Mairs Intervien).

590 Telephone and E-mail Interview with Lura Baker, Custer Cnty. Clerk’s Office (Mar. 19, 2012) (on file with
Verified Voting) [hereinafter Lura Baker Intervien); Telephone Interview with Sarita Loya, Deputy Elections
Clerk, Boise Cnty. (Mar. 19, 2012) (on file with Verified Voting) [hereinafter Sarita Loya Intervien]; Telephone
and E-mail Interview with Janice Shiner, Deputy Election Clerk, Shoshone Cnty. (Mar. 19, 2012) (on file with
Verified Voting) [hereinafter Janice Shiner Interview).

SV I ura Baker Interview and Sarita Loya Interview, id.

592 I ura Baker Interview, supra note 590.

59310 ILL. COMP. STAT. 5/20-2.1 (LexisNexis current through Pub. Acts 97-619 of the 2011 Legis. sess.); FED.
VOTING ASSISTANCE PROGRAM, Voting Assistance Guide for Llinois UOCAY A Voters, available at

http:/ /www.fvap.gov/tesoutrces/media/vaglL.pdf (last visited Feb. 2, 2012) [heteinafter IL FIAP Instructions).
94 II. FVAP Instructions, id.

595 I

59610 ILL. COMP. STAT. 5/20 (LexisNexis cutrent through Pub. Acts 97-619 of the 2011 Legis. sess.); ILL.
STATE BD. OF ELECTIONS, MILITARY AND OVERSEAS VOTER GUIDELINES, available at
http://elections.il.gov/Downloads/ElectionInformation/PDF/GuideMilitaryOvrsesvte.pdf (last visited Feb. 2,
2012); Military/Overseas Ballots Returned at Higher Rate (Apt. 17, 2012), available at

http:/ /www.chicagoelections.com/dm/news_teleases/document_3935.pdf (last visited July 8, 2012).

597 Rupert Borgsmiller Interview, supra note 144,

598 IND. CODE ANN. § 3-11-4-4(a) (LexisNexis current through Act PL 231 of the 2011 First Legis. sess.).

599 IND. CODE ANN. § 3-11-4-17 (LexisNexis current through Act PL 231 of the 2011 First Legis. sess.).

600 IND. CODE ANN. §§ 3-11-4-4(a)(4), -5.7 (LexisNexis current through Act PL 231 of the 2011 First Legis.
sess.); FED. VOTING ASSISTANCE PROGRAM, oting Assistance Guide for Indiana UOCAV A Voters, available at
http:/ /www.fvap.gov/tesources/media/vagIN.pdf (last visited Feb. 8, 2012) [hereinafter IN FI7.AP
Instructions).
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601 IND. CODE ANN. {§ 3-11-4-6(h), (j) (LexisNexis current through Act PL 231 of the 2011 First Legis. sess.);
IN FVAP Instructions, id.; see also Vance Pool Interview, supra note 168.

602 IND. CODE ANN. {§ 3-11-4-6(h) (LexisNexis current through Act PL 231 of the 2011 First Legis. sess.).
03 IND. CODE ANN. § 3-11-4-5.7 (LexisNexis current through Act PL 231 of the 2011 First Legis. sess.).

0% Jennifer Baxter Interview, Janet Hasser Interview and Kathy Richardson Interview, supra note 172.

05 Janet Hasser Interview, supra note 172.

606 See FED. VOTING ASSISTANCE PROGRAM, Voting Assistance Guide for lowa UOCAV A Voters, available at
http:/ /www.fvap.gov/tesources/media/vagl A.pdf (last visited Feb. 10, 2012) [heteinafter L4 F17A4P
Instructions).

607 I

608 Jd.; E-mail Interview with Mary Mosiman, Deputy of Elections, Iowa Sec’y of State's Office (Dec. 2, 2011)
(on file with Verified Voting) [hereinafter Mary Mosiman Interview).

009 L4 F17AP Instructions, supra note 600.

610 I

611 Telephone Interview with Roland Caldwell, Operations Manager, Auditors Office, Scott Cnty. (May 29,
2012) (on file with Verified Voting) [hereinafter Roland Caldwell Interview]; Telephone Interview with Brenda
Peshel, Deputy Auditor, Dallas Cnty. (May 29, 2012) (on file with Verified Voting) [hereinafter Brenda Peshel
Interview); (Telephone Interview with Gloria Carr, Cnty. Auditor, Floyd Cnty. (May 23, 2012) (on file with
Verified Voting) [hereinafter Gloria Carr Intervien).

012 KAN. STAT. ANN. § 25-1216(b) (2011); FED. VOTING ASSISTANCE PROGRAM, Voting Assistance Guide for
Kansas UOCAV A Voters, available at http:/ /www.fvap.gov/tesoutces/media/vagKS.pdf (last visited Feb. 11,
2012) [hereinafter KS FIV.AP Instructions].

013 KS FIAP Instructions, id.

614 KAN. STAT. ANN. § 25-1216(b) (2011); see also Brad Bryant Interview, supra note 183.

615 Kansas Sec’y of State, “Federal Services Voting,” available at

http:/ /www.kssos.otg/elections/elections_registration_federalhtml (last visited Nov. 12, 2011.

616 AN, STAT. ANN. § 25-1216(b) (2011).

17 Krysta Torsen Interview, supra note 179; Marcia Ashmore Interview, supra note 180; Jenna Fager Interview, supra note
181.

018 Krysta Torsen Interview, supra note 179.

619 31 Ky. ADMIN. REGS. 4:130 (2011); FED. VOTING ASSISTANCE PROGRAM, VVoting Assistance Guide for
Rentucky UOCAV A Voters, available at http:/ /www.fvap.gov/tesoutces/media/vagKY.pdf (last visited Feb. 12,
2012) [hereinafter KY FU AP Instructions|; Military and Overseas Citizens, KY. ST. BD. OF ELECTIONS,
http://elect.ky.gov/votetinfo/Pages/militaryandoverseascitizens.aspx (last visited Feb. 12, 2012).

620 31 KY. ADMIN. REGS. 4:130, Sec. 3(3) (2011); KY FI/AP Instructions, id.

021 31 KY. ADMIN. REGS. 4:130, Sec. (5) (2011); KY FIVAP Instructions, supra note 619; Maryellen Allen Interview,
supra note 194.

22 Jan Mills Interview, V alerie Newell Interview and Tracy Merriman Interview, supra note 198.

025 LA. REV. STAT. ANN. § 18:1307(B)(1)(a) (LexisNexis current through 2011 Leg. sess.).

624 .. A. SEC’Y OF STATE, FREQUENTLY ASKED QUESTIONS REGARDING VOTING ABSENTEE BY MAIL, available
at http:/ /www.sos.la.gov/Portals/0/elections/pdf/FreqAskQuestRegardVotgAbsentbyMail6-25-10.pdf (last
visited Feb. 13, 2012).

025 LA. REV. STAT. ANN. § 18:1307(B)(1)(a), (c) (LexisNexis current through 2011 Leg. sess.); FED. VOTING
ASSISTANCE PROGRAM, VVoting Assistance Guide for Louisiana UOCAVA Voters, available at

http:/ /www.fvap.gov/tesoutrces/media/vagLA.pdf (last visited Feb. 13, 2012) [hereinafter 1.4 FI7AP
Instructions).

026 LA. REV. STAT. ANN. § 18:1308(A)(2)(f) (LexisNexis current through 2011 Leg. sess.); .4 F17.4P
Instructions,id.; Angie Rogers Interview, supra note 208.

02T LA. REV. STAT. ANN. § 18:1308(A)(2)(f) (LexisNexis current through 2011 Leg. sess.).

28 I, at subpara. (A)(2)(g).

029 _Alaina Rung Interview, supra note 209.

030 ME. REV. STAT. ANN. tit. 21-A, §§ 753-A.4, .6 (LexisNexis current through Chap. 447 of the First Legis.
sess. 2011); E-mail Interview with Julie Flynn, Deputy Sec’y of State, Bureau of Corporations, Elections and
Commissions (July 11, 2012) (on file with Verified Voting) [hereinafter Follow-up Julie Flynn Interview].

031 FED. VOTING ASSISTANCE PROGRAM, Voting Assistance Guide for Maine UOCAV A Voters, available at
http:/ /www.fvap.gov/tesources/media/vagME.pdf (last visited Feb. 15, 2012) [heteinafter ME FI/.AP
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Instructions|; ME. REV. STAT. ANN. tit. 21-A, §§ 780-A, 783 (LexisNexis current through Chap. 447 of the First
Legis. sess. 2011); See also Me. Sec’y of State, Bureau of Corps., Elections and Comm’ns,
http://maine.gov/sos/cec/elec/voter_info/uocava.htm (last visited July 17, 2012) [hereinafter Maine

UOCAV A Instructions); Follow-up Julie Flynn Interview, supra note 630.

632 ME FV AP Instructions, id.

6033 E-mail Interview with Julie Flynn, Deputy Sec’y of State, Bureau of Corporations, Elections and
Commissions (Jan. 13, 2012) (on file with Verified Voting) [hereinafter Julie Flynn Interview).

034 ME FV AP Instructions, supra note 631; Maine UOCAV A Instructions, supra note 631; Follow-up Julie Flynn
Interview, supra note 630.

035 Telephone Interview with Karrie Cramer, Deputy Registrar and Election Warden, Harrington (June 13,
2012) (on file with Verified Voting) [hereinafter Karrie Cramer Interview]; Telephone Interview with Carmen
Morris City Clerk, Biddeford (June 13, 2012) (on file with Verified Voting) [hereinafter Carmen Morris Interview);
Telephone Interview with Christine Wolfe, Town Clerk, Wiscasset (June 13, 2012) (on file with Verified
Voting) [hereinafter Christine Wolfe Intervien).

036 Christine Wolfe Interview, id.

637 MD. CODE REGS. 33.11.02, .03 (2011); see also FED. VOTING ASSISTANCE PROGRAM, [oting Assistance Guide
Jor Maryland UOCAV A Voters, available at http:/ /www.fvap.gov/tesoutrces/media/vagMD.pdf (last visited Feb.
25, 2012) [hereinafter MD F1/AP Instructions].

638 MD. CODE REGS. 33.11.02.02(B)(2) (2011).

039 MD. CODE REGS. 33.11.03.05 (2011); MD FV AP Instructions, supra note 637.

640 MD. CODE REGS. 33.11.03.06 (2011); MD F1/AP Instructions, supra note 637; Ross Goldstein Interview, supra
note 54.

4 David Gareiss Interview, supra note 229; Steve Fratz Interview and Evelyn Potter Interview, supra note 227.

642 Evelyn Potter Interview, supra note 227.

043 J.J. Smith, Takoma Park 1V oters Could Be Able to Cast Ballots Online for 2011 City Election, TAKOMAPARKPATCH,
May 20, 2011, available at http:/ / takomapark.patch.com/atticles/takoma-park-voters-will-be-able-to-cast-
ballots-online-for-2011-city-election.

644 I

645 I

046 Voting for Military and Ovetseas US Citizens, available at http:/ /www.sec.state.ma.us/ele/elemil /milidx.htm
(last visited Nov. 4, 2011); FED. VOTING ASSISTANCE PROGRAM, VVoting Assistance Guide for Massachusetts
UOCAVA Voters, available at http:/ /www.fvap.gov/tesoutces/media/vagMA.pdf (last visited Feb 25, 2012).
647 I

648 I

049 Telephone Interview with Kathleen Nagle, Town Clerk, Wellesley (June 13, 2012) (on file with Verified
Voting) [hereinafter Kazhleen Nagle Intervien]; Telephone Interview with Mary Kennedy, Town Clerk,
Williamstown (June 13, 2012) (on file with Verified Voting) [hereinafter Mary Kennedy Interview]; Telephone
Interview with Elizabeth Camara, Chair, Bd. Of Elections, Fall River (June 13, 2012) (on file with Verified
Voting) [hereinafter Elizabeth Camara Interview).

650 Military and Overseas 1 oter Empowerment Act (“MOV'E" Act) Part #2: Creating Absent 1 oter Ballots That Will Be
Sent By E-Mail or Fax, MICH. BUREAU OF ELECTIONS (June 2010), available at
http://michigan.gov/documents/sos/Instructions. MOVE_Part_2_final 325015_7.pdf.

651 I

652 I

653 Id.; E-mail Interview with Melissa Malerman, Mich. Bureau of Elections (Feb. 6, 2012) (on file with Verified
Voting) [hereinafter Melissa Malerman Interview).

5% Instructions for Absent Uniformed Services 1V oters and Overseas V oters Receiving an Absentee Ballot by E-Mail or Fax,
BUREAU OF ELECTIONS (Feb. 2011), available at
http://michigan.gov/documents/sos/Move_Inst_325025_7.pdf.

055 Interview with Deborah Hillman, Cnty. Clerk, Kalaska Cnty. (on file with Verified Voting) [hereinafter
Deborah Hillman Interview|; Telephone Interview with Dina Peek, Administrative Asst., Elections Div. (Feb. 6,
2012) (on file with Verified Voting) [hereinafter Dina Peek Intervien]; Interview with Dawn Olney,

Cnty. Clerk, Benzie Cnty. (on file with Verified Voting) [hereinafter Dawn Olney Interview).

56 Dawn Olney Interview, 7d.

657 I

658 I
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659 I
660 T

661 EAC STV Report, supra note 439, at 22.

662 I

663 I

664 MINN. STAT. ANN. § 203B.04(1) (West 2010); Minn. Sec’y of State, Absentee Voting, available at
http://www.sos.state.mn.us/index.aspxPpage=211 (last visited Feb. 26, 2012).

665 MINN. STAT. ANN. § 203B.225(1) (West 2010); FED. VOTING ASSISTANCE PROGRAM, Voting Assistance Guide
Jor Minnesota UOCAV A Voters, available at http:/ /www.fvap.gov/tesoutces/media/vagMN.pdf (last visited Feb.
26, 2012) [hereinafter MIN FU AP Instructions].

666 MIN F1/ AP Instructions, id.

667 Jd.; MINN. STAT. ANN. § 203B.225(2) (West 2010). See also E-mail Interview with Gary Poser, Dir. of
Elections, Minn. Sec’y of State’s Office (Jan. 6, 2012) (on file with Verified Voting) [hereinafter Gary Poser
Intervien).

68 Telephone Interview with Heather Henrich, Deputy Auditor, Big Stone Cnty. (Apr. 24, 2012) (on file with
Verified Voting) [hereinafter Heather Henrich Intervien]; Telephone Interview with Mary Schwendig, Election
Technician, Dakota Cnty. (Apr. 17, 2012) (on file with Verified Voting) [hereinafter Mary Schwendig Interview);
E-mail Interview with Vicki Doehling, Deputy Auditor/Treasurer - Elections Administrator Douglas Caty.
(Apr. 18, 2012) (on file with Verified Voting) [hereinafter 17cki Doebling Interview].

669 Heather Henrich Interview, supra note 668.

670 M1ss. CODE ANN. § 23-15-657 (2011).

671 Mi1ss. CODE ANN. §§ 23-15-699(1), (2) (2011); FED. VOTING ASSISTANCE PROGRAM, oting Assistance Guide
Jor Mississippi UOCAV A Voters, available at http:/ /www.fvap.gov/tesoutces/media/vagMS.pdf (last visited Feb.
26, 2012) [hereinafter MS FU AP Instructions).

672 14

673 M1ss. CODE ANN. § 23-15-699(3) (2011); MS FVAP Instructions, supra note 671.

674 M1SS. CODE ANN. § 23-15-699(4) (2011).

675 M1ss. CODE ANN. § 23-15-699(5) (2011).

676 Miss Lofton Interview and Miss Stanford Interview, supra note 230.

77 Pamela Weaver Interview, supra note 235.

678 MO. ANN. STAT. § 115.279 (West 2011).

79 Id.; MO. ANN. STAT. § 115.287 (West 2011); FED. VOTING ASSISTANCE PROGRAM, Voting Assistance Guide for
Missonri UOCAV A Voters, available at http:/ /www.fvap.gov/tesources/media/vagMO.pdf (last visited Mar. 4,
2012) [hereinafter MO FVAP Instructions).

680 MO F1U AP Instructions, id.; MISSOURI SEC’Y OF STATE, MILITARY/ OVERSEAS VOTERS, available at

http:/ /www.sos.mo.gov/elections/military/#retBallot (last visited Mat. 4, 2012); E-mail Interview with
Chrissy Peters, Elections Div., Missouti Sec’y of State's Office (Jan. 9, 2012) (on file with Verified Voting)
[hereinafter Chrissy Peters Interview).

681 MISSOURI SEC’Y OF STATE, ELECTRONIC TRANSMISSION OF ABSENTEE BALLOT COVER SHEET, available at
http:/ /www.sos.mo.gov/elections/military/Fax_Cover_Sheet.pdf (last visited Mar. 4, 2012).

82 Id.; Chrissy Peters Interview, supra note 680.

983 Telephone Interview with Zack McFarland, Election Coordinator, Greene Cnty. (Apr. 10, 2012) (on file
with Verified Voting) [hereinafter Zack McFarland Interview]; Telephone Interview with Marvin Register, Cnty.
Clerk, Cole Cnty. (Apr. 10, 2012) (on file with Verified Voting) [hereinafter Marvin Register Intervien]; Telephone
Interview with Barbara Daly, Cnty. Clerk, Warren Cnty. (Apr. 12, 2012) (on file with Verified Voting)
[hereinafter Barbara Daly Intervien)].

084 7 ack McFarland Interview, id.

085 MONT. CODE ANN. §§ 13-21-207(c), (d) (West 2011); FED. VOTING ASSISTANCE PROGRAM, oing
Assistance Guide for Montana UOCAV A Voters, available at http:/ /www.fvap.gov/tesoutces/media/vagMT.pdf
(last visited Mar. 5, 2012) [hereinafter MT F17AP Instructions).

86 MT FV AP Instructions, id.; E-mail Interview with Lisa Kimmet, Deputy for Elections and Government
Services, Mont. Sec’y of State’s Office (July 12, 2012) (on file with Verified Voting) [hereinafter Follow-up Lisa
Kimmet Interview).

687 I

88 Id; MONT. CODE ANN. § 13-21-207(e) (West 2011).

089 MONT. CODE ANN. § 13-21-104(c) (West 2011).
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090 E-mail Interview with Lisa Kimmet, Deputy for Elections and Gov’t Servs., Mont. Sec’y of State’s Office
(Dec. 5, 2011) (on file with Verified Voting) [hereinafter Lisa Kimmet Interview).

091 E-mail Interview with Rebecca Connors, Elections Coordinator, Missoula Cnty. Elections Office (Matr. 20,
2012) (on file with Verified Voting) [hereinafter Rebecca Connors Intervien]; Telephone Interview with Misti
Norris, Fergus Cnty. Election Facilitator (Apr. 10, 2012) (on file with Verified Voting) [hereinafter Misti Norris
Interview); Telephone Interview with Kathie Newgard Cnty. Clerk, Lake Cnty. (Apr. 4, 2012) (on file with
Verified Voting) [hereinafter Kathie Newgard Intervien]; Telephone Interview with Sherry Bjorndal, Cnty. Clerk,
Sweet Grass Cnty. (Apr. 10, 2012) [hereinafter Sherry Bjorndal Interview); Follow-up Lisa Kimmet Interview, supra note
686.

092 Misti Norris Interview, supra note 691.

693 I

094 Kathie Newgard Interview, supra note 691.

95 Sherry Bjorndal Interview, supra note 691.

096 NEBRASKA SEC’Y OF STATE, Voter Information Frequently Asked Questions, available at

http:/ /www.sos.ne.gov/elec/voter_info.html (last visited Mar. 5, 2012); see also E-mail Interview with Becky
Richter, Election Div., Neb. Sec’y of State's Office (July 3, 2012) on file with Verified Voting) [hereinafter Becky
Richter Interview)].

97 NEB. REV. STAT. § 32-941 (2011).

098 NEB. REV. STAT. § 32-939.02(6) (2011); FED. VOTING ASSISTANCE PROGRAM, VVoting Assistance Guide for
Nebraska UOCAV A Voters, available at http:/ /www.fvap.gov/resources/media/vagNE.pdf (last visited Mat. 5,
2012) [hereinafter NE F1VAP Instructions).

699 NE FIAP Instructions, id.

700 Becky Richter Interview, supra note 696; see also id., indicating that if no preference is selected and no e-mail
address is provided, the ballot will be mailed.

01 NE FVV AP Instructions, supra note 698; NEB. REV. STAT. § 32-939.02(6) (2011); Becky Richter Interview, supra
note 696.

702 Becky Richter Interview, supra note 696.

703 NEV. REV. STAT. § 293.323(1), (2) (2011).

704 NEV. REV. STAT. § 293.323(2) (2011).

705 E-mail Conversation with Ryan High, Deputy Sec’y for Operations, Nev. Sec’y of State’s Office (Apr. 19,
2012) (on file with Verified Voting) [hereinafter Follow-up Ryan High Intervien].

706 Larry Lomax Interview, supra note 262; Dan Burk Interview, supra note 263.

07 Cindy Elgan Interview, supra note 265.

708 NEV. REV. STAT. §§ 293D.300, .320 (2011); FED. VOTING ASSISTANCE PROGRAM, Voting Assistance Guide for
Nevada UOCAVA Voters, available at http:/ /www.fvap.gov/resources/media/vagNV.pdf (last visited Mat. 5,
2012) [hereinafter NT” FU_AP Instructions).

709 N FV AP Instructions, id.

710 Id; NEV. REV. STAT. § 293D.420 (2011).

TIENEV. REV. STAT. § 293D.510 (2011).

2 Larry Lomax Interview, supra note 262; Dan Burk Interview, supra note 263; Cindy Elgan Interview, supra note 265.
713 N.H. REV. STAT. ANN. §§ 657:15, :19(II) — AV) (West 2011) FED. VOTING ASSISTANCE PROGRAM, oting
Assistance Guide for New Hampshire UOCAV A Voters, available at

http:/ /www.fvap.gov/tesources/media/vagNH.pdf (last visited Mar. 6, 2012) [hereinafter NH F17.4P
Instructions).

4 NH F1V AP Instructions, id.

715 Id; N.H. REV. STAT. ANN. § 657:17 (West 2011); E-mail Interview with Anthony Stevens, Asst. Sec’y of
State, New Hampshire (Dec. 21, 2011) (on file with Verified Voting) [hereinafter Anthony Stevens Intervien).

716 N.J. STAT. ANN. § 19:59-8.1 (West 2011); FED. VOTING ASSISTANCE PROGRAM, Voting Assistance Guide for
New Jersey UOCAV A Voters, available at http:/ /www.fvap.gov/resources/media/vagN].pdf (last visited Mat. 6,
2012) [hereinafter NJ F17AP Instructions).

7 N] FVAP Instructions, id; N.J. STAT. ANN. § 19:59-10(c) (West 2011).

718 N.J. STAT. ANN. § 19:59-14(c) (West 2011); NJ FIAP Instructions, supra note 716;

79 N.J. STAT. ANN. §§ 19:59-15(a), 15(d) (West 2011).

720 N.J. STAT. ANN. § 19:59-15(c) (West 2011).

721 Robert Giles Interview, supra note 59.
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722 FED. VOTING ASSISTANCE PROGRAM, Voting Assistance Guide for New Mexico UOCAV A Voters, available at
http:/ /www.fvap.gov/tesources/media/vagNM.pdf (last visited Mar. 6, 2012).

723 14

724 Id.; N.M. STAT. §§ 1-6-9.C(1), (2) (West 2011); see also E-mail Interview with Bobbie Shearer, Dir., Bureau of
Elections, New Mexico Sec’y of State’s Office (Feb. 10, 2012) (on file with Verified Voting) [hereinafter Bobb:
Shearer Intervien).

725 Telephone Interview with Peggy Carabajal, Dir., Bureau of Elections,Valencia Cnty. (May 9, 2012) (on file
with Verified Voting) [hereinafter Peggy Carabajal Interview); Telephone Interview with Tanya Shelby, Deputy
Clerk, San Juan Cnty. (May 12, 2012) (on file with Verified Voting) [hereinafter Tanya Shelby Intervient];
Telephone Interview

with Janet Collins, Cnty. Clerk, Roosevelt Cnty. (May 9, 2012) (on file with Verified Voting) [hereinafter Janer
Collins Intervien).

726 Janet Collins Interview, id.

2TN.Y. ELEC. LAW § 11-203(1) (McKinney 2011); FED. VOTING ASSISTANCE PROGRAM, oting Assistance
Guiide for New York UOCAVA Voters, available at http:/ /www.fvap.gov/tesources/media/vagNY.pdf (last
visited Mar. 7, 2012) [hereinafter NY F1AP Instructions).

728 I

29N.Y. ELEC. LAW § 11-203(2) (McKinney 2011).

30 NY FV AP Instructions, supra note 727; E-mail Interview with Anna Svizzero, Dir. Of Operations, N.Y. State
Bd. of Elections (Feb. 10, 2012) (on file with Verified Voting) [hereinafter Anna Svizzero Intervien). See also id.
731 E-mail Interview with Carolyn Elkins, Deputy Election Commissioner, Schuyler Cnty. (Apr. 25,

2012) (on file with Verified Voting); Telephone Interview, Dick Work, Commissioner, Ulster Cnty.

(Apr. 25, 2012) (on file with Verified Voting) [hereinafter Dick Work Intervien); Telephone Interview

with Helen Kiggins Walsh, Republican Commissioner of Elections, Onondaga Cnty. (May 9, 2012) (on

file with Verified Voting) [hereinafter Helen Kiggins Walsh Interview].

732 Dick Work Interview, id.

733 [

734 N.C. GEN. STAT. {§ 163-258.7(c), .258.9(b) (2012); FED. VOTING ASSISTANCE PROGRAM, Voting Assistance
Guiide for North Carolina UOCAV A Voters, available at http:/ /www.fvap.gov/resources/media/vagNC.pdf (last
visited Mar. 8, 2012) [hereinafter NC FIAP Instructions).

735 N.C. GEN. STAT. § 163-258.9(b) (2012).

736 NC FVAP Instructions, supra note 734.

737 Deboral Formyduval Interview and Doyle Teague Interview, supra note 301; Telephone Interview with Joseph
Sedrowitz, Absentee-by-Mail Coordinator, Durham Cnty. (Apr. 24, 2012) (on file with Verified Voting)
[hereinafter Joseph Sedrowitz, Interview).

738 Joseph Sedrowitz, Interview, id.

739 Id.; N.C. GEN. STAT. § 163-258.10 (2012); Jobnnie McLean Interview, supra note 300.

740 N.C. GEN. STAT. § 163-258.10 (2012).

74 N.D. CENT. CODE ANN. §§ 16.1-07-06(2), (3), -20(3), -21(2), -23(2) (West 2011); FED. VOTING ASSISTANCE
PROGRAM, Voting Assistance Guide for North Dakota UOCAVA Voters, available at

http:/ /www.fvap.gov/tesources/media/vagND.pdf (last visited Mar. 8, 2012) [hereinafter ND FI7.4P
Instructions).

742 ND FUV AP Instructions, id.

743 Id.; N.D. CENT. CODE ANN. § 16.1-07-24 (West 2011).

744 E-mail Interview with Jim Silrum, Deputy Sec’y of State, N. Dak. (Dec. 7, 2011) (on file with Verified
Voting) [hereinafter [im Silrum Interview].

745 N.D. CENT. CODE ANN. § 16.1-07-29(2) (West 2011).

746 N.D. CENT. CODE ANN. § 16.1-07-29(2) (West 2011).

747 E-mail Interview with Kevin Glatt, Cnty. Election Official, Burleigh Cnty. (Mar. 21, 2012) (on file with
Verified Voting) [hereinafter Kevin Glatt Interview]; E-mail Interview with Michael Montplaisir, Cass Cnty.
Auditor (Mar. 27, 2012) (on file with Verified Voting) [hereinafter Michae! Montplaisir Intervien); E-mail Interview
with Val McCloud, Rolette Cnty. Auditor (Mar. 23, 2012) (on file with Verified Voting) [hereinafter 17a/
McClond Interview).

748 Michael Montplaisir Interview, id.

749 OHIO REV. CODE ANN. §§ 3511.02(A)(11)-(13), .04(B) (West 2011); FED. VOTING ASSISTANCE PROGRAM,
Voting Assistance Guide for Obio UOCAV A Voters, available at
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http:/ /www.fvap.gov/tesources/media/vagOH.pdf (last visited Mat. 9, 2012) [heteinafter OH FI/.4P
Instructions).

750 OHIO REV. CODE ANN. §§ 3511.02(A)(11)-(13), .04(B) (West 2011).

51 OH FV AP Instructions, supra note 749.

752 Id.; OHIO REV. CODE ANN. § 3511.05 (West 2011); see also Military Ready-to-Vote, Questions and Answers,
available at http:/ /www.sos.state.oh.us/SOS/omv/MRV/QandA.aspx (last visited Mar. 9, 2012) (“Voted
absentee ballots cannot be returned electronically.”)

753 Matthew Masterson Interview, supra note 321; Linda Stutz Interview and Sue Donoboe Interview, supra note 317.

754 Steve Harsman Interview, supra note 317.

755 See FED. VOTING ASSISTANCE PROGRAM, VVoting Assistance Guide for Oklaboma UOCAV A Voters, available at
http:/ /www.fvap.gov/tesources/media/vagOK.pdf (last visited Jan. 14, 2012).

756 I

757 E-mail Interview with Fran Roach, Asst. Sec’y, Oklahoma State Election Bd. (Jan. 17, 2012) [hereinafter
Fran Roach Interview).

758 E-mail Interview with Shelly Boggs, Asst. Sec’y, Tulsa Cnty. Election Bd. (Mar. 28, 2012) (on file with
Verified Voting) [hereinafter Shelly Boggs Interview).

759 Telephone Interview with Carol Leaming, Asst. Sec’y, Kay Cnty. Election Bd. (Apr. 10, 2012) (on file with
Verified Voting) [hereinafter Carol Learning Intervien).

760 Telephone Interview with Trenna Whitson, Chief Clerk, Ellis Cnty. Election Bd. (Apr. 10, 2012) (on file
with Verified Voting) [hereinafter Trenna Whitson Interview).

7Y Carol Learning Interview, supra note 759; Trenna Whitson Interview, id.

762 FED. VOTING ASSISTANCE PROGRAM, Voting Assistance Guide for Oregon UOCAV A Voters, available at

http:/ /www.fvap.gov/tesources/media/vagOR.pdf (last visited Mar. 10, 2012) [heteinafter OR F17.4P
Instructions).

763 I

764 Id.; Oregon Sec’y of State & the Oregon Ass’n of Cnty. Clerks, Vote by Mail Procedures Manual (2011) at
21, available at http://www.sos.state.ot.us/elections/vbm/vbm_manual.pdf [hereinafter Oregon Procedures
Manual).

765 E-mail Interview with the Oregon Sec’y of State’s office (Apr. 4, 2012) (on file with Verified Voting);
Telephone Interview with Steve Kindred, Elections Manager, Clackamas Cnty. (Apr. 6, 2012) (on file with
Verified Voting) [hereinafter Steve Kindred Interview|; Email Interview with James Morales, Cnty. Clerk, Benton
Cnty. (Apr. 9, 2012) (on file with Verified Voting) [hereinafter James Morales Interview]; Telephone Interview with
Jenine McDermid, Cnty. Clerk, Sherman Cnty. (Apr. 12, 2012) (on file with Verified Voting) [hereinafter Jenine
McDermid Interview).

766 OREGON SEC’Y OF STATE ELECTIONS DIVISION, FACSIMILE OR ELECTRONIC MAIL VOTE SECRET BALLOT
WAIVER FORM, http://otregonvotes.otg/doc/publications/forms/500_nvra/SEL531.pdf (last visited Mar. 10,
2012) [hereinafter OR Secret Ballot Waiver].

767 OR FVAP Instructions, supra note 762; OREGON SEC’Y OF STATE, VOTER REGISTRATION FREQUENTLY
ASKED QUESTIONS, http://otregonvotes.org/pages/faq/index.html (last visited Mar. 10, 2012) (“Oregon does
not have online voting at this time.”)

768 OR Secret Ballot Waiver, supra note 766; E-mail Interview with Brenda Bayes, Deputy Dir., Elections Div.,
Oregon Sec’y of State (Dec. 29, 2011) (on file with Verified Voting) [hereinafter Brenda Bayes Interview).

769 Brenda Bayes Interview, id.

710 Steve Kindred Interview, supra note 765.

71 Steve Kindred Interview, James Morales Interview and Jenine McDermid Interview, supra note 765.

712 EAC SIV” Report, supra note 439, at 27.

773 I

774 I

775 25 PA. CONS. STAT. ANN. §3146.2(c) (West, WestLaw through 2011 Legis. Sess.); FED. VOTING ASSISTANCE
PROGRAM, Voting Assistance Guide for Pennsylvania UOCAV A 1V oters, available at

http:/ /www.fvap.gov/tesources/media/vagPA.pdf (last visited Mar. 12, 2012) [hereinafter P4 FI/.AP
Instructions); see also Overseas Civilian Voter, VOTESPA.ORG,

http:/ /www.votespa.com/portal/server.pt/community/tesidents_with_unique_voting needs/14311/ovetseas
_civilian_voter/592065 (last visited Jan. 4, 2012).

776 I

717 PA FV AP Instructions, supra note 775.
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778 I
719 Shauna Clemmer Interview, supra note 331.

780 Florence Ball Interview and Stephanie Singer and Greg Irving Interviews, supra note 329.

781 Cheryl Kayrol Interview, supra note 329.

782 R.I. GEN. LAWS § 17-20-6.1(e) (West, WestLaw through 2011 Legis. Sess.); FED. VOTING ASSISTANCE
PROGRAM, Voting Assistance Guide for Rhode Island UOCAV A Voters, available at

http:/ /www.fvap.gov/tesources/media/vagRLpdf (last visited Mar. 14, 2012) [hereinafter RI F174P
Instructions).

783 RI FI AP Instructions, id.

784 E-mail Interview with Michael Narducci, Deputy Dir. Of Elections Div., Office of the R.I. Sec’y of State
(Jan. 9, 2012) (on file with Verified Voting) [hereinafter Michae/ Narducci Intervien)

785 I

786 R.I. GEN. LAWS § 17-20-6.1(e) (West, WestLaw through 2011 Legis. Sess.).

787 Michael Nardueci Interview, supra note 784.

788 E-mail Interview with Miguel Nufiez, Rhode Island Board of Elections (Apr. 23, 2012) (on file with Verified
Voting) [hereinafter Migue/ Nustez Intervien).

789 South Carolina State Election Commission, Absentee Voting, available at

http:/ /www.scvotes.otg/2009/10/15/absentee_voting (last visited Mar. 14, 2012).

790 S.C. CODE ANN. § 7-15-460 (West, WestLaw through 2011 Legis. Sess.); FED. VOTING ASSISTANCE
PROGRAM, Voting Assistance Guide for South Carolina UOCAV A Voters, available at

http:/ /www.fvap.gov/tesources/media/vagSC.pdf (last visited Mar. 14, 2012) [bereinafter SC FVAP Instructions).
91 SC FV.AP Instructions, id.

792 1d.; S.C. CODE ANN. § 7-15-460 (West, WestLaw through 2011 Legis. Sess.); E-mail Interview with Chris
Whitmire, Dir. of Public Information & Training, S. Car. State Election Commission (Jan. 16, 2012) (on file
with Verified Voting) [heteinafter Chris Whitmire Intervien).

793 South Carolina State Election Commission, Military and Overseas Citizens, available at

http:/ /www.scvotes.org/2008/08/11 /military_overseas_citizens (last visited Mar. 14, 2012); FVAP
Instructions for Electronic transmission, available at http:/ /www.fvap.gov/FPCA/fpca-sc.html (last visited
Mar. 14, 2012); Chris Whitmire Interview, supra note 792.

794 Suffie Jennings Interview, Joy Brooks Interview, and Joseph Debney Interview, supra note 356.

795 Joseph Debney Interview, supra note 356.

796 EAC SIV” Report, supra note 439, at 34.

797 8.D. CODIFIED LAWS § 12-19-2.3 (West, WestLaw through 2011 Legis. Sess.); FED. VOTING ASSISTANCE
PROGRAM, Voting Assistance Guide for South Dakota UOCAV A Voters, available at

http:/ /www.fvap.gov/tesources/media/vagSD.pdf (last visited Mar. 15, 2012) [hereinafter SD FI.4AP
Instructions). See also S. Dak. Sec’y of State, Military and Overseas Citizen Web Portal, available at
http://apps.sd.gov/applications/st25cers/st23login.aspx (last visited Mar. 15, 2012).

798 §D F1 AP Instructions, id.

799 Id; S.D. CODIFIED LAWS § 12-19-2.5 (West, WestLaw through 2011 Legis. Sess.); See a/so S.D. CODIFIED
LAWS § 12-19-3 (West, WestLaw through 2011 Legis. Sess.).

800 Telephone Interview with Paula Jones, Conty Auditor,Yankton Cnty. (May 10, 2012) (on file with Verified
Voting) [hereinafter Panla Jones Interview]; E-mail Interview with Shellie Baumgart, Finance Officer/Auditor,
Hughes Cnty (May 9, 2012) (on file with Verified Voting) [hereinafter Shellie Baumgart Interview]; E-mail
Interview with Bob Litz, Cnty. Auditor, Minnehaha Cnty. (Apr. 2, 2012) (on file with Verified Voting)
[hereinafter Bob Litg Interview].

801 TENN. CODE ANN. §§ 2-6-202(a)(3), (b), -309 (West, WestLaw through 2011 Legis. Sess.).

802 TENN. CODE ANN. § 2-6-503 (a) (West, WestLaw through 2011 Legis. Sess.); FED. VOTING ASSISTANCE
PROGRAM, Voting Assistance Guide for Tennessee UOCAV A Voters, available at

http:/ /www.fvap.gov/tesoutrces/media/vagIN.pdf (last visited Mat. 15, 2012) [heteinafter TN FI.4P
Instructions).

803 TN FI/AP Instructions, id.

804 Id; TENN. CODE ANN. § 2-6-502 (West, WestLaw through 2011 Legis. Sess.).

805 Tre Hargett Interview, supra note 367.

806 TEX. ELEC. CODE ANN § 84.007(b)(3) (West, WestLaw through 2011 Legis. Sess.).

807 TEX. ELEC. CODE ANN § 86.003(a) (West, WestLaw through 2011 Legis. Sess.).

808 TEX. ELEC. CODE ANN § 86.006 (West, WestLaw through 2011 Legis. Sess.).
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809 Patricia McGowan Interview, supra note 378.

810 FED. VOTING ASSISTANCE PROGRAM, Voting Assistance Guide for Texas UOCAL A Voters, available at
http:/ /www.fvap.gov/tesources/media/vagTX.pdf (last visited Mar. 17, 2012) [heteinafter TX FI7AP
Instructions]; Texas Sec’y of State, Military and Overseas Voting, available at
http://votexas.org/military_overseas.html (last visited Mat. 17, 2012) [heteinafter TX UOCAV A Instructions).
SILTX UOCAV A Instructions, id.

812 TX FU7AP Instructions, supra note 810.

813 Patricia McGowan Interview, supra note 378; Telephone Interview with Rolanda Ramirez, Early Voting
Coordinator, Tarrant Cnty. (Apr. 5, 2012) (on file with Verified Voting) [hereinafter Rolanda Ramirez Interview).
81% Glenda Denton Interview, supra note 378.

815 TEX. ELEC. CODE ANN §105.001 (West, WestLaw through 2011 Legis. Sess.); TX F17AP Instructions, supra
note 810.

816 TX UOCAV'A Instructions, supra note 810.

817 Patricia McGowan Interview, supra note 378; Rolanda Ramirez Interview, supra note 813.

818 Patricia McGowan Interview, supra note 378.

819 TEX. ELEC. CODE ANN §105.001(b)(2) (West, WestLaw through 2011 Legis. Sess.).

820 TEX. ELEC. CODE ANN §105.001(c) (West, WestLaw through 2011 Legis. Sess.); Patricia McGowan Inferview
and Rolanda Ramirez; Interview, supra note 813.

821 TEX. ELEC. CODE ANN §106.002 (West, WestLaw through 2011 Legis. Sess.).

822 [/

823 Astronauts beam votes home (Nov. 2, 2010) available at
http://politicalticker.blogs.can.com/2010/11/02/astronauts-beam-votes-home/

824 [/

825 UTAH CODE ANN. §§ 20A-16.401(b), 403(2)(a) (West, WestLaw through 2011 Legis. Sess.); see also § 20A-
16.302(1) (West, WestLaw through 2011 Legis. Sess.); FED. VOTING ASSISTANCE PROGRAM, oting Assistance
Guiide for Utah UOCAV A Voters, available at http:/ /www.fvap.gov/resources/media/vagUT.pdf (last visited
Mar. 17, 2012) [hereinafter UT F1AP Instructions).

826 UTAH CODE ANN. § 20A-16-403(2)(a)(iii) (West, WestLaw through 2011 Legis. Sess.).

827 UT FV.AP Instructions, supra note 825.

828 Id; UTAH CODE ANN. § 20A-16-404(2) (West, WestLaw through 2011 Legis. Sess.); see a/so E-mail Interview
with Justin Lee, Election Specialist, Office of the Utah Lieutenant Governor (Nov. 23, 2011) (on file with
Verified Voting) [hereinafter Justin Lee Interview).

829 UTAH CODE ANN. § 20A-16-501(2) (West, WestLaw through 2011 Legis. Sess.).

830 _Amber Miller Interview, Norma Brunson Interview and Marla Young Interview, supra note 395.

831 _Amber Miller Interview, supra note 395.

832 UTAH CODE ANN. § 20A-6-103 (West, WestLaw through 2011 Legis. Sess.).

833 _Amber Miller Interview, Norma Brunson Interview and Marla Young Interview, supra note 395.

834 FED. VOTING ASSISTANCE PROGRAM, Voting Assistance Guide for Vermont UOCAV A Voters, available at
http:/ /www.fvap.gov/tesources/media/vagVT.pdf (last visited Mat. 18, 2012) [heteinafter I"'T F17.4P
Instructions|; See also V'T. STAT. ANN. tit. 17 §§ 2532(b), 2549 (West, WestLaw through 2011 Legis. Sess.).

835 VT FV AP Instructions, supra note 825.

836 Id; VT. SEC’Y OF STATE, Military and Overseas Voting for Vermont, available at http:/ /vermont-
elections.otg/elections1/militaryoverseas.htm (last visited Oct. 9, 2011).

837 Telephone Interview with Donna Kinville, City Clerk, Burlington; Chittenden Cnty. (May 22, 2012) (on file
with Verified Voting) [hereinafter Donna Kinville Interview]; Telephone Interview with Carol Richards,

Town Clerk, West Haven; Rutland Cnty. (May 23, 2012) (on file with Verified Voting) [hereinafter Caro/
Richards Interview).

838 Telephone Interview with Valerie Bourgois, Town Clerk,Bridport, Addison Cnty. (May 23, 2012) (on file
with Verified Voting) [hereinafter Valerie Bourgois Interview).

839 Vermont Sec’y of State office website, Message from the Sec’y, Vol. 12. Num. 13,

http:/ /www.sec.state.vt.us/secdesk/Opinions/2010/Mar._2010.html

840 VA, CODE ANN. § 24.2-701(B)(2) (West, WestLaw through 2011 Legis. Sess).

841 VA, CODE ANN. § 24.2-706 (West, WestLaw through 2011 Legis. Sess).

842 VA, CODE ANN. § 24.2-707 (West, WestLaw through 2011 Legis. Sess).

843 FED. VOTING ASSISTANCE PROGRAM, Voting Assistance Guide for Virginia UOCAV A voters, available at
http:/ /www.fvap.gov/tesources/media/vagVA.pdf (last visited Mar. 18, 2012) [hereinafter 7.4 FI/.AP
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Instructions|; see also “Guideline for voters that request email ballot” at

http:/ /www.sbe.vitginia.gov/cms/Absentee_Voting/Military_Overseas_Citizens/Index.html [hereinafter 724
Guidance for UOCAV A Voters).

844 174 F17 AP Instructions, id.

845 Id; VA, CODE ANN. § 24.2-707 (West, WestLaw through 2011 Legis. Sess).

846 17.A FV AP Instructions, supra note 843; 1A Guidance for UOCAV A Voters, supra note 843.

847 Diana Dutton Interview, supra note 413.

848 Bobbi Morgan Interview, supra note 417.

849 Susan Lee Interview, supra note 409.

850 E-mail Interview with Sheryl Moss, Office of the Wash. Sec’y of State, Dec. 1, 2011) (on file with Verified
Voting) [hereinafter Shery/ Moss Intervien).

851 WASH. ADMIN. CODE ANN. 434-235-030(1), (2) (2012); FED. VOTING ASSISTANCE PROGRAM, oting
Assistance Guide for Washington UOCAV A Voters, available at http:/ /www.fvap.gov/tesources/media/vagWA.pdf
(last visited Mar. 24, 2012) [hereinafter WA FU AP Instructions].

852 WASH. ADMIN. CODE ANN. 434-235-030(2) (2012); W.A F1/AP Instructions, id.

853 WASH. ADMIN. CODE ANN. 434-235-010(3)(b), -030(1) (2012); W.A F1"AP Instructions, supra note 851.

854 Sheryl Moss Interview, supra note 850.

855 WASH. ADMIN. CODE ANN. 434-235-030(3) (2012).

856 Telephone Interview Garth Fell, Election Manager, Snohomish Cnty. (May 9, 2012) (on file with Verified
Voting) [hereinafter Garth Fell Interview|; Telephone Interview with Mila Jury, Certified Election Admin.
Chief Deputy, Okanogan Cnty. (May 9, 2012) (on file with Verified Voting) [hereinafter Mila Jury Intervien).
857 Telephone Interview with Carolyn Myers, Elections Supervisor, Cowlitz Cnty. (May 17, 2012) (on file with
Verified Voting) [hereinafter Carolyn Myers Interview].

858 Garth Fell Interview, supra note 856.

859 Telephone Interview with Garth Fell, Election Manager, Snohomish Cnty. (May 23, 2012) (on file with
Verified Voting).

860 Mila Jury Interview, supra note 850.

861 See http://apps.leg.wa.gov/billinfo/summary.aspx?bill=1624&year=2009

862 Mila Jury Interview, supra note 850.

863W. VA. CODE ANN. § 3-3-5(¢)(2) (West, WestLaw through 2011 Legis. Sess.); FED. VOTING ASSISTANCE
PROGRAM, Voting Assistance Guide for West Virginia UOCAV A Voters, available at

http:/ /www.fvap.gov/tesources/media/vagWV.pdf (last visited Mar. 24, 2012) [hereinafter W1~ FI7.AP
Instructions).

864 I/

865 W17 FU AP Instructions, id.; W. VA. CODE ANN. § 3-3-5(f)(2) (West, WestLaw through 2011 Legis. Sess.).
866 W. VA. CODE ANN. § 3-3-5(f)(2) (West, WestLaw through 2011 Legis. Sess.).

867W. VA. CODE ANN. § 3-3-5(i) (West, WestLaw through 2011 Legis. Sess.).

868 Marylon Myers Interview and Brian Wood Interview, supra note 427.

869 Brian Wood Interview, supra note 427.

870 [

871W. VA. CODE ANN. § 3-3B (West, WestLaw through 2011 Legis. Sess.).

872 §ee The West Virginia Sec’y of State’s website at http:/ /www.sos.wv.gov/news/topics/elections-
candidates/Pages/WestVirginia'sInternetVotingPilotProgramFeaturedInPewCenterNewsletter.aspx [hereinafter
W1 SOS Internet Pilot Repord).

873 EAC SIV Report, supra note 439, at 32, 33.

874 1d. at 32.

875 W17 SOS Internet Pilot Report, supra note 872.

876 EAC SIV” Report, supra note 439, at 32.

877 W. VA. CODE ANN. § 3-3B-4(3)(B) (West, WestLaw through 2011 Legis. Sess.).

878 W. VA. CODE ANN. § 3-3B-4(6)(C) (West, WestLaw through 2011 Legis. Sess.).

879 W. VA. CODE ANN. § 3-3B-4(7)(C)(i) (West, WestLaw through 2011 Legis. Sess.).

880 Dave Nichols Interview, supra note 431.

881 WIS. STAT. ANN. §§ 6.86(1)(a)(6), (1)(ac) (West, WestLaw through 2011 Legis. Sess.).

882 \W1s. STAT. ANN. § 6.22(2)(e) (West, WestLaw through 2011 Legis. Sess.); see a/so FED. VOTING ASSISTANCE
PROGRAM, Voting Assistance Guide for Wisconsin UOCAV A Voters, available at
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http:/ /www.fvap.gov/tesources/media/vagWI.pdf (last visited Mar. 25, 2012) [hereinafter WI FI7.AP
Instructions).

883 WWT F1/AP Instructions, id.

884 Id; WIS. STAT. ANN. § 6.22(5) (West, WestLaw through 2011 Legis. Sess.); State of Wisconsin Gov’t
Accountability Bd., Facts about Military and Overseas 1 oting in Wisconsin, at http:/ /gab.wi.gov/elections-
voting/voters/military-overseas/ facts.

885 Telephone Interview with Lisa Weiner, Cnty. Clerk, Milwaukee Cnty. (June 12, 2012) (on file with Verified
Voting) [hereinafter Lisa Weiner Interview]; Telephone Interview with Kim Pytleski, Cnty. Clerk, Oconto Cnty.
(June 12, 2012) (on file with Verified Voting) [hereinafter Kim Pytleski Intervien]; Telephone Interview with Chris
Teske, Green Bay City Clerk, Brown Cnty. (June 12, 2012) (on file with Verified Voting) [hereinafter Chris Teske
Intervien).

886 See The state of Wisconsin Gov’t Accountability Bd., 2009-2014 Wisconsin Election Administration Plan, at
http://gab.wi.gov/publications/reports/ five-yeat-clection-administration-plan

887 [

888 Wyo. Sec’y of State’s website, Absentee 1 oting Information, available at
http://soswy.state.wy.us/Elections/AbsenteeVoting.aspx (last visited Mar. 25, 2012); see also WYO. STAT. ANN.
§§ 22-9-104, -107, -113 (2011).
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1127 ARK. CODE ANN. § 7-5-317(a)(1) (West, Westlaw through 2011 Leg. Sess.).

1128 ARK. CODE ANN. § 7-5-613(1) (West, Westlaw through 2011 Leg. Sess.).

129 Viekie Bishop Interview, supra note 81; Alice Lowery Interview, supra note 82.

130 _A/jce Lowery Interview, supra note 82.

1131 ARK. CODE ANN. § 7-5-613(2) (West, Westlaw through 2011 Leg. Sess.).

1132 ARK. CODE ANN. § 7-5-603(2)(B) (West, Westlaw through 2011 Leg. Sess.).

1135 ARK. CODE ANN. § 7-5-317(a)(3)(A) (West, Westlaw through 2011 Leg. Sess.).
1134 ARK. CODE ANN. § 7-5-317(2)(3)(B) (West, Westlaw through 2011 Leg. Sess.).
1135 ARK. CODE ANN. § 7-5-317(a)(4)(A) (West, Westlaw through 2011 Leg. Sess.).
1136 ARK. CODE ANN. § 7-5-614(1)(B) (West, Westlaw through 2011 Leg. Sess.).

1137 ARK. CODE ANN. § 7-5-317(a)(3)(A)-(B) (West, Westlaw through 2011 Leg. Sess.).
1138 ARK. CODE ANN. § 7-5-526(a) (West, Westlaw through 2011 Leg. Sess.).

1139 ARK. CODE ANN. § 7-5-527(a)-(b) (West, Westlaw through 2011 Leg. Sess.).
1140 ARK. CODE ANN. § 7-5-527(c)(1) (West, Westlaw through 2011 Leg. Sess.).

1141 ARK. CODE ANN. § 7-5-527(c)(2)(B) (West, Westlaw through 2011 Leg. Sess.).
1142 ARK. CODE ANN. § 7-5-527(e) (West, Westlaw through 2011 Leg. Sess.).

1143 ARK. CODE ANN. § 7-5-613(1) (West, Westlaw through 2011 Leg. Sess.).

1144 1

145 Viekie Bishop Interview, supra note 81; Alice Lowery Interview, supra note 82.

1146 ARK. CODE ANN. § 7-5-529 (West, Westlaw through 2011 Leg. Sess.).

1147 ARK. CODE ANN. § 7-5-615(e) (West, Westlaw through 2011 Leg. Sess.).

1148 ARK. CODE ANN. § 7-5-707(b) (West, Westlaw through 2011 Leg. Sess.).

149 Viekie Bishop Interview, supra note 81; Alice Lowery Interview, supra note 82.

1150 ARK. CODE ANN. § 7-5-707(a) (West, Westlaw through 2011 Leg. Sess.).

1151 ARK. CODE ANN. § 7-5-707(b) (West, Westlaw through 2011 Leg. Sess.).

1152 ARK. CODE ANN. § 7-5-701(a)(1) (West, Westlaw through 2011 Leg. Sess.).

1155 ARK. CODE ANN. §§ 7-5-615(a), (f) (West, Westlaw through 2011 Leg. Sess.).
1154 ARK. CODE ANN. § 7-5-527(c)(2)(B) (West, Westlaw through 2011 Leg. Sess.).
1155 See Ark. Sec’y of State Elections Dept. Home Page, Election Results, available at
http:/ /www.votenaturally.org/electiontesults/index.php (last visited Jan. 20, 2012).
1156 CAL. ELEC. CODE §§ 14403, 14404 (West, Westlaw through 2011 Leg. Sess.).
157 CAL. ELEC. CODE § 14420(b) (West, Westlaw through 2011 Leg. Sess.).

1158 1]

1159 CAL. ELEC. CODE § 14405(a) (West, Westlaw through 2011 Leg. Sess.).

160 Narda Barrientos Interview, Neal Kelley Interview and Carolyn Crunich Interview, supra note 88.
1161 CAL. ELEC. CODE § 15250 (West, Westlaw through 2011 Leg. Sess.).

1162 CAL. ELEC. CODE § 14421 (West, Westlaw through 2011 Leg. Sess.).

1163 Narda Barrientos Interview and Neal Kelley Interview, supra note 88.

1164 Follow-up Interview with OLCA, supra note 90.

1165 Cal. Sec’y of State, VVote by Mail, available at http:/ /www.sos.ca.gov/elections/elections_m.htm#vote-by-
mail (last visited Apr. 16, 2012).

1166 CAL. ELEC. CODE § 15320 (West, Westlaw through 2011 Leg. Sess.); Follow-up Interview with OLCA, supra
note 90.
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1167 CAL. ELEC. CODE § 15321 (West, Westlaw through 2011 Leg. Sess.); Follow-up Interview with OLLCA, supra
note 90.

1168 CAL. ELEC. CODE § 15342(e) (West, Westlaw through 2011 Leg. Sess.).

1169 CAL. ELEC. CODE § 14420 (West, Westlaw through 2011 Leg. Sess.); Philly Crosby Interview, supra note 90.
170 CAL. ELEC. CODE § 14405(a) (West, Westlaw through 2011 Leg. Sess.).

171 CAL. ELEC. CODE § 15150 (West, Westlaw through 2011 Leg. Sess.).

1172 CAL. ELEC. CODE § 15302(b) (West, Westlaw through 2011 Leg. Sess.).

1735 CAL. ELEC. CODE § 15302(c) (West, Westlaw through 2011 Leg. Sess.).

1174 CAL. ELEC. CODE § 15302(d) (West, Westlaw through 2011 Leg. Sess.).

175 Neal Kelley Interview, supra note 88.

176 Carolyn Crunich Interview, supra note 88.

W77 Narda Barrientos Interview, supra note 88.

1178 CAL. ELEC. CODE §§ 15151-52, (West, Westlaw through 2011 Leg. Sess.).

179 CAL. ELEC. CODE § 15371 (West, Westlaw through 2011 Leg. Sess.).

1180 Philly Crosby Interview, supra note 90.

181 Narda Barrientos Interview, Neal Kelley Interview and Carolyn Crunich Interview, supra note 88.

182 Carolyn Crunich Interview, supra note 88.

183 Wayne Munster Interview, supra note 514.

1184 COLO. REV. STAT. ANN. § 1-7-505(2) (West, Westlaw through 2011).

1185 [

1186 COLO. REV. STAT. ANN. § 1-7-507(3) (West, Westlaw through 2011).

187 COLO. REV. STAT. ANN. § 1-7-505(3) (West, Westlaw through 2011).

1188 COLO. REV. STAT. ANN. § 1-7-601(1)-(2) (West, Westlaw through 2011).

1189 COLO. REV. STAT. ANN.§ 1-7-701 (West, Westlaw through 2011).

1190 CoLO. REV. STAT. ANN.§ 1-7-307(1) (West, Westlaw through 2011); see also COLO. REV. STAT. ANN. § 1-7-
505(2) (West, Westlaw current through 2011).

1191 See COLO. REV. STAT. ANN.§ 1-7-601(1)-(2) (West, Westlaw through 2011).

1192 COoLO. REV. STAT. ANN.§ 1-10-101.5(1)(b) (West, Westlaw through 2011); Telephone Interview with Hilary
Rudy, Sec’y of State’s Office (July 13, 2012) (on file with Verified Voting).

1193 COLO. REV. STAT. ANN.§ 1-10-104(2) (West, Westlaw through 2011).

1194 Patty Berger Interview, supra note 105.

195 Diane Folowell Interview, supra note 105.

1196 Beth Cumming Interview, supra note 105.

197 Diane Folowell Interview, supra note 105.

1198 Beth Cumming Interview, supra note 105.

1199 Patty Berger Intervview, supra note 105.

1200 COLO. REV. STAT. ANN.§ 1-7-602 (West, Westlaw current through 2011); Wayne Munster Interview, supra note
514.

20V Wayne Munster Interview, supra note 514.

1202 CONN. GEN. STAT. § 9-307 (West, Westlaw through 2011 June Spec. Sess.).

1205 CONN. AGENCIES REGS. § 9-242a-26 (West, Westlaw through 2011).

1204 Peggy Reeves Interview, supra note 526.

1205 [/

1206 CONN. GEN. STAT. § 9-309 (West, Westlaw through 2011 June Spec. Sess.).

1207 CONN. GEN. STAT. § 9-259(c)-(d) (West, Westlaw through 2011 June Spec. Sess.); CONN. AGENCIES REGS.
§§ 9-242a-22-24 (West, Westlaw through 2011).

1208 CONN. AGENCIES REGS. § 9-242a-22 (West, Westlaw through 2011).

1209 CONN. GEN. STAT. § 9-307 (West, Westlaw through 2011 June Spec. Sess.);. CONN. AGENCIES REGS. § 9-
242a-27 (West, Westlaw through 2011).

1210 Peggy Reeves Interview, supra note 526.

1211 14

1212 14

12135 Carole Y oung-Kleinfeld Interview, supra note 527.

1214 [

1215 _AJjce Fortunado Interview, supra note 527.

1216 T'elephone Interview with Roger Autuori, Republican Registrar of Voters, Fairfield Cnty. (May 4, 2012) (on
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file with Verified Voting) [hereinafter Roger Autuori Intervien).

1217 CONN. GEN. STAT. § 9-314 (West, Westlaw through 2011 June Spec. Sess.).

1218 Peggy Reeves Interview, supra note 526.

1219 Roger Autuori Interview, supra note 1216.

1220 Carole Y oung-Kleinfeld Interview, supra note 527.

1221 _AJjce Fortunado Interview, supra note 527.

1222 CONN. GEN. STAT. § 9-311 (West, Westlaw through 2011 June Spec. Sess.); Peggy Reeves Interview, supra note
526.

1225 Peggy Reeves Interview, supra note 526.

1224 Carole Y oung-Kleinfeld Interview, supra note 527.

1225 Roger Autnori Interview, supra note 1216.

1226 _AJjce Fortunado Interview, supra note 527.

1227 CONN. AGENCIES REGS. § 9-242a-22 (West, Westlaw through 2011).

1228 CONN. GEN. STAT. § 9-309 (West, Westlaw through 2011 June Spec. Sess.).

1229 CONN. GEN. STAT. § 9-312 (West, Westlaw through 2011 June Spec. Sess.).

1230 CONN. GEN. STAT. §§ 9-320£(a)-(b), (h), -150b(h) (West, Westlaw through 2011 June Spec. Sess.); Peggy
Reeves Interview, supra note 526.

1231 Roger Autnori Interview, supra note 1216.

1232 Carole Y oung-Kleinfeld Interview, supra note 527.

1233 _AJjce Fortunado Interview, supra note 527.

1234 DEL. CODE ANN. tit. 15, § 4975(a) (West 2011).

1235 Renneth McDowell Interview, Joyce Wright and Gary Hilderbrand Interview, and Howard Sholl Interview, supra note 119.
1236 DEL. CODE ANN. tit. 15, § 4975(b), (d)-(e) (West 2011).

1237 DEL. CODE ANN. tit. 15, § 4975(c) (West 2011).

1238 DEL. CODE ANN. tit. 15, § 4975(d) (West 2011).

1239 DEL. CODE ANN. tit. 15, § 4975(e) (West 2011).

1240 DEL. CODE ANN. tit. 15, § 4976(a)-(b) (West 2011).

1241 DEL. CODE ANN. tit. 15, § 4976(c) (West 2011).

1242 DEL. CODE ANN. tit. 15, § 4976(d) (West 2011).

1243 DEL. CODE ANN. tit. 15, § 4978 (West 2011).

1244 DEL. CODE ANN. tit. 15, § 4979 (West 2011).

1245 Elaine Manlove Interview, supra note 118.

1246 Kenneth McDowell Interview, supra note 119.

1247 Joyce Wright and Gary Hilderbrand Interview, and Howard Sholl Interview, supra note 119.
1248 DEL. CODE ANN. tit. 15, § 5701 (West 2011).

1249 DEL. CODE ANN. tit. 15, § 5702(b)-(e) (West 2011).

1250 Efaine Manlove Interview, supra note 118.

1251 Kenneth McDowell Interview, Joyce Wright and Gary Hilderbrand Interview, and Howard Sholl Interview, supra note 119.
1252 Howard Sholl Interview, supra note 119.

1253 Joyce Wright and Gary Hilderbrand Interview, supra note 119.

1254 DEL. CODE ANN. tit. 15, § 5701 (a) (West 2011).

1255 DEL. CODE ANN. tit. 15, § 4979(c) (West 2011).

1256 FEfaine Manlove Interview, supra note 118.

1257 _AJysoun McLaughlin Interview, supra note 541.

1258 D.C. MUN. REGS. tit. 3, § 723.1(b) (West, Westlaw through Dec. 2011).

1259 Kevin Newsome Interview, supra note 542.

12600 D.C. MUN. REGS. tit. 3, §§ 723.1(a)-(b), (f) (West, Westlaw through Dec. 2011).
1261 D.C. MUN. REGS. tit. 3, § 723.1(c) (West, Westlaw through Dec. 2011).

1262D.C. MUN. REGS. tit. 3, § 723.1(d) (West, Westlaw through Dec. 2011).

1263 D.C. MUN. REGS. tit. 3, §§ 723.1(e)-(f) (West, Westlaw through Dec. 2011).

1264 D.C. MUN. REGS. tit. 3, § 723.8 (West, Westlaw through Dec. 2011); se¢ also Alysoun McLanghlin Interview,
supra note 541.

1265 Kevin Newsome Interview, supra note 542.

1266 _4 Jysoun McLaughlin Interview, supra note 541.

1267 Kevin Newsome Interview, supra note 542.
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1268 3.C. MUN. REGs. tit. 3, §§ 723.1(f), 723.8 (West, Westlaw through Dec. 2011); see also Alysoun McLaughlin
Interview, supra note 541.

1260 D.C. MUN. REGS. tit. 3, §§ 723.5(a)-(b) (West, Westlaw through Dec. 2011).

1270 D.C. MUN. REGS. tit. 3, §§ 723.2, .3 (West, Westlaw through Dec. 2011).

1270 Kevin Newsome Interview, supra note 542.

1272D.C. MUN. REGS. tit. 3, § 811.2(b) (West, Westlaw through Dec. 2011).

1273 _Alysoun McLaughlin Interview, supra note 541.

1274 [

1275 [

1276 D.C. MUN. REGS. tit. 3, §§ 806.10, .14 (West, Westlaw through Dec. 2011).

1277D.C. MUN. REGS. tit. 3, § 806.11 (West, Westlaw through Dec. 2011).

1278 D.C. MUN. REGS. tit. 3, § 806.14 (West, Westlaw through Dec. 2011).

1279 D.C. MUN. REGS. tit. 3, § 811.1 (West, Westlaw through Dec. 2011); se¢ also Alysoun McLanghlin Interview,
supra note 541.

1280 D.C. MUN. REGS. tit. 3, § 811.2(a) (West, Westlaw through Dec. 2011).

1281 D.C. MUN. REGS. tit. 3, § 811.2(b) (West, Westlaw through Dec. 2011).

1282 Kevin Newsome Interview, supra note 542.

1285 D.C. MUN. REGS. tit. 3, § 811.2(c) (West, Westlaw through Dec. 2011).

1284 D.C. MUN. REGS. tit. 3, § 811.2(d) (West, Westlaw through Dec. 2011).

1285 D.C. MUN. REGS. tit. 3, § 811.2(e) (West, Westlaw through Dec. 2011).

1286 D.C. MUN. REGS. tit. 3, § 811.2(f) (West, Westlaw through Dec. 2011).

1287 Kevin Newsome Interview, supra note 542.

1288 [/

1289 D.C. MUN. REGS. tit. 3, § 723.4 (West, Westlaw through Dec. 2011).

1290 D.C. MUN. REGS. tit. 3, § 813.2 (West, Westlaw through Dec. 2011); se¢ also Alysoun McLanghlin Interview,
supra note 541.

1291 FLA. STAT. ANN. § 101.5614(1) (West, Westlaw through 2011 Legis. Sess.); FLA. ADMIN. CODE ANN. r. 1S-
2.034 (2010); Fla. Dept. of State Div. of Elections, Polling Place Procedures Manual, 21, available at
http://election.dos.state.fl.us/rules/adopted-tules/ pdf/152034_PollingPlaceProcedureManual.pdf [hereinafter
Polling Place Procedures Mannal).

1292 FLA. ADMIN. CODE ANN. r. 15-2.034 (2010); Po/ling Place Procedures Mannal, supra note 1291, at 21.

1295 [arhonda Wimberly Interview, supra note 556; Telephone Interview with Charmaine Kelly, Chief Deputy
Elections Supervisor, Palm Beach Cnty. (Mar. 2, 2012) (on file with Verified Voting) [hereinafter Charmaine
Kelly Interview]; E-mail Interview with Ryan Messer, Supervisor of Elections, Walton Cnty. (Mar. 2, 2012) (on file
with Verified Voting) [hereinafter Ryan Messer Interview); Telephone Interview with Mary Jane Arrington,
Supervisor of Elections, Osceola Cnty. (Mar. 27, 2012) (on file with Verified Voting) [hereinafter Mary Jane
Arrington Interview].

1294 FLA. STAT. ANN. § 101.5614(1) (West, Westlaw through 2011 Legis. Sess.).

1295 FLA. ADMIN. CODE ANN. r. 15-2.034 (2010); Po/ling Place Procedures Manual, supra note 1291, at 21.

1296 Ryan Messer Interview, supra note 1293.

1297 Charmaine Kelly Interview and Mary Jane Arrington Interview, supra note 1293.

1298 Mary Jane Arrington Interview, supra note 1293.

1299 14

1300 FLA. STAT. ANN. § 102.141(3) (West, Westlaw through 2011 Legis. Sess.).

1301

1302 [/

1303 FLA. STAT. ANN. § 102.141(6) (West, Westlaw through 2011 Legis. Sess.).

1304 Gisela Salas Interview, supra note 555.

1305 Larbonda Wimberly Interview, supra note 556; Ryan Messer Interview and Mary Jane Arvington Interview, supra note
1293; Telephone Interview with Tony, voting equipment manager, Palm Beach Cnty. (Mar. 2, 2012) (on file
with Verified Voting).

1306 Ryan Messer Interview, supra note 1293.

1307 FLA. STAT. ANN. § 102.112(1) (West, Westlaw through 2011 Legis. Sess.).

1308 FLA. STAT. ANN. § 102.141(9)(a) (West, Westlaw through 2011 Legis. Sess.).

1309 FLA. STAT. ANN. § 102.071 (West, Westlaw through 2011 Legis. Sess.).

1310 FLA. STAT. ANN. § 102.141(9)(c) (West, Westlaw through 2011 Legis. Sess.).

COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS 301



1311 GA. CODE ANN. § 21-2-379.11(c)(1) (LexisNexis 2012).

1312 GA. CODE ANN. § 21-2-379.11(c)(2) (LexisNexis 2012).

1313 GA. CODE ANN. § 21-2-379.11(c)(3) (LexisNexis 2012).

1314 GA. CODE ANN. § 21-2-379.11(d) (LexisNexis 2012).

1315 GA. CODE ANN. § 21-2-379.11(e)-(f) (LexisNexis 2012).

1316 GA. CODE ANN. § 21-2-379.11(g) (LexisNexis 2012).

1317 GA. CODE ANN. § 21-2-379.11(c)(1) (LexisNexis 2012).

1318 GA. COMP. R. & REGS. 183-1-12-.02(5)(a)(2)-(3) (West, Westlaw through Nov. 2010).
1319 GA. CODE ANN. § 21-2-379.11(d) (West, Westlaw through 2011 Legis. Sess.).
1320 Jeff Jones Interview, Sherrail Jarrett Interview, and Samuel Westmoreland Interview, supra note 126.
1321 Jeff Jones Interview and Samuel Westmoreland Interview, supra note 126.

1322 Sherrail Jarrett Interview and Samuel Westmoreland Interview, supra note 126.

1325 GA. CODE ANN. § 21-2-493(b) (West, Westlaw through 2011 Legis. Sess.).
1324

1325 ]

1326 GA. CODE ANN. § 21-2-493(f) (West, Westlaw through 2011 Legis. Sess.).
1327 [

1328 GA. CODE ANN. § 21-2-493(h) (West, Westlaw through 2011 Legis. Sess.).
1329 [/

1330 Jeff Jones Interview and Sherrail Jarrett Interview, supra note 126; Telephone Interview with Dwight Brower,
Elections Chief, Fulton Cnty. (Mar. 20, 2012) (on file with Verified Voting) [hereinafter Dwight Brower Interview].
1331 Sherrail Jarrett Interview, supra note 126.

1332 Dywight Brower Interview, supra note 1330.

1333 GA. CODE ANN. §§ 21-2-440(a), -456(a) (West, Westlaw through 2011 Legis. Sess.); GA. COMP. R. & REGS.
183-1-12-.02 5(a)(6).

1334 Jeff Jones Interview, supra note 126.

1335 Sherrail Jarrett Interview, supra note 126.

1336 Samuel Westmoreland Interview, supra note 126.

1337 HAW. CODE R. § 2-51-98 (West, Westlaw through Oct. 2011).

1338 HAW. REV. STAT. § 11-154 (West, Westlaw through 2011 Leg. Sess.).

1339 Hokn F. Interview, supra note 577.

1340 HAW. REV. STAT. § 11-152(b) (West, Westlaw through 2011 Leg. Sess.).

1341 Hokn . Interview, supra note 577.

132 HAW. CODE R. § 2-51-93(b) (West, Westlaw through Oct. 2011).

1345 HAW. CODE R. § 2-51-93(c)(1) (West, Westlaw through Oct. 2011).

134 HAW. CODE R. § 2-51-93(c)(2) (West, Westlaw through Oct. 2011).

1345 HAW. CODE R. §§ 2-51-94(1)-(2) (West, Westlaw through Oct. 2011).

1346 HAW. CODE R. § 2-51-95(b) (West, Westlaw through Oct. 2011).

1347 HAW. CODE R. § 2-51-96(¢) (West, Westlaw through Oct. 2011).

134 FIAW. CODE R. § 2-51-96(f) (West, Westlaw through Oct. 2011).

1349 HAW. CODE R. §§ 2-51-96(b), (d)-(e) (West, Westlaw through Oct. 2011).

1350 FIAW. CODE R. § 2-51-96(f) (West, Westlaw through Oct. 2011).

1351 HAW. CODE R. §§ 2-51-96.1(a)-(b) (West, Westlaw through Oct. 2011).

1352 HAW. CODE R. §§ 2-51-96.1(d)-(e) (West, Westlaw through Oct. 2011).

1353 See HAW. CODER. § 2-51-96.2(b)(2) (West, Westlaw through Oct. 2011).

135 HAW. CODE R. § 2-51-96.3(¢) (West, Westlaw through Oct. 2011).

135 HAW. CODE R. § 2-51-97(b) (West, Westlaw through Oct. 2011).

135 HAW. CODE R. § 2-51-97(b)(1) (West, Westlaw through Oct. 2011).

1357 HAW. CODE R. § 2-51-91(f) (West, Westlaw through Oct. 2011).

1358 FIAW. CODE R. §§ 2-51-91(2)(1)-(2) (West, Westlaw through Oct. 2011).

135 HAW. REV. STAT. § 11-153(c) (West, Westlaw through 2011 Leg. Sess.).

1360 HAW. REV. STAT. §§ 11-155(1)-(5) (West, Westlaw through 2011 Leg. Sess.).
1361 HAW. CODE R. § 2-51-90(¢) (West, Westlaw through Oct. 2011).

1362 HAW. REV. STAT. § 11-153(c) (West, Westlaw through 2011 Leg. Sess.).

1363 HAW. REV. STAT. § 11-155 (West, Westlaw through 2011 Leg. Sess.).

1364+ IDAHO CODE ANN. § 34-1202 (LexisNexis through 2011 Leg. Sess.).
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1365 IDAHO CODE ANN. § 34-1008 (LexisNexis through 2011 Leg. Sess.).

1366 IDAHO CODE ANN. § 34-1201(1), 1203 (LexisNexis through 2011 Leg. Sess.).

1367 IDAHO CODE ANN. §§ 34-1007 to -1008 (LexisNexis through 2011 Leg. Sess.).

1368 IDAHO CODE ANN. § 34-1203 (LexisNexis through 2011 Leg. Sess.).

1369 IDAHO CODE ANN. § 34-1204 (LexisNexis through 2011 Leg. Sess.).

1370 See IDAHO CODE ANN. § 34-1201(3) (LexisNexis through 2011 Leg. Sess.).

37 Janice Shiner Interview, supra note 590.

13727,

1373 IDAHO CODE ANN. § 34-1202, 1203 (LexisNexis through 2011 Leg. sess.).

1374 Sarita Loya Interview, supra note 590.

1375 Lura Bafker Interview, supra note 590.

1376 Janice Shiner Interview, supra note 590.

1377 IDAHO CODE ANN. § 34-1202 (LexisNexis through 2011 Leg. Sess.).

1378 Jim Mairs Interview, supra note 589; Lura Baker Interview, Sarita Loya Interview, and Janice Shiner Interview, supra
note 590.

1379 IDAHO CODE ANN. § 34-1206 (LexisNexis through 2011 Leg. Sess.).

1380 Jim Mairs Interview, supra note 589.

1381 Id.; Lura Baker Interview, Sarita Loya Interview, and Janice Shiner Interview, supra note 590.

1382 IDAHO CODE ANN. § 34-1203 (LexisNexis through 2011 Leg. Sess.).

1383 Jim Mairs Interview, supra note 589.

1384 I ura Bafker Interview, Sarita Loya Interview, and Janice Shiner Interview, supra note 590.

138510 ILL. COMP. STAT. 5/17-18 (LexisNexis through Pub. Acts 97-619 of 2011 Legis. Sess.); see also 10 ILL.
COMP. STAT. 5/24B-10(a), 24C-12 (LexisNexis through Pub. Acts 97-619 of 2011 Legis. Sess.).

1386 10 ILL. COMP. STAT. 5/17-16 (LexisNexis through Pub. Acts 97-619 of 2011 Legis. Sess.); see also 10 ILL.
COMP. STAT. 5/24B-10.1 (LexisNexis through Pub. Acts 97-619 of 2011 Legis. Sess.).

1387 Rupert Borgsmiller Interview, supra note 144.

1388 Jill Wagner Interview, supra note 150.

138910 ILL. COMP. STAT. 5/24B-10.1, 24C-12 (LexisNexis through Pub. Acts 97-619 of 2011 Legis. Sess.).
139010 ILL. COMP. STAT. 5/24B-10.1, 15 (LexisNexis through Pub. Acts 97-619 of 2011 Legis. Sess.).
139110 ILL. COMP. STAT. 5/24C-15 (LexisNexis through Pub. Acts 97-619 of 2011 Legis. Sess.).

139210 ILL. COMP. STAT. 5/24B-10 to -10.1 (LexisNexis through Pub. Acts 97-619 of 2011 Legis. Sess.).
139310 ILL. COMP. STAT. 5/24C-12, 15 (LexisNexis through Pub. Acts 97-619 of 2011 Legis. Sess.).

139% Verified 1V oting Verifier, 1llinois, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?&ec=allall&year=2010&state=Illinois (last visited Jan. 30,
2012).

1395 Rupert Borgsmiller Interview, supra note 144.

1396 10 ILL. COMP. STAT. 5/17-18, 24B-10 (LexisNexis through Pub. Acts 97-619 of 2011 Legis. Sess.).

1397 14

1398 10 ILL. COMP. STAT. 5/17-18 (LexisNexis through Pub. Acts 97-619 of the 2011 Legis. Sess.); see also 10
ILL. COMP. STAT. 5/24B-10 (LexisNexis through Pub. Acts 97-619 of 2011 Legis. Sess.).

1399 Rupert Borgsmiller Interview, supra note 144.

1400 T7/] Wagner Interview, supra note 150.

140110 ILL. COMP. STAT. 5/24C-12 (LexisNexis through Pub. Acts 97-619 of 2011 Legis. Sess.).

140210 ILL. COMP. STAT. 5/22-1 (LexisNexis through Pub. Acts 97-619 of 2011 Legis. Sess.).

140310 ILL. COMP. STAT. 5/22-5 (LexisNexis through Pub. Acts 97-619 of 2011 Legis. Sess.).

140410 ILL. COMP. STAT. 5/24A-10, 24B-10 (LexisNexis through Pub. Acts 97-619 of 2011 Legis. Sess.).
1405 ]

1406 Rupert Borgsmiller Interview, supra note 144.

140710 ILL. COMP. STAT. 5/24C-15 (LexisNexis through Pub. Acts 97-619 of 2011 Legis. Sess.).

1408 10 ILL. COMP. STAT. 5/24C-2 (LexisNexis through Pub. Acts 97-619 of 2011 Legis. Sess.).

1409 Ti/] Wagner Interview, supra note 150.

1410 1]

141110 ILL. COMP. STAT. 5/24B-10.1, 24C-12 (LexisNexis through Pub. Acts 97-619 of the 2011 Legis. Sess.).
141210 ILL. COMP. STAT. 5/24B-13, 24C-14 (LexisNexis through Pub. Acts 97-619 of the 2011 Legis. Sess.).
141310 ILL. COMP. STAT. 5/17-20 (LexisNexis curtent Pub. Acts 97-619 of the 2011 Legis. Sess.).

1414 Rupert Borgsmiller Interview, supra note 144.
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1415 1]
1416 Ti/] Wagner Interview, supra note 150.

1417 See IND. CODE ANN. § 3-12-1 (LexisNexis through Act PL 231 of 2011 First Legis. sess.); 17ance Poo/
Interview, supra note 168.

1418 §e¢ IND. CODE ANN. § 3-12-2 (LexisNexis through Act PL 231 of 2011 First Legis. sess.); I7ance Poo/
Interview, supra note 168.

1419 Jennifer Baxter Interview, supra note 172.

1420 IND. CODE ANN. § 3-12-3-1 (LexisNexis through Act PL 231 of 2011 First Legis. Sess.).

1421 IND. CODE ANN. § 3-12-3-2(c) (LexisNexis through Act PL 231 of 2011 First Legis. Sess.).

1422 IND. CODE ANN. § 3-12-3-10(b)(1) (LexisNexis through Act PL 231 of 2011 First Legis. Sess.).

1423 IND. CODE ANN. § 3-12-3-2(b) (LexisNexis through Act PL 231 of 2011 First Legis. Sess.).

1424 IND. CODE ANN. § 3-12-3-12.5 (LexisNexis through Act PL 231 of 2011 First Legis. Sess.).

1425 Jennifer Baxter Interview, supra note 172.

1426 IND. CODE ANN. § 3-12-3.5-2 (LexisNexis through Act PL 231 of 2011 First Legis. Sess.).

1427 IND. CODE ANN. § 3-12-3.5-3 (LexisNexis through Act PL 231 of 2011 First Legis. Sess.).

1428 Janet Hasser Interview and Kathy Richardson Interview, supra note 172.

1429 Kathy Richardson Interview, supra note 172.

1430 IND. CODE ANN. §§ 3-12-3-10, -3.5-4 (LexisNexis current through Act PL 231 of the 2011 First Legis.
sess.).

131 Jennifer Baxter Interview, Janet Hasser Interview and Kathy Richardson Interview, supra note 172.

14932 Jennifer Baxter Interview, supra note 172.

1433 Janet Hasser Interview, supra note 172.

1434 Kathy Richardson Interview, supra note 172.

1435 IND. CODE ANN. § 3-12-3-1 (LexisNexis through Act PL 231 of 2011 First Legis. Sess.).

1436 ]

1437 Janet Hasser Interview, supra note 172.

1438 Kathy Richardson Interview, supra note 172.

1439 IND. CODE ANN. §§ 3-11-15-22, -25, -43 (LexisNexis through Act PL 231 of 2011 First Legis. Sess.); IVance
Pool Interview, supra note 168.

1440 IND. CODE ANN. § 3-12-4-8 (LexisNexis through Act PL 231 of 2011 First Legis. Sess.).

1441 Janet Hasser Interview and Kathy Richardson Interview, supra note 172.

1442 Kathy Richardson Interview, supra note 172.

1443 Janet Hasser Interview, supra note 172.

1444 Kathy Richardson Interview, supra note 172.

1445 IND. CODE ANN. §§ 3-12-3-2, -3.5-5 (LexisNexis through Act PL 231 of 2011 First Legis. Sess.).

1446 IND. CODE ANN. § 3-12-3-11(a) (LexisNexis through Act PL 231 of 2011 First Legis. Sess.).

1447 IND. CODE ANN. § 3-12-3-3 (LexisNexis through Act PL 231 of 2011 First Legis. Sess.).

1448 IND. CODE ANN. § 3-12-3.5-2 (LexisNexis through Act PL 231 of 2011 First Legis. Sess.).

1449 IND. CODE ANN. §§ 3-12-3-11, -3.5-5 (LexisNexis through Act PL 231 of 2011 First Legis. Sess.).
1450 Janet Hasser Interview and Kathy Richardson Interview, supra note 172.

1451 Mary Mosiman Interview, supra note 608.

1452 JowA CODE § 50.1A (2011).

1453 JTOowA CODE §§ 50.9 to .10 (2011); IoWA SEC’Y OF STATE, Form 1-K: Ballot Record and Receipt (Rev.-08,
2009), available at http:/ /www.sos.state.ia.us/pdfs/elections/forms/ballotrecord.pdf. (last visited Nov. 29,
2011) [hereinafter lowa Form 1-K].

1454 See JOWA ADMIN. CODE r. 721-26.3(50) (2011).

1455 Mary Mosiman Interview, supra note 608.

1456 JowA CODE § 50.11 (2011).

1457 Brenda Peshel Interview, supra note 611.

1458 Roland Caldwell Interview, supra note 611.

1459 Gloria Carr Interview, supra note 611.

1460 JowA CODE § 50.6 (2011); see also Mary Mosiman Interview, supra note 608.

1461 Roland Caldwell Interview, Brenda Peshel Interview and Gloria Carr Interview, supra note 611.

1462 See Iowa Form 1-K, supra note 1453; Mary Mosiman Interview, supra note 608.

1463 JowA CODE § 50.24 (2011); Mary Mosiman Interview, supra note 608.

1464 ]
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1465 Mary Mosiman Interview, supra note 608; see also IOWA CODE § 50.36 (2011)
1466 Roland Caldwell Interview and Brenda Peshel Interview, supra note 611.

1467 Gloria Carr Interview, supra note 611.

1468 JowA CODE § 50.38 (2011).

1469 ]

1470 Brenda Peshel Interview and Gloria Carr Interview, supra note 611.

1471 Brenda Peshel Interview and Gloria Carr Interview, supra note 611.

1472 JowA ADMIN. CODE r. 721-22.51(12) (2011).

1473 Roland Caldwell Interview, supra note 611.

1474 Brenda Peshel Interview, supra note 611.

1475 Gloria Carr Interview, supra note 611.

1476 JowA ADMIN. CODE r. 721-5.16(10) (2011).

Y77 Mary Mosiman Interview, supra note 608.

1478 KAN. STAT. ANN. § 25-3001 (2011).

1479 17

1480 KAN. STAT. ANN. § 25-3006(a) (2011).

1481 KAN. STAT. ANN. § 25-3006(a) (2011).

1482 Krysta Torsen Interview, supra note 179; Marcia Ashmore Interview, supra note 180; Jenna Fager Interview, supra note
181.

1483 KAN. STAT. ANN. § 25-4611(a) (2011).

1484 Id, § 25-4611(e).

1485 I, § 25-4611(b).

1486 Kyysta Torsen Interview, supra note 170; Marcia Ashmore Interview, supra note 180.
1487 KAN. STAT. ANN. § 25-4612(a) (2011).

1488 I, § 25-4612(d).

1489 Jd. § 25-4612(b).

1490 Jenna Fager Interview, supra note 181.

1491 KAN. STAT. ANN. § 25-3001(e) (2011).

1492 Se¢ KAN. ADMIN. REGS. § 7-24-2 (2011).

1493 Krysta Torsen Interview, supra note 179; Marcia Ashmore Interview, supra note 180; Jenna Fager Interview, supra note
181.

1494 KAN. STAT. ANN. § 25-4611(a) (2011).

1495 KAN. STAT. ANN. § 25-4412(a) (2011).

1496 KAN. STAT. ANN. § 25-3103(b) (2011).

1497 KAN. STAT. ANN. § 25-3106 (2011).

1498 KAN. STAT. ANN. § 25-3107(a) (2011).

1499 KAN. STAT. ANN. § 25-3107(b) (2011).

1500 KAN. STAT. ANN. § 25-3202 (2011).

1501 Brad Bryant Interview, supra note 183.

1502 Krysta Torsen Interview, supra note 179; Marcia Ashmore Interview, supra note 180; Jenna Fager Interview, supra note
181.

1503 Krysta Torsen Interview, supra note 179.

1504 Marcia Ashmore Interview, supra note 180.

1505 Jenna Fager Interview, supra note 181.

1506 KAN. STAT. ANN. § 25-4611(e) (2011).

1507 KAN. STAT. ANN. § 25-4412(d) (2011).

1508 KAN. STAT. ANN. §§ 25-4611(c), 4412(c) (2011).

1509 KAN. STAT. ANN. § 25-3109 (2011).

1510 Kyysta Torsen Interview, supra note 179; Marcia Ashmore Interview, supra note 180.
U Jenna Fager Interview, supra note 181.

1512 31 KY. ADMIN. REGS. 2:010, Sec. 21 (2007).

1513 Jan Mills Interview and 1V alerie Newell Interview, supra note 198.

1514 Ky. REV. STAT. ANN. 117.275(2)(b)-(c) (West 2011); see also Maryellen Allen Interview, supra note 194.
1515 Ky. REV. STAT. ANN. 117.275(2)(d) (West 2011).

1516 Ky. REV. STAT. ANN. 117.275(4) (West 2011); Maryellen Allen Interview, supra note 194.
517Ky, REV. STAT. ANN. 117.275(5) (West 2011).
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1518 Maryellen Allen Interview, supra note 194; see also KY. REV. STAT. ANN. 117.275(6) (West 2011).
1519 Maryellen Allen Interview, supra note 194.

1520 Tracy Merriman Interview, supra note 198.

1521 alerie Newell Interview, supra note 198.

1522 Maryellen Allen Interview, supra note 194.

1523 31 Ky. ADMIN. REGS. 2:010, Sec. 13(2), (5) (2007).

152431 KY. ADMIN. REGS. 2:010, Sec. 11(3)(a) (2007).

152531 KY. ADMIN. REGS. 2:010, Sec. 21(11) (2007).

1526 31 KY. ADMIN. REGS. 2:010, Sec. 11 (2007).

1527 Jan Mills Interview, V alerie Newell Interview and Tracy Merriman Interview, supra note 198.

1528 Maryellen Allen Interview, supra note 194.

1529 1/

1530 Ky. REV. STAT. ANN. § 117.305(1) (West 2011).

1531 Maryellen Allen Interview, supra note 194.

1552 [

1533 KY. REV. STAT. ANN. § 117.305(2)(f) (West 2011).

1534 Jan Mills Interview 1 alerie Newell Interview and Tracy Merriman Interview, supra note 198.

1535 Maryellen Allen Interview, supra note 194.

1536 Jan Mills Interview, supra note 198.

1557 alerie Newell Interview, supra note 198.

1538 Tracy Merriman Interview, supra note 198.

1539 Maryellen Allen Interview, supra note 194.

1540 [/

1541 Ky. REV. STAT. ANN. §§ 117.275(3), (4) (West 2011); Maryellen Allen Interview, supra note 194.
1542 KY. REV. STAT. ANN. §§ 117.275(9), .305(1) (West 2011); Maryellen Allen Interview, supra note 194.
1543 A, REV. STAT. ANN. § 18:571(A)(2)(a) (LexisNexis through 2011 Leg. Sess.).

1544 A, REV. STAT. ANN. §§ 18:571(A)(2)(b) — (A)(3)(a) (LexisNexis through 2011 Leg. Sess.).
1545 _A4/aina Rung Interview, Brenda Folse Interview and Marion Hopkins Interview, supra note 209.

1546 A, REV. STAT. ANN. §§ 18:571(A)(4), (5), (7) (LexisNexis through 2011 Leg. Sess.).

1547 LA. REV. STAT. ANN. § 18:571(8) (LexisNexis through 2011 Leg. Sess.).

1548 LA. REV. STAT. ANN. § 18:572 (LexisNexis through 2011 Leg. Sess.).

1549 _Angie Rogers Interview, supra note 208.

1550 _A4/aina Rung Interview, Brenda Folse Interview and Marion Hopkins Interview, supra note 209.

1551 Marion Hopkins Interview, supra note 209.

1552 LA, REV. STAT. ANN. § 18:572 (LexisNexis through 2011 Leg. Sess.).

1553 A, REV. STAT. ANN. § 18:574(D)(1) (LexisNexis through 2011 Leg. Sess.).

155 L.A. REV. STAT. ANN. §§ 18:571(A)(4) (LexisNexis through 2011 Leg. Sess.).

1555 T.A. REV. STAT. ANN. § 18:571(A)(3)(a)(iv) (LexisNexis through 2011 Leg. Sess.).

1556 _A4/aina Rung Interview and Marion Hopfkins Interview, supra note 209.

1557 Brenda Folse Interview, supra note 209.

1558 _AJaina Rung Interview, supra note 209.

1559 T.A. REV. STAT. ANN. § 18:573(B) (LexisNexis through 2011 Leg. Sess.).

1560 I/

1561 See LA. REV. STAT. ANN. § 18:574(A)(2) (LexisNexis through 2011 Leg. Sess.).

1562 See LA. REV. STAT. ANN. §§ 18:574(B)(1)—(6) (LexisNexis through 2011 Leg. Sess.).

1563 _4/aina Rung Interview, Brenda Folse Interview and Marion Hopkins Interview, supra note 209.

1564 _4/aina Rung Interview, Brenda Folse Interview and Marion Hopkins Interview, supra note 209.

1565 Marion Hopkins Interview, supra note 209.

1566 A, REV. STAT. ANN. § 18:571(A)(5) (LexisNexis through 2011 Leg. Sess.).

1567 _A4/aina Rung Interview, Brenda Folse Interview and Marion Hopkins Interview, supra note 209.

1568 ME. REV. STAT. ANN. tit. 21-A, § 695 (LexisNexis through Chap. 447 of First Legis. Sess. 2011).
1569 See ME. REV. STAT. ANN. tit. 21-A, § 693 (LexisNexis through Chap. 447 of First Legis. Sess. 2011).
1570 ME. REV. STAT. ANN. tit. 21-A, § 695.2 (LexisNexis through Chap. 447 of First Legis. Sess. 2011).
1571 4

1572 See ME. REV. STAT. ANN. tit. 21-A, § 698.2-A (LexisNexis through Chap. 447 of First Legis. Sess. 2011).
1573 4
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1574 Karrie Cramer Interview, Carmen Morris Interview and Christine Wolfe Interview, supra note 635.

1575 Karrie Cramer Interview, Carmen Morris Interview and Christine Wolfe Interview, supra note 635.

1576 ME. REV. STAT. ANN. tit. 21-A, § 698.3 (LexisNexis through Chap. 447 of First Legis. Sess. 2011); see also
Julie Flynn Interview, supra note 633.

1577 ME. REV. STAT. ANN. tit. 21-A, § 698.4 (LexisNexis through Chap. 447 of First Legis. Sess. 2011).

1578 ME. REV. STAT. ANN. tit. 21-A, § 711 (LexisNexis through Chap. 447 of First Legis. Sess. 2011); see also Julie
Flynn Interview, supra note 633.

1579 Karrie Cramer Interview, Carmen Morris Interview and Christine Wolfe Interview, supra note 635.

1580 ME, REV. STAT. ANN. tit. 21-A, §§ 711, 711.2-A (LexisNexis through Chap. 447 of First Legis. Sess. 2011).
1581 ME. REV. STAT. ANN. tit. 21-A, § 711.2 (LexisNexis through Chap. 447 of First Legis. Sess. 2011).

1582 ME. REV. STAT. ANN. tit. 21-A, § 722.1 (LexisNexis through Chap. 447 of First Legis. Sess. 2011).

1583 ME. REV. STAT. ANN. tit. 21-A, § 722.2 (LexisNexis through Chap. 447 of First Legis. Sess. 2011).

1584 Rarrie Cramer Interview and Christine Wolfe Interview, supra note 635.

1585 Carmen Morris Interview, supra note 635.

1586 See Julie Flynn Interview, supra note 633.

1587 ME. REV. STAT. ANN. tit. 21-A, §§ 695.1, .3 (LexisNexis through Chap. 447 of First Legis. Sess. 2011).
1588 Karrie Cramer Interview, Carmen Morris Interview and Christine Wolfe Interview, supra note 635.

1589 Julie Elynn Interview, supra note 633.

1590 Karrie Cramer Interview, supra note 635.

159V Carmen Morris Interview, supra note 635.

1592 Christine Wolfe Interview, supra note 635.

1593 ME. REV. STAT. ANN. tit. 21-A, § 722.3 (LexisNexis through Chap. 447 of First Legis. Sess. 2011).

1594 MD. CODE ANN., ELEC. LAW § 11-202(b)(1) (LexisNexis 2011)

1595 MD. CODE ANN., ELEC. LAW § 11-202(b)(3) (LexisNexis 2011).

159 MD. CODE ANN., ELEC. LAW § 11-202(b)(5) (viii) (LexisNexis 2011).

1597 MD. CODE ANN., ELEC. LAW § 10-314(a)(1) (LexisNexis 2011); MD. CODE REGS. 33.08.04.02 (2011).
1598 MD. CODE REGS. 33.10.02.12(A) (2011).

1599 MD. CODE REGS. 33.10.02.36(B)(1) (2011).

1600 MD. CODE REGS. 33.10.02.31 (2011).

1601 MD. CODE ANN., ELEC. LAW § 11-202(b)(5) (LexisNexis 2011); MD. CODE REGS. 33.10.02.35 (2011).
1602 Dapid Gareiss Interview, supra note 229; Steve Fratz Interview and Evelyn Potter Interview, supra note 227.

1603 Dapid Gareiss Interview, supra note 229.

1604 MD. CODE REGS. 33.08.05.01 (2011).

160> MD. CODE REGS. 33.08.05.02, .04 (2011).

1606 Ross Goldstein Interview, supra note 54; see also MD. CODE REGS. 33.08.01.10 (2011).

1607 MD. CODE REGS. 33.08.01.10(A)-(B) (2011).

1608 MD. CODE REGS. 33.08.01.10(C) (2011).

1609 Dapid Gareiss Interview, supra note 229; Steve Fratz Interview and Evelyn Potter Interview, supra note 227.

1610 MD. CODE ANN., ELEC. LAW § 11-307 (LexisNexis 2011).

1611 MD. CODE ANN., ELEC. LAW §§ 11- 308, 401 (LexisNexis 2011).

1612 MD. CODE REGS. 33.10.02.32 (2011).

1613 MD. CODE REGS. 33.10.02.36(A) (2011).

1614 MD. CODE REGS. 33.10.02.12(B)(1) (2011).

1615 MD. CODE REGS. 33.10.02.12(B)(2) (2011).

1616 Dapid Gareiss Interview, supra note 229; Steve Fratz Interview and Evelyn Potter Interview, supra note 227.

1617 MD. CODE REGS. 33.10.02.31 (2011).

1618 MD. CODE ANN., ELEC. LAW § 11-402(c) (LexisNexis 2011).

1619 MASS. GEN. LAWS ch. 54, § 105A (2011); 950 MASS. CODE REGS. 54.06(7)(a) (2011); E-mail Interview with
Michelle Tassinari, Dir. of Elections, Legal Counsel Election Division, Secy’ of the Commonwealth of Mass.
(Feb. 3, 2012) (on file with Verified Voting) [hereinafter Michelle Tassinari Interview).

1620 950 MASS. CODE REGS. 54.06(9)(a) (2011); Michelle Tassinari Interview, supra note 1619.

1621 MASS. GEN. LAWS ch. 54, § 105A (2011).

1622 [

1623 MASS. GEN. LAWS ch. 54, § 109 (2011).

1624 Kathleen Nagle Intereviw and Elizabeth Camara Interview, supra note 649.

1625 Mary Kennedy Interview, supra note 649.
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1626 950 MAsS. CODE REGS. 54.06 (2011); Michelle Tassinari Interview, supra note 1619.

1627950 MAss. CODE REGS. 54.06(14)-(15) (2011).

1628 950 MAss. CODE REGS. 54.06(23) (2011).

1629.950 MAss. CODE REGS. 54.06(20)-(22) (2011).

1630 Rathleen Nagle Intereviw, Mary Kennedy Interview and Elizabeth Camara Interview, supra note 649.
1631 Blizabeth Camara Interview, supra note 649.

1632 MASS. GEN. LAWS ch. 54, § 111 (2011).

1633 MASS. GEN. LAWS ch. 54, §§ 115, 116 (2011).

1634 Michelle Tassinari Interview, supra note 1619.

1635 Rathleen Nagle Intereviw, Mary Kennedy Interview and Elizabeth Camara Interview, supra note 649.
1636 Mary Kennedy Interview, supra note 649.

1657 MASS. GEN. LAWS ch. 54, § 105A (2011).

1638 MASS. GEN. LAWS ch. 54, § 110(a), 115 (2011); 950 MASS. CODE REGS. 54.06(15A) (2011); Michelle Tassinari
Interview, supra note 1619.

1639 Elizabeth Camara Interview, supra note 649.

1640 Mary Kennedy Interview, supra note 649.

1641 Kathleen Nagle Intereviw, supra note 649.

1642 MICH. COMP. LAWS ANN. § 168.801 (West 2011).

1643 MICH. COMP. LAWS ANN. § 168.805 (West 2011).

1644 1., MICH. COMP. LAWS ANN. § 168.806 (West 2011).

1645 MICH. COMP. LAWS ANN. § 168.806(a) (West 2011).

1646 MICH. COMP. LAWS ANN. § 168.805(2) (West 2011).

1647 MICH. COMP. LAWS ANN. § 168.806 (West 2011).

1648 Melissa Malerman Interview, supra note 653; see also MICH. COMP. LAWS ANN. § 168.801, .803 (West 2011).
1649 Melissa Malerman Interview, supra note 653.

1650 I.; see, e.g., Mich. Dep’t of State, Election Inspectors’ Guide for AccuVote Precinct Tabulator, available at
http://www.michigan.gov/documents/sos/AccuVote_Techsheet_203151_7.pdf (last visited Dec. 9, 2011).
[hereinafter Guide for Accul ote Precinct Tabulator].

1651 Melissa Malerman Interview, supra note 653; see, e.g., Guide for Accul’ote Precinct Tabulator, supra note 1650.
1652 Melissa Malerman Interview, supra note 653.

1653 MICH. COMP. LAWS ANN. § 168.802 (West 2011).

1654 Dina Peek Interview, supra note 655.

1655 Dawn Olney Interview, supra note 655.

1656 MICH. COMP. LAWS ANN. §§ 168.821, .822 (West 2011).

1657 Melissa Malerman Interview, supra note 653.

1658 MICH. COMP. LAWS ANN. § 168.823 (West 2011).

1659 Dawn Olney Interview, supra note 655.

1660 Dijna Peek Interview, supra note 655.

1661 ]

1662 MICH. COMP. LAWS ANN. § 168.807 (West 2011).

1663 MICH. COMP. LAWS ANN. §§ 168.809(1)-(2), .824, .825 (West 2011).

1664 MICH. COMP. LAWS ANN. § 168.809(2) (West 2011).

1665 Melissa Malerman Interview, supra note 653.

1666 ]

1667 Deborah Hillman Interview, supra note 655.

1668 Dawn Olney Interview, supra note 655.

1669 MINN. STAT. ANN. § 206.86(1) (West 2010).

1670 17

1671 MINN. STAT. ANN. § 206.845(2) (West 2010).

1672 1]

1673 MINN. STAT. ANN. § 206.86(2) (West 2010).

1674 MINN. STAT. ANN. § 206.86(4) (West 2010).

1675 MINN. STAT. ANN. § 206.86(6) (West 2010).

1676 MINN. STAT. ANN. § 204C.19(2) (West 2010).

1677 1

1678 MINN. STAT. ANN. § 204C.27 (West 2010).
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1679 Heather Henrich Interview, Mary Schwendig Interview and Vicki Doebling Interview, supra note 668.
1680 MINN. STAT. ANN. § 204C.24(1)(a)-(e) (West 2010).

1681 MINN. STAT. ANN. § 206.86(6) (West 2010).

1682

1683 Heather Henrich Interview, Mary Schwendig Interview and Vicki Doebling Interview, supra note 668.
1684 Heather Henrich Interview and Vicki Doebling Interview, supra note 668.
1685 Mary Schwendig Interview, supra note 668.

1686 MINN. STAT. ANN. § 206.86(1) (West 2010).

1687 Mary Schwendig Interview, supra note 668.

1688 MINN. STAT. ANN. §§ 206.86(1), 204C.20(2) (West 2010).

1689 MINN. STAT. ANN. § 204C.20(2) (West 2010).

1690 MINN. STAT. ANN. § 204C.33(1)(a)-(c) (West 2010).

1691 MINN. STAT. ANN. § 204C.33(1) (West 2010).

1692 Gary Poser Interview, supra note 667.

1693 Heather Henrich Interview and Vicki Doebling Interview, supra note 668.
1694 Mary Schwendig Interview, supra note 668.

1695 Gary Poser Interview, supra note 667.

1696 Heather Henrich Interview, supra note 668.

1697 Mary Schwendig Interview, supra note 668.

1698 175¢cki Doebling Interview, supra note 668.

1699 MINN. STAT. ANN. §§ 204C.19(1), 206.86(3) (West 2010).

1700 Heather Henrich Interview, Mary Schwendig Interview and Vicki Doebling Interview, supra note 668.
170V Heather Henrich Interview, supra note 668.

1702 MINN. STAT. ANN. § 206.86(4) (West 2010).

1703 Gary Poser Interview, supra note 667.

1704 MINN. STAT. ANN. § 204C.33(2) (West 2010).

1705 M1ss. CODE ANN. § 23-15-531.10(3) (2011).

1706 M1ss. CODE ANN. § 23-15-531.10(4) (2011).

1707 M1Ss. CODE ANN. §§ 23-15-531.10(5) to (6) (2011).

1708 Miss Stanford Interview, supra note 236.

1709 Pamela Weaver Interview, supra note 236.

1710 M1ss. CODE ANN. § 23-15-517 (2011).

1711 M1ss. CODE ANN. § 23-15-519 (2011).

1712 4

1713 Miss Lofton Interview, supra note 236.

1114 Pamela Weaver Interview, supra note 236.

1715 M1ss. CODE ANN. § 23-15-591 (2011).

1716 4

1717 M1ss. CODE ANN. § 23-15-595 (2011).

1718 Miss Lofton Interview and Miss Stanford Interview, supra note 2306.

1119 Pamela Weaver Interview, supra note 236.

1720 M1ss. CODE ANN. § 23-15-591 (2011).

1721 [

1722 14

1725 Miss Lofton Interview and Miss Stanford Interview, supra note 2306.

1724 Pamela Weaver Interview, supra note 236.

1725 M1ss. CODE ANN. § 23-15-597 (2011).

1726 Pamela Weaver Interview, supra note 236.

1727 M1ss. CODE ANN. §§ 23-15-601, -603 (2011).

1728 Pamela Weaver Interview, supra note 236.

1729 Miss. CODE ANN. §§ 23-15-613(1), (2) (2011).

1730 E-mail Interview with Leslye Winslow, Senior Counsel, Missouri Sec’y of State (Apr. 4, 2012) (on file with
Verified Voting) [hereinafter Leslye Winslow Interview].

1731 Miss Lofton Interview, supra note 236.

1732 Miss Stanford Interview, supra note 236.

1733 M1ss. CODE ANN. §§ 23-15-531.10, 523(1) (2011).
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1734 M1ss. CODE ANN. § 23-15-591 (2011).

1735 Miss Lofton Interview and Miss Stanford Interview, supra note 236.

1736 Miss Stanford Interview, supra note 236.

1737 MO. CODE REGS. ANN. tit.15, § 30-10.150(4) (2011).

1738 MO. CODE REGS. ANN. tit.15, § 30-10.150(5) (2011).

1739 Chrissy Peters Interview, supra note 680.

1740 Zach McFarland Interview, Marvin Register Interview, and Barbara Daly Interview, supra note 683.
141 Marvin Register Interview, supra note 683.

1742 Mo. CODE REGS. ANN. tit.15, § 30-10.150(6) (2011).

1743 MO. CODE REGS. ANN. tit.15, § 30-10.150(7), (9) (2011).

1744 Mo. CODE REGS. ANN. tit.15, § 30-10.150(8) (2011).

1745 Mo. CODE REGS. ANN. tit.15, § 30-10.150(4) (2011).

1746 I

V47 Id.; Chrissy Peters Interview, supra note 680.

1748 Mo. CODE REGS. ANN. tit.15, § 30-10.160(6) (2011).

1749 Chrissy Peters Interview, supra note 680.

1750 Zach McFarland Interview, Marvin Register Interview, and Barbara Daly Interview, supra note 683.
1751 Barbara Daly Interview, supra note 683.

1752 Mo. CODE REGS. ANN. tit.15, § 30-10.160(7) (2011).

1753 Mo. CODE REGS. ANN. tit.15, § 30-10.160(7)(A) (2011).

1754 MO. ANN. STAT. § 115.497 (West 2011).

1755 MO. ANN. STAT. § 115.501 (West 2011).

1756 MO. ANN. STAT. § 115.503(1) (West 2011).

1757 MO. ANN. STAT. § 115.503(2) (West 2011).

1758 MO. ANN. STAT. § 115.507(2) (West 2011).

1759 [ eslye Winslow Interview, supra note 1759.

1760 Zach McFarland Interview, Marvin Register Interview, and Barbara Daly Interview, supra note 683.
1761 Chrissy Peters Interview, supra note 680.

1762 MO. ANN. STAT. § 115.503 (West 2011).

1763 T eslye Winslow Interview, supra note 1759.

1764 Zach McFarland Interview, Marvin Register Interview, and Barbara Daly Interview, supra note 683.
1765 Barbara Daly Interview, supra note 683.

1766 MONT. CODE ANN. § 13-15-101(1)-(2) (West 2011).

1167 Verified 1V oting Verifier, Montana, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?&ec=allall&year=2010&state=Montana (last visited Mat. 5,
2012); see also MONT. CODE ANN. § 13-15-206(3)(a) (West 2011).

1768 MONT. CODE ANN. § 13-15-206(2)(a)-(b) (West 2011).

1769 MONT. CODE ANN. § 13-15-206(2)(b)(iii) (West 2011).

1770 I isa Kimmet Interview, supra note 690.

1771 14

1772 MONT. CODE ANN. § 13-15-204 (West 2011).

1773 Rebecca Connors Interview, Misti Norvis Interview, Kathie Newgard Interview, and Sherry Bjorndal Interview, supra note
0691.

1774 MONT. CODE ANN. § 13-15-205 (West 2011).

1775 MONT. CODE ANN. § 13-15-201(2) (West 2011).

1776 1 isa Kimmet Interview, supra note 690.

1777 MONT. CODE ANN. § 13-15-201(3) (2011).

1778 MONT. CODE ANN. § 13-15-401 (West 2011).

1779 MONT. CODE ANN. § 13-15-403(1) (West 2011).

1780 MONT. CODE ANN. § 13-15-403(4) (West 2011).

1781 MONT. CODE ANN. § 13-15-404 (West 2011).

1782 Rebecca Connors Interview, supra note 691.

1783 Misti Norris Interview, supra note 691.

1784 Kathie Newgard Interview, supra note 691.

1785 MONT. CODE ANN. § 13-15-101 (West 2011); Lisa Kimmet Interview, supra note 690.

1786 MONT. CODE ANN. § 13-15-403(1) (West 2011).
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V187 [ isa Kimmet Interview, supra note 690.

1788 Kathie Newgard Interview, supra note 691.

1789 Rebecca Connors Interview, supra note 691.

1790 Misti Norris Interview, supra note 691.

V19V Sherry Bjorndal Interview, supra note 691.

1792 Becky Richter Interview, supra note 696.

1793 NEB. REV. STAT. § 32-1001 (2011).

179% Becky Richter Interview, supra note 696.

1795 NEB. REV. STAT. § 32-1010 (2011).

1796 NEB. REV. STAT. §§ 32-1010, -1012 (2011).

1797 NEB. REV. STAT. § 32-1012 (2011); Becky Richter Interview, supra note 696.

1798 Becky Richter Interview, supra note 696.

1799 14

1800 NEB. REV. STAT. § 32-1017 (2011).

1801 Becky Richter Interview, supra note 696.

1802

1803 [/

1804 [/

1805 e NEB. REV. STAT. § 32-1031 (2011).

1806 Becky Richter Interview, supra note 696.

1807 NEB. REV. STAT. § 32-1031(1) (2011); Becky Richter Interview, supra note 696.
1808 NEB. REV. STAT. § 32-1031(1) (2011).

1809 NEB. REV. STAT. § 32-1031(2) (2011).

1810 NEB. REV. STAT. § 32-1034 (2011).

1811 Becky Richter Interview, supra note 696.

1812 Becky Richter Interview, supra note 696.

1813 §e¢ NEB. REV. STAT. § 32-1038 (2011).

1814 Se¢ NEB. REV. STAT. § 32-1036 (2011); see also Official Rep. of the Bd. of State Canvassers of the State of
Neb., Gen.Election, Nov. 2, 2010, available at

http:/ /www.sos.ne.gov/elec/pdf/2010%20Gen%20Canvass%20Book%2011-30-Final.pdf (last visited Mat. 5,
2012).

1815 NEV. REV. STAT. § 293B.330(1)(2) (2011); Ryan High Interview, supra note 254.
1816 NEV. REV. STAT. §§ 293B.330(1)(b)(1)-(3) (2011).

1817 NEV. REV. STAT. §§ 293B.330(1)(b)(4), .335(1) (2011).

1818 NEV. REV. STAT. § 293B.330(1)(c) (2011).

1819 NEV. REV. STAT. § 293B.330(2) (2011).

1820 NEV. REV. STAT. § 293B.330(3) (2011).

1821 NEV. REV. STAT. §§ 293B.365(1)-(3) (2011).

1822 NEV. REV. STAT. §§ 293B.380(2)(c), (¢) (2011).

1823 NEV. REV. STAT. § 293B.380(2)(b) (2011).

1824 NEV. REV. STAT. § 293B.380(2)(d) (2011).

1825 NEV. REV. STAT. § 293B.380(2)(f) (2011).

1826 NEV. REV. STAT. § 293B.380(2)(h) (2011).

1827 NEV. REV. STAT. § 293B.330(2) (2011).

1828 NEV. REV. STAT. § 293B.330(1)(b)(3) (2011).

1829 NEV. REV. STAT. § 293.387(1) (2011).

1830 NEV. REV. STAT. § 293.387(1)-(3) (2011); Larry Lomax Interview, supra note 262.
1831 L arry Lomax Interview, supra note 262; Dan Burk Interview, supra note 263; Cindy Elgan Interview, supra note 265.
1832 Dan Burk Interview, supra note 263.

1833 [

1834 L arry Lomax Interview, supra note 262 Dan Burk Interview, supra note 263; Cindy Elgan Interview, supra note 265.
1835 Larry Lomax Interview, supra note 262.

1836 Dan Burk Interview, supra note 263.

1837 Cindy Elgan Interview, supra note 265.

1838 NEV. REV. STAT. § 293.383(1) (2011).

1839 Ryan High Interview, supra note 254.

COUNTING VOTES 2012: A STATE BY STATE LOOK AT VOTING TECHNOLOGY PREPAREDNESS 311



1840 1/
1841 NEV. REV. STAT. § 293.391(3)-(4) (2011).

182 N.H. REV. STAT. ANN. § 658:31 (2011).

1843 N.H. REV. STAT. ANN. §§ 659:60 to :61 (2011).

1844 _Anthony Stevens Interview, supra note 715.

1845 N.H. REV. STAT. ANN. § 659:70 (2011).

1846 N.H. REV. STAT. ANN. § 659:71 (2011).

1847 N.H. REV. STAT. ANN. §§ 659:73(I)(a)-(c) (2011).

1848 N.H. REV. STAT. ANN. §§ 659:73(IV)-(VI) (2011); N. H. DEP’T OF STATE, N. H. ELECTION PROCEDURE
MANUAL: 2010-2011 35-36, available at http:/ /www.sos.nh.gov/EPM-10-Online-2.8%20for%20website.pdf
[hereinafter NH Procedure Manuall; Anthony Stevens Interview, supra note 715.

1849 _Anthony Stevens Interview, supra note 715.

1850 N.H. REV. STAT. ANN. § 659:95 (2011); Anthony Stevens Interview, supra note 715.

1851 N.H. REV. STAT. ANN. §§ 659:98 to :99 (2011).

1852 N.H. REV. STAT. ANN. § 659:75 (2011).

1853 N.H. REV. STAT. ANN. § 659:73(VI) (2011).

1854 N.H. REV. STAT. ANN. § 659:73(IV) (2011); NH Procedure Manual, supra note 1848, at 158-61.

1855 _Anthony Stevens Interview, supra note 715; State of N.H., Moderator’s Worksheet 2012 (on file with Verified
Voting).

1856 _Anthony Stevens Interview, supra note 715; State of N.H., Moderator’s Worksheet 2012 (on file with Verified
Voting).

1857_Anthony Stevens Interview, supra note 715.

1858 N.H. REV. STAT. ANN. § 659:81 (2011) Anthony Stevens Interview, supra note 715.

1859 Anthony Stevens Interview, supra note 715.

1860 ]

1861 ]

1862 ]

1863 N.H. REV. STAT. ANN. §§ 659:102, 33-A:3-a(CXL) (2011); Telephone Interview with Anthony Stevens,
Asst. Sec’y of State, N. H. (Mar. 22, 2012) (on file with Verified Voting).

186%_Anthony Stevens Interview, supra note 715.

1865 N. H. Dep’t of State, N. H. VOTING DISTRICTS AND PAST ELECTION RESULTS,

http:/ /www.sos.nh.gov/election%20stats%20and%20districts.html (last visited Nov. 11, 2011).

1866 See NH Procedure Mannal, supra note 1848, at 149-56.

1867 NJ BOARD MEMBER TRAINING MANUAL, s#pra note 283, at 36.

1868 ]

1869 7

1870 I4, at 37.

1871 14, at 38.

1872 1]

1873 Robert Giles Interview, supra note 59; Shirley Manaban Interview, supra note 279.

1874 N.J. STAT. ANN. § 19:53A-7(g) (West 2011); see also N.J. STAT. ANN. § 19:47-2) (West 2011)

1875 Robert Giles Interview, supra note 59; Shirley Manaban Interview, supra note 279.

1876 N.J. STAT. ANN. §§ 19:19-1 to :20-1 (West 2011).

1877 N.J. STAT. ANN. § 19:19-8 (West 2011).

1878 N.J. STAT. ANN. § 19:19-9 (West 2011).

1879 Robert Giles Interview, supra note 59.

1880 Shirley Manahan Interview, supra note 279.

1881 NJ BOARD MEMBER TRAINING MANUAL, s#pra note 283, at 36, 38.

1882 N.J. STAT. ANN. § 19:19-14 (West 2011).

1883 Robert Giles Interview, supra note 59.

1884 Shirley Manahan Interview, supra note 279.

1885 N.M. STAT. ANN. § 1-12-28 (West 2011); see also N.M. STAT. ANN. § 1-12-30(A) (West 2011)

1886 Peggy Carabajal Interview and Janet Collins Interview, supra note 725.

1887 Peggy Carabajal Interview, supra note 725.

1888 Tanet Collins Interview, supra note 725.

1889 N.M. STAT. ANN. § 1-12-30(A) (West 2011).
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1890 N.M. STAT. ANN. §§ 1-12-30(B), -31(A) -32, -34 (West 2011).

1891 N.M. STAT. ANN. § 1-12-30.1 (West 2011).

1892 Peggy Carabajal Interview, supra note 725.

1893 Tanya Shelby, Interview supra note 725.

1894 Tanet Collins Interview, supra note 725.

1895 [/

1896 Peggy Carabajal Interview and Tanya Shelby Interview, supra note 725.

1897 11

1898 Tanet Collins Interview, supra note 725.

1899 N.M. STAT. ANN. §§ 1-13-3, -4 (West 2011).

1900 N.M. STAT. ANN. §§ 1-13-7, -9 (West 2011).

1901 N.M. STAT. ANN. § 1-13-13(C) (West 2011).

1902 N.M. STAT. ANN. § 1-13-5 (West 2011).

1903 N.M. STAT. ANN. § 1-13-16(A) (West 2011).

1904 N.M. STAT. ANN. § 1-13-18 (West 2011).

1905 N.M. STAT. ANN. § 1-12-34 (West 2011).

1906 N.M. STAT. ANN. § 1-13-17 (West 2011); Bobbi Shearer Interview, supra note 724.

1907 Peggy Carabajal Interview, Tanya Shelby Interview, and Janet Collins Interview, supra note 725.
1908 Janet Collins Interview, supra note 725.

1909 _Anna Svizzero Interview, supra note 730.

1910 NLY. ELEC. LAW § 9-102(1) (McKinney 2011).

1911 NLY. BLEC. LAW § 9-102(2)(a) (McKinney 2011).

1912 14

1913 [

% _Anna Svizzero Interview, supra note 730.

Y5Dick Work Interview and Helen Kiggins Walsh Interview, supra note 731; Email Interview, Susanne Lipari,
Poll Worker, Schuyler Cnty. (Apr. 25, 2012) (on file with Verified Voting) [hereinafter Susanne Lipari
Intervien).

1916 Susanne Lipari Interview, supra note 1915.

YT Helen Kiggins Walsh Interview, supra note 731.

1918 Dijck Work Interview, supra note 731.

1919 NLY. ELEC. LAW § 9-106 (McKinney 2011).

1920 See i, N.Y. ELEC. LAW §§ 9-108(1)-(2) (McKinney 2011).

1921 NLY. BLEC. LAW § 9-108(2) (McKinney 2011).

1922 Anna Svizzero Interview, supra note 730; Dick Work Interview and Helen Kiggins Walsh Interview, supra note 731;
Susanne Lipari Interview, supra note 1915.

1923 Dick Work Interview and Helen Kiggins Walsh Interview, supra note 731; Susanne Lipari Interview, supra note 1915.
1924 NLY. BLEC. LAW § 9-206 (McKinney 2011).

1925 [/

1926 NLY. ELEC. LAW § 9-208(3) (McKinney 2011).

1927 14

1928 See Anna Svizzero Interview, supra note 730.

1929 1/

1930 1/

1931 Id.; see also N.Y. ELEC. LAW § 9-126(1) (McKinney 2011).

1932 Susanne Lipari Interview, supra note 1915.

1933 Dick Work Interview, supra note 731.

193% Helen Kiggins Walsh Interview, supra note 731.

1935 N.C. GEN. STAT. § 163-182.2 (2011), 8 N.C. Admin. Code 06B.0105(a), and NC Uniformity Report, supra note
300, at 14-1.

1936 8 N.C. ADMIN. CODE 10B.0105(g) (2011).

19378 N.C. ADMIN. CODE 10B.0105(g) (2011).

1938 N.C. GEN. STAT. § 163-182.1(a)(5) (2011)

1939 Deborah Formyduval Interview, supra note 301.

1940 Michael Perry Interview, supra note 301.

1941 8 N.C. ADMIN. CODE 10B.0105(1) (2011).
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19428 N.C. ADMIN. CODE 6B.0105(d), 10B.0105(h) (2011); 8 N.C. ADMIN. CODE 10B.0105(h) (2011).
19438 N.C. ADMIN. CODE 10B.0105(k) (2008); see also Johnnie McLean Interview, supra note 306.

1944 Deborah Formyduval Interview, Doyle Teague Interview, and Michael Perry Interview, supra note 301.

1945 Deborah Formyduval Interview, supra note 301.

1946 Michael Perry Interview, supra note 301.

1947 NC Uniformity Report, supra note 300 at 3-1.

1948 NC Uniformity Report, supra note 300 at 3-1; Don Wright Interview, supra note 299.

1949 NC Uniformity Report, supra note 300 at 3-1; Deborah Formyduval Interview and Doyle Teague Interview, supra note
301.

1950 Deborah Formyduval Interview and Doyle Teague Interview, supra note 301.

1951 Michael Perry Interview, supra note 301.

1952 NC Uniformity Report, supra note 300 at 3-1.

1953 14

1954 Deborah Formyduval Interview, Doyle Teague Interview, and Michael Perry Interview, supra note 301.

1955 Michael Perry Interview, supra note 301.

1956 Don Wright Interview, supra note 299; Deborah Formyduval Interview, supra note 301.

1957 N.C. GEN. STAT. § 163-182.5(b) (2011).

1958 Deborah Formyduval Interview, Doyle Teague Interview, and Michael Perry Interview, supra note 301.

1959 Michael Perry Interview, supra note 301.

1960 NL.C. GEN. STAT. §§ 163-182(1), (6) (2011).

1961 N.C. GEN. STAT. § 163-182.7(a) (2011) and NC Uniformity Report, supra note 1, at 4-9.

1962 NC Uniformity Report, supra note 300 at 3-2.

1965 NC Uniformity Report, supra note 300 at 3-1; Johnnie McLean Interview, supra note 306; Deborah Formyduval
Interview, Doyle Teagne Interview, and Michael Perry Interview, supra note 301.

1964 8 N.C. ADMIN. CODE 06B.0105(4)(d) (2011); Jobnnie McLean Interview, supra note 300.

1965 Deborah Formyduval Interview, Doyle Teague Interview, and Michael Perry Interview, supra note 301.

1966 See, e.g., Durham County Government — Election Results,
http://www.co.dutham.nc.us/departments/elec/Elections_Results.html (last visited Oct. 24, 2011);
Transylvania County Board of Elections — Election Results Section, http://transylvaniaelections.org/cgi-
bin/Rev6/Code/DisplayPage.pl (last visited Oct. 24, 2011).

1967 Deborah Formyduval Interview, supra note 301.

1968 Doyle Teague Interview, supra note 301.

1969 Michael Perry Interview, supra note 301.

1970 14

7T N.D. CENT. CODE ANN. § 16.1-15-02 (West 2011).

1972 Jim Silrum Interview, supra note 744; Kevin Glatt Interview, Michael Montplaisir Interview, and Val McCloud Interview,
supra note 747.

1973 N.D. CENT. CODE ANN. § 16.1-15-04 (West 2011).

1974 N.D. CENT. CODE ANN. § 16.1-15-06 (West 2011).

1975 N.D. CENT. CODE ANN. § 16.1-15-08 (West 2011).

1976 N.D. CENT. CODE ANN. § 16.1-15-02 (West 2011).

1977 N.D. CENT. CODE ANN. § 16.1-15-02 (West 2011).

1978 Kevin Glatt Interview, supra note 747.

1979 Michael Montplaisir Interview, supra note 747.

1980 1/

1981 1/

1982 17al McClond Interview, supra note 747.

1983 Jim Silrum Interview, supra note 744.

1984 Id.; Kevin Glatt Interview, Michael Montplaisir Interview, and Val McCloud Interview, supra note 747.

1985 1/

1986 N.D. CENT. CODE ANN. § 16.1-15-20 (West 2011).

1987 N.D. CENT. CODE ANN. § 16.1-15-24 (West 2011).

1988 N.D. CENT. CODE ANN. § 16.1-15-37 (West 2011).

1989 N.D. CENT. CODE ANN. § 16.1-15-41 (West 2011).

1990 N.D. CENT. CODE ANN. § 16.1-15-44 (West 2011).

1N Tim Silrum Interview, supra note 744; Val McCloud Interview, supra note 747.
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1992 Michael Montplaisir Interview, supra note 747.

1993 N.D. CENT. CODE ANN. § 16.1-15-02 (West 2011).

1994 N.D. CENT. CODE ANN. § 16.1-15-09(4) (West 2011).

1995 N.D. CENT. CODE ANN. § 16.1-15-17 (West 2011).

1996 N.D. CENT. CODE ANN. § 16.1-15-32 (West 2011).

1997 N.D. CENT. CODE ANN. § 16.1-15-41 (West 2011).

1998 N.D. CENT. CODE ANN. § 16.1-15-44 (West 2011); Jim Silrum Interview, supra note 744.

1999 Kevin Glatt Interview, Michael Montplaisir Interview, and 1 al McClond Interview, supra note 747.
2000 N.D. SEC’Y OF STATE, VOTING INFORMATION AND CENTRAL ELECTION SYSTEMS,
http://results.sos.nd.gov/resultsCountyList.aspx?text=Race&type=CTYSPEC&map=CTY.
2001 OHIO REV. CODE ANN. § 3505.26(A)-(E) (West 2011).

2002 Letter from Jennifer Brunner, Ohio Sec’y of State, to All County Boards of Elections Members, Directors,
and Deputy Directors, 3 (Sept. 9, 2008), available at
http://www.sos.state.oh.us/SOS /Upload/ elections/ ditectives /2008 /Dir2008-87.pdf (last visited Mar. 9,
2012).

2003 OHIO REV. CODE ANN. § 3505.31 (West 2011).

2004 OHIO REV. CODE ANN. § 3505.30 (West 2011).

2005 OHIO REV. CODE ANN. § 3505.26(A)-(E) (West 2011); Linda Stutz, Interview, supra note 317.
2006 OHIO REV. CODE ANN. § 3505.26(E) (West 2011).

2007 I inda Stutz Interview, supra note 317.

2008 Matthew Masterson Interview, supra note 321.

2009 Tetter from Jennifer Brunner, Ohio Sec’y of State, to All County Boards of Elections Members, Directors,
and Deputy Directors, 3 (July 21, 2008), available at

http:/ /www.sos.state.oh.us/SOS /Upload/ elections/ditectives /2008 /Dir2008-57.pdf (last visited July 6, 2012).
2010 I jnda Stutz Interview, Steve Harsman Interview and Sue Donoboe Interview, supra note 317.

2001 Steve Harsman Interview and Sue Donoboe Interview, supra note 317.

2012 [

2013 Sue Donohoe Interview, supra note 317.

2014 OHIO REV. CODE ANN. § 3505.30 (West 2011).

2015 OHIO REV. CODE ANN. § 3505.32(C)-(D) (West 2011).

2016 OHIO REV. CODE ANN. § 3505.32(D) (West 2011).

2017 OHIO REV. CODE ANN. § 3505.32(C) (West 2011).

2018 T jnda Stutz Interview, supra note 317.

2019 Steve Harsman Interview, supra note 317.

2020 Sye Donohoe Interview, supra note 317.

2021 [ inda Stutz Interview, supra note 317.

2022 Steve Harsman Interview, supra note 317.

2023 Sue Donohoe Interview, supra note 317.

2024 OHIO REV. CODE ANN. § 3505.33 (West 2011).

2025 OHIO REV. CODE ANN. § 3505.30 (West 2011).

2026 OHIO REV. CODE ANN. § 3505.33 (West 2011).

2027 [ inda Stutz Interview, supra note 317.

2028 Steve Harsman Interview, supra note 317.

2029 Sue Donohoe Interview, supra note 317.

2030 OKLA. STAT. ANN. tit. 26, § 7-132 (2011).

2031 OKLA. STAT. ANN. tit. 26, § 6-102.1(7) (2011).

2032 OKLA. STAT. ANN. tit. 26, § 7-132 (2011).

2033 [

2034 OKILA. STAT. ANN. tit. 26, § 7-132.2 (2011).

2035 OKLA. STAT. ANN. tit. 26, § 7-133 (2011); Carol Learning Interview, supra note 759; see also Fran Roach Interview,
supra note 757.

2036 OKLA. STAT. ANN. tit. 26, §§ 7-132.2, 133 (2011).

20357 Shelly Boggs Interview, supra note 758.

2038 Trenna Whitson Interview, supra note 760.

2039 Fran Roach Interview, supra note 757.

2030 1., see also Carol Learning Interview, supra note 759.
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2041 Fran Roach Interview, supra note 757; see also Carol Learning Interview, supra note 759.
2042 Shelly Boggs Interview, supra note 758.

2083 Trenna Whitson Interview, supra note 760.

2044 OKLA. STAT. ANN. tit. 26, § 7-136 (2011); see also Carol Learning Interview, supra note 759; Trenna Whitson
Interview, supra note 760.

2045 OKLA. STAT. ANN. tit. 26, § 7-136 (2011).

20346 Fran Roach Interview, supra note 757.

2047 OKLA. STAT. ANN. tit. 26, § 7-136 (2011).

2048 Fran Roach Interview, supra note 757.

2049 1,/

2050 [/

2051 OKLA. STAT. ANN. tit. 26, § 7-136 (2011).

2052 Shelly Boggs Interview, supra note 758; Trenna Whitson Interview, supra note 760.

2053 OKLA. STAT. ANN. tit. 26, § 7-132 (2011).

2054+ OR. REV. STAT. § 254.483(a)-(b) (2011).

2055 Steve Kindred Interview, James Morales Interview, and Jenine McDermid Interview, supra note 765.
2056 Tames Morales Interview, supra note 765.

2057 OR. REV. STAT. § 254.485(1) (2011).

2058 See OR. REV. STAT. § 254.485(2) (2011).

2059 Brenda Bayes Interview, supra note 768.

2060 OR. REV. STAT. § 254.485(2) (2011).

2061 Oregon Procedures Manunal, supra note 764, at 57; Brenda Bayes Interview, supra note 768.
2062 OR. REV. STAT. § 254.485(1) (2011).

2003 Steve Kindred Interview, supra note 765.

2064 Tenine McDernid Interview, supra note 765.

2065 Steve Kindred Interview and James Morales Interview, supra note 7065.

2066 OR. REV. STAT. § 246.410 (2011).

2067 OR. ADMIN. R. 165-007-0290(4)(b) (2011).

2068 Oregon Procedures Mannal, supra note 764, at 57.

2009 14, at 54; Brenda Bayes Interview, supra note 768.

2070 Oregon Procedures Mannal, supra note 764, at 89.

2071 [

2072 OR. REV. STAT. § 254.545(1)-(2) (2011); Brenda Bayes Interview, supra note 768.

2073 OR. REV. STAT. § 254.555(1)(a) (2011) Brenda Bayes Interview, supra note 768.

2074 Brenda Bayes Interview, supra note 768.

2075 Steve Kindred Interview, supra note 765.

2076 James Morales Interview, supra note 765.

2077 Jenine McDerniid Interview, supra note 765.

2078 Brenda Bayes Interview, supra note 768.

207 OR. REV. STAT. § 254.535 (2011).

2080 Brenda Bayes Interview, supra note 768.

2081 See, e.g., Oregon Sec’y of State, Official Results, Nov. 2, 2010 General Election, available at
http://otegonvotes.otg/pages/history/archive /nov022010/g2010tesults.html (last visited Mat. 30, 2012).
2082 Steve Kindred Interview, supra note 765.

2083 Tames Morales Interview, supra note 765.

2084 Jenine McDernid Interview, supra note 765.

208525 PA. CONS. STAT. ANN. §§ 3061, 3031.13(a) (West, WestLaw through 2011 Legis. Sess.); Shauna Clemmer
Interview, supra note 331.

2086 25 PA. CONS. STAT. ANN. § 3062 (West, WestLaw through 2011 Legis. Sess.).

2087 [/

2088 [,/

2089 Cheryl Kayrol Interview, supra note 329.

209025 PA. CONS. STAT. ANN. § 3031.13(a) (West, WestLaw through 2011 Legis. Sess.).
2091 [/

209225 PA. CONS. STAT. ANN. § 3031.13(f) (West, WestLaw through 2011 Legis. Sess.).
2093 25 PA. CONS. STAT. ANN. § 3031.13(g) (West, WestLaw through 2011 Legis. Sess.).
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2094 Cheryl Kayrol Interview, supra note 329.

2095 Pa. Sec’y of State, Electronic Voting Systems Flow Chart, at 4 (on file with Verified Voting).
209 Florence Ball Interview and Stephanie Singer and Greg Irving Interviews, supra note 329.

2097 [

2098 25 PA. CONS. STAT. ANN. §§ 3065(a), 3067 (b), (c) (West, WestLaw through 2011 Legis. Sess.).
209925 PA. CONS. STAT. ANN. §§ 3065(c), 3068(b) (West, WestLaw through 2011 Legis. Sess.).
2100 25 PA. CONS. STAT. ANN. §§ 3061, 3031.13(a) (West, WestLaw through 2011 Legis. Sess.).
2101 [

210225 PA. CONS. STAT. ANN. § 3066 (West, WestLaw through 2011 Legis. Sess.).

2193 Florence Ball Interview, supra note 329.

2104 Stephanie Singer and Greg Irving Interviews, supra note 329.

2195 Cheryl Kayrol Interview, supra note 329.

2106 25 PA. CONS. STAT. ANN. § 3154(b) (West, WestLaw through 2011 Legis. Sess.).

210725 PA. CONS. STAT. ANN. § 3154(c) (West, WestLaw through 2011 Legis. Sess.).

2198 Cheryl Kayrol Interview, Florence Ball Interview, and Stephanie Singer and Greg Irving Interviews, supra note 329.
210925 PA. CONS. STAT. ANN. § 3154(c) (West, WestLaw through 2011 Legis. Sess.).

2110 Cheryl Kayrol Interview, supra note 329.

2U Stephanie Singer and Greg Irving Interviews, supra note 329.

2112 Florence Ball Interview, supra note 329.

2113 25 PA. CONS. STAT. ANN. §§ 3065(a), 3068(a) (West, WestLaw through 2011 Legis. Sess.).
2114 25 PA. CONS. STAT. ANN. § 3031.13(i) (West, WestLaw through 2011 Legis. Sess.).

2115 [

2116 Cheryl Kayrol Interview, Florence Ball Interview, and Stephanie Singer and Greg Irving Interviews, supra note 329.
207 R.I. GEN. LAWS § 17-19-32 (West, WestLaw through 2011 Legis. Sess.).

218 R.I. GEN. LAWS § 17-19-31 (West, WestLaw through 2011 Legis. Sess.).

2119 R.I. GEN. LAWS § 17-19-33(a) (West, WestLaw through 2011 Legis. Sess.).

2120 Michael Narducci Interview, supra note 784.

2121 [

2122 R.I. GEN. LAWS § 17-19-11 (West, WestLaw through 2011 Legis. Sess.).

2123 Michael Narducci Interview, supra note 784.

2124 Miguel Nusiez Interview, supra note 788; E-mail Interview with Amy Rose Weinreich,

Town Clerk, Town of Charlestown (Apr. 26, 2012) (on file with Verified Voting) [hereinafter Amzy Rose
Weinreich Interview).

2125 Michael Narducci Interview, supra note 784.

2126 [

2127 [

2128 R.I. GEN. LAWS § 17-19-36 (West, WestLaw through 2011 Legis. Sess.).

2129 R.I. GEN. LAWS § 17-22-5.2 (West, WestLaw through 2011 Legis. Sess.).

230 R.I. GEN. LAWS § 17-22-5 (West, WestLaw through 2011 Legis. Sess.).

2131 Michael Narducci Interview, supra note 784; Mignel Nuiiez Interview, supra note 788.

2132 R.I. GEN. LAWS § 17-19-33(a)(2) (West, WestLaw through 2011 Legis. Sess.).

2133 _Amy Rose Weinreich Interview, supra note 2124; Miguel Nuiiez Interview, supra note 788.

2134 R.I. GEN. LAWS § 17-22-7(a) (West, WestLaw through 2011 Legis. Sess.).

2135 R.I. GEN. LAWS § 17-22-7(b)(1)-(4), (6) (West, WestLaw through 2011 Legis. Sess.).

2136 §ee R.1. State Board of Elections, Previous Election Results, available at
http://www.clections.ti.gov/elections/results/index.php (last visited Mar. 30, 2012).

2137 Chris Whitmire Interview, supra note 792; see also S.C. CODE ANN. § 7-13-1880 (West, WestLaw through 2011
Legis. Sess.).

2138 §.C. CODE ANN. § 7-13-1880 (West, WestLaw through 2011 Legis. Sess.).

2139 Chris Whitmire Interview, supra note 792.

2140 [/

2141 5.C. CODE ANN. § 7-13-1890 (West, WestLaw through 2011 Legis. Sess.).

21425.C. CODE ANN. § 7-13-1150 (West, WestLaw through 2011 Legis. Sess.).

2143 Joy Brooks Interview, supra note 356.

2134 Toseph Debney Interview, supra note 356.

2195 Suffie Jennings Interview, supra note 356.
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2146 Suffie Jennings Interview, Joy Brooks Interview, and Joseph Debney Interview, supra note 356.

2147 5.C. CODE ANN. § 7-13-1140 (West, WestLaw through 2011 Legis. Sess.).

2138 Chris Whitmire Interview, supra note 792.

2149 See S.C. CODE ANN. § 7-17-20 (West, WestLaw through 2011 Legis. Sess.).

2150 Suffie Jennings Interview, Joy Brooks Interview, and Joseph Debney Interview, supra note 356.

251 Suffie Jennings Interview, supra note 356.

2152 Joseph Debney Interview, supra note 356.

2153 §.C. CODE ANN. § 7-17-80 (West, WestLaw through 2011 Legis. Sess.).

2154 5.C. CODE ANN. § 7-17-100 (West, WestLaw through 2011 Legis. Sess.).

2155 §.C. CODE ANN. § 7-17-240 (West, WestLaw through 2011 Legis. Sess.).

2156 Suffie Jennings Interview, Joy Brooks Interview, and Joseph Debney Interview, supra note 356.

2157 §ee D. A. BUELL ET AL., AUDITING A DRE-BASED ELECTION IN SOUTH CAROLINA 3 (2011), available at
http://www.usenix.otg/event/evtwotel1/tech/final_files/Buell.pdf.

2158 [/

2159 Chris Whitmire Interview, supra note 792.

2160 [

2161 [

2162 Suffie Jennings Interview, Joy Brooks Interview, and Joseph Debney Interview, supra note 356.

2163 Suffie Jennings Interview, supra note 356.

2164 JToseph Debney Interview, supra note 356.

2165 Toy Brooks Interview, supra note 356.

2166 §.C. CODE ANN. § 7-17-90 (West, WestLaw through 2011 Legis. Sess.).

21675.C. CODE ANN. § 7-17-320 (West, WestLaw through 2011 Legis. Sess.).

2168 South Carolina State Election Commission, Election Returns,

http:/ /www.scvotes.otg/2010/09/08/election_results (last visited Jan. 4, 2012).

2169 §.D. CODIFIED LAWS § 12-17B-9 (West, WestLaw through 2011 Legis. Sess.).

2170 8.D. CODIFIED LAWS § 12-17B-13 (West, WestLaw through 2011 Legis. Sess.).

2171 S.D. CODIFIED LAWS § 12-20-21 (West, WestLaw through 2011 Legis. Sess.).

2172 §.D. CODIFIED LAWS § 12-20-2 (West, WestLaw through 2011 Legis. Sess.).

2173 §.D. CODIFIED LAWS § 12-20-32 (West, WestLaw through 2011 Legis. Sess.).

2174 §.D. CODIFIED LAWS § 12-20-38 (West, WestLaw through 2011 Legis. Sess.).

217 Paula Jones Interview and Shellie Baumgart Interview, supra note 800.

2176 [

2177 Shellie Baumgart Interview, supra note 800.

2178 See S.D. CODIFIED LAWS § 12-20-13 (West, WestLaw through 2011 Legis. Sess.).

2179 E-mail Interview with Aaron Lorenzen, Dir. of Elections, S.D. Sec’y of State’s Office (Jan. 24, 2012) (on
file with Verified Voting) [hereinafter Aaron Lorenzen Intervien).

2180 §.D. CODIFIED LAWS § 12-20-38.1 (West, WestLaw through 2011 Legis. Sess.).

2181 [/

2182 _Aaron Lorengen Interview, supra note 2179.

2183 §.D. CODIFIED LAWS § 12-17B-13 (West, WestLaw through 2011 Legis. Sess.). See also Aaron Lorenzen
Interview, supra note 2179.

2184 5.D. CODIFIED LAWS § 12-20-13 (West, WestLaw through 2011 Legis. Sess.); see also Aaron Lorenzen
Interview, supra note 2179.

2185 Paula Jones Interview, Shellie Baumgart Interview, and Bob Litz Interview, supra note 800.

2186 TENN CODE ANN. § 2-7-130(a)(1)(B), (a)(1)(D) (West, WestLaw through 2011 Legis. Sess.).
2187 TENN CODE ANN. § 2-7-130(a)(2) (West, WestLaw through 2011 Legis. Sess.).

2188 TENN CODE ANN. § 2-7-130(a)(3) (West, WestLaw through 2011 Legis. Sess.).

2189 Tre Hargett Interview, supra note 367.

2190 Id.; see also Verified Voting Verifier, Tennessee, VERIFIEDVOTING.ORG,

http:/ /www.vetifiedvoting.org/verifier/map.php?&ec=allall&year=2010&state=Tennessee (last visited Mar.
15,2012).

29T TENN CODE ANN. § 2-7-129 (West, WestLaw through 2011 Legis. Sess.).

2192’TENN CODE ANN. § 2-7-138 (West, WestLaw through 2011 Legis. Sess.).

2193 Tre Hargett Interview, supra note 367.

2194 TENN CODE ANN. § 2-8-107(a) (West, WestLaw through 2011 Legis. Sess.).
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2195 Tre Hargett Interview, supra note 367.

2196 TENN CODE ANN. § 2-8-101(a) (West, WestLaw through 2011 Legis. Sess.).

2197 Tre Hargett Interview, supra note 367.

2198 TENN. CODE ANN. § 2-8-105 (West, WestLaw through 2011 Legis. Sess.).

2199 Tre Hargett Interview, supra note 367.

2200’ TENN. CODE ANN. § 2-8-106 (West, WestLaw through 2011 Legis. Sess.).

2201 TEX. ELEC. CODE ANN. §§ 127.066(c), .067(b) (West, WestLaw through 2011 Legis. Sess.).
2202'TEX. ELEC. CODE ANN. § 127.125(b) (West, WestLaw through 2011 Legis. Sess.).

2203 TEX. ELEC. CODE ANN. § 127.125(c) (West, WestLaw through 2011 Legis. Sess.).

2204 TEX. ELEC. CODE ANN. § 127.128 (West, WestLaw through 2011 Legis. Sess.).

2205 TEX. ELEC. CODE ANN. § 127.1301 (West, WestLaw through 2011 Legis. Sess.).

2206 TEX. ELEC. CODE ANN. § 127.131(a), (b) (West, WestLaw through 2011 Legis. Sess.).
2207 TEX. ELEC. CODE ANN. § 127.132 (b) (West, WestLaw through 2011 Legis. Sess.).
2208 TEX. ELEC. CODE ANN. § 127.157(b) (West, WestLaw through 2011 Legis. Sess.).

2209 TEX. ELEC. CODE ANN. § 127.157(c) (West, WestLaw through 2011 Legis. Sess.).

2210 TEX. ELEC. CODE ANN. § 127.155(a) (West, WestLaw through 2011 Legis. Sess.).
211'TEX. ELEC. CODE ANN. § 127.132(b) (West, WestLaw through 2011 Legis. Sess.).
2212'TEX. ELEC. CODE ANN. § 127.156 (West, WestLaw through 2011 Legis. Sess.).

2213 Steven Vickers Interview, supra note 378.

214 1

215 1

2216 [

2217 Glenda Denton Interview, supra note 378.

218 1]

2219 1]

2220 1]

2221'TEX. ELEC. CODE ANN. § 65.014(b) (West, WestLaw through 2011 Legis. Sess.).

2222 Elizabeth Winn Interview, supra note 379.

2223 TEX. ELEC. CODE ANN. § 65.013(b) (West, WestLaw through 2011 Legis. Sess.).
2224'TEX. ELEC. CODE ANN. § 67.004(b), (b-1) (West, WestLaw through 2011 Legis. Sess.).
2225 TEX. ELEC. CODE ANN. § 67.004(d) (West, WestLaw through 2011 Legis. Sess.).

2226 [/

2227'TEX. ELEC. CODE ANN. § 67.004(f) (West, WestLaw through 2011 Legis. Sess.).
2228'TEX. ELEC. CODE ANN. § 129.002(b) (West, WestLaw through 2011 Legis. Sess.).
2229'TEX. ELEC. CODE ANN. § 127.201(a) (West, WestLaw through 2011 Legis. Sess.).

2230 TEX. ELEC. CODE ANN. § 127.201(e) (West, WestLaw through 2011 Legis. Sess.).

2231 Texas 2010 Adypisory, supra note 376, at (4)(c)(@d).

2252'TEX. ELEC. CODE ANN. § 125.064 (West, WestLaw through 2011 Legis. Sess.).

2233 See Office of the Utah Lieutenant Governor, Election Policy (Oct. 17, 2006) at 5.3.3.1 available at
http:/ /vetifiedvoting.org/downloads/UTaudit.pdf.

2254 14, at 5.4.3.

2235 UTAH CODE ANN. § 20A-4-201(4) (West, WestLaw through 2011 Legis. Sess.).

2236 See Generally UTAH CODE ANN. § 20A-3 (West, WestLaw through 2011 Legis. Sess.).
2257 Amber Miller Interview, supra note 395.

2238 Norma Brunson Interview, supra note 395.

2239 Marla Young Interview, supra note 395.

2280 _Amber Miller Interview, Norma Brunson Interview, and Marla Young Interview, supra note 395.
2281 Amber Miller Interview, supra note 395.

2282 Marla Y oung Interview, supra note 395.

2243 UTAH CODE ANN. §§ 20A-5-404(1)(b), (2)(a), 2)(d), (2)(D)-(g) (West, WestLaw through 2011 Legis. Sess.).
2284 _Amber Miller Interview, supra note 395.

2285 Norma Brunson Interview, supra note 395.

2246 Marla Y oung Interview, supra note 395.

2247 UTAH CODE ANN. § 20A-4-303(1)(a) (West, WestLaw through 2011 Legis. Sess.).

2248 UTAH CODE ANN. §§ 20A-4-304(2)(2) (i), (v), (vi) (West, WestLaw through 2011 Legis. Sess.).
2289 _Amber Miller Interview and Marla Young Interview, supra note 395.
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2250 Norma Brunson Interview, supra note 395.

2251 _Amber Miller Interview, Norma Brunson Interview, and Marla Young Interview, supra note 395.
2252 Amber Miller Interview, supra note 395.

2253 Marla Young Interview, supra note 395.

2254 1]

2255 UTAH CODE ANN. § 20A-4-304(2)(c)(iii) (West, WestLaw through 2011 Legis. Sess.).
2256 V1. STAT. ANN. tit. 17 § 2584 (West, WestLaw through 2011 Legis. Sess.).

225TVT. STAT. ANN. tit. 17 § 2586(1) (West, WestLaw through 2011 Legis. Sess.).

2258 V'T. STAT. ANN. tit. 17 §§ 2586(2), 2588 (West, WestLaw through 2011 Legis. Sess.).
2259 V'T. STAT. ANN. tit. 17 §§ 2586(3), 2588 (West, WestLaw through 2011 Legis. Sess.).
2260 V'T. STAT. ANN. tit. 17 §§ 2588(a), (b) (West, WestLaw through 2011 Legis. Sess.).

2261 Valerie Bonrgois Interview, supra note 838; Donna Kinville Interview and Carol Richards Interview, supra note 837.
2262 1 alerie Bonrgois Interview, supra note 838; Donna Kinville Interview and Carol Richards Interview, supra note 837.
2263 V'T. STAT. ANN. tit. 17 § 2588(c) (West, WestLaw through 2011 Legis. Sess.).

2264 V. STAT. ANN. tit. 17 § 2590(a) (West, WestLaw through 2011 Legis. Sess.).

2265 V'T. STAT. ANN. tit. 17 § 2588 (c) (West, WestLaw through 2011 Legis. Sess.).

2266 V1, STAT. ANN. tit. 17 § 2507 (West, WestLaw through 2011 Legis. Sess.).

2267 V'T. STAT. ANN. tit. 17 § 2583(a) (West, WestLaw through 2011 Legis. Sess.).

2268 [/

2269 V. STAT. ANN. tit. 17 § 2583(b) (West, WestLaw through 2011 Legis. Sess.).

2270 Kathleen Scheele Interview, supra note 1020.

2270V alerie Bonrgois Interview, supra note 838; Donna Kinville Interview and Carol Richards Interview, supra note 837.
2272 1 alerie Bonrgois Interview, supra note 838; Carol Richards Interview, supra note 837.

2273 1]

274 V1. STAT. ANN. tit. 17 § 2592(h) (West, WestLaw through 2011 Legis. Sess.).

2275 Kathleen Scheele Interview, supra note 1020.

2276 [

2277 1

2278 V. STAT. ANN. tit. 17 § 2588(c) (West, WestLaw through 2011 Legis. Sess.).

2279 Kathleen Scheele Interview, supra note 1020.

2280 VA. CODE ANN. § 24.2-654 (West, WestLaw through 2011 Legis. Sess).

2281 VA. CODE ANN. § 24.2-657 (West, WestLaw through 2011 Legis. Sess).

2282 1]

2285 ]

2284 Diana Dutton Interview, supra note 413.

2285 VA. CODE ANN. § 24.2-666 (West, WestLaw through 2011 Legis. Sess).

2286 VA. CODE ANN. § 24.2-645 (West, WestLaw through 2011 Legis. Sess).

2287 VA. CODE ANN. § 24.2-665(A) (West, WestLaw through 2011 Legis. Sess).

2288 VA. CODE ANN. § 24.2-662 (West, WestLaw through 2011 Legis. Sess).

2289 Bobbi Morgan Interview, supra note 417.

2290 VA. CODE ANN. § 24.2-667 (West, WestLaw through 2011 Legis. Sess).

2291 VA. CODE ANN. § 24.2-668(A) (West, WestLaw through 2011 Legis. Sess); Susan Lee Interview, supra note
409.

2292VA. CODE ANN. § 24.2-658 (West, WestLaw through 2011 Legis. Sess).

2293 See VA. CODE ANN. § 24.2-657 (West, WestLaw through 2011 Legis. Sess).

2294 1d.; Susan Lee Interview, supra note 409.

2295 Diana Dutton Interview, supra note 413.

2296 VA. CODE ANN. § 24.2-661 (West, WestLaw through 2011 Legis. Sess).

2297 1]

2298 VA. CODE ANN. § 24.2-662 (West, WestLaw through 2011 Legis. Sess).

2299 Bobbi Morgan Interview, supra note 417.

2300 VA. CODE ANN. § 24.2-671 (West, WestLaw through 2011 Legis. Sess).

2501 Diana Dutton Interview, supra note 413.

2392 Bobbi Morgan Interview, supra note 417.

2303 E-mail Interview with J. Kirk Showalter, General Registrar, City of Richmond (Apr. 19, 2012) (on file with
Verified Voting) [hereinafter Kirk Showalter Interview).
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2304 [/
2305 VA. CODE ANN. § 24.2-672 (West, WestLaw through 2011 Legis. Sess).

2306 VA. CODE ANN. § 24.2-671 (West, WestLaw through 2011 Legis. Sess).

297 Diana Dutton Interview, supra note 413; Bobbi Morgan Interview, supra note 417.

2398 Kirk Showalter Interview, supra note 2303.

239 Diana Dutton Interview, supra note 413.

210V A, CODE ANN. § 24.2-658 (West, WestLaw through 2011 Legis. Sess).

21VA, CODE ANN. § 24.2-671 (West, WestLaw through 2011 Legis. Sess).

2312 See Virginia State Board of Elections, “Election Results,” available at

http:/ /www.sbe.virginia.gov/cms/Index.html.

2313 See WASH. REV. CODE ANN. § 29A.40.010 (West, WestLaw through 2011 Legis. Sess.). See also
Washington Secretary of State website available at
http://wel.secstate.wa.gov/osos/en/votetinformation/Pages/VotebyMailFAQ.aspx

2314 WASH. REV. CODE ANN. § 29A.40.160(1) (West, WestLaw through 2011 Legis. Sess.).

2315 Washington Sec’y of State, Elections Training Materials, ch. 4 at 11, 12, available at

http:/ /www.sos.wa.gov/_assets/elections/Chapter%204.pdf (last visited Mar. 24, 2012) [bereinafter WA Training
Materials).

2316 WASH. REV. CODE ANN. § 29A.40.160(13) (West, WestLaw through 2011 Legis. Sess.).

211 WA Training Materials, supra note 2315, at 11-12.

2318 WASH. REV. CODE § 29A.60.060 (West, WestLaw through 2011 Legis. Sess.).

2319 WASH. REV. CODE ANN. § 29A.40.160(13) (West, WestLaw through 2011 Legis. Sess.); W.A Training
Materials, supra note 2315, at 11.

2320 \WASH. REV. CODE ANN. § 29A.60.120 (West, WestLaw through 2011 Legis. Sess.).

2321 WASH. REV. CODE ANN. § 29A.60.160 (West, WestLaw through 2011 Legis. Sess.).

2322 Garth Fell Interview, supra note 856.

2323 Mila Jury Interview, supra note 856.

2324 \WASH. REV. CODE ANN. § 29A.60.120(2) (West, WestLaw through 2011 Legis. Sess.); see also Garth Fell
Interview and Mila Jury Interview, supra note 856.

2325 WASH. REV. CODE ANN. § 29A.40.010 (West, WestLaw through 2011 Legis. Sess.).

2326 WA Training Materials, supra note 2315, at 14.

2327 [

2328 [/

2329 Garth Fell Interview and Mila Jury Interview, supra note 850.

2330 Carolyn Myers Interview, supra note 857.

2331 WASH. REV. CODE ANN. § 29A.40.110 (West, WestLaw through 2011 Legis. Sess.).

2332 WASH. REV. CODE ANN. §§ 29A.60.230, 29A.60.235, (West, WestLaw through 2011 Legis. Sess.).
2333 Garth Fell Interview and Mila Jury Interview, supra note 850.

2334 Carolyn Myers Interview, supra note 857.

2335 WASH. REV. CODE ANN. § 29A.40.130 (West, WestLaw through 2011 Legis. Sess.), WASH. ADMIN. CODE
434-250-130(1)-(2) (2007).

2336 Garth Fell Interview, supra note 856.

2357 Mila Jury Interview, supra note 856.

2338 WASH. REV. CODE ANN. § 29A.60.070 (West, WestLaw through 2011 Legis. Sess.); W.A Training Materials,
supra note 2315, at 28.

2339 WASH. REV. CODE ANN. § 29A.16.040(2) (West, WestLaw through 2011 Legis. Sess.).

2380 Garth Fell Interview and Mila Jury Interview, supra note 850.

2341 Carolyn Myers Interview, supra note 857.

2382 Garth Fell Interview, supra note 856.

23483 Mila Jury Interview, supra note 856.

2344 WASH. REV. CODE ANN. §§ 29A.60.190, 29A.60.200 (West, WestLaw through 2011 Legis. Sess.).
2345 WASH. REV. CODE ANN. § 29A.60.210 (West, WestLaw through 2011 Legis. Sess.).

2346 WA Training Materials, supra note 2315, at 28.

2347 Garth Fell Interview and Mila Jury Interview, supra note 850.

2348 Carolyn Myers Interview, supra note 857.

23489 Sheryl Moss Interview, supra note 850.

2350 Garth Fell Interview, supra note 856.
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2351 Mila Jury Interview, supra note 856.

2352 Id; WASH. REV. CODE ANN. § 29A.60.070 (West, WestLaw through 2011 Legis. Sess.).

2353 WASH. REV. CODE ANN. § 29A.60.235 (West, WestLaw through 2011 Legis. Sess.).

2354 WASH. REV. CODE ANN. § 29A.40.130 (West, WestLaw through 2011 Legis. Sess.).

2355 [

2356 Garth Fell Interview and Mila Jury Interview, supra note 850.

257W. VA. CODE ANN. § 3-4A-19(k) (West, WestLaw through 2011 Legis. Sess.).

2358 [/

2359W. VA. CODE ANN. § 3-4A-19(g) (West, WestLaw through 2011 Legis. Sess.); Marylou Myers Interview and
Brian Wood Interview, supra note 427.

2360W. VA. CODE ANN. § 3-4A-19(j) (West, WestLaw through 2011 Legis. Sess.); Bonnie Woodfall Interview, supra
note 427.

2361 W. VA. CODE ANN. § 3-4A-19(k) (West, WestLaw through 2011 Legis. Sess.).

2362 Bonnie Woodfall Interview, supra note 427.

2363W. Va. Sec’y of State, Election Day Best Practices (2006 poll worker training presentation), available at
http:/ /www.wvsos.com/elections/eday/PollWorker Training2006-iVotronicupdated.pdf (last visited Dec. 12,
2011).

2364 \. VA. CODE ANN. § 3-4A-19(g) (West, WestLaw through 2011 Legis. Sess.).

2365 Telephone Interview with Dave Nichols, Manager of Elections, W. Va. Sec’y of State (May 22, 2012) (on
file with Verified Voting) [hereinafter Follow-up Interview with Dave Nichols).

2366 \W. VA. CODE ANN. § 3-6-6(b) (West, WestLaw through 2011 Legis. Sess.).

2367W. VA. CODE ANN. § 3-6-6(c)(4) (West, WestLaw through 2011 Legis. Sess.).

2368 \W/. VA. CODE ANN. §§ 3-6-8, 3-5-15(c) (West, WestLaw through 2011 Legis. Sess.).

2369 Follow-up Interview with Dave Nichols, supra note 2365.

2370W. VA. CODE ANN. § 3-4A-27(c)(1) (West, WestLaw through 2011 Legis. Sess.).

23T Marylon Myers Interview and Brian Wood Interview, supra note 427.

2372W. VA. CODE ANN. § 3-4A-27(3) (West, WestLaw through 2011 Legis. Sess.).

2373 Bonnie Woodfall Interview, supra note 427.

2374W. VA. CODE ANN. § 3-4A-27(e) (West, WestLaw through 2011 Legis. Sess.); Bonnie Woodfall Interview, supra
note 427.

2375 W. VA. CODE ANN. § 3-4A-19(1) (West, WestLaw through 2011 Legis. Sess.).

2376 W. VA. CODE ANN. § 3-6-6(b)-(c) (West, WestLaw through 2011 Legis. Sess.).

2377 Marylon Myers Interview, supra note 427.

2378 Brian Wood Interview, supra note 427.

279W. VA. CODE ANN. § 3-4A-19(g) (West, WestLaw through 2011 Legis. Sess.).

2380W. VA. CODE ANN. § 3-4A-19(k) (West, WestLaw through 2011 Legis. Sess.).

2381 Bonnie Woodfall Interview, supra note 427.

2382W. VA. CODE ANN. § 3-6-9(a)(1) (West, WestLaw through 2011 Legis. Sess.).

2383 W. VA. CODE ANN. § 3-6-9(a)(6) (West, WestLaw through 2011 Legis. Sess.).

2384 W. VA. CODE ANN.§ 3-4A-28(d) (West, WestLaw through 2011 Legis. Sess.).

2385 \W. VA. CODE ANN. § 3-4A-29(1) (West, WestLaw through 2011 Legis. Sess.).

2386 [/

2387W. VA. CODE ANN. § 3-6-9(i) (West, WestLaw through 2011 Legis. Sess.).

2388 W. VA. CODE ANN. § 3-6-10 (West, WestlLaw through 2011 Legis. Sess.); Dave Nichols Interview, supra note
431.

2389W. VA. CODE ANN. § 3-4A-27(e) (West, WestLaw through 2011 Legis. Sess.).

2390 Dave Nichols Interview, supra note 431.

2391 Marylon Myers Interview, supra note 427.

2392 Brian Wood Interview, supra note 427.

2393 Bonnie Woodfall Interview, supra note 427.

2394 W1s. STAT. ANN. § 7.51(2)(a) (West, WestLaw through 2011 Legis. Sess.).

2395 Ross Hein Interview, supra note 1046.

2396 I isa Weiner Interview, Kim Pytleski Interview and Chris Teske Interview, supra note 885.

2397TWIS. STAT. ANN. § 5.85(2) (West, WestLaw through 2011 Legis. Sess.).

2398 WIs. STAT. ANN. § 7.51(2)(d) (West, WestLaw through 2011 Legis. Sess.); Ross Hein Interview, supra note
1046.
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2399 W1s. STAT. ANN. § 7.51(2)(d) (West, WestLaw through 2011 Legis. Sess.).

2400\W1s. STAT. ANN. § 7.51(4)(a) (West, WestLaw through 2011 Legis. Sess.).

2401 Kim Pytleski Interview and Chris Teske Interview, supra note 885.

2402 I isa Weiner Interview, supra note 885.

2403 WIS, STAT. ANN. § 5.89 (West, WestLaw through 2011 Legis. Sess.).

2404 \W1s. STAT. ANN. § 7.51(5)(2)(4) (West, WestLaw through 2011 Legis. Sess.).

2495 Ross Hein Interview, supra note 1046.

2406 1. 1isa Weiner Interview, Kim Pytleski Interview and Chris Teske Interview, supra note 885.

240TWIS. STAT. ANN. § 7.51(2)(c) (West, WestLaw through 2011 Legis. Sess.).

2408 WIS, STAT. ANN. § 7.51(2)(c) (West, WestLaw through 2011 Legis. Sess.).

2409W1s. STAT. ANN. § 7.51(2)(e) (West, WestLaw through 2011 Legis. Sess.); see also Ross Hein Interview, supra
note 1046.

2410W1s. STAT. ANN. § 7.51(2)(e) (West, WestLaw through 2011 Legis. Sess.).

24TWIS. STAT. ANN. § 5.86(2) (West, WestLaw through 2011 Legis. Sess.); see also Ross Hein Interview, supra note
1046.

2M12 Ross Hein Interview, supra note 1046.

2413W1S. STAT. ANN. § 7.60(3) (West, WestLaw through 2011 Legis. Sess.).

2414 Ross Hein Interview, supra note 1046.

245 I isa Weiner Interview, Kim Pytleski Interview and Chris Teske Interview, supra note 885.

2416 WIS, STAT. ANN. § 7.60(4)(c) (West, WestLaw through 2011 Legis. Sess.).

247TWIS. STAT. ANN. § 7.60(5)(a) (West, WestLaw through 2011 Legis. Sess.); Ross Hein Interview, supra note
1046.

2418 WIS, STAT. ANN. § 7.51(4)(a) (West, WestLaw through 2011 Legis. Sess.)

2419WIS. STAT. ANN. § 7.51(4)(b) (West, WestLaw through 2011 Legis. Sess.); Ross Hein Interview, supra note
1046.

2420 Chris Teske Interview, supra note 885.

2421 I isa Weiner Interview, supra note 885.

2422 Kim Pytleski Interview, supra note 885.

2423 \WyO. ADMIN. CODE Ch. 13(5)(a) (2009); see also Lori Klassen Interview, supra note 892.

2424 WYO. STAT. ANN. § 22-14-102 (2011); Chris Lindsey Interview, Amanda Hutchinson Interview, and Hans Odde
Interview, supra note 889.

2425 WYO. STAT. ANN. § 22-14-105 (2011).

2426 Chris Lindsey Interview, and Amanda Hutchinson Interview, supra note 889.

227 WYO. STAT. ANN. § 22-14-106(a), (b) (2011).

2428 WyO. ADMIN. CODE Ch. 13(5)(e) (2009).

2429 WYO. STAT. ANN. § 22-14-107 (2011).

2430 WYO. STAT. ANN. § 22-14-111 (2011); Chris Lindsey Interview, Amanda Hutchinson Interview, and Hans Odde
Interview, supra note 889.

2431 \Wyo. ADMIN. CODE Ch. 13(5)(b), (c) (2009).

2432 \WyO. ADMIN. CODE Ch. 13(6)(a) (2009).

2433 WyO. ADMIN. CODE Ch. 13(6)(b) (2009).

234 WYO. STAT. ANN. § 22-14-103 (2011).

2435 WYO. STAT. ANN. § 22-16-103(a) (2011).

2436 WyO. ADMIN. CODE Ch. 13(6)(a)(iii) (2009).

237 WYO. STAT. ANN. § 22-16-103(c)(ii) (2011).

2838 WYO. STAT. ANN. § 22-16-103(c)(iii), (iv) (2011).

2839 WYO. STAT. ANN. § 22-16-103(c)(v) (2011).

240 WYO. STAT. ANN. § 22-16-116 (2011).

241 \WYO. STAT. ANN. § 22-16-118 (2011).

2442 Chris Lindsey Interview, Amanda Hutchinson Interview, and Hans Odde Interview, supra note 889.

2443 Chris Lindsey Interview, supra note 889.

2444 WYO. STAT. ANN. § 22-14-102 (2011).

2445 WYO. STAT. ANN. § 22-16-107 (2011).
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