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Federal Funds for Election Security: Will They Cover the Costs of Voter Marked 

Paper Ballots? 
 
Under the terms of the omnibus spending bill voted on by the House, states will receive $380 million within months 
to start to strengthen the security of our nation’s election infrastructure. This near-term funding is the product of 
tireless work by members of both parties, and a critical acknowledgment from Congress that protecting our 
elections is a matter of national security. States can use the funding immediately to begin deploying paper ballots, 
post-election audits, and other essential cybersecurity improvements. However, the new funding is only a first step, 
as many in Congress have acknowledged, and further Congressional action will be necessary in order to ensure that 
future elections are secure.   
 
Most significantly, the omnibus funding as allocated to the states under the Help America Vote Act (HAVA) will 
not be enough for some states to replace their insecure voting machines. Because paperless electronic voting 
systems are highly vulnerable to cyberattacks, it is urgent that those systems be replaced as soon as possible, as the 
Senate Select Committee on Intelligence (SSCI) recommended earlier this week. Until this is done, it will be 
impossible to ensure that election results as reported by the voting system have not been corrupted by a cyberattack. 
 
Thirteen states, including key swing states like Pennsylvania, continue to use paperless voting today. One of the 
main reasons is cost: cash-strapped states simply can’t afford to replace this aging equipment. Unfortunately, our 
analysis shows that under the new federal funding, five of the 13 states with paperless machines will receive less 
than 25 percent of the money they may need to replace them. Moreover, most states will also need to use some of 
the new funding to pay for improved auditing and other security measures, leaving even less for crucial technology 
upgrades. 
 
Expected New Funding 
 
The new federal funds will be distributed to states according to a formula from HAVA, taking into account the 
voting age population of each state. We estimate that states will receive the following amounts: 
 

State 
Expected Money* 

(millions) 

Alabama $6.2 

Alaska $3.0 

Arizona $7.5 

Arkansas $4.5 

California $34.6 

Colorado $6.3 

Connecticut $5.1 

Delaware $3.0 

https://www.cnn.com/2018/03/20/politics/senate-intelligence-improve-election-security/index.html
https://www.burr.senate.gov/imo/media/doc/One-Pager%20Recs%20FINAL%20VERSION%203-20.pdf
https://en.wikipedia.org/wiki/Software_independence
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District of Columbia $3.0 

Florida $19.2 

Georgia $10.3 

Hawaii $3.1 

Idaho $3.2 

Illinois $13.2 

Indiana $7.6 

Iowa $4.6 

Kansas $4.4 

Kentucky $5.8 

Louisiana $5.9 

Maine $3.1 

Maryland $7.1 

Massachusetts $7.9 

Michigan $10.7 

Minnesota $6.6 

Mississippi $4.5 

Missouri $7.2 

Montana $3.0 

Nebraska $3.5 

Nevada $4.3 

New Hampshire $3.1 

New Jersey $9.8 

New Mexico $3.7 

New York $19.5 

North Carolina $10.4 

North Dakota $3.0 

Ohio $12.2 

Oklahoma $5.2 

Oregon $5.4 

Pennsylvania $13.5 

Rhode Island $3.0 

South Carolina $6.0 

South Dakota $3.0 

Tennessee $7.6 

Texas $23.3 

Utah $4.1 

Vermont $3.0 

Virginia $9.1 

Washington $7.9 

West Virginia $3.6 

Wisconsin $7.0 

Wyoming $3.0 

Puerto Rico $3.7 

Guam $0.6 

American Samoa $0.6 

US Virgin Islands $0.6 

Total $380.0 

All numbers in millions of dollars. 
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* These numbers have been updated since the morning of 
March 23 after consultation with the Election Assistance 
Commission as to how they will apply the HAVA formula. 

 
Replacing Paperless DREs 
 
Thirteen states still use paperless Direct Recording Electronic voting machines (DREs) – voting machines that 
directly record, in electronic form, the voters’ selections – as their primary polling place equipment in at least some 
precincts: Arkansas, Delaware, Georgia, Indiana, Kansas, Kentucky, Louisiana, Mississippi, New Jersey, 
Pennsylvania, South Carolina, Tennessee and Texas. Five of these states still use paperless systems statewide. 
  
Below are estimates1 by the Brennan Center and Verified Voting for what it would cost each state to replace 
paperless equipment that is the primary polling place equipment with optical scan voting systems. Optical scan 
systems read and tabulate voter-marked paper ballots, marked by hand or by an accessible ballot marking device, 
and retain those paper ballots for recounts or audits. We also estimate the percentage of each state’s costs that the 
new federal money would cover.2 Our estimates include the purchase of voting equipment, like scanners, ballot 
marking devices, and other peripheral elements of voting systems. The estimates do not include long-term costs 
associated with the maintenance of voting systems or ongoing, election specific costs. 
 

State 

  
Paperless DREs Expected Money* 

(millions) 
 Cost to Replace Cost Covered* 

New Jersey $9.8 $40.4 - $63.5 15% -   24% 

Louisiana $5.9 $24.9 - $39.1 15% -   24% 

Pennsylvania $13.5 $50.4 - $79.1 17% -   27% 

Indiana $7.6 $22.7 - $35.6 21% -   33% 

Georgia $10.3 $28.8 - $45.2 23% -   36% 

South Carolina $6.0 $14.2 - $22.4 27% -   42% 

Mississippi $4.5 $9.2 - $14.5 31% -   49% 

Kansas $4.4 $7.5 - $11.7 37% -   59% 

Texas $23.3 $34.4 - $53.9 43% -   68% 

Tennessee $7.6 $10.7 - $16.9 45% -   70% 

Kentucky $5.8 $6.0 -  $9.5 61% -   96% 

Delaware $3.0 $2.7 -   $4.3 70% - 110% 

Arkansas $4.5 $0.6 -   $0.9 486% - 762% 

All dollars in millions. 
* These numbers have been updated since the morning of March 23 after consultation with the  
Election Assistance Commission as to how they will apply the HAVA formula. 

 
Allocated in this way, $380 million will not be enough to replace all paperless voting systems. In smaller states like 
Delaware, or in states like Kentucky and Arkansas – where a relatively small percentage of machines are still 
paperless – the federal money could go a long way toward replacing such equipment. But in some larger states that 

                                                      
1 Based on a review of recent contracts in Michigan and cost estimates provided by the states of New Mexico and Virginia (where 
jurisdictions recently purchased optical scan and ballot marking systems), we estimate the cost per precinct for such equipment should be 
between $6200 and $10,000. 
2 Some states, including Georgia and South Carolina, have estimated costs to replace DREs that are even higher than what is represented in 
these bands. That is at least in part because our estimates are for hardware, and do not include accumulated costs for maintenance and 
software licensing.  While these costs will add to the total purchase price, in many cases much if not all of that cost will be recouped by 
eliminating the maintenance and licensing costs associated with using antiquated equipment (the South Carolina elections commission 
recently requested $8.8 million to keep current systems working until replacements are operational).  

 

https://cdn.americanprogress.org/content/uploads/2018/02/11130702/020118_ElectionSecurity-report1.pdf
http://www.goupstate.com/news/20170206/voting-machines-need-maintenance-elections-chief-says
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are almost or fully paperless, like Pennsylvania, New Jersey, and Louisiana, this money might not even cover 20 
percent of the cost of new hardware. 
 
Replacing All DREs used as primary polling place equipment 
 
While much of the recent public discussion about election system security has centered on paperless systems, 
security experts have also expressed serious concerns about DREs that have voter-verified paper audit trails 
(VVPAT). 
 
Like paperless DREs, DREs with VVPAT record voters’ choices directly onto computer memory in electronic 
form, but they also produce a paper record of each vote that may be reviewed by the voter. Studies have shown that 
many voters fail to notice errors in the VVPAT record, which means a hacked machine could falsify both the 
electronic and paper records without being detected. Moreover, VVPAT records can be fragile and cumbersome to 
audit, as the paper trail typically takes the form of a hundred-foot long roll of cash register tape. Like paperless 
DREs, DREs with VVPAT are susceptible to hacking, including attempts to sabotage the machines and cause them 
break down on election day. For all these reasons, experts and advocates have long called for these machines to be 
replaced with optical scan paper ballots. 
 
Twenty states make widespread use DREs either with or without VVPAT. Below, we estimate the cost of replacing 
all primary polling place DREs, and the percentage of money states would receive from the omnibus budget to 
cover this cost. Eight of the 20 states are likely to receive less than 30 percent of the funding they need to replace 
this equipment. 
 

State 
Expected Money* 

(millions) 
Machine Type 

in State 

All DREs 

Cost to Replace Cost Covered* 

New Jersey $9.8 Paperless $40.4 - $63.5 15% -   24% 

Louisiana $5.9 Paperless $24.9 - $39.1 15% -   24% 

Pennsylvania $13.5 Paperless $50.4 - $79.1 17% -   27% 

Utah $4.1 VVPAT $12.5 - $19.6 21% -   33% 

Indiana $7.6 Paperless $22.7 - $35.6 21% -   33% 

Georgia $10.3 Paperless $28.8 - $45.2 23% -   36% 

South Carolina $6.0 Paperless $14.2 - $22.4 27% -   42% 

Ohio $12.2 VVPAT $28.1 - $44.2 28% -   43% 

Mississippi $4.5 Both $9.6 - $15.1 30% -   47% 

Kansas $4.4 Both $8.4 - $13.2 33% -   52% 

Arkansas $4.5 Both $7.7 - $12.1 37% -   58% 

West Virginia $3.6 VVPAT $5.9 -   $9.3 39% -   61% 

Texas $23.3 Paperless $34.4 - $53.9 43% -   68% 

Tennessee $7.6 Paperless $10.7 - $16.9 45% -   70% 

Kentucky $5.8 Paperless $6.0 -   $9.5 61% -   96% 

Delaware $3.0 Paperless $2.7 -   $4.3 70% - 110% 

North Carolina $10.4 VVPAT $4.9 -   $7.7 135% - 212% 

California $34.6 VVPAT $9.0 - $14.1 245% - 384% 

Illinois $13.2 VVPAT $2.5 -   $3.9 337% - 529% 

Wyoming $3.0 VVPAT $0.4 -   $0.6 491% - 771% 

All dollars in millions. 

* These numbers have been updated since the morning of March 23 after consultation with the  
Election Assistance Commission as to how they will apply the HAVA formula. 

http://chil.rice.edu/research/pdf/CampbellByrne_EVT_(2009).pdf
https://arstechnica.com/information-technology/2007/04/congress-finally-considers-aggressive-e-voting-overhaul/
https://www.stat.berkeley.edu/~stark/Preprints/gentle12.pdf
https://www.stat.berkeley.edu/~stark/Preprints/gentle12.pdf
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Urgent Next Steps for States and Congress 
 
With the growing threat of international cyberattacks, states need to take urgent measures to secure their election 
infrastructures in time for voting in 2018 and 2020. Cybersecurity experts agree about what needs to be done: 
securing voter registration systems, replacing paperless machines, and implementing robust post-election audits to 
verify that the reported electronic results are accurate. The omnibus, though insufficient to make all of these needed 
improvements, will help states get started and buy Congress time to pass a more comprehensive election 
cybersecurity measure. Further Congressional action is required to provide the guidelines, resources, and incentives 
that states need to fully implement these essential safeguards. 
 
To do so, Congress should complete its work on the Secure Elections Act (SEA), a bipartisan bill that has been 
gaining momentum in the Senate. The SEA would establish cybersecurity guidelines, facilitate crucial information 
sharing, provide grants for states to fully replace DREs with paper ballots, and encourage states to implement 
robust statistical auditing.  By prioritizing funding to states with obsolete equipment and mandating sensible cost 
sharing, the SEA is designed to accomplish these within a budget barely greater than the immediate omnibus funds. 
  


