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ES&S System Overview

‘

I.INTRODUCTION

The System Overview identifies the functional and physical components of the ES&S voting system,
describes how the components are structured and identifies the interfaces between components.

A. RELATIONSHIP TO OTHER SYSTEMS

ES&S Voting System version 5.0.0.0 (EVS5000) is ES&S's first voting system to fully comply with the
EAC 2005 Voluntary Voting System Guidelines, Version 1.0. The system includes a number of new
products and features including ES&S’ newest election management software solution, ElectionWare,
and functionality to network multiple ES&S DS850 central ballot scanners to a single reporting PC for
high-speed counting and results accumulation.

ES&S Voting System version 5.0.0.0 is the next step in providing voting systems capable of meeting the
varied needs of every voting jurisdiction, and reaffirms ES&S’s commitment to providing customers with
the most accurate, reliable and secure voting systems in the world.

B. PURPOSE

This document includes a description of system functionality and catalogs system performance
characteristics for the ES&S voting system.

The intended audience for the System Overview includes the Election Assistance Commission (EAC),
Voting System Test Laboratory (VSTL) stakeholders, state election officials, ES&S Voting System users,
ES&S personnel, and configuration management stakeholders.

This document serves two purposes. Prior to release of a system for end-users, this document
describes the functional and physical configuration for an identified voting system. ES&S product
stakeholders, documentation specialists and Quality Assurance specialists can use this document to
perform the following tasks:

e Define the functional and physical configuration of the voting system

e Define the system configuration and functional capabilities for internal ES&S stakeholders

e Define the system framework for production of technical and end-user documentation
After release to certification, VSTL stakeholders can use this document to:

e Understand the functional and physical configuration of the voting system

e Understand the overall structure and theory of operation for the identified voting system

C. SCOPE

The System Overview includes a detailed overview of the voting system and descriptions of each
included component. Detailed technical information is provided in the system Technical Data Package
(TDP).

The features and functionality described in the System Overview reflect the system configuration
promoted by ES&S for certification testing. Individual components of the voting system may exceed
system level limitations documented here. Additionally, individual voting system components may
support capabilities that are beyond the scope of ES&S’ declared functional support. See Appendix E,
“Conformance Statement,” for a listing of the Voluntary Voting System Requirements that ES&S
officially supports with this voting system.

ELECTION SYSTEMS & SOFTWARE, LLC
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2 ES&S System Overview

D.DEFINITIONS AND ACRONYMS

Definitions used in this document conform to company standards set forth herein and to definitions
included in the EAC 2005 Voluntary Voting System Guidelines. Other definitions are consistent with
those found in ANSI/IEEE Std 610.12-1990, IEEE Standard Glossary of Software Engineering
Terminology and ISO 10007 Quality Management — Guidelines for Configuration Management.

Americans with Disabilities The Americans with Disabilities Act was passed in 1990 to provide Americans with physical
Act or mental disabilities legal recourse against discrimination. The ADA is intended to make
(ADA) sure that individuals with disabilities are provided with equal opportunities, full

participation, independent living and economic self-sufficiency. The ADA ensures that
individuals with disabilities are allowed equal access to polling places and the opportunity
to vote with the same privacy as individuals without disabilities.

audit log An automated means to trace back to the original source of data, any input record or
process performed by a system.

central counter (central A central counter or central scanner is a high-speed ballot tabulator that is used to scan

scanner, central tabulator) ballots and accumulate voter selections. Jurisdictions that use centra/ scanners transport
ballots from various polling places to a central count location where the ballots are
scanned and tabulated. Some jurisdictions mix systems and use central scanners to count
absentee ballots and precinct counters to scan ballots that are cast on Election Day.

certification A formal demonstration, by a duly authorized body, that a product, process or service
complies with its specified requirements and is acceptable for its intended use.

overvote An overvote occurs when a voter selects more than the allowed number of candidates in a
contest. For example, if a city council election allows a voter to select two candidates and
the voter selects three, the voter has committed an overvote. Overvoted ballots are
generally sorted out of the regular ballot population and presented to a resolution board
that analyzes the ballot for voter intent. If voter intent cannot be determined, the
overvoteis not counted with regular ballot totals.

target A voting farget is the selection area next to a ballot response that voters mark to indicate
candidate selections. Some examples of voting targets are ovals, arrows, touch screen
boxes or punch areas. When a farget area is selected by a voter, the scanner records a
vote for the corresponding candidate or ballot option.

Technical Data Package A Technical Data Package includes all voting system documentation required by the VVSG.

(TDP) A TDP contains all of the documentation for a voting system including, but not limited to,
user manuals, software and hardware specifications, software change releases and system
drawings.

undervote An undervote occurs when a voter selects fewer than the allowed number of voting

targets in a contest. For example, an undervote is recorded if a voter selects one
candidate in a race where three candidates can be selected. Unlike overvotes, candidates
selected in an undervoted contest are counted as valid votes.

ELECTION SYSTEMS & SOFTWARE, LLC
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ES&S System Overview 3

EAC Election Assistance Commission
ERM Election Reporting Manager

EVS ES&S Voting System

ELS ES&S Event Log Service

VSTL Voting System Test Laboratory
VVSG Voluntary Voting System Guidelines

E. REFERENCES AND RESOURCES

ES&S considered the following standards and resources in the design and application of this voting
system or references the listed title from this document. The latest revisions apply.

VVSG 1.0 EAC Voluntary Voting System Guidelines v. 1.0

ANSI/IEEE Std 610-1990 IEEE Standard Glossary of Software Engineering Terminology
Voting System Limitations TDP Section 01 — (EVS5000_OVR01_AppxA_SystemLimits)

Voting System Summary TDP Section 01 — (EVS5000_OVR02_AppxB_VotingSystemSummary)

F. DOCUMENT ORGANIZATION

This document mirrors the organization of Volume II, Section 2.2 of the 2005 EAC Voluntary Voting
System Guidelines (VVSG). Section numbering, beginning in the following section, matches the third
level numbering for requirements from Volume II, Section 2.2. For example, requirements appearing in
Section 2.2.1 of Volume II in the VVSG are addressed in Section 1 of this document.
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ES&S System Overview

‘

1.

SYSTEM DESCRIPTION

ES&S Voting System 5.0.0.0 provides a scalable, end-to-end election system for jurisdictions with widely
varied requirements. The system includes:

ElectionWare Election Management System software for defining contents, candidates and
ballot formats and performing results post-processing.

The DS200 precinct ballot tabulator.

The ES&S AutoMARK, a proven ballot accessible marking system that supports audio,
touchscreen and tactile keypad inputs for ballot marking.

The DS850 central ballot scanner for high speed tabulation of mail ballots, absentee ballots or
Election Day ballots. Jurisdictions can network multiple DS850 scanners to a central reporting
PC for large central count operations.

Election Reporting Manager software for results consolidation and report generation.

ES&S Voting System 5.0.0.0 system components are divided into the following functional groups:

Election Management System
Central Ballot Tabulator
Electronic Ballot Marking Devices
Precinct Ballot Tabulators

Third party computing equipment and peripherals

Depending on customer needs, a fielded voting system configuration may include some or all
components described in this document.

ELECTION SYSTEMS & SOFTWARE, LLC
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6 ES&S System Overview

Voting system components, including required and optional COTS equipment, software and peripherals,
are catalogued in Appendix B: “"ES&S Voting System Summary.”

Subsystem Device Class Subclasses
Election Management System Election Management N/A
o ElectionWare System

o Election Reporting Manager

Precinct Ballot Tabulators Digital Scanner e Precinct Count Digital Scanner

o ES&S DS200 )
® FElectronically Marked Paper Ballots capable

(AutoMARK)
® Manually Marked Paper Ballots capable

Central Ballot Tabulators Digital Scanner e Central Count Digital Scanner

ES&S DS850
° ® FElectronically Marked Paper Ballots capable

(AutoMARK)
® Manually Marked Paper Ballots capable

Ballot Marking Devices Voter Editable Ballot e Electronically Assisted Ballot Marker
o ES&S AutoMARK Voter Assist ~ Device . . )
Terminal ® Voter Editable Ballot Device - Audio

® Voter Editable Ballot Device - Visual

® Accessible Voting Station

ES&S Accessories and Peripherals N/A N/A
Table 1.1. ES&S Voting System 5.0.0.0 voting system

System components are identified and versioned in Appendix B, “"ES&S Voting System Summary.”
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ES&S System Overview

1.1. VOTING SYSTEM OVERVIEW

Figure 1.1, following, and the document sections that follow provide a functional overview of the ES&S

Voting System.
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Figure 1.1. ES&S Voting System 5.0.0.0 Voting System Overview

1

Event Logging

ES&S Event Log

Service leverages the Windows Event Viewer, included with a standard Windows installation, to

audit user interactions with the ES&S Election Management System.
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8 ES&S System Overview

2

ElectionWare - Manage

Administrators use the ElectionWare Manage module to configure ElectionWare user accounts and passwords,
enter initial jurisdiction settings and manage existing elections and election templates. Initial security settings for
ElectionWare are entered here.

3

ElectionWare - Capture

Using the Capture module, users add languages (including audio), language groups, configure parties, precincts
and registered voters, add district types and districts, assign precincts to districts, add headings, contests and poll
places, assign precincts to polling places and generate ballot styles from the Manage menu bar.

Capture’s Tools menu bar enables equipment selection, sets election preferences, imports election data, imports
and export ballot translations, edits election options, sets user preferences and more.

4 ElectionWare — Paper Ballot

Paper Ballot reads and converts the information configured in the jurisdiction’s election database (created in
Capture) into finished ballot layouts. Paper Ballot opens in an external window to enable the design and
publishing of ES&S paper ballots for central count and precinct ballot scanners.

Paper Ballot creates ballot formats used by ES&S ballot services, or a third party ballot printer to mass print
official ballots. Paper ballot layouts are also used by the ElectionWare Print module to generate extra Election
Day ballots on demand.

o ElectionWare — Configure

The Configure module is used to manage equipment and security settings. This module configures settings and
security for digital ballot scanning and accessible voting equipment. Once equipment is configured, commands in
the Tools menu create the equipment configuration files necessary to generate the election.

6 ElectionWare — Package

The Package module creates election media. Once media is created, the Package module can be used to test the
generated election through automated logic and accuracy testing.

ELECTION SYSTEMS & SOFTWARE, LLC
o DOCUMENT ID -- EVS5000_OVR00
l‘llb REVISION — 15.0




ES&S System Overview 9

7 ES&S AutoMARK

The ES&S AutoMARK Voter Assist Terminal provides
assistive ballot marking for voters who are visually or
physically impaired or voters who are more comfortable
reading or hearing ballot content an alternative language.

The AutoMARK supports ballot navigation from the
system touchscreen, physical keypad or ADA support
peripheral such as a sip and puff device or two position
switch. The device visually guides the voter through the
ballot marking process with screen prompts and symbols.
Screen controls meet all applicable guidelines for size and
readability. Physical keys are shaped and positioned to
provide an intuitive voting session and labeled in both
Braille and text to indicate function.

The system includes a mandatory vote summary screen
that requires voters to confirm or revise selections prior
to marking a paper ballot.

1 Touchscreen

2 Physical control panel with Braille embossed
keys.

Figure 1.2, ES&S AutoMARK

Headphone and accessible device ports

3

4 Ballot input path
5 Control key port
6

Election programming

ELECTION SYSTEMS & SOFTWARE, LLC
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Figure 1.5. DS850

1 DS850 Tabulator
2 DS850 Table

3  Uninterruptable Power Supply

The DS850 is a high-speed, digital scan
central ballot counter that uses advanced
cameras and imaging algorithms to
simultaneously capture voter selections on
the front and back of a ballot, evaluate the
results and then sort ballots into discrete
bins without interrupting scanning.

A dedicated audit printer generates a
continuous event log. Machine level
reports are produced from a second laser
printer. The scanner saves voter
selections and ballot images to an internal
hard disk and exports results to a USB
Memory stick for processing with Election
Reporting Manager.

The DS850 includes the following
components:

Report Printer
Audit Printer

Figure 1.6. DS200

The DS200 is a paper ballot scanner designed for polling place use.
Voters mark selections on a paper ballot and then insert the ballot in
any orientation for immediate tabulation. Both sides of the ballot are
processed simultaneously with high-resolution scanners and the
resulting ballot images are decoded by a proprietary recognition
engine. Once voter selections are processed, the ballot is dropped

into a secure ballot box.

Product features include a 12-inch touch screen providing voters and
poll worker feedback, an internal thermal printer for generating
machine totals and log reports, and USB thumb drive for loading the
election definition and storing results.

1

& W N

Touchscreen

Thermal printer access

Election media storage compartment

0y
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ES&S System Overview 11

10 Election Reporting Manager

Election Reporting Manager (ERM) consolidates vote totals from multiple tabulators and generates paper and
electronic reports for distribution to election workers, candidates, and the media. ERM accumulates and
consolidates election results from all ES&S tabulators.

A second ERM PC can be configured as a distribution system to display scrolling results as they are read into the
ERM reporting PC and distribute reports directly to media outlets over an Intranet.

1 ElectionWare — Acquire and Produce

The Acquire module automatically reads results and ballot images a data folder when results are loaded into
Election Reporting Manager. Machine and results media status reports can then be printed from this
ElectionWare module.

Election officials use the Produce module to:
e View and filter the list of provisional and non-provisional ballots included in loaded results
e View, save, and print HTML and XML versions of the Election Summary Results report

e View, save and print machine logs.

12 ElectionWare — Print

The Print module is used to print extra ballots for individual polling places. The Print module retrieves ballot
format information from Paper Ballot, created during the Generate BOD Data process.

1.2. FUNCTIONAL COMPONENTS AND SUBSYSTEMS

The ES&S Voting System 5.0.0.0 election system includes the following functional subsystems:
¢ Managing Election Data
¢ Formatting Paper Ballots
e Configuring Ballot Handling Equipment
¢ Generating Election Media
¢ Electronic Ballot Marking
e Central Ballot Tabulation
¢ Precinct Ballot Tabulation

¢ Results Consolidation and Reporting

ELECTION SYSTEMS & SOFTWARE, LLC
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Subsystem Description

Managing election data includes all tasks related to the creation and configuration of the
election database, which stores all of a jurisdiction’s precinct, office, and candidate
information. Once an initial election database is completed, it can be recalled and edited for

all following elections.

System event log administration includes a series of applications that track all user and

equipment actions throughout the election process.

Included Subtasks

Operational Environment

Included ES&S Software

Included ES&S System
Hardware

Notes

® User management and security setup

® Election Management System setup and configuration

o Jurisdiction database configuration
® Election database configuration

® Text and referendum configuration
e  Polling place set up

® Merging database files for export

®  Generating reports

e Event logging

Election Central
® FElectionWare - Manage

® FElectionWare - Capture
® ES&S Event Log Service

N/A

N/A

o
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ES&S System Overview

Subsystem Description

This functional subsystem includes all activities related to defining the image of an digital
scan ballot and populating the ballot with contest, candidate and referendum information
imported from the Election Database application.

Included Subtasks

Operational Environment

Included ES&S Software

Included ES&S System
Hardware

Notes

e Importing configuration files

® Modifying ballot format

® Formatting style sheets

® Configuring ballot text and graphics

e Exporting the ballot image to a certified print service
e Event Logging

Election Central

Ballot Production

® FElectionWare — Paper Ballot
® ES&S Event Log Service

N/A
Mass printing requires support from ES&S printing services or an ES&S partner printer.

Printed ballots must meet specifications included in the ES&S publication £5&S Ballot
Production Guide.

Subsystem Description

Configuring voting equipment includes all tasks required to convert election database
information into ballot definition parameters for tabulation and ballot marking equipment.

Within this functional subsystem, election management software users program the ballot
counting rules for a specific election — the election definition - to the memory devices used
used to program tabulation equipment.

Included Subtasks

Operational Environment

Included ES&S Software

Included ES&S System
Hardware

Notes/Additional
Materials

e Import and manage election files
®  Generate ballot handling equipment files
e Event logging

Election Central

® FElectionWare — Configure
® ES&S Event Log Service

N/A

N/A
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ES&S System Overview

Subsystem
Description

Generating media for ballot handling equipment includes all tasks required to convert and
transfer final election configuration files from the Election Management System to portable
media used to load those files to election equipment.

Included Subtasks

Operational Environment

Included ES&S Software

Included ES&S System
Hardware

Notes

® Generate media for ballot handling equipment — tabulators and accessible
voting devices

® Generate reporting media to configure reporting software
e Event logging

Election Central

® FlectionWare — Package
® ES&S Event Log Service

N/A

N/A

Subsystem Description

Accessible ballot marking includes all tasks releated to preparing, testing and implementing
assistive voting devices for use in a polling place environment.

Included Subtasks

Operational
Environment

Included ES&S Software

Included ES&S System
Hardware

Notes

® Setting Up the Ballot Marking Device
®  Performing System Diagnostics

e  Marking Paper Ballots

e Event Logging

Election Central (storage, maintenance, preparation and testing)

Polling Place

N/A

® ES&S AutoMARK Voter Assist Terminal (VAT)

N/A

o
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Subsystem
Description

Central ballot tabulation includes all tasks required to prepare, test and scan official ballots at
a central count location.

Included Subtasks

Operational Environment

Included ES&S Software

Included ES&S System
Hardware

Notes

®  Setting up the Tabulator

® Performing System Diagnostics

®  Configuring System Settings

®  Pre-Election Testing

®  Processing Ballots

®  Output Results and Generate Reports
e Event Logging

Election Central/Election Headquarters

N/A

ES&S DS850 Central Ballot Tabulator

N/A

Subsystem Description

Precinct ballot tabulation encompasses the activites required to prepare, test and implement
ES&S precinct ballot tabulators within a polling place environment.

Included Subtasks

Operational Environment

Included ES&S Software

Included ES&S System
Hardware

Notes

® Setting up the Tabulator

® Performing System Diagnostics

® Configuring System Settings

®  Pre-Election Testing

®  Opening the Polls

®  Processing Ballots

® Closing the Polls

®  Output Results and Generate Reports
e Event Logging

® FElection Central (storage, maintenance, preparation and testing)
® Polling Place

N/A

ES&S DS200 Precinct Ballot Counter

N/A
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16 ES&S System Overview

Subsystem Description Results consolidation and reporting encompasses system functions required to gather and
combine results from multiple tabulators and tabulator types, and then generate paper and
electronic reports for election workers, candidates, and the media.

Included Subtasks ®  Creating the results database
e  Configuring reporting groups
e Accumulate totals from poll-based equipment
® Accumulate totals from central count equipment
® Merging results from different equipment types
®  Generating reports
e Event logging
® Loading Results Files from ERM
® Reviewing provisional ballots

® View and save alternate format versions of the election summary results
report using ElectionWare - Produce

® Save and view machine log reports using ElectionWare — Produce

Included ES&S Software

Election Reporting Manager

ElectionWare — Acquire

ElectionWare — Produce

Included ES&S System N/A
Hardware
Notes N/A

1.3. OPERATIONAL ENVIRONMENT

The following sections provide descriptions of ES&S voting system operational environments and an
overview of the hardware, software and communication structure for each listed environment. System
hardware and software details, including required and optional COTS and proprietary equipment and
software, appear in Appendix B, “Voting System Summary.”

ES&S system hardware and software is designed for the following operational
environments:

e Election Central
e Ballot Production
e Polling Place

In addition to describing the system operational environments, this section includes an overview of the
voting system’s communication structure.
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1.3.1. Windows Server 2008 EMS Network
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Figure 1.8. Windows Server 2008 EMS network
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1.3.2. Standalone EMS Workstation

ES&S System Overview
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Figure 1.9. Stand-alone reporting workstation configuration
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ES&S System Overview

Environment Description

Election Central includes all facilities and equipment required to store and maintain election
tabulation and ballot marking devices, populate and safely store the master election
database, program election definitions for ballot handling equipment and host all activities
releated to central ballot tabulation, results consolidation and reporting.

Functions Performed

Included ES&S Software

Included ES&S System
Hardware

Included COTS
Hardware and Software

Managing Election Data

Formatting Paper Ballots

Configuring Ballot Handling Equipment

Electronic Ballot Marking (Storage, Preparation and Testing)
Precinct Ballot Tabulation (Storage, Preparation and Testing)
Central Ballot Tabulation

Results Consolidation and Reporting

Early/In-person Absentee Voting

ES&S Event Log Service
ElectionWare — All Modules
Election Reporting Manager

EMS PC

EMS Server

DS850 Results Server

Report Printer — EMS

ES&S DS850 Central Ballot Tabulator

ES&S DS200 Precinct Ballot Tabulator (Early Voting, Storage and Maintenance)
ES&S AutoMARK Voter Assist Terminal (Early Voting, Storage and Maintenance)

See Appendix B, “Voting System Summary” for additional system components and
COTS items.

EMS PC Operating System
Communications Server Software
Report Printer

See Appendix B, “Voting System Summary” for additional specifications for COTS
items.
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ES&S System Overview

Environment Description

The ballot production environment outputs all evaluation, test and live election ballots for
jurisdiction use. ES&S print services or an ES&S certified partner printer produces these
ballots based on images formatted using ES&S election management software. The
production environment itself includes all facilities and equipment required to convert ballot
images supplied by EMS programmers into paper ballots that comply with the specifications
of the jurisdiciton and the performance requirements for ES&S ballot marking and tabulation

equipment.

While the ballot itself is an assessible component of the voting system, the production
environment for that ballot can vary widely. Any sufficeintly trained commercial printer with
equipment capable of meeting ES&S defined ballot specifications can generate ballots that
meet the test and performance specifications of ES&S ballot marking and tabulation
equipment. ES&S does not require that ballot printers use specific equipment or procedures,

as long as the output ballots meet specification.

Functions Performed

Included ES&S Software

Included ES&S System
Hardware

Included COTS software

Included COTS hardware
and peripherals

Notes/Additional
Materials

Ballot Printing

N/A

N/A

N/A

N/A

Printed ballots must meet the paper, ink and image specifications detailed in the £5&S Ballot

Production Guide included under TDP Section 13.

o
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Environment Description The polling place environment comprises the facilities and equipment required to carry out
ballot marking and tabulation at the poll level.

Functions Performed e  Ballot Marking for Voters with Disabilities

e  Polling Place Ballot Tabulation and Reporting
® Secure Network Results Transfer

Included ES&S Software N/A
Included ES&S System e ES&S DS200 Poll Based Ballot Tabulator
Hardware

® ES&S AutoMARK Voter Assist Terminal
® See Appendix B, “Voting System Summary” for system component specifications and

COTS items.
Included COTS software N/A
Included COTS hardware e See Appendix B, “Voting System Summary” for specification of COTS items
and peripherals
Notes/Additional N/A
Materials

The ES&S voting system supports the following network configurations:
e EMS PC workstations networked to a Windows 2008 Server.
e Multiple DS850 Central high-speed central tabulators networked to a reporting workstation.

The following sections outline the network architectures used to transfer results.
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22 ES&S System Overview

1.3.6.1. Networked Election Management System

The ES&S voting system supports an election management system networked through Windows 2008
server. When configured according to ES&S specifications, this network is a closed system that does
not allow connection to the Internet or connection to external data lines. The system provides limited
file sharing for EMS programmers allowing election workers to contribute content to the same election
definition from different EMS workstations. All physical connections to the network are standard,
physical, network connections.

Figure 1.11 illustrates a networked Election Management System.

Windows 7
ElectionWare Workstation
ERM Results Updating

Windows 7
ElectionWare Workstation
ERM Results Reporting

ElectionWare
PostgreSQL
Database

DS850 Results
and Images

Network Switch
EMS SERVER

Windows Server
Optional Results 2008 R2 and
Display Workstation DS850 SFTP Server

Report Printer

Figure 1.12. Networked Election Management System.
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1.3.6.2. DS850

Reporting Network

Multiple DS850 tabulators can be networked to a central reporting PC for high-speed mass ballot
counting and results consolidation. This local reporting network has no connections to the Internet or

outside data lines.

Figure 1.12 illustrates a local DS850 reporting network.

N
DS850
(Election)
-
DS850

(EQQ)

Windows 7
ElectionWare Workstation
ERM Results Updating

Windows 7
ElectionWare Workstation
ERM Results Reporting

ElectionWare
PostgreSQL
Database

e =
DS850
(Election)

o>
DS850

DS850 Results

EMS SERVER and Images

Windows Server
2008 R2 and
DS850 SFTP Server

(EQC)

&Voter

Figure 1.13. DS850 results network.

1.3.6.3. Peripheral Communication

All ES&S Voting System 5.0.0.0 system peripherals, such as printers, mice, card readers/writers and
other devices - connect through standard communications ports such as USB or serial interfaces.
System hardware specifications include descriptions of available ports on ES&S tabulators and ballot
marking equipment.

23
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1.4. CONCEPT OF OPERATION

Figure 1.13 illustrates the operational flow and system interfaces for the ES&S voting system. ES&S
voting systems provide the flexibility to mix and match system hardware, software and services to
achieve specific goals. ES&S advances this operating philosophy through modular design. Each piece
of voting system equipment included in the voting system may be used as a stand-alone
module/tabulator or as part of an integrated system.
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Figure 1.14. Concept of Operation

1.5. FUNCTIONAL AND PHYSICAL INTERFACES

See the diagrams under Section 1.3, "Operational Environment” and Section 1.4, “Concept of

Operation,” for an overview of system interfaces. External interfaces utilize an ES&S proprietary
standard. ES&S Software Design and Specification documents include detailed internal interface
descriptions for individual ES&S system modules.
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1.6. COTS HARDWARE AND SOFTWARE
A list of Consumer off the Shelf (COTS) products used with the system appears in Appendix B, “Voting

System Summary.”

1.7. INTERFACES AMONG COMPONENTS

Interface/Means used for
Information Exchanged

Encrypted XML File (.EML)

XML Files

XML Files

Poll Place Collection XML Files

Public Standard

Interface between ElectionWare and the ES&S DS850/ES&S DS200 and AutoMARK
XML files are encrypted individually or as a package with the file extension .eeff.

Interface between ElectionWare and the SFTP Server. XML files are encrypted
individually or as a package with the file extension .eeff.

Interface between ElectionWare and ERM

Interface between the ES&S DS850/ES&S DS200 and ERM
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26 ES&S System Overview

1.8. BENCHMARK DIRECTORY LISTINGS

See below for default/recommended install locations for voting system software listed in the order the
software would normally be installed upon setup and installation. Firmware for vote counting and ballot
marking equipment is installed by ES&S and cannot be accessed, installed or modified by a voting
system user.

S
o
g st
e
sar 8¢ =
wwg 85 O
. w < E nx=c s
Install Voting System or COTS SE9o =98 o
Order  Application Benchmark Install Directory Wz W3y w
1 Windows 7 Professional, with SP1 Default L L4
2 Windows Server 2008 R2, with SP2 Default L
3 AVG Business 2012 C:\Program Files(x86)\AntiVirus ° L L4
4 Cerberus FTP (installed on the C:\Program Files (x86)\Cerberus ®
central count EMS server for the LLC\Cerberus FTP Server\
DS850 results network)
5 Adobe Acrobat Standard version 9.0  C:\Program Files(x86)\Adobe\Acrobat 9.0 [ ] L]
or better.
6 RM/Cobol 12.06 C:\Program Files(x86)\LIANT\RMCOBOLv12 [ ] L]
. ) C:\Program Files(x86)\Microsoft L
7 Microsoft Office Excel 2007 or ) )
greater Office\Office14\Xlstart
. C:\Program Files(x86)\Election Systems L L4
8 ES&S Event Log Service And Software\Event Log Service
. . C:\Program Files(x86)\Election Systems L L4
9 Removable Medla Service And Software\Removable Media Service
10 Election Reporting Manager (ERM) C:\apps\ess\urs L L4
11 VAT Preview C:\Program Files(x86)\AutoMARK L]
12 ElectionWare C:\Program Files(x86)\Election Systems L4 L

And Software\ElectionWare

ELECTION SYSTEMS & SOFTWARE, LLC
o DOCUMENT ID -- EVS5000_OVR00
l‘llb REVISION — 15.0




ES&S System Overview 27

2. SYSTEM PERFORMANCE

2.1. PERFORMANCE CHARACTERISTICS

This section provides an overview of system performance characteristics by product. Detailed
performance characteristics for each product in the system appear in Appendix C, “Product Specification
Sheets.” System limitations appear in Appendix A, “Voting System Limitations.”

2.1.1. Ballot Target Limits for Paper Ballots
The ES&S voting system supports the following ballot formats.

:iazI(IeOt ;::gle:csh ¥::ig|-|eg:sPositions Per Row x Column = Ballot Supported Tabulators:
81/2X 11" 4 38 X 24 Columns = 912/side DS200 and DS850
5 50 X 24 Columns = 1200/side DS200 and DS850
81/2X 14" 3 41 X 24 Columns = 984/side DS200 and DS850
4 50 X 24 Columns = 1200/side DS200 and DS850
5 65 X 24 Columns = 1560/side DS200 and DS850
81/2X17" 3 50 X 24 Columns = 1200/side DS200 and DS850
4 62 X 24 Columns = 1488/side DS200 and DS850
5 81 X 24 Columns = 1944/side DS200 and DS850
81/2x19” 3 56 X 24 Columns = 1344/side DS200 and DS850
4 70 X 24 Columns = 1680/side DS200 and DS850
5 91 X 24 Columns = 2184/side DS200 and DS850

2.2. QUALITY ATTRIBUTES
See Appendix C, “Product Specification Sheets,” for product quality attributes.

2.2.1. Reliability
ES&S systems are designed with a target Mean Time Before Failure (MTBF) rate of 163 hours.
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28 ES&S System Overview

ES&S designs all voting system equipment for ease of preventative and corrective maintenance. All
ES&S tabulators meet or exceed EAC maintainability requirements.

¢ Mean Time to Repair: The Mean Time to Repair (MTTR) measures the average time
required to perform a corrective maintenance task. Corrective maintenance task time
measures only active repair time and excludes logistic or administrative delays. Corrective
maintenance may require on site repair. The mean-time to repair ES&S systems and
components is sufficient, in combination with the Mean Time Before Failure (MTBF), to
achieve the required availability.

¢ Maximum Repair Time (MMAX): ES&S designs central scanners and precinct equipment
to provide a less than five percent probability that an unscheduled maintenance action will
require more than 30 minutes to complete. If a technician cannot repair a component in
less than 30 minutes, a replacement component is placed on standby near ES&S scanners
during the equipment’s operating period.

e Maintenance Ratio (MR): Maintenance Ratio is the ratio of total maintenance hours
(MH) to total operating hours (OH). MH is equal to the sum of the scheduled and
unscheduled maintenance hours spent on all components that make up the system. OH
includes the nominal time of system operation, including the time required to prepare the
system for an election and the time required for post-election operations. The target
maintenance ratio for ES&S systems is 0.25 MH/OH.

ES&S’ target availability during normal operation for voting system hardware is 99 percent.

The ES&S voting system is designed to meet or be quickly modified to the needs of every election
jurisdiction in the United States. The system accounts for thousands of election permutations and
variables based on local and State regulations and incorporates functionality built to specific customer
requests and requirements. While ES&S strives to create the most pleasant and intuitive user
experience possible through deeply considered system design, we recognize that sacrifices to usability
are sometimes required to meet our goal of comprehensive system utility. To ensure that our users can
maximize their understanding of the system, ES&S enhances usability and accessibility through Heuristic
evaluation, intelligent system design, comprehensive training programs and administrative support
services. See Appendices D-E for results of ES&S usability testing for voter facing equipment.

2.2.4.1. System Features and Design

The ES&S voting system provides election officials and ES&S internal users with an array of options for
managing election and ballot data, counting votes and reporting results. ES&S develops all systems to
the design requirements of VVSG Volume 1, Section 3 and VVSG Volume 1, Appendix D and considers
additional human factors beyond the scope of VVSG requirements in selecting screen color and font
selection, using familiar Windows conventions for menus and user interfaces, providing ‘WYSIWYG'
ballot editing tools, determining the shape and color of tangible system controls and designing logical
work flows for end-to-end election processing.
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2.2.4.2. Training

ES&S provides efficient and effective training with a core curriculum developed over four decades of
installing and servicing new voting systems. ES&S provides core election day and pre-election courses
and then tailors specific classes to meet the unique needs of each client jurisdiction.

Classroom instruction includes audio, visual and hands-on demonstrations and exercises — specific to
students’ responsibilities. Students receive a training manual that features visual and step-by-step
instructions. Customized job aids and testing materials may be developed to meet the individualized
needs of the students.

ES&S offers refresher training after first use, and always evaluate the effectiveness of every class in
order to continually refine and improve a customized training program.

2.2.4.3. Support Services

ES&S Account Managers, Customer Support Representatives, and Field Service Technicians are
extensively trained and have real-world experience in the implementation, service, and support of
election systems.

ES&S voting equipment is designed for its intended purpose. Voting equipment designed for use at
polling places is light and easily transportable. ES&S central tabulators are designed for speed and
durability and are not designed for high portability. See Appendix C, “Product Specification Sheets,” for
product dimensions and weight.

See Appendix C, “Product Specification Sheets,” for ES&S product safety considerations.
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Each ES&S product is designed with specific security features and procedures that contribute to the
overall security of the voting system. The following table contains general descriptions of the security
features and procedures for each product. Product manuals and security specifications provide detailed
security descriptions by product.

Product Security Features/Description

ES&S DS850 e  See Appendix C, “Product Specification Sheets,” for DS850 security considerations.

ES&S DS200 e  See Appendix C, “Product Specification Sheets,” for DS200 security considerations.

ES&S AutoMARK e  See Appendix C, “Product Specification Sheets,” for ES&S AutoMARK security considerations.

ES&S Event Log
Service

ElectionWare

Election Reporting
Manager

ES&S Event Log Service logs user actions for election management applications.

ES&S Event Log Service runs in the background logging system events to the COTS Windows
Event Viewer.

Election officials use ES&S Event Log Service to monitor system activity.

ES&S Event Log Service records all user actions in supported software as a continuous audit
log. Election officials can format and print reports based on the log.

ElectionWare requires users to enter a valid username and password prior to gaining access
to the application. The username and passwords are stored in an encrypted database. Strong
password methodology is utilized which requires the password to be at least 8 characters long
and include at least one number, one upper case letter, one lower case letter and contain no
spaces.

Depending on a user’s access rights, ElectionWare limits selections in the Manage module.
Unavailable menu selections do not appear in the application interface.

ElectionWare saves a record of all user actions to the system audit log. The Username of the
logged in user also appears in the log.

System security for ElectionWare limits casual access to system files but security also depends
on sound practices at the election office. Officials are required to implement a strong physical
and procedural security plan that limits access to ElectionWare to authorized personnel only.
Election officials should also make sure that the PCs running ElectionWare remain secure
before and after each election.

ElectionWare does not offer any data entry feature that can be used to alter programming.

Election Reporting Manager saves a record of all significant user actions to the ERM system
audit log and also writes all audit log entries to the secure Windows Event Log.

Access to the ERM application is controlled by the System Administrator assigned access
rights as documented in the ES&S System Security and System Hardening documents
System security for Election Reporting Manager limits access to system files and election
results but system security also depends on sound practices at the election office. Officials
should limit access to Reporting Manager and election results to authorized personnel only.
Election officials should also make sure that the PC running Reporting Manager remains
secure before and after each election. Access to election results generated in Reporting
Manager should be regulated and officials should compare election reports generated in
Reporting Manager to scanner totals in order to make sure that final results are consistent
with the results from ballot scanning equipment.

Officials should retain all paper ballots and election results USB Memory Devices to ensure
system security and provide audit trail for forensic investigation.

o
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2.2.8.1. Voting System Hardware

See Appendix C, “Product Specification Sheets,” for privacy features of ES&S voting equipment.

2.2.8.2. Election Management System

No voter information is stored to the ES&S Voting System 5.0.0.0 voting system software; ensuring
voter privacy and security.

2.2.9.1. Voting System Hardware

See Appendix C, “Product Specification Sheets,” for backup and recovery features of ES&S voting
equipment.

2.2.9.2. Election Management System

Frequent backups and the use of an uninterruptable power source ensure continuity of operation for
Election Management System software.

2.3. DESIGN CONSTRAINTS, APPLICABLE STANDARDS AND
COMPATIBILITY REQUIREMENTS

2.3.1.1. ES&S DS850

In addition to supporting Voluntary Voting System Guidelines (VVSG), the ES&S DS850 was designed
to:

e Support the same election rules and ballot formats as the DS200 precinct ballot tabulator
e Share as much code as possible with the DS200 Precinct ballot tabulator application

e Share as many operating system components as is possible with the DS200 precinct ballot
tabulator.

e Handle folded ballots with minimal jams.

e Store ballot images for ballots that have completed processing.
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2.3.1.2. ES&S DS200
In addition to supporting Voluntary Voting System Guidelines (VVSG), the DS200 was designed to:

e Support the ballot box designed for ES&S’ legacy precinct ballot scanner, the Model 100, which
dictated the rail (feet) of the unit, diverter connector, overall width and length dimensions of
the DS200

e Support the PEB communication pack used by the ES&S iVotronic DRE precinct tabulator so that
votes could be consolidated within the DS200. This functionality is not supported in this
release.

e Position the DS200 to support the RoHS lead-free standards. This functionality is not fully
supported in this release.

2.3.1.3. ES&S AutoMARK

In addition to supporting the VVSG, the ES&S AutoMARK addresses human engineering considerations
of disabled voters. The design includes audio output and Braille keypads to accommodate vision-
impaired voters, and a touch pad and sip n puff input to accommodate voters with limited physical
mobility.

2.3.1.4. Election Management System

ES&S Election Management System software is designed to support the election rules and standards of
the 2005 VVSG.

Product Applicable Standards

ES&S DS850 See Appendix C, “Product Specification Sheets,” for DS850 design standards.
ES&S DS200 See Appendix C, “Product Specification Sheets,” for DS200 design standards.
ES&S AutoMARK See Appendix C, “Product Specification Sheets,” for AutoMARK design standards.
ElectionWare e FAC 2005 Voluntary Voting System Guidelines (VWWSG 1.0)

. The Java Programming Language by Ken Arnold, James Gosling, David Holmes

e ES&S Java Coding Conventions. See ES&S document "Development Practices and Coding
Standards

Election Reporting e FAC 2005 Voluntary Voting System Guidelines (VWWSG 1.0)
Manager e RM/Cobol for Windows version 7.0 — Language Reference Manual
e CodeBridge for Windows version 7.0 — Calling Non-Cobol Subprograms

System requirements appear in Appendix B, “Voting System Summary.”
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APPENDIX A VOTING SYSTEM LIMITATIONS

This Appendix describes the practical limitations of the ES&S voting system.

Table of Changes

Revision Description of Change
1.0 11.14.2011 Initial document
2.0 3.25.2012 Added a footnote to the “Maximum candidate/counters allowed per precinct,” limitation.
3.0 5.2.2012 Updated footnotes in Section 1.
4.0 5.23.2012 Updated Section 1 with additional limitations.
5.0 6.5.2012 Updated based on internal review.
Updated the value for “Maximum count for any precinct element.”
6.0 6.12.2012 Updated the value for “Minimum number of parties allowed” for a primary election based on
internal review.
7.0 6.25.2012 Removed references to optical scan ballots.
8.0 8.15.2012 Updated to remove components no longer included with the current system configuration.
9.0 8.29.2012 Added supported languages to the system limitations table under Section 1.
10.0 12.18.2012 Removed a reference to unsupported network functionality from Section 2.2.
Contents
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1. VOTING SYSTEM LIMITATIONS

The following table summarizes practical limitations of the ES&S voting system.

Limiting
System Characteristic Boundary or Limitation Component
Max. precincts allowed in an election At least 9900 ERM
Max. count for any precinct element 500,000 (65,500 from any tabulator media) ERM report (ERM
results import)
Max. candidates allowed per election Depends on election content (limited by 21,000 ERM
maximum counters)?
Max. contests allowed in an election  Depends on election content (limited by 21,000 ERM
maximum counters)?
Max. counters allowed per precinct Limits candidates and contests assigned to a precinct to 1,000°  ERM
Max. contests allowed per ballot 200 or # of positions on ballot N/A
style
Max. candidates (ballot choices) 175 ERM (database
allowed per contest Create)
Max. number of parties allowed General election: 75 ERM (database
. . . . . create)
Primary election: 20 (including nonpartisan party)
Max. ‘vote for’ per contest 98 ERM (database
create)
Ballot formats All paper ballots used in an election must be the same Ballot scanning
size and contain the number of response rows. equipment
Max. Ballot Styles 9900 ERM
Max. District Types/Groups 20 ERM
Max. districts of a given type* 40 ERM
Supported Languages e  English e Korean System Configuration
e  Spanish e  Japanese
e  Chinese

Table A.1.1. Voting system limitations

! Calculation of the number of counters must include a minimum of 4 counters for each contest, 3 overhead (overvote, undervote, precincts
counted) and at least 1 candidate. Additional contest candidates each add a counter. If some precincts are defined as Absentee, a fourth
overhead counter (absentee precincts counted) must be added to each contest. The number of statistical counters (Ballots Cast, Registered
voters) must be added to the contest counters to determine the total counters.

2 Example of maximum contest calculation if all contests had 2 candidates (5 counters each, 3 overhead counters + 2 candidates) and there were
10 statistical counters (i.e. Ballots Cast-Total, Republican, Democratic, Libertarian, Nonpartisan and Registered Voters-Total, Republican,
Democratic, Libertarian, Nonpartisan. (21000-20)/5 =4196 or (counter limit — statistics x 2)/number of counters/contest = number of
contests.

® Contest counters are calculated as indicated in footnote 1, but two counters must be added for each statistical counter defined for the precinct.
There are a minimum of 3 statistic counters assigned to each precinct (six added counters), “Ballots Cast,” “Registered Voters” and “Ballots
Cast Blank.”

* Excludes the Precinct Group which contains all precincts.
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2. SYSTEM COMPONENT LIMITATIONS

Limitations and boundaries are listed where component limit is not cataloged or controlled by the values
listed in Section 1 of this document.

2.1. PAPER BALLOT LIMITATIONS

1. The paper ballot code channel, which is the series of black boxes that appear between the
timing track and ballot contents, limits the number of available ballot variations depending on
how a jurisdiction uses this code to differentiate ballots. The code can be used to differentiate
ballots using three different fields defiened as: Sequence (available codes 1-26,839), Type
(available codes 1-30) or Split (available codes 1-40).

2. If Sequence is used as a ballot style ID, it must be unique election-wide and the Split code will
always be 1. In this case the practical style limit would be 26,000.

2.2. ES&S DS200 ADDITIONAL LIMITATIONS

1. The ES&S DS200 configured for an early vote station does not support precinct level results
reporting. An election summary report of tabulated vote totals is supported.

2.3. AUTOMARK VOTER ASSIST TERMINAL

ES&S AutoMARK capacities exceed all documented limitations for the ES&S election management, vote
tabulation and reporting system. For this reason, Election Management System and ballot tabulator
limitations define the boundaries and capabilities of the AutoMARK system as the maximum capacities
of the ES&S AutoMARK are never approached during testing.
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3.

3.1.

System Limitations ‘

ELECTION MANAGEMENT SOFTWARE LIMITS

ELECTIONWARE

ElectionWare capacities exceed the boundaries and limitations documented for ES&S voting equipment
and election reporting software. For this reason, ERM and ballot tabulator limitations define the
boundaries and capabilities of ElectionWare system.

3.2.

1.

o Uk wN

ELECTION REPORTING MANAGER

Election Reporting Manager requires a minimum monitor screen resolution of 800x600.
ERM Database Create allows 1600 Precincts Per Ballot Style.

There is a limit of 3510 precincts in the precincts counted/not counted display.

There is a limit of 3000 precincts in the precincts counted/not counted scrolling display.
Contest/Precinct selection pop up display limited to 3000 contests/precincts.

Non-English characters are not supported in ERM. This has to do with the creation of the XML
results file out of ERM.

ERM's maximum page size for reports is 5,000 pages.

Generating a District Canvass Report without first properly creating a .DST file can result in
inaccurate totals reports and inconsistent report formatting.

ny
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Field Limit Report Specification

Precinct Name Precinct Selection screen - Character wraps on reports
Precinct ID DS850 4 4 Clear Precinct Results
28 Clear Precinct Results screen
28 Confirmation screen
20 Print Results Reports Screen
29 Scan Ballots screen
30 Search Precinct screen
28 Select Precinct screen
Precinct Long Name DS850 24 24 Select reports screen
36 Select Precinct screen
34 Select Precinct search screen
42 Not Processed/Processed Reports
Poll Place Name DS200 25 25 DS200 Screens and reports (characters wrap on reports)
Poll Place Short Name DS850 23 23 All screen headers
Contest Title DS200 40 40 Voter Exception Screens
ERM 40 47 Screens and reports
Contest Short Name DS200 40 255 Reports - characters wrap on report tape
Contest Long Name DS850 39 39 Not Processed Batch/Bin Report (Long)/Processed with Write-ins Batch/Bin
Report (Short)/Preview Screen
Precinct by Precinct Detail Results Report/Precinct by Precinct Public Results
Report/Preview Screen
Processed with Write-ins Batch/Bin Report (Long) /Preview Screen
Zero Report/ Election Detail Results Report/Election Public Results Report
and Preview Screens
Candidate Short Name DS200 48 48 Reports - additional characters truncate
Candidate Long Name DS850 45 45 Precinct by Precinct Detail Results Report/Precinct by Precinct Public Results
Report/Preview Screen
Zero Report/ Election Detail Results Report
Precicnt Label DS200 20 20 DS200 screens - entrly limited to 20 characters
DS200 Reports - entrly limited to 20 characters
DS850 20 20 Precinct by Precinct Detail Results Report/Precinct by Precinct Public Results
Report/Preview Screen - entrly limited to 20 characters
Processed with Write-ins Batch/Bin Report (Long) /Preview Screen - entrly
limited to 20 characters
Election Name DS200 25 255 DS200
DS850 25 32 850 Load election
124 Not Processed Batch/Bin Report (Long)/Processed with Write-ins Batch/Bin
Report (Short) /Preview screen
124 Not Processed Batch/Bin Report (Short)/Processed with Write-ins Batch/Bin
Report (Short)/Processed Batch/Bin Report (Short) /Preview screen
124 Precincts by Precinct Detail Results Report/Precinct by Precinct Public
Results Report/Preview Screen
124 Precincts Processed Report/Not Processed/Preview Screen
124 Processed Batch/Bin Report (Long)
124 Processed with Write-ins Batch/Bin Report (Long)/Preview screen
79 System Readiness Report
42 Title Bar
124 Zero Report/Election Detail Results Report/Election Public Results Report
and Preview screens
Election Short Name DS200 25 25 All screens
EVS5000_OVRO1_AppxA01_Field Limit Report Specification.xlsx 2/13/2013



Field Limit Report Specification

Jurisdiction Name All screens

Not Processed Batch/Bin Report (Long)/Processed with Write-ins Batch/Bin
Report (Short)/Preview Screen

127 Not Processed Batch/Bin Report (Short)/Processed with Write-ins Batch/Bin
Report (Short)/Processed Batch/Bin Report (Short)/Preview Screen

127 Precinct by Precinct Detail Results Report/Precinct by Precinct Public Results
Report/Preview Screen

127 Precinct by Precinct Detail Results Report/Precinct by Precinct Public Results
Report and preview screen

127 Precincts Processed Report/Not Processed Preview Screen

127 Processed Batch/Bin Report (Long)

127 Processed with Write-ins Batch/Bin Report (Long)

127 Zero Report/Election Detail Results Report/Election Public Results Report

and Preview Screen

End
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APPENDIX B VOTING SYSTEM SUMMARY

The following document summarizes the configurations and capabilities of the ES&S Voting System
5.0.0.0 voting system and lists the software and equipment required to configure the system.

Table of Changes

Revision Description of Change

1.0 11.15.2011 Initial Document

Updated functional diagrams under Section 1
Updated system configuration descriptions under section 1.4.
Updated for readability.

1.1 1.25.2012
Updated anti-virus versioning.
Updated modem card model identifiers and added a USB modem bank device under Section
2.2.

2.0 2.2.2012 Added the syslog server to the network software listed under section 2.1.

Updated the component intstall chart under Section 1.4.2 to match information included in
3.0 3.25.2012 Appendix H.
Expanded detail on some COTS software components.

4.0 4.18.2012 Updated system diagrams.

Updated supported Delkin USB Flash drives for the DS200 under Section 2.2 to include 1 GB

5.0 4.20.2012 and 2 GB sizes.
Removed components from the system configuration.
6.0 10.1.2012 o . . .
Updated versioning for Event Log Serivce and Removable Media Service.
7.0 12.18.2012 Removed references to unsupported network functionality.
Moved the install location system for Microsoft Excel.
Updated component listings and versioning.
8.0 1.10.2012 . ; ]
Updated Section 1.3.2 to include omitted components.
Updated flash drive support for the DS200 and DS850 to remove an unsupported drive brand.
9.0 1.29.2013 Updated AutoMARK hardware versioning to include the A-300 hardware configuration.
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I.INTRODUCTION
A. SCOPE

This document summarizes the theory of operation, included components and declared functionality for
the ES&S voting system.

B. SYSTEM DESCRIPTION

The ES&S Voting System 5.0.0.0 voting system includes equipment and software that provides scalable,
end-to-end election system functionality for voting jurisdictions with wide-ranging requirements.

Voting System Name ES&S Voting System v. 5.0.0.0
Manufacturer Election Systems & Software, LLC
System Version ES&S Voting System 5.0.0.0
Voting System Test Wyle Labs

Laboratory

Requested EAC N/A

Certification Number

Nature of System New Voting System — not previously certified
Applicable Standard VVSG 1.0

Certification N/A

Application Submission

Date

ES&S voting system components are designed to fulfill the following system functions:
¢ Election database creation, ballot formatting and equipment coding management
¢ Central ballot tabulation
¢ Electronic ballot marking
e Precinct ballot tabulation

¢ Results consolidation and reporting

1. FUNCTIONAL DIAGRAMS

The functional diagrams on the following pages illustrate the voting system’s supported functional and
physical configurations.
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1.1. WINDOWS SERVER 2008 EMS NETWORK
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Figure B-1.1. Windows 2008 Server EMS network
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1.2. STANDALONE EMS WORKSTATION
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Figure B-1.2. Standalone reporting workstation configuration
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1.3. EQUIPMENT CONFIGURATIONS
The ES&S voting system supports the following computer, system, and equipment configurations.

Computer Configurations:

1 Election Management System (EMS) Workstation — Microsoft Windows 7-based PC set
up in one of the following manners

e  Full election support (Stand-alone configuration)
e  ElectionWare/ERM support only

2 EMS Client Server — Microsoft Windows 2008 Server that is set up to support one or more
client EMS Workstations and an optional DS850 results network.

System Configurations: System configurations use one or more of the following Computer
Configurations

1 Windows Server EMS Network- Networked system that combines a Client/Server EMS
system with an optional results network for DS850 central ballot scanners..

2 Standalone system - Each computer configuration is a single, stand-alone, EMS workstation
used for eleciton preparation and reporting.

Equipment Configurations: Each System Configuration can be set up to support one or more of the
following:

1 DS850 Central Tabulator
2 DS200 Precinct Tabulator
3 AutoMARK Voting Assist Terminal

Table 1.1 identifies the hardware required for each computer configuration listed in this document.

£ o 5 .
2 5§ = 2
S s 8§ 3
h'T ﬁ /)]
=0E 0k 0
Hardware Component 2 E & E s E
Computer System #1 —Standalone system or Client workstation - Windows 2008 ° °
network or Standalone system
Computer System #2 — Windows 2008 Server and DS850 results server. )
Report Printer [ ° [
CompactFlash Reader ° °

Table B-1.1 Voting systemcomputer hardware requirements.
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Table 1.2 identifies the ES&S and commercially available software components required for each
computer configuration listed in this document.

) E £ & 2
= s 232
w S o9
- o8 0t
s8 S¢ =8
=] =St o
ot 0 9Y@nx
E o2 5as
ne B O
=5 Sw us E

Software Component 2= o E E 32

Microsoft Windows 7 Professional, 64-bit SP-1 ® ®

Microsoft Server 2008, SP-2

Microsoft Patches ) [ )

Adobe Acrobat Standard, v. 9.0 ® [

Micro Focus RM/Cobol Runtime 12.06 [ J L]

ES&S Removable Media Service (RMS) ) °

ES&S EventlLog Service (ELS) ) °

ES&S Election Reporting Manager (ERM) ) °

ES&S ElectionWare - client L °

ES&S ElectionWare - server ) )

VAT Preview ® [ )

Cerberus FTP )

Table B-1.2. Voting system software requirements.
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2. REQUIRED COMPONENTS

2.1. SYSTEM SOFTWARE

ES&S Voting System Summary

Product SW/FW Version Manufacturer Description
EMS Workstation — Desktop or N/A N/A PC workstation for standalone use or the Windows 2008 Server
Notebook environment.
Required Software Required for all EMS components
Windows Windows 7 Professional,  Microsoft — Operating System
64-bit, SP-1
AVG Business 2012 AVG — Anti-Virus.
Removable Media Service (RMS) 1.4.0.0 ES&S — Supports graceful installation and removal of results media
ES&S Event Log Service (ELS) 1.5.0.0 ES&S — Provides custom event log reports from the Windows Event Log.
ElectionWare - Client 4.1.0.0 ES&S Election database, ballot and election equipment configuration
VAT Preview 1.8.1.0 ES&S — Required for configurations including AutoMARK
Adobe Acrobat Standard® 9.0 Adobe — Ballot PDF generation
Election Reporting Manager 8.6.0.0 ES&S Election results report management
(ERM)
RMCOBOL 12.06 Liant — COBOL Runtime
Windows Workstation N/A N/A Non-certified business PC.
Microsoft Excel® 2007 or better Microsoft — Spreadsheet Software

! Acquired from OEM or licensed dealer.

2 Acquired from OEM or licensed dealer.

0y
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Product SW/FW Version Manufacturer Description
Windows 2008 EMS Server N/A N/A Server for Windows 2008 Server network environment.
Required Software Required for all components
Windows 2008 Server Standard Microsoft — Operating System — acquired from OEM or directly from Microsoft
EditionR2, SP-2
AVG Business 2012 AVG — Anti-Virus
ElectionWare - Server 4.1.0.0 ES&S Ballot and election equipment configuration
Opitonal DS850 Results Results Server for Windows 2008 Server network environment. Runs on the
Network Software same physical server as the Windows 2008 EMS network server and requires
all software listed for the Windows 2008 Server.
Cerberus FTP 4.0 Cerberus LLC

— Secure, FTP server

Table B-2.1 Voting system software components
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2.2. ELECTION MANAGEMENT SYSTEM HARDWARE

Product Versioning Manufacturer Description
EMS Workstation — Desktop or N/A N/A PC workstation for the Windows Server environment or standalone use.
Notebook
Processor N/A N/A — Dual Core
RAM N/A N/A — 2 GB minimum, 4 GB recommended
Hard Disk N/A N/A — 150 GB
Keyboard N/A N/A - N/A
Mouse N/A N/A - N/A
Monitor N/A N/A — 1280x800 minimum resolution
CD/DVD reader N/A N/A — 16x or faster
USB Ports N/A N/A — Minimum 2 USB 2.0 ports
Report Printer N/A N/A — Standard Printer
Windows 2008 Server N/A N/A Host system for Windows EMS Server configurations
Processor N/A N/A — Quad Core
RAM N/A N/A — 4 GB minimum
Hard Disk N/A N/A — 320 GB
Keyboard N/A N/A - N/A
Mouse N/A N/A - N/A
Monitor N/A N/A — 1280x800 minimum resolution
CD/DVD reader N/A N/A — 16x or faster
USB Ports N/A N/A — Minimum 2 USB 2.0 ports
Ethernet Port N/A N/A - N/A
Report Printer N/A N/A — Standard Network Printer

Table B-2.2 PC hardware

0y
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2.3. VOTING SYSTEM HARDWARE

Product Versioning Manufacturer Description
DS200
System Firmware 2.7.0.0 ES&S Application Firmware for precinct based vote tabulation
Scanner Firmware 2.22.0.0 ES&S — Board level Firmware
Power Management Firmware 1.2.4.0 ES&S — Board level Firmware
System Hardware 1.2 ES&S DS200 Voting System Hardware
Compact Flash Memory Card N/A Delkin — Supported sizes include 1 GB
USB Memory Stick N/A Delkin — Supported sizes include 512 MB, 1 GB, 2, GB, 4 GB, 8 GB
Plastic Ballot Box 1.3 ES&S — Plastic Ballot receptacle
Metal Ballot Box N/A ES&S — Metal ballot receptacle
DS850
System Firmware 2.4.0.0 ES&S Application Firmware for precinct based vote tabulation
System Hardware 1.0 ES&S DS850 Voting System Hardware
Compact Flash Memory Card N/A Delkin — Supported sizes include 1 GB
USB Memory Stick N/A Delkin — Supported sizes include 512 MB, 1 GB, 2, GB, 4 GB, 8 GB
Report Printer N/A OKI — B430dn Laser Report Printer
Audit Printer N/A OKI — Microline 420 Dot Matrix Printer
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Product Versioning Manufacturer Description
ES&S AutoMARK
System Firmware 1.8.1.0 ES&S Application Firmware for HAVA compliant ballot marking system
Printer Engine Board (PEB) 1.70 ES&S — Board Level Firmware
Scanner Interface Board (SIB) 1.43 ES&S — Board Level Firmware
Ultra 8.0.1 ES&S — Board Level Firmware
WinCE 5.00.20 Microsoft — Operating System
System Hardware 1.0 ES&S Hardware revision for AutoMARK model A-100-00
1.1 ES&S Hardware revision for AutoMARK model A-200-00
1.3 ES&S Hardware revision for AutoMARK model A-300-00
Compact Flash Memory Card N/A SanDisk/Toshiba — Supported sizes include 512 KB, 1 GB, 2GB
Headphones N/A AVID — Stock Headphones

Table B-2.3 Voting system hardware
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APPENDIX C PRODUCT SPECIFICATION SHEETS

The following document summarizes the configurations and capabilities of the ES&S Voting System
5.0.0.0 voting system and lists the software and equipment required to configure the system.

Table of Changes

Revision LR O Description of Change
Change

1.0 11.14.2011 Initial Document

2.0 04.17.2012 Updated the document identifier in the document footer.

3.0 06.25.2012 Updated battery specifications.

4.0 8.13.2012 Removed components from the system configuration.
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DS850

SPECIFICATIONS

Performance

Expected Speed: 365 11-inch ballots
per minute or 235 19-inch ballots per
minute. Approx. 8640 11-inch
ballots/hour or 7200 19-inch ballots
per hour.

Maximum Speed: Optimal test speed
is Approx. 11,500 11” ballots/hour or
8870 19” ballots per hour.”

Hopper Capacity: Input Hopper: 480
standard sized ballots Output
Hopper: 480 standard sized ballots,
Outstack Hoppers: 150 standard size
ballots.

Memory: 1 TB HDD holds Approx. 5
million ballot images and related
data.

Maximum Ballot Styles:.9990
precincts, 40 ballot styles per
precinct in a ballots by style election.
Processing Frequency: Between 14

and 18 full size batches per hour for
19” and 11” ballots, respectively.

Ballot Target Capacity

Targets Max Ballot
Ballot Size Per Inch Targets
81/2X11" 4 912/side
5 1200/side
81/2X 14" 3 984/side
4 1200/side
5 1560/side
81/2x17" 3 1200/side
4 1488/side
5 1944/side
81/2x19” 3 1344/side
4 1680/side
5 2184/side

Quality Attributes

Reliability: Mean time before failure
(MTBF) exceeds 163 hours

Maintainability: Likelihood
unscheduled corrective action will
require more than 30 minutes to
complete:<5%

* Assuming 60 seconds for loading and unloading
ballot batches.
2 “Maximum Speed” based on a test environment

o Target Maintenance Ratio (MR):
Maintenance Hours/Operating Hours
=0.25 MR

Safety

e Protective guards around all rollers
and diverters (flippers) to reduce
pinch hazards.

o Safety Interlocks that disable the
transport if either the camera or rear
access panel are opened.

e Protective covers of the all power
supplies.

o Lift assist cylinders on the camera lid
and rear access panel to prevent
these from dropping on the user.

e A stepper motor driven transport
which more quickly detects jam
situations and quickly brings the
transport to a safe stop.

e Large carrying handles for lifting and
positioning the machine.

e Skid-resistant pads to keep unit from
moving during operation.

Security

e Lockable, sealable, clear-view access
doors for all ports, as well as the
power switch and cord connection.

e System functions will not execute if
improperly configured.

e Pass code protection for all critical
functions, including Election
Administration, Processing Modes,
System and Hardware Maintenance,
and Results functions.

e Supervisor functions are limited to
the controls provided in the system
menus.

o Digital Signature and password
security provides a high level of
security on data transferred between
Election Management Software and
the DS850.

e The DS850 requires the retention of
paper ballots and proper election
procedures by election officials as a
redundant means of providing
system security.

Privacy

e N/A—Central Count

Environmental

o Size (WxDxH): 41"x18"x37”
(104 cm x46 cm x94 cm)
e Weight: Approx. 200 Ibs (91 kg)

Backup

o Battery Type: N/A

o Backup Time: N/A

e Uninterruptable Power Supply (UPS)
provides power to complete any
interrupted run, save data, initiate a
controlled shutdown, disposition the
data on re-start. A backup generator
is required for extended backup
support.

Supplies
e Memory Devices: SanDisk 512, 4, or
8 GB or Delkin 2 GB

e Report Printer: OKI B430dn Laser
Report Printer

o Audit Printer: OKI Microline 420 Dot
Matrix Printer

Connectivity

o Network Connection: Local
networking to a central reporting PC
capable.

o Local Ports: (1x) High Speed USB 2.0.

Applicable Standards

. EAC 2005 Voluntary Voting System
Guidelines (VVSG 1.0)

. ASI Election Programming System
Handbook

. AIS Ballot Production Manual

. AIS EPS file format documents

. Performance and Test Standards
for Punch Card, Marksense and
Direct Recording Electronic
Systems

. Technical Support Inc. ‘C’
Programming Guidelines

. Linux System Architecture

Specifications are subject to change without

notice.

©2011 ELECTION SYSTEMS & SOFTWARE, LLC

with jogged and ready ballots in full-size batches
and 3 users prepping, running and removing the
ballots, as well as no jams or mis-feeds.
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DS200

SPECIFICATIONS

Performance

o Expected Speed: 2 to 3 voters per
minute. Approx. 2,300 ballots per
terminal over the course of a 15-hour
counting period."

o Maximum Speed: 5 ballots per
minute. 153 ballots per hour. Approx
2300 ballots for a 15-hour day.?

e Ballot Box Capacity: 2,800 14-inch
paper ballots.

e USB Memory Capacity: 512 KB
standard, 8 GB maximum. The
number of ballot records within
capacity depends on the size of the
election.

e Maximum Ballot Styles: .9,990
precincts, 40 ballot styles per
precinct in a ballots by style election.

e Processing Frequency: Approx. 20
seconds per voter.

Ballot Target Capacity

Targets Max Ballot
Ballot Size Per Inch Targets

81/2x11" 912/side

1200/side
984/side

1200/side
1560/side
1200/side
1488/side
1944/side
1344/side
1680/side
2184/side

81/2X14"

81/2X17"

81/2x19”

U b WU WU R WU DN

Quality Attributes

o Reliability: Mean time before failure
(MTBF) exceeds 163 hours

e Maintainability: Likelihood
unscheduled corrective action will
require more than 30 minutes to
complete:<5%

e Target Maintenance Ratio (MR):
Maintenance Hours/Operating Hours
=0.25 MR

* Estimated maximum throughput in a real world
environment — where mismarked, torn or folded
ballots are occasionally rejected.

2 Maximum throughput in a test environment
with a single user feeding ballots into the
machine with no rejections.

ELECTION SYSTEMS & SOFTWARE, LLC

Safety

e Rounded edges on all exposed plastic
surfaces.

e No sharp edges or metal exposure.

e External power supply minimizes
exposure to shock.

e Once secured to the ballot box, the
DS200 cannot be moved.

Security

e Locking front panel prevents access
to the scanner, ballot box and USB
Flash Drive that contains election
programming.

e System functions will not execute if
improperly configured.

o Locked panel secures the operating
mode controls during voting.

e The election definition or system
firmware cannot be overwritten once
a precinct official installs the election
program.

e Supervisor functions are limited to
the controls provided in the system
menus.

o Digital Signature and password
security provides a high level of
security on data transferred between
Election Management Software and
the DS200.

e The DS200 requires the retention of
paper ballots and proper election
procedures by election officials as a
redundant means of providing
system security.

Privacy

e Secure voting booths with privacy
screens are available from ES&S.

e |f a voter selects more than the
allowed number of candidates in a
contest, the DS200 returns the ballot
to the voter for revision.

e Once a voter confirms selections, the
DS200 deposits the counted ballot in
a secure, locked ballot box.

Environmental

e Unit Size (WxDxH): 14”x16”x5”
(36 cm x41 cm x13 cm)

o Unity Weight: Approx. 25 Ibs With
internal battery (11 kg)

USA CANADA VOTER REGISTRATION
11208 John Galt Blvd 1200 West 73" Ave 11208 John Galt Blvd
Omaha, NE 68137 Suite 350 Omaha, NE 68137
Phone: 800.247.8683 Vancouver, BC V6P 6G5 Toll Free: 800.247.8683
Phone: 604.261.6313, x129 Phone: 402.970.1220
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e Storage and Transport Case Size
(WxDxH): 22.5”x17"x11"
(57 cm x43 cm x28 cm)

e Storage and Transport Case Weight:
7 Ibs (3kg)

o Ballot Box Size — with DS200
Installed (WxDxH): 25”x22.5”x38”
(64 cm x57 cm x97 cm)

o Ballot Box Weight — with DS200
Installed: Approx. 70 Ibs (32 kg)

o Ballot Box Size — Storage and
Transport (WxDxH): 25”x22.5"x38”
(64 cm x57 cm x97 cm)

o Ballot Box Weight — — Storage and
Transport: Approx. 45 lbs (21 kg)

Backup
e Battery Type: Lithium-ion, 18 V,
4300mAh or 18.5 V, 4400 mAh

o Backup Time: More than 2 hours of
continuous use on full charge.

Supplies
e Memory Devices: SanDisk 512 KB, 4,
or 8 GB or Delkin 2 GB

e Marking Device: BIC Grip Roller ball
pen (.7mm) - Part# 6100

o Integrated Printer: Seiko Thermal
Printer LTPV-345

Connectivity

e Local Ports: (2x) High Speed USB 2.0,
(1x) RJ-11 network port.

Applicable Standards

o EAC 2005 Voluntary Voting System
Guidelines (VVSG 1.0)

° ASlI Election Programming System
Handbook

. AIS Ballot Production Manual

. AIS EPS file format documents

. Performance and Test Standards
for Punch Card, Marksense and
Direct Recording Electronic
Systems

. Technical Support Inc. ‘C’
Programming Guidelines

. Linux System Architecture

Specifications are subject to change without

notice.

©2012 ELECTION SYSTEMS & SOFTWARE, LLC
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ES&S AutoMARK

USA

11208 John Galt Blvd
Omaha, NE 68137
Phone: 800.247.8683

SPECIFICATIONS

Performance

Expected Speed: Estimated 1.5
minutes for a sighted voter or 2.5
minutes for a voter with low or no
vision.

Maximum Ballot Marking Speed: 2.5
minutes per ballot.*

Throughput Capacity: N/A. The ES&S
AutoMARK processes a single ballot
at atime.

CF Card Memory Capacity: 512 KB
standard, 2 GB maximum.

Maximum Ballot Styles: 6,400

Processing Frequency: 1-20 minutes
per voter. Estimated average is 8
ballots per hour.

Ballot Target Capacity

Targets Max Ballot
Ballot Size Per Inch Targets
81/2x11" 4 912/side
5 1200/side
81/2X14" 3 984/side
4 1200/side
5 1560/side
81/2X17" 3 1200/side
4 1488/side
5 1944/side
81/2x19” 3 1344/side
4 1680/side
5 2184/side

Quality Attributes

Reliability: Mean time before failure
(MTBF) exceeds 163 hours

Maintainability: Likelihood
unscheduled corrective action will
require more than 30 minutes to
complete:<5%

Target Maintenance Ratio (MR):
Maintenance Hours/Operating Hours
=0.25 MR

! Filling all voting positions.

ELECTION SYSTEMS & SOFTWARE, LLC

CANADA

Suite 350
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1200 West 73" Ave

Safety

Hardware design ensures that both
operator and voter are protected
from exposure to dangerous
voltages, overheating and fire, sharp
corners, and other possible hazards.

System quality assurance procedures
ensure that defects in design and
construction that can result in
personal injury or equipment damage
are detected and corrected before
voting systems and components are
placed into service.

Meets or exceeds applicable
requirements of the Occupational
Safety and Health Act, Code of
Federal Regulations, Title 29, Part
1910.

Security

Operating Software provides security
access controls to limit or detect
access to critical system components
and to guard against loss of system
integrity, availability, confidentiality,
and accountability.

System functions are only executable
in the manner and order intended,
and only under the intended
conditions.

Control logic prevents ballot marking
if any preconditions to this function
have not been met.

Hardware is designed to protect
against tampering during system
repair, or interventions in system
operations, in response to system
failure.

System access during equipment
preparation, testing and operation is
limited by access code.

Security safeguards cannot be
bypassed or deactivated during
system installation or operation by
the user.

Privacy

Vancouver, BC V6P 6G5
Phone: 604.261.6313, x129

Available privacy shield and
AutoMARK table provides a private
and secure voting environment.

An optional ballot transport sleeve
hides the ballot during transfer
between the marking device and
tabulator.

VOTER REGISTRATION
11208 John Galt Blvd
Omaha, NE 68137

Toll Free: 800.247.8683
Phone: 402.970.1220

Environmental

o Unit Size — in use (WxDxH):
20.8"x26.0"x17.6"
(36 cm x41 cm x13 cm)

o Unit Size — configured for transport
or storage (WxDxH):
20.8”x26.0"x7.5”

(36 cm x41 cm x13 cm)

o Unit Weight: 48 |bs (11 kg)

Backup

e Battery Type: Lithium-ion, 7.4V,
11,000 mAh.

e Backup Time: More than 2 hours of
standard use.’

Supplies

e Memory Devices: Compact Flash
Card: SanDisk or Toshiba 512 KB, 1
GB, 2 GB.

e Headphones: AVID 3.5mm
headphones

e Print Cartridge: HP Inkjet ES&S part
#87002

Connectivity

e Network Connection: N/A

e Local Ports: (1x) Standard Compact
Flash Card, (1x) 3.5mm headphone
jack, (1x) accessible device port.

Applicable Standards

. EAC 2005 Voluntary Voting System
Guidelines (VVSG 1.0)

. National Election Code Standards

. Americans with Disabilities Act
. ES&S AutoMARK Operating
Manuals

. ES&S AutoMARK System
Functionality Description

Specifications are subject to change without
notice.

©2012 Election Systems & Software, LLC.

% 8 voting sessions per hour with the spit and
wipe feature deactivated

Election Systems
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D CIF Usability Test Reports

Appendix D Common Industry Format for
Usability Test Reports

This appendix includes ES&S usability evaluations for ES&S voting equipment.

Proprietary and Confidential Information D
The contents of this document are proprietary and confidential to ES&S. We request confidential treatment and expect that the included information is exempt

from required disclosure. In the event that a third party requests disclosure of information which ES&S considers confidential and proprietary, we ask to be
notified of such requested disclosure in order to provide ES&S with an opportunity to seek exemption from disclosure.



EXPERIENCE 11208 John Galt Boulevard - Omaha, NE 68137 USA
RELIABILITY | Phone: 402.593.0101 - Toll-Free: 1.800.247.8683 - Fax: 402.593.8107

Election Systems
& Software

SECURITY www.essvote.com

MAINTAINING VOTER CONFIDENCE.
ENHANCING THE VOTING EXPERIENCE. [l oiebbh et il

ISO/IEC 25062 Common Industry Format for Usability Test Report

ES&S AutoMARK Voter Assist Terminal (VAT)

Version 1.X

Tested by:

Christopher Fletcher C.U.A.
April, 2009

Date Prepared: April 30, 2009

Prepared by: Christopher Fletcher

Address inquiries to:

Steve M. Pearson
Phone: 402-593-0101
Email: smpearson@essvote.com
Address: 11208 John Galt Boulevard, Omaha, NE. 68137

Proprietary and Confidential Information
The contents of this document are proprietary and confidential to ES&S. We request confidential treatment and expect that the included information is exempt

from required disclosure. In the event that a third party requests disclosure of information which ES&S considers confidential and proprietary, we ask to be
notified of such requested disclosure in order to provide ES&S with an opportunity to seek exemption from disclosure.



© 2010 by Election Systems & Software, 11208 John Galt Blvd., Omaha, NE 68137-2364.
All rights reserved. Printed in the USA

This document, as well as the product described in it, is furnished under license and may be used
or copied only in accordance with the terms of such license. The content of this document is
furnished for informational use only, is subject to change without notice, and should not be
construed as a commitment by Election Systems & Software, Inc. Election Systems & Software,
Inc., assumes no responsibility or liability for any errors or inaccuracies that may appear in this
document. Except as permitted by such license, no part of this publication may be reproduced,
stored in a retrieval system, or transmitted, in any form or by any means, electronic, mechanical,
recording, or otherwise, without the prior written permission of Election Systems & Software, Inc.

Disclaimer

Election Systems & Software does not extend any warranties by this document. All product
information and material disclosure contained in this document is furnished subject to the terms
and conditions of a purchase or lease agreement. The only warranties made by Election Systems
& Software are contained in such agreements. Users should ensure that the use of this
equipment complies with all legal or other obligations of their governmental jurisdictions.

All ES&S products and services described in this document are registered trademarks of Election
Systems & Software. All other products mentioned are the sole property of their respective
manufacturers.

Proprietary Information

ES&S has identified and appropriately marked relevant portions of this document, which it
considers confidential and proprietary. We request confidential treatment by the EAC of such
information and would expect that such information is exempt from required disclosure. In the
event that a third party requests disclosure of information which ES&S considers confidential and
proprietary, we would ask that the EAC notify ES&S of such requested disclosure in order to
provide us with an opportunity to seek exemption from disclosure.

The document sections referenced below contain Election Systems and Software, Inc. (ES&S)
confidential information, which is provided for the sole purpose of permitting the recipient, to
evaluate the ES&S Voting System submitted herewith. The following sections are designated as
“Proprietary and Confidential” by Election Systems & Software.

Document Section Description

Entire Document CIF Usability Test Results and Methodology

Proprietary and Confidential Information

The contents of this document are proprietary and confidential to ES&S. We request confidential treatment and expect that the included information is exempt
from required disclosure. In the event that a third party requests disclosure of information which ES&S considers confidential and proprietary, we ask to be
notified of such requested disclosure in order to provide ES&S with an opportunity to seek exemption from disclosure.



Executive Summary

A summative usability test was conducted to evaluate the effectiveness, efficiency, and satisfaction of
registered voters when they filled out a paper ballot and cast that ballot into the ES&S AutoMARK Voter
Assist Terminal (VAT).

The ES&S AutoMARK VAT provides accessible ballot navigation and ballot marking for voters with vision and
mobility impairments. Audio ballot support assists voters who are more comfortable reading or hearing ballot
contents to cast their vote independently and privately.

Fourteen patrticipants participated in the Accessibility study. Each participant performed standard voting tasks
using an AutoMARK VAT,

The mean task completion time for all 14 participants was 9.36 minutes for making their selections on the
AutoMARK VAT and casting their vote. The user group had a base accuracy 98.05% and an unassisted task
completion rate of 64%. There were 5 dependent variables; these were task completion rate, base accuracy
score, time to task completion, voter confidence and SUS score.

A guestionnaire was also administered to participants after they cast their ballot, which resulted in a mean score
of 64.62 based on the standard method of the System Usability Scale (SUS) and a 4.6 confidence score.

The test focused on evaluating the total number of correct votes and the number of ballots cast without any

errors. The tasks were designed for the correct recording of the ballot selections while ensuring both
independence and privacy.

e Table 1 -Summary Performance Results by User Type

User Type | Number of Base Voting Time Voter Summative Usability
Participants Accuracy | Mean Confidence Score Mean
Completing the Score Score Mean
Ballot (%)
Accessibl | 13 of 14 (92.8%) | 98.05% 9.36 Minutes 4.61538 64.6153
e Voter
3

Proprietary and Confidential Information

The contents of this document are proprietary and confidential to ES&S. We request confidential treatment and expect that the included information is exempt
from required disclosure. In the event that a third party requests disclosure of information which ES&S considers confidential and proprietary, we ask to be
notified of such requested disclosure in order to provide ES&S with an opportunity to seek exemption from disclosure.



Introduction

Full Product Description

The ES&S AutoMARK Voter Assist Terminal Version 1.6.0.0

The ES&S AutoMARK Voter Assist Terminal
Version provides accessible ballot navigation and
ballot marking for voters with vision and mobility
impairments. Audio ballot and multi-language
support assists voters who are more comfortable
reading or hearing ballot contents in an alternative
language to cast their vote independently.

Interconnected touch screen and keypad controls
are the main interfaces for ballot navigation.
Either system can be used interchangeably to
navigate the ballot at any time. Touch-screen
navigation meets all applicable Voting System
guidelines for text size and readability while the
physical keypad was designed and tested with
significant contributions from special needs
groups. Physical key arrangement and shape
provide intuitive voting. Braille and printed text
labels describe each key’s function.

Figure 1. The ES&S AutuoMark
Voter Assist Terminal

ES&S AUTOMARK
TECHNICAL OVERVIEW — PHYSICAL CHARACTERISTICS

Operational
e Width — 20.8 inches

Depth — 26.0 Inches
Height — 17.6 Inches

Closed

Width — 20.8 inches
Depth — 26.0 Inches
Height —7.5 Inches

Case

Width — 26 inches
Depth — 34 Inches
Height — 14 Inches

48 Ibs with internal battery

Type — Compact Flash 2
Memory Type — Flash
Capacity — 256 MB

4

Proprietary and Confidential Information

The contents of this document are proprietary and confidential to ES&S. We request confidential treatment and expect that the included information is exempt
from required disclosure. In the event that a third party requests disclosure of information which ES&S considers confidential and proprietary, we ask to be
notified of such requested disclosure in order to provide ES&S with an opportunity to seek exemption from disclosure.



Type — TFT — resistive touch screen
Diagonal Size — 15 inches

Viewing Area (Width) — 8.9 inches
Viewing Area (Height) — 11.9 inches
Equivalent PC Screen Specification — XGA
Screen Resolution (Horizontal) — 768
Screen Resolution (Vertical) — 1024
Color Depth — 64k

Display Brightness - >250

Display

Table 2 ES&S AutoMARK physical

ES&S AUTOMARK
TECHNICAL OVERVIEW — STORAGE AND OPERATING ENVIRONMENT

e 50 to 104 degrees Fahrenheit

Saiage o Between 10% and 85% non-condensing humidity

-4 to 140 degrees Fahrenheit

e Between 10% and 50% non-condensing humidity

Table 3 ES&S AutoMARK Storage and Operating

ES&S AUTOMARK
TECHNICAL OVERVIEW — AUDIO SUBSYSTEM

Type e Stereo

Cord Length e 6 feet

V4" and 2" (3.5mm) headphone jack

Expected Life o 10 years

Synthesized Speech Speed

0 — 250 words per minute

Table 4 ES&S AutoMARK Power

ES&S AUTOMARK
TECHNICAL OVERVIEW — POWER SUPPLY

Input Power Voltage e 93-264 VAC

Input Power Frequency o 45-66Hz

North American Line Cord o 6 feet

Proprietary and Confidential Information

The contents of this document are proprietary and confidential to ES&S. We request confidential treatment and expect that the included information is exempt
from required disclosure. In the event that a third party requests disclosure of information which ES&S considers confidential and proprietary, we ask to be
notified of such requested disclosure in order to provide ES&S with an opportunity to seek exemption from disclosure.



Battery Hold-up Time (min.) JCEEPH IS

Table 5 ES&S AutoMARK Power

Spbecifications
ES&S AUTOMARK
TECHNICAL OVERVIEW — BATTERY
Battery Type e Lithium Ion

Battery Hold-up Time (min.) JCEEPH I

Number of Cells « 10

Useful Voltage Range e 7.2t08.4VDC

Table 6 ES&S AutoMARK Battery

ES&S AUTOMARK
TECHNICAL OVERVIEW —SPEECH

Application e Eloguence speech synthesis program
e English

Supported Languages : gﬁ?nnézz

(Synthesized)
e Korean
e Japanese

Supported Language e any

(Real voice .wav file)

Table 7 ES&S AutoMARK Speech
Specifications

Intended User Population

The ES&S AutoMARK is designed to support voters with low vision or no vision, voters with
physical/dexterity impairments, voters with reading impairments and voters who are more comfortable
viewing or listening to ballot contents presented in an alternate language.

Proprietary and Confidential Information

The contents of this document are proprietary and confidential to ES&S. We request confidential treatment and expect that the included information is exempt
from required disclosure. In the event that a third party requests disclosure of information which ES&S considers confidential and proprietary, we ask to be
notified of such requested disclosure in order to provide ES&S with an opportunity to seek exemption from disclosure.



Assistive Technologies Supported

The ES&S AutoMARK provides voters with vision and mobility
disabilities the tools to privately cast a paper ballot.

The terminal’s zoom and high-contrast display options, audio
ballot and Braille embossed keypad provide full support for
voters with vision impairments. An available port for a sip-n-
puff device, foot pedal, or other two-position switch

facilitates unassisted voting for voters with mobility issues.

The ES&S AutoMARK records selections on the same paper
ballot used by every voter at the polling place ensuring privacy
and anonymity during ballot counting. The terminal is an
assistive device that does not tabulate ballot

selections.

Exhibit 3 Two-position foot pedal

Support for Voters with No Vision / Low Vision

The ES&S AutoMARK zoom and high contrast display
options provide assistance for voters with low vision.
After a voter navigates a complete ballot, the terminal
generates a summary of selections in display and audio
formats that the voter must approve before marking the
final ballot. This ballot summary provides the opportunity
to review and edit selections before committing votes to
paper.

Voters who use the ES&S AutoMARK's display ballot select
their options behind a standard privacy screen to prevent
onlookers from viewing the ballot display.

Screen and Volume Controls

Voters can touch the ZOOM In / Out button on any screen
to increase and decrease the size of the displayed text.
Selecting the HIGH CONTRAST option on any screen
toggles the display between high contrast mode —

white text on a black background — and normal contrast —

color — mode. Exhibit 4 Voter using audio ballot controls

Proprietary and Confidential Information

The contents of this document are proprietary and confidential to ES&S. We request confidential treatment and expect that the included information is exempt
from required disclosure. In the event that a third party requests disclosure of information which ES&S considers confidential and proprietary, we ask to be
notified of such requested disclosure in order to provide ES&S with an opportunity to seek exemption from disclosure.



The touch screen and physical navigation buttons — Exhibit 4, following — are interconnected. Voters
may use either system to navigate the ballot at any time. The touch screen navigation options meet all
applicable guidelines for text size and readability, and the physical keypad has been designed and tested
with significant contributions from special needs groups. The keys are arranged and shaped to provide
an intuitive voting session. Braille and printed text labels describe each key’s function.

e Arrow keys are used to indicate up, down, left, and right.

e The square key serves as an "enter" key.

e The diamond-shaped key turns the screen on and off for audio only voting.
e The round key repeats the last audio prompt.

e Two sets of long oval keys control the volume and tempo of audio files.

Voters can easily change ballot selections by navigating back to the appropriate contest and selecting the

change.
Suenn
Scroll Screen On
s
Forward/Next \\\’ Audio
Back > Repeat
A
Audio Speed
Scroll D
Down > - Decrease
+ |ncrease
\ Volume Speed
Select - Decrease
+ [ncrease

Exhibit 5 ES&S AutoMARK
audio controls

Intended Environment

The ES&S AutoMARK was intended for use in any facility typically used as a polling station.

Type of Work Supported

The ES&S AutoMARK facilitates accessible ballot navigation and ballot marking for voters with vision and
mobility impairments. Audio ballot and multi-language support assists voters who are more comfortable
reading or hearing ballot contents in an alternative language to cast their vote independently.

Proprietary and Confidential Information

The contents of this document are proprietary and confidential to ES&S. We request confidential treatment and expect that the included information is exempt
from required disclosure. In the event that a third party requests disclosure of information which ES&S considers confidential and proprietary, we ask to be
notified of such requested disclosure in order to provide ES&S with an opportunity to seek exemption from disclosure.



Test Objectives

The goal of this summative usability test for voting systems is to identify and measure failures, not
to diagnose their cause. The focus is on the accuracy, efficiency, and confidence of the voter
experience. This test fundamentally adopted the usability goals for a voting system as one that
allows voters to cast their vote:

* Correctly — to use the voting system to register their intended selections with minimal errors and
easily detect and correct errors when they occur.

« Efficiently — to complete the voting process in a timely manner and without unproductive,
unwanted, incomprehensible, or frustrating interactions with the system.

« Confidently — to be confident (1) in what actions they had to perform in order to vote, (2) that their
votes were correctly recorded by the system and will be correctly counted, and (3) that their
privacy is assured.

This was an accessibility test testing accessible voting systems with specific populations of people with
disabilities; able bodied individuals participated as well.

Conformance test goals are to detect aspects of the system that do not meet a standard, not to
identify the cause of failure. A usability test for conformance to a usability standard is a specialized
type of summative test. For voting systems, such a test requires usability performance benchmarks
as part of the standard to test against. These benchmarks include a representative set of test
ballots and a well-specified test protocol that is explicit about how many and what types of voter
populations to test against. Further, the conformance test has to be validated to produce repeatable
results.

Therefore this summative test took the first steps towards meeting the proposed benchmarks for
Voting System Standards Usability Testing. Because there is not an adopted benchmark to date,
this test was administered in line with the intent of the proposed benchmarks. The results and
findings of the test will not attempt to mirror those of the proposed benchmark.

Among the basic metrics for voting usability are:

* Low error rate for marking the ballot (the voter selection is correctly conveyed to and represented
within the voting system)

« Efficient operation (time required to vote is not excessive)

« Satisfaction (voter experience is safe, comfortable, free of stress, and instills confidence)

Method

Participants

The test was conducted using fourteen individuals’ both those representative of the general
population of US voters as well as those with disabilities. All participants were required to have the
following characteristics to participate:

a) Eligible to vote in the United States;

b) Speaks English fluently;
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¢) Willing to sign a non disclosure agreement;

d) Willing to sign a Participant Consent form;

Participants were selected by using an accessibility recruiting screener to ensure the specific

demographic characteristics of; education, race, gender, and visual or cognitive disability to best
represent those individuals most likely to use the AutoMARK VAT. There is no reason to believe
that there were any significant differences between the participant sample and the general voting
population.

Table 8 Participant Profile

Participant # | Gender | Age Education Race Geographic Self Reported
Disability
1 Female 65+ Post graduate Caucasian Urban n/a
2 Female 65+ Some college Caucasian Urban n/a
3 Female | 45-54 College graduate Caucasian Urban n/a
4 Female 65+ High school Caucasian Urban n/a
5 Female 65+ Some college Other Urban Blind, Dexterity
Low vision,
6 Male 65+ College graduate Caucasian Urban Cognitive
7 Male 65+ High school Caucasian Urban other
8 Female 65+ College graduate Caucasian Urban n/a
9 Female 65+ Some college Caucasian Urban Dexterity
10 Male 65+ Post graduate Caucasian Urban Other
11 Female 65+ Some college Caucasian Urban n/a
12 Female 65+ Some college Other Transient Other
13 Male 65+ Post graduate Caucasian Urban Low vision
14 Female 65+ College graduate Caucasian Urban Other
10
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Context of Product Use in the Test

Tasks

The test was comprised of two primary tasks; making vote selections using one of the AutoMARK
interfaces and then using the AutoCast function to cast the paper ballot into a secure ballot box.
These are the primary voting tasks that have a direct effect on the test objectives of allowing a
voter to cast their vote correctly, efficiently and comfortably.

The test participants were instructed to make specific voting choices on the AutoMARK. All
instructions about filling out the ballot were given to the participants either in writing or verbally for
those who could not read the instructions, with no additional individual assistance offered. (See
Appendix B)

Instructions for the participants included directions to represent realistic and commonly occurring
ballot selections such as:

* Voting for names that appeared at various positions within a list of names

* Not voting in specific contests on the ballot

* Indicating a write-in vote

The participants were given verbal instructions on casting the ballot.

The key consideration for selecting the tasks was to balance of representative voter use of the
product with the need to achieve future voting system benchmarks.

The source of the tasks was collaboration between product management and usability.

Test Facility

Intended context of use:

Precinct based voting can take place at any facility meeting the local jurisdictions requirements.
Standard precinct based voting facilities vary widely from homeowner’s garages, to public school
auditoriums.

Context used for the test:

The usability test was conducted at community center that is typical of a standard voting precinct.
There were 2 AutoMARK VAT system installed in a large activity center that resembled a realistic
voting location. The participants’ actions of inserting and marking the ballot, reviewing screen
messages and casting the ballot were recorded using 2 cameras and Morae Usability testing
software.

Participant’s Computing Environment
The participants used the ES&S AutoMARK Voter Assist Terminal version 1.6.0.0

Display Devices:
The AutoMark uses a touch screen as the mechanism for participants to both view the messages
presented and make selections such as accepting the option to reject or cast a ballot.

The display is a color liquid crystal display, with a portrait orientation. The LCD is a high-contrast
device suitable for use in environments with bright ambient light. The LCD is backlit using CCFL
(cold cathode fluorescent lamp) devices. Current design uses a display panel manufactured by
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either LG Philips or Sharp. The display is a 15-inch device (measured diagonally).

LCD specifications include the following:

Table 9 LIQUID CRYSTAL DISPLAY SPECIFICATIONS

ITEM | ATTRIBUTE SPEC UNITS
1. LCD TECHNOLOGY TFT
2. NOMINAL SIZE (DIAGONAL) 15 INCHES
3. VIEWING AREA, WIDTH 8.9 INCHES
4. VIEWING AREA, HEIGHT 11.9 INCHES
5. EQUIVALENT PC SCREEN SPECIFICATION XGA
6. SCREEN RESOLUTION, HORIZONTAL 768 PIXELS
7. SCREEN RESOLUTION, VERTICAL 1024 PIXELS
8. COLOR DEPTH 64K COLORS
9. DISPLAY BRIGHTNESS >250 NITS

The paper ballot was 8.5” x 11”in size.

Test Administrator Tools

Tasks were timed using Morae Recorder Usability Testing Software. Sessions were videotaped
(one camera was used to capture the participants interaction with the screen and one camera was
used to observe the facial actions of the participant), although information derived from the
recordings are not part of this report. At the end of the sessions, participants completed a 2 part
guestionnaire. The first part of the questionnaire assessed confidence and the second part
assessed usability with the standard System Usability Scale (SUS) using a 5-point Likert scale.

Experimental Design

The experimental design was a between subject study. No control variables (other than voter type)
were accounted for either experimentally or statistically. Counterbalancing was not done because
the two tasks needed to occur in chronological order.

Several additional control variables were recorded, including English proficiency, voting eligibility,
gender, age, race, education, geographic background and disability.

There were 5 dependent variables: unassisted task completion rate, base accuracy score, time to
task completion, voter confidence and System Usability Scale score.

Procedure

a. Upon arrival at the community center, the participants were met by a greeter and asked
to first fill out the consent form and were offered a second form for their records.

b. They were given the same greeting; “Thank you for your interest to participate in our
study. We appreciate your help. We are researching which things are easy to do and
which are difficult to do on the AutoMARK. Please understand that we are not in any way
testing your ability. We are evaluating the AutoMARK’s Usability.”

c. They were then given paper ballot (Appendix A), and a set of
12
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written instructions (Appendix B). They were told that the test facilitator will not be able to
assist them once they had started. The exception is for those with visual impairments.

d. The participant was escorted to one of the two AutoMARK VAT’s where they were
“‘introduced” to a test facilitator.

e. The facilitator took the blank paper ballot and inserted it into the AutoMARK the same
way a Poll worker would do in a real election.

f. The participant would then follow the instructions making the vote selections.

g. The test facilitator was able to verbally read the instructions aloud for those who could
not read the instructions. They were read as many times as the participant requested.

h. When the participant finished making their selections, they were presented an option to mark
their paper ballot.

i. The AutoMark would mark the paper ballot as the participant selected and the ballot
summary review would be presented back to the voter for verification.

j. At that point the participant had the option to cast their ballot or have it returned so that
they could obtain a new ballot and start over.

k. Once the participant indicated they were finished, they were verbally given the the12 question survey
to provide us feedback on their voting experience.

[.  Upon completion of the survey the participant was returned to the greeter where they were
thanked and given an option of the available gifts.

Participant General Instructions
Once the test began, the following statement was read by the test facilitator in response to any
guestion from a participant:
“I'm sorry but I'm not allowed to help you once you start. If you are having difficulties you can try to
finish. If you are stuck and cannot continue, you can stop if you wish.”

Participant Task Instructions

The test participants were told to make specific voting choices on the ballot. All instructions about
filling out the ballot were given to the participants in writing, with no additional individual
assistance offered. (See Appendix B) The test facilitator was able to verbally read the
instructions aloud for those who could not read the instructions. They were read as many
times as the participant requested.

The following statement was read by the test facilitator in response to any question from a
participant:

“I'm sorry but I'm not allowed to help you once you start. If you are having difficulties you can try
to finish. If you are stuck and cannot continue, you can stop if you wish.”

Various tasks were included in the instructions for the participants to represent realistic voting
events. These included:

* Voting for names that appeared at various positions within a list of names
* Not voting in specific contests on the ballot

* Indicating a write-in vote

13
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By instructing the participants how to vote, the difference between the “intended” votes of the test
participants and the actual votes that they cast can be determined. Accuracy of the cast ballot is
calculated by counting the number of correct votes, 11 being a perfect score. Note that both the
test ballot and the tasks were constructed to be complex enough to expose the different types of
errors that would occur if a voting system design had poor usability.

Usability Metrics

Effectiveness

Completion Rate: Unassisted task completion rate was defined as the percentage of participants who
completed each task correctly without assistance from the test administrator.

Base Accuracy Score: is the mean of the percentage of all ballot choices that are correctly cast
by each of the test participants.

Efficiency

Task time: is the amount of time to complete the task.

Satisfaction

Voter Confidence Score: the mean confidence level expressed by the voters that they believed
they voted correctly and the system successfully recorded their votes. This was based on a
confidence question developed specifically for this type of test.

System Usability Scale: is a simple, ten-item scale giving a global view of subjective
assessments of usability.

Results

Data Analysis

Data Scoring: Participant behavior was categorized into groups of successes, accuracy, and
satisfaction. Behaviors were marked as errors when a participant made an action that could not
lead to them successfully casting their ballot.

Data Reduction: Data for each task was analyzed separately and summarized together. Data
was based on a voter using an accessible voting device whether they were actually disabled or
not.

Statistical Analyses: Descriptive statistics used included: means, minimum values, and
maximum values. There were no inferential statistical analyses performed.

Presentation of the Results

Performance Results

The mean task completion time for all 14 participants was 9.36 minutes for making their selections
on the AutoMARK VAT and 1 4casting their vote. The user group had a base
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acuracy98.05% and an unassisted task completion rate of 64%. There were 5 dependent
variables; these were task completion rate, base accuracy score, time to task completion, voter
confidence and number of errors.

Typical Voting Performance Results by Participant

Participant # Unassisted Task Base Accuracy | Casting Ballot

Completion Rate Score Task Time

1 100% 11 10.64

2 100% 11 9.48

3 100% 11 7.56

4 100% 11 7.58

5 100% 11 10.73

6 100% 11 15.01

7 100% 11 4.46

8 100% 11 6.43

9 100% 11 13.53

10 100% 11 6.76

11 100% 11 13.02

12 100% 10 7.16

13 100% 10 9.35

14 0% 0 Abandon

Satisfaction Results

A questionnaire was administered to participants after they cast their ballot, which resulted in a
mean score of 64.62 (out of 100) based on the standard method of the System Usability Scale
(SUS) and a 4.6 (out of 5) confidence score.

Participant # Voter SuUS
Confidence
1 5 67.5
2 5 55
3 5 87.5
4 3 775
5 4 67.5
6 5 62.5
7 5 62.5
8 4 50
9 4 55
10 5 60
11 5 55
12 5 50
13 5 90
14 0 0
15
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Appendices

Appendix A — Test Paper Ballot
This provides a reduced size image of how the ballot was laid out.

Appendix B -- Instructions for Participants
These are the instructions that were given to each participant on how to mark their ballot.

Appendix C — Facilitator Notes

These are the instructions that were given to each facilitator to ensure consistent interaction with
the participant.

Appendix D -- Voting System Usability Scale — Voting SUS
This document contains a list of questions and the 5 point Likert scale for the SUS assessment and the
two questions used to establish confidence.
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Appendix A
Test Paper Ballot
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Appendix B

Instructions for Participants

In our mock election, we will be using fake names for candidates and for political parties.
Parties will be represented by either colors or occupations.

For example, you might see or hear this:

Joe Jones / Yellow Party

-or-

Mary Smith / Scientist

Any similarity between names of candidates and real people is purely coincidental.

Please attempt to vote exactly as described on the back of this page

Once you start, we will not be able to help you.

Please do the best you can. If you are stuck and cannot continue, inform the facilitator.

Thank you.
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For Governor and Lieutenant Governor, vote for

William Gilbert & Joe Sullivan

For Secretary of State, vote for
Frank Samson

For Attorney General,
Do not vote

For County Commissioner, vote for the following candidates:
Daisy Gannon
Scott Fitzgerald

For County Treasurer, vote for
Ross Perot

For Sheriff,
Do not vote

For City Council, vote for the following candidates:
Jane Doe

Erick Copeland

Robert Shaw

For Superintendent, write in a vote for
Bob Adams

Cast your ballot
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Appendix C

Facilitation Notes

Facilitator and Participant interaction

To minimize interference in the measurement of usability, once the participant has begun
the test, the facilitator's interaction with them is limited to the following statement:

“I'm sorry but I'm not allowed to help you once you start. If you are having difficulties you

can try to finish. If you are stuck and cannot continue, you can stop if you wish.”

The only facilitator interaction allowed will be to provide the visually impaired
participants the instructions on which contest selections are to be marked.

They must be read exactly as the written instructions.

They can be read to the participant as many times as requested.
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Appendix D

Voting System Usability Scale

1. To the best of my ability, | followed the instructions telling me how to vote.

[]Yes [ ] No
Strongly Strongly
disagree agree
2. I was able to cast all of the votes
in today’s test exactly as instructed
1 2 3 4 5
21
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3. | think that | would like to vote on

this system in a real election Error! Objects cannot be created from editing field
4. | found the voting system ! 2 8 4 5
unnecessarily complex | | | | |
1 2 3 4 5
5. I thought the voting system was
easy to use | I I I I
6. | think that | would need the 1 2 3 4 5
support of a poll worker to be
able to use this system | | | I I
7. | found the various functions in ! 2 3 4 5
this voting system were well
integrated | I I I I
8. | thought there was too much 1 2 3 4 5

Inconsistency in this voting system

9. I would imagine that most people 1 2 3 4 5
would learn to use this voting

system very quickly
10. | found the system very | I I I I

cumbersome to use 1 2 3 4 5

11. | felt very confident using the | I I I I

system

12. | needed to learn a lot of

things before I could get going | | | | |

with this system

codes. 1 2 3 4 5
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Instructions to the participant:

| am going to ask you to rate some things on a 1 to 5 scale. You can choose one, or
five, or any number in between. If you feel that you cannot respond to a question please

choose the center point of the scale.

Please record your immediate response to each item, rather than thinking about items
for a long time.
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Executive Summary

A summative usability test was conducted to evaluate the effectiveness, efficiency, and satisfaction of
registered voters when they filled out a paper ballot and cast that ballot into the DS200 precinct-based,
paper ballot tabulator.

The DS200 v1.2.1 paper ballot tabulator designed for polling place use. After a voter marks and inserts a
ballot into the DS200, digital sensors simultaneously read both sides of the ballot, accurately record voter
selections, and the counter passes the ballot to the integrated ballot box.

Twenty participants representative of the general voting population participated in the study. Each participant
performed standard voting tasks using a paper ballot. First, the participant filled out a paper ballot with a pen,
and then they cast their ballot using the DS200 precinct based tabulator.

The mean task completion time for all 20 participants was 26.38 seconds for submitting the paper ballot into the
DS200 and casting their vote. The user group had a base accuracy score of 99.55% and an unassisted task
completion rate of 100%. There were 5 dependent variables; these were unassisted task completion rate, base
accuracy score, time to task completion, voter confidence and SUS score.

A guestionnaire was also administered to participants after they cast their ballot, which resulted in a mean score
of 86.125 based on the standard method of the System Usability Scale (SUS) and a 4.7 confidence score.

The test focused on evaluating the total number of correct votes and the number of ballots cast without any

errors. The tasks were designed for the correct recording of the ballot selections while ensuring both
independence and privacy.

e Table 1 -Summary Performance Results by User Type

User Type | Number of Base Voting Time Voter Summative Usability
Participants Accuracy | Mean Confidence Score Mean
Completing the Score Score Mean
Ballot (%)
General 20 of 20 (100%) 99.55% 26.38 seconds | 4.70 86.125
Population
3
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Introduction

Full Product Description
DS200 Precinct Ballot Scanner Firmware version 2.1.0.0, Hardware version 1.2.1

The DS200 is a paper ballot tabulator designed for the general voting population, intended to be used in a
standard polling place. After a voter marks and inserts a ballot into the DS200, the system simultaneously
scans both sides of the ballot using a high-resolution image-scanner. The system then decodes ballot
images using a proprietary recognition engine.

A 12.1-inch touch screen display provides clear
voter feedback and poll worker messaging.
Once the system tabulates a ballot and updates
internal vote counters, the ballot is transferred to
a secure ballot box. An integrated thermal
printer generates zero reports, log reports, and
polling place totals after the polls officially close.

ELECTION SYSTEMS & SOFTWAF
DS200 SYSTEM
COPYRIGHT (C) 2007
ALL RIGHTS RESERVED VER: 1.0,

The DS200 accepts ballots inserted in any
orientation — top first, face up; bottom first, face
down; etc. Digital sensors simultaneously read
both sides of the ballot, and accurately record ;
voter selections, as the Counter passes the s
ballot to the integrated ballot box. The system
either accepts the ballot, updating the internal S—
count, or identifies and alerts the voter to e
exception conditions such as undervotes,
overvotes, write-in votes or ballot mismarks with
large, easy to read system messages and an
audible alert. The DS200 provides clear
instructions for resolving exception conditions,
improving voter oversight and accountability and dramatically reducing the number of invalid ballots cast
during an election.

Technical Overview — Physical Characteristics

55" H (stowed) x 14> W x 16" D
19.5 pounds with internal battery

105 H x 165 W x 227 D
11.5 pounds

35"H x 2075 W x 2525 D
45 pounds
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Test Objectives

The goal of this summative usability test for voting systems is to identify and measure failures, not
to diagnose their cause. The focus is on the accuracy, efficiency, and confidence of the voter
experience. This test fundamentally adopted the usability goals for a voting system as one that
allows voters to cast their vote:

* Correctly — to use the voting system to register their intended selections with minimal errors and
easily detect and correct errors when they occur.

« Efficiently — to complete the voting process in a timely manner and without unproductive,
unwanted, incomprehensible, or frustrating interactions with the system.

+ Confidently — to be confident (1) in what actions they had to perform in order to vote, (2) that their
votes were correctly recorded by the system and will be correctly counted, and (3) that their
privacy is assured.

Conformance test goals are to detect aspects of the system that do not meet a standard, not to
identify the cause of failure. A usability test for conformance to a usability standard is a specialized
type of summative test. For voting systems, such a test requires usability performance benchmarks
as part of the standard to test against. These benchmarks include a representative set of test
ballots and a well-specified test protocol that is explicit about how many and what types of voter
populations to test against. Further, the conformance test has to be validated to produce repeatable
results.

Therefore this summative test took the first steps towards meeting the proposed benchmarks for
Voting System Standards Usability Testing. Because there is not an adopted benchmark to date,
this test was administered in line with the intent of the proposed benchmarks. The results and
findings of the test will not attempt to mirror those of the proposed benchmark.

Among the basic metrics for voting usability are:
* Low error rate for marking the ballot (the voter selection is correctly conveyed to and represented
within the voting system)

« Efficient operation (time required to vote is not excessive)
« Satisfaction (voter experience is safe, comfortable, free of stress, and instills confidence)

Method

Participants

The test was conducted using twenty individuals’ representative of the general population of US
voters. All participants were required to have the following characteristics to participate:

a) Eligible to vote in the United States;
b) Speaks English fluently;
¢) Wiling to sign a non disclosure agreement;
Proprietary and Confidential Information
The contents of this document are proprietary and confidential to ES&S. We request confidential treatment and expect that the included information is exempt

from required disclosure. In the event that a third party requests disclosure of information which ES&S considers confidential and proprietary, we ask to be
notified of such requested disclosure in order to provide ES&S with an opportunity to seek exemption from disclosure.



Table 2 Participant Profile

d) Willing to sign a Participant Consent form;

Participants were selected by using a recruiting screener (Participant Screener for Voting System
Testing) to ensure the specific demographic characteristics of age, education, race, gender, and
voting experience were representative of the general U.S. voting population. There is no reason to
believe that there were any significant differences between the participant sample and the general
voting population.

Years Geographic
Participant # | Voting Age Education Race Gender Background
1 Many 35-44 | High School Degree Caucasian Female Rural
2 Many 35-44 | Some College African-Am Female Urban
3 Few 25-34 | College Grad Hispanic Male Urban
4 Many 45-54 | College Grad Caucasian Male Urban
5 Few 45-54 | Some College Caucasian Female Rural
6 Many 45-54 | Some College African-Am Male Urban
7 Many 35-44 | High School Degree Caucasian Female Urban
8 Few 35-44 | Some College Caucasian Female Urban
9 Few 25-34 | Post Graduate Degree | Caucasian Male Urban
10 Many 25-34 | College Grad Caucasian Male Urban
11 Many 35-44 | College Grad Caucasian Female Urban
12 Many 45-54 | College Grad Caucasian Female Urban
13 Many 25-34 | College Grad Caucasian Female Urban
14 Few 35-44 | College Grad Hispanic Female Urban
15 Many 35-44 | Some College African-Am Male Rural
16 Few 35-44 | Some College African-Am Female Urban
17 Many 45-54 | College Grad Caucasian Male Urban
18 Many 25-34 | College Grad Caucasian Male Urban
19 Few 25-34 | High School Degree Caucasian Female Urban
20 Few 25-34 | College Grad Caucasian Female Urban
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Context of Product Use in the Test

Tasks

The test was comprised of two primary tasks; filling out a paper ballot and casting the paper ballot
in the DS200 tabulator. These are the primary voting tasks that have a direct effect on the test
objectives of allowing a voter to cast their vote correctly, efficiently and comfortably.

The test participants were instructed to make specific voting choices on the paper ballot. All
instructions about filling out the ballot were given to the participants in writing, with no additional
individual assistance offered. (See Appendix B)

Instructions for the participants included directions to represent realistic and commonly occurring
ballot selections such as:

* Voting for names that appeared at various positions within a list of names

* Not voting in specific contests on the ballot

* Indicating a write-in vote

The participants were given verbal instructions on casting the ballot.

The key consideration for selecting the tasks was to balance of representative voter use of the
product with the need to achieve future voting system benchmarks.

The source of the tasks was collaboration between product management and usability.

Test Facility

Intended context of use:

Precinct based voting can take place at any facility meeting the local jurisdictions requirements.
Standard precinct based voting facilities vary widely from homeowner’s garages, to public school
auditoriums.

Context used for the test:

The usability test was conducted at the ES&S headquarters in 2 standard conference rooms. The
voting system was installed in a room that resembled a realistic voting location. Participants filled
out their ballots in one room that contained a table and chairs and then proceeded to a second
room that contained the DS200 where they cast the paper ballot. The participants’ actions of
inserting the ballot, reviewing screen messages and casting the ballot were recorded using 3
cameras and Morae Usability testing software.

Participant’s Computing Environment
The DS200 Precinct Ballot Scanner uses the hardware versionl.2.1 and firmware version 2.1.0.0.

Display Devices:
The DS200 uses a touch screen as the mechanism for participants to both view the messages
presented and make selections such as accepting the option to reject or cast a ballot.

The LCD display is an LG Phillips 12.1” SVGA (800x600) TFT color display model LB121S03-
TLO1 with a LVDS interface to the VIA motherboard. It has a color depth of LVDS 6-bit, 262,144
colors with an anti-glare surface treatment.

The paper ballot was 8.5” x 11”in 7size.
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Test Administrator Tools

Tasks were timed using Morae Recorder Usability Testing Software. Sessions were videotaped
(one camera was used to capture the participants interaction with the screen and two different
views of the participant were captured with webcams); although information derived from the
recordings are not part of this report. At the end of the sessions, participants completed a 2 part
guestionnaire. The first part of the questionnaire assessed confidence and the second part
assessed usability with the standard System Usability Scale (SUS) using a 5-point Likert scale.

Experimental Design

The experimental design was a between subject study. No control variables (other than voter type)
were accounted for either experimentally or statistically. Counterbalancing was not done because
the two tasks needed to occur in chronological order.

Several additional control variables were recorded, to ensure participants were representative of
the general voting population including voting experience, English proficiency, voting eligibility,
gender, age, race, education and geographic background.

There were 5 dependent variables: unassisted task completion rate, base accuracy score, time to
task completion, voter confidence and System Usability Scale score.

Procedure

e Upon arrival at the test lab, the participants, were asked to first fill out the consent form and
were offered a second form for their records.

e They were given the same greeting; “Thank you for your interest to participate in our study.
We appreciate your help. We are researching which things are easy to do and which are
difficult to do on the DS200 Precinct Based Vote Tabulator. Please understand that we are
not in any way testing your ability. We are evaluating the DS200’s Usability.”

e They were then given paper ballot (Appendix A), a black pen, and a set of written instructions
(Appendix B). They were told that the test facilitator will not be able to assist them once they
had started.

e When the participant finished filling out the paper ballot in the first room, they were instructed
to take their paper ballot to the next room where they would cast their ballot. The instructions
provided verbally in the second room were: “Welcome. Please close the door behind you. | will
need to give you a set of instructions before we can get started”.

e The voting instructions given by the test facilitator were “Please cast your ballot as if this were a
real election and when you think you are finished please say I'm finished.

e Once the participant indicated they were finished, they were verbally instructed to: “Please return
to the first room to complete a quick survey of 12 questions to provide us feedback on their voting
experience.”

e Once the patrticipant was finished with the survey they were thanked and dismissed.

Participant General Instructions

Once the test began, the following statement was read by the test facilitator in response to any
guestion from a participant:
“I'm sorry but I'm not allowed to help you once you start. If you are having

8
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difficulties you can try to finish. If you are stuck and cannot continue, you can stop if you wish.”

Participant Task Instructions

The test participants were told to make specific voting choices on the paper ballot. All
instructions about filling out the ballot were given to the participants in writing, with no
additional individual assistance offered. (See Appendix B)

The following statement was read by the test facilitator in response to any question from a
participant:

“I'm sorry but I'm not allowed to help you once you start. If you are having difficulties you can
try to finish. If you are stuck and cannot continue, you can stop if you wish.”

Various tasks were included in the instructions for the participants to represent realistic voting
events. These included:

* Voting for names that appeared at various positions within a list of names
* Not voting in specific contests on the ballot
* Indicating a write-in vote

By instructing the participants how to vote, the difference between the “intended” votes of the
test participants and the actual votes that they cast can be determined. Accuracy of the cast
ballot is calculated by counting the number of correct votes, 11 being a perfect score. Note
that both the test ballot and the tasks were constructed to be complex enough to expose the
different types of errors that would occur if a voting system design had poor usability.

Once the participant finished filling out the paper ballot in the first room, they were instructed
to take their paper ballot to the next room where they would cast their ballot. The instructions
provided verbally in the second room were:

“Please cast your ballot as if this were a real election and when you think you are finished
please say I'm finished.

Once the participant indicated they were finished, they were verbally instructed to:

“Please return to the other room to complete a quick survey of your voting experience.”
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Usability Metrics

Effectiveness

Completion Rate: Unassisted task completion rate was defined as the percentage of participants who
completed each task correctly without assistance from the test administrator.

Base Accuracy Score: is the mean of the percentage of all ballot choices that are correctly cast
by each of the test participants.

Efficiency

Task time: is the amount of time to complete the task.

Satisfaction

Voter Confidence Score: the mean confidence level expressed by the voters that they believed
they voted correctly and the system successfully recorded their votes. This was based on a
confidence question developed specifically for this type of test.

System Usability Scale: is a simple, ten-item scale giving a global view of subjective
assessments of usability.

Results

Data Analysis

Data Scoring: Participant behavior was categorized into groups of successes, accuracy, and
satisfaction. Behaviors were marked as errors when a participant made an action that could not
lead to them successfully casting their ballot.

Data Reduction: Data for each task was analyzed separately and summarized together. Data
were also separated into 2 groups based on user type.

Statistical Analyses: Descriptive statistics used included: means, minimum values, and
maximum values. There were no inferential statistical analyses performed.

Presentation of the Results

Performance Results

The mean task completion time for all 20 participants was 26.38 seconds for submitting the paper
ballot into the DS200 and casting their vote. The user group had a base accuracy score of 99.55%
and an unassisted task completion rate of 100%. There were 5 dependent variables; these were
unassisted task completion rate, base accuracy score, time to task completion, voter confidence
and SUS score.
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Participant# | Unassisted Task | Base Accuracy Casting Ballot Task

Completion Rate Score Time
1 100% 11 24.8
2 100% 11 44.29
3 100% 11 40.4
4 100% 11 24.02
5 100% 11 18.69
6 100% 11 23.59
7 100% 11 20.3
8 100% 11 32.2
9 100% 11 27.38
10 100% 11 29.82
11 100% 11 23.51
12 100% 11 22.9
13 100% 11 22.42
14 100% 11 17.9
15 100% 11 18.5
16 100% 11 25.41
17 100% 10 23.8
18 100% 11 36.78
19 100% 11 31.41
20 100% 11 19.5

Satisfaction Results

A guestionnaire was administered to participants after they cast their ballot, which resulted in a
mean score of 86.125 (out of a 100) based on the standard method of the System Usability Scale
(SUS) and a 4.7 (out of 5) confidence score.

Participant # Voter Confidence SUS
1 5 90
2 5 97.5
3 5 95
4 3 55
5 4 67.5
6 5 85
7 5 87.5
8 4 80
9 4 77.5

10 5 775
11 5 90
12 5 87.5
13 5 97.5
14 5 97.5
15 5 85
16 5 90
17 5 97.5
18 5 97.5
11
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19 3 80
20 5 87.5
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Appendices

Appendix A — Test Paper Ballot
This provides a reduced size image of how the ballot was laid out.

Appendix B -- Instructions for Participants
These are the instructions that were given to each participant on how to mark their ballot.

Appendix C -- Facilitator Notes

These are the instructions that were given to each facilitator to ensure consistent interaction with
the participant.

Appendix D -- Voting System Usability Scale — Voting SUS
This document contains a list of questions and the 5 point Likert scale for the SUS assessment
and the two questions used to establish confidence.

13

Proprietary and Confidential Information

The contents of this document are proprietary and confidential to ES&S. We request confidential treatment and expect that the included information is exempt
from required disclosure. In the event that a third party requests disclosure of information which ES&S considers confidential and proprietary, we ask to be
notified of such requested disclosure in order to provide ES&S with an opportunity to seek exemption from disclosure.



Appendix A
Test Paper Ballot
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Appendix B

Instructions for Participants

In our mock election, we will be using fake names for candidates and for political parties.
Parties will be represented by either colors or occupations.

For example, you might see or hear this:

Joe Jones / Yellow Party

-or-

Mary Smith / Scientist

Any similarity between names of candidates and real people is purely coincidental.

Please attempt to vote exactly as described on the back of this page

Once you start, we will not be able to help you.

Please do the best you can. If you are stuck and cannot continue, inform the facilitator.

Thank you.
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For Governor and Lieutenant Governor, vote for

William Gilbert & Joe Sullivan

For Secretary of State, vote for
Frank Samson

For Attorney General,
Do not vote

For County Commissioner, vote for the following candidates:
Daisy Gannon
Scott Fitzgerald

For County Treasurer, vote for
Ross Perot

For Sheriff,
Do not vote

For City Council, vote for the following candidates:
Jane Doe

Erick Copeland

Robert Shaw

For Superintendent, write in a vote for
Bob Adams

Cast your ballot
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Appendix C

Facilitation Notes

Facilitator and Participant interaction

To minimize interference in the measurement of usability, once the participant has begun
the test, the facilitator's interaction with them is limited to the following statement:

“I'm sorry but I'm not allowed to help you once you start. If you are having difficulties you
can try to finish. If you are stuck and cannot continue, you can stop if you wish.”

The only facilitator interaction allowed will be to provide the blind participants the
instructions on which contest selections are to be marked. They must be read
exactly as the written instructions. They can be read to the participant as many
times as requested.
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Appendix D

Voting System Usability Scale

1. To the best of my ability, | followed the instructions telling me how to vote.

[]Yes [ ] No
Strongly Strongly
disagree agree
2. I was able to cast all of the votes
in today’s test exactly as instructed
1 2 3 4 5
18
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3. | think that | would like to vote on

this system in a real election Error! Objects cannot be created from editing field
4. | found the voting system ! 2 8 4 5
unnecessarily complex | | | | |
1 2 3 4 5
5. I thought the voting system was
easy to use | I I I I
6. | think that | would need the 1 2 3 4 5
support of a poll worker to be
able to use this system | | | I I
7. | found the various functions in ! 2 3 4 5
this voting system were well
integrated | I I I I
8. | thought there was too much 1 2 3 4 5

Inconsistency in this voting system

9. I would imagine that most people 1 2 3 4 5
would learn to use this voting

system very quickly
10. | found the system very | I I I I

cumbersome to use 1 2 3 4 5

11. | felt very confident using the | I I I I

system

12. | needed to learn a lot of

things before I could get going | | | | |

with this system

codes. 1 2 3 4 5
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Instructions to the participant:

| am going to ask you to rate some things on a 1 to 5 scale. You can choose one, or
five, or any number in between. If you feel that you cannot respond to a question please

choose the center point of the scale.

Please record your immediate response to each item, rather than thinking about items
for a long time.
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Conformity Statement: 2005 VVSG

Manufacturer: Election Systems & Software LLC pProduct: ES&S Voting System 5.0.0.0  pate: 8/15/2012

Stated Conformity

In the conform column please enter a “yes” if you system conforms to the standard. Enter “n/a” if the

standard does not apply to you system

Requirement Requirement Text Conform

2 Functional Requirements Yes

2.1 Overall System Capabilities Yes

2.11 Security System security is achieved through a combination of technical capabilities and Yes
sound administrative practices. To ensure security, all systems shall:

2.1.1.a. Provide security access controls that limit or detect access to critical system components to Yes
guard against loss of system integrity, availability, confidentiality, and accountability

2.1.1b Provide system functions that are executable only in the intended manner and order, and Yes
only under the intended conditions

2.1.1.c Use the system's control logic to prevent a system function from executing if any Yes
preconditions to the function have not been met

2.1.1d Provide safeguards in response to system failure to protect against tampering during system Yes
repair or interventions in system operations

2.11.e Provide security provisions that are compatible with the procedures and administrative tasks | Yes
involved in equipment preparation, testing, and operation

2.1.1f Incorporate a means of implementing a capability if access to a system function is to be Yes
restricted or controlled

2.11.¢g Provide documentation of mandatory administrative procedures for effective system security | Yes

2.1.2 Accuracy Memory hardware, such as semiconductor devices and magnetic storage media, Yes
must be accurate. The design of equipment in all voting systems shall provide for the highest
possible levels of protection against mechanical, thermal, and electromagnetic stresses that
impact system accuracy. Section 4 provides additional information on susceptibility
requirements. To ensure vote accuracy, all systems shall:

2.1.2.a Record the election contests, candidates, and issues exactly as defined by election officials Yes

2.1.2.b Record the appropriate options for casting and recording votes Yes

2.1.2.c Record each vote precisely as indicated by the voter and produce an accurate report of all Yes
votes cast;

2.1.2d Include control logic and data processing methods incorporating parity and check-sums (or Yes
equivalent error detection and correction methods) to demonstrate that the system has been
designed for accuracy

2.1.2.e Provide software that monitors the overall quality of data read-write and transfer quality Yes
status, checking the number and types of errors that occur in any of the relevant operations
on data and how they were corrected

2.1.2.f In addition, DRE systems shall: As an additional means of ensuring accuracy in DRE systems, N/A
voting devices shall record and retain redundant copies of the original ballot image. A ballot
image is an electronic record of all votes cast by the voter, including undervotes.

2.1.3 Error Recovery To recover from a non-catastrophic failure of a device, or from any error or Yes

malfunction that is within the operator's ability to correct, the system shall provide the
following capabilities:




Manufacturer: Election Systems & Software LLC

Requirement Requirement Text Conform
2.13.a Restoration of the device to the operating condition existing immediately prior to the error or | Yes
failure, without loss or corruption of voting data previously stored in the device.
2.1.3.b Resumption of normal operation following the correction of a failure in a memory Yes
component, or in a data processing component, including the central processing unit
2.1.3.c Recovery from any other external condition that causes equipment to become inoperable, Yes
provided that catastrophic electrical or mechanical damage due to external phenomena has
not occurred
2.14 Integrity measures ensure the physical stability and function of the vote recording and Yes
counting processes. To ensure system integrity, all systems shall:
2.14.a Protect against a single point of failure that would prevent further voting at the polling place Yes
2.1.4.b Protect against the interruption of electrical power Yes
2.14.c Protect against generated or induced electromagnetic radiation Yes
2.1.4.d. Protect against ambient temperature and humidity fluctuations Yes
2.14.e Protect against the failure of any data input or storage device Yes
2.1.4f Protect against any attempt at improper data entry or retrieval Yes
2.14¢ Record and report the date and time of normal and abnormal events Yes
2.1.4.h Maintain a permanent record of all original audit data that cannot be modified or overridden | Yes
but may be augmented by designated authorized officials in order to adjust for errors or
omissions (e.g., during the canvassing process)
2.14. Detect and record every event, including the occurrence of an error condition that the system | Yes
cannot overcome, and time-dependent or programmed events that occur without the
intervention of the voter or a polling place operator
2.14, Include built-in measurement, self-test, and diagnostic software and hardware for detecting Yes
and reporting the system's status and degree of operability
2.1.4.k In addition to the common requirements, DRE systems shall: Maintain a record of each ballot | N/A
cast using a process and storage location that differs from the main vote detection,
interpretation, processing, and reporting path
2.14.1 In addition to the common requirements, DRE systems shall: Provide a capability to retrieve N/A
ballot images in a form readable by humans
2.1.5 System Audit Yes




Manufacturer: Election Systems & Software LLC

Requirement

Requirement Text

Conform

2.15

This subsection describes the context and purpose of voting system audits and sets forth
specific functional requirements. Election audit trails provide the supporting documentation
for verifying the accuracy of reported election results. They present a concrete, indestructible
archival record of all system activity related to the vote tally, and are essential for public
confidence in the accuracy of the tally, for recounts, and for evidence in the event of criminal
or civil litigation. These requirements are based on the premise that system-generated
creation and maintenance of audit records reduces the chance of error associated with
manually generated audit records. Because most audit capability is automatic, the system
operator has less information to track and record, and is less likely to make mistakes or
omissions. The subsections that follow present operational requirements critical to acceptable
performance and reconstruction of an election. Requirements for the content of audit records
are described in Section 5. The requirements for all system types, both precinct and central
count, are described in generic language. Because the actual implementation of specific
characteristics may vary from system to system, it is the responsibility of the vendor to
describe each system's characteristics in sufficient detail so that test labs and system users
can evaluate the adequacy of the system's audit trail. This description shall be incorporated in
the System Operating Manual, which is part of the Technical Data Package. Documentation of
items such as paper ballots delivered, paper ballots collected, administrative procedures for
system security, and maintenance performed on voting equipment are also part of the
election audit trail, but are not covered in these technical standards. Useful guidance is
provided by the Innovations in Election Administration #10; Ballot Security

and Accountability, available on the EAC’s website.

Yes

2.15.1

Operational Requirements

Yes

2151

Audit records shall be prepared for all phases of election operations performed using devices
controlled by the jurisdiction or its contractors. These records rely upon automated audit data
acquisition and machine-generated reports, with manual input of some information. These
records shall address the ballot preparation and election definition phase, system readiness
tests, and voting and ballot-counting operations. The software shall activate the logging and
reporting of audit data as described below.

Yes

2.15.1a

Time and Sequence of Audit Records The timing and sequence of audit record entries is as
important as the data contained in the record. All voting systems shall meet the requirements
for time, sequence and preservation of audit records outlined below.

Yes

2.1.5.1.a.i

Except where noted, systems shall provide the capability to create and maintain a real-time
audit record. This capability records and provides the operator or precinct official with
continuous updates on machine status. This information allows effective operator
identification of an error condition requiring intervention, and contributes to the
reconstruction of election-related events necessary for recounts or litigation.

Yes

2.1.5.1.a.ii

All systems shall include a real-time clock as part of the system’s hardware. The system shall
maintain an absolute record of the time and date or a record relative to some event whose
time and data are known and recorded.

Yes

2.1.5.1.a.iii.

All audit record entries shall include the time-and-date stamp.

Yes

2.1.5.1.a.iv.

The audit record shall be active whenever the system is in an operating mode. This record
shall be available at all times, though it need not be continually visible.

Yes

2.1.5.1.av

The generation of audit record entries shall not be terminated or altered by program control,
or by the intervention of any person. The physical security and integrity of the record shall be
maintained at all times.

Yes

2.1.5.1.a.vi.

Once the system has been activated for any function, the system shall preserve the contents
of the audit record during any interruption of power to the system until processing and data
reporting have been completed.

Yes
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2.1.5.1.a.vii.

The system shall be capable of printing a copy of the audit record. A separate printer is not
required for the audit record, and the record may be produced on the standard system
printer if all the following conditions are met:

¢ The generation of audit trail records does not interfere with the production of output
reports

¢ The entries can be identified so as to facilitate their recognition, segregation, and retention
e The audit record entries are kept physically secure

Yes

2.15.1b

Error messages All voting systems shall meet the requirements for error messages below.

Yes

2.1.5.1.b.i.

The voting system shall generate, store, and report to the user all error messages as they
occur.

Yes

2.1.5.1.biii

All error messages requiring intervention by an operator or precinct official shall be displayed
or printed clearly in easily understood language text, or by means of other suitable visual
indicators.

Yes

2.1.5.1.b.iii

When the voting system uses numerical error codes for trained technician maintenance or
repair, the text corresponding to the code shall be self-contained, or affixed inside the voting
machine. This is intended to reduce inappropriate reactions to error conditions, and to allow
for ready and effective problem correction.

Yes

2.1.5.1.b.iv.

All error messages for which correction impacts vote recording or vote processing shall be

written in a manner that is understandable to an election official who possesses training on
system use and operation, but does not possess technical training on system servicing and

repair.

Yes

2.1.5.1.b.v.

The message cue for all voting systems shall clearly state the action to be performed in the
event that voter or operator response is required.

Yes

2.1.5.1.b.v.i.

Voting system design shall ensure that erroneous responses will not lead to irreversible error.

Yes

2.1.5.1.b.v.ii.

Nested error conditions shall be corrected in a controlled sequence such that voting system
status shall be restored to the initial state existing before the first error occurred.

Yes

2.15.1.c.

Status Messages

Yes

2.15.1c

The Guidelines provide latitude in software design so that vendors can consider various user
processing and reporting needs. The jurisdiction may require some status and information
messages to be displayed and reported in real-time. Messages that do not require operator
intervention may be stored in memory to be recovered after ballot processing has been
completed. The voting system shall display and report critical status messages using clear
indicators or English language text. The voting system need not display non-critical status
messages at the time of occurrence. Voting systems may display non-critical status messages
(i.e., those that do not require operator intervention) by means of numerical codes for
subsequent interpretation and reporting as unambiguous text. Voting systems shall provide a
capability for the status messages to become part of the real-time audit record. The voting
system shall provide a capability for a jurisdiction to designate critical status messages.

Yes

2.1.5.2

Use of Shared Computing Platforms (COTS operating system (off-the-shelf))

Yes
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2.1.5.2

Further requirements must be applied to Commercial-off-the-Shelf operating systems to
ensure completeness and integrity of audit data for election software. These operating
systems are capable of executing multiple application programs simultaneously. These
systems include both servers and workstations, including the many varieties of UNIX and
Linux, and those offered by Microsoft and Apple. Election software running on these systems
is vulnerable to unintended effects from other user sessions, applications, and utilities
executing on the same platform at the same time as the election software. “Simultaneous
processes” of concern include: unauthorized network connections, unplanned user logins, and
unintended execution or termination of operating system processes. An unauthorized
network connection or unplanned user login can host unintended processes and user actions,
such as the termination of operating system audit, the termination of election software
processes, or the deletion of election software audit and logging data. The execution of an
operating system process could be a full system scan at a time when that process would
adversely affect the election software processes. Operating system processes improperly
terminated could be system audit or malicious code detection.

To counter these vulnerabilities, three operating system protections are required on all such
systems on which election software is hosted. First, authentication shall be configured on the
local terminal (display screen and keyboard) and on all external connection devices (“network
cards” and “ports”). This ensures that only authorized and identified users affect the system
while election software is running.

Second, operating system audit shall be enabled for all session openings and closings, for all
connection openings and closings, for all process executions and terminations, and for the
alteration or deletion of any memory or file object. This ensures the accuracy and
completeness of election data stored on the system. It also ensures the existence of an audit
record of any person or process altering or deleting system data or election data.

Third, the system shall be configured to execute only intended and necessary processes
during the execution of election software. The system shall also be configured to halt election
software processes upon the termination of any critical system process (such as system audit)
during the execution of election software.

Yes

2.1.6

Election Management System The Election Management System (EMS) is used to prepare
ballots and programs for use in casting and counting votes, and to consolidate, report, and
display election results. An EMS shall generate and maintain a database, or one or more
interactive databases, that enables election officials or their designees to perform the
following functions:
¢ Define political subdivision boundaries and multiple election districts as indicated in the
system documentation
e |dentify contests, candidates, and issues
¢ Define ballot formats and appropriate voting options
¢ Generate ballots and election-specific programs for voting equipment
¢ Install ballots and election-specific programs
¢ Test that ballots and programs have been properly prepared and installed
eAccumulate vote totals at multiple reporting levels as indicated in the system documentation
eGenerate the post-voting reports required by Subsection 2.4
eProcess and produce audit reports of the data as indicated in Subsection 5.5

Yes

2.1.7

Vote Tabulating Program Each voting system shall have a vote tabulation program that will
meet specific functional requirements.

Yes

2.1.7.1

Functions The vote tabulating program software resident in each voting machine, vote count
server, or other devices shall include all software modules required to:

Yes
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2.1.7.1a. Monitor system status and generate machine-level audit reports Yes
2.1.7.1.b. Accommodate device control functions performed by polling place officials and maintenance | Yes

personnel
2.1.7.1.c. Register and accumulate votes Yes
2.1.7.1.d. Accommodate variations in ballot counting logic Yes
2.1.7.2 Voting Variation There are significant variations among state election laws with respect to Yes

permissible ballot contents, voting options, and the associated ballot counting logic. The (See

Technical Data Package accompanying the system shall specifically identify which of the Below)

following items can and cannot be supported by the voting system, as well as how the voting

system can implement the items supported:
2.1.7.2 Closed primaries Yes
2.1.7.2 Open primaries Yes
2.1.7.2 Partisan offices Yes
2.1.7.2 Non-partisan offices Yes
2.1.7.2 Write-in voting Yes
2.1.7.2 Primary presidential delegation nominations N/A
2.1.7.2 Ballot rotation Yes
2.1.7.2 Straight party voting Yes
2.1.7.2 Cross-party endorsement Yes
2.1.7.2 Split precincts Yes
2.1.7.2 Vote for N of M Yes
2.1.7.2 Recall issues, with options Yes
21.7.2 Cumulative voting N/A
21.7.2 Ranked order voting N/A
2.1.7.2 Provisional or challenged ballots Yes
2.1.8 Ballot Counter For all voting systems, each piece of voting equipment that tabulates ballots N/A

shall provide a counter that:
2.1.8.a. Can be set to zero before any ballots are submitted for tally Yes
2.1.8.b. Records the number of ballots cast during a particular test cycle or election Yes
2.1.8.c. Increases the count only by the input of a ballot Yes
2.1.8.d. Prevents or disables the resetting of the counter by any person other than authorized Yes

persons at authorized points
2.1.8.e. Is visible to designated election officials Yes
2.1.9 Telecommunications N/A
2.1.9 For all voting systems that use telecommunications for the transmission of data during pre- N/A

voting, voting or post-voting activities, capabilities shall be provided that ensure data are

transmitted with no alteration or unauthorized disclosure during transmission. Such

transmissions shall not violate the privacy, secrecy, and integrity demands of the Guidelines.

Section 6 describes telecommunications standards that apply to, at a minimum, the following

types of data transmissions: #Voter Authentication: Coded information that confirms the

identity of a voter for security purposes for a system that transmit votes individually over a

public network #Ballot Definition: Information that describes to voting equipment the content

and appearance of the ballots to be used in an election #Vote Transmission to Central Site:

For voting systems that transmit votes individually over a public network, the transmission of

a single vote to the county (or contractor) for consolidation with other county vote data #Vote

Count: Information representing the tabulation of votes at any one of several levels: polling

place, precinct, or central count #List of Voters: A listing of the individual voters who have cast

ballots in a specific election
2.1.10 Data Retention Yes
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2.1.10

United States Code Title 42, Sections 1974 through 1974e state that election administrators
shall preserve for 22 months “all records and paper that came into (their) possession relating
to an application, registration, payment of poll tax, or other act requisite to voting.” This
retention requirement applies to systems that will be used at anytime for voting of candidates
for federal offices (e.g., Member of Congress, United States Senator, and/or Presidential
Elector). Therefore, all voting systems shall provide for maintaining the integrity of voting and
audit data during an election and for a period of at least 22 months thereafter. Because the
purpose of this law is to assist the federal government in discharging its law enforcement
responsibilities in connection with civil rights and elections crimes, its scope must be
interpreted in keeping with that objective. The appropriate state or local authority must
preserve all records that may be relevant to the detection and prosecution of federal civil
rights or election crimes for the 22-month federal retention period, if the records were
generated in connection with an election that was held in whole or in part to select federal
candidates. It is important to note that Section 1974 does not require that election officials
generate any specific type or classification of election record. However, if a record is
generated, Section 1974 comes into force and the appropriate authority must retain the
records for 22 months.

For 22-month document retention, the general rule is that all printed copy records produced
by the election database and ballot processing systems shall be so labeled and archived.
Regardless of system type, all audit trail information spelled out in Subsection 5.5 shall be
retained in its original format, whether that be real-time logs generated by the system, or
manual logs maintained by election personnel. The election audit trail includes not only in-
process logs of election-night and subsequent processing of absentee or provisional ballots,
but also time logs of baseline ballot definition formats, and system readiness and testing
results.

In many voting systems, the source of election-specific data (and ballot formats) is a database
or file. In precinct count voting systems, this data is used to program each machine, establish
ballot layout, and generate tallying files. It is not necessary to retain this information on
electronic media if there is an official, authenticated printed copy of all final database
information. However, it is recommended that the state or local jurisdiction also retain
electronic records of the aggregate data for each voting machine so that reconstruction of an
election is possible without data re-entry. The same requirement and recommendation
applies to vote results generated by each precinct count voting machine.

Yes

2.2

Pre-voting Capabilities This subsection defines capabilities required to support functions
performed prior to the opening of polls. All voting systems shall provide capabilities to
support: ¢ Ballot preparation e Election programming e Ballot and program installation and
control e Readiness testing ® Verification at the polling place e Verification at the central
counting place The standards also include requirements to ensure compatible interfaces with
the ballot definition process and the reporting of election results.

Yes

2,21

Ballot Preparation Ballot preparation is the process of using election databases to define the
specific contests, questions, and related instructions to be contained in ballots and to produce
all permissible ballot layouts. Ballot preparation requirements include: ® General capabilities
Ballot formatting ¢ Ballot production

Yes

2.21.1

General Capabilities All systems shall provide the general capabilities for ballot preparation.
All systems shall be capable of:

Yes

2.2.1.1.a

Enabling the automatic formatting of ballots in accordance with the requirements for offices,
candidates, and measures qualified to be placed on the ballot for each political subdivision
and election district

Yes

2.2.1.1.b.i

Collecting and maintaining the following data i. Offices and their associated labels and
instructions

Yes
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2.2.1.1.biii Collecting and maintaining the following data ii. Candidate names and their associated labels | Yes
2.2.1.1.b.iii. Collecting and maintaining the following data iii. Issues or measures and their associated text | Yes
221.1c Supporting the maximum number of potentially active voting positions as indicated in the Yes
system documentation
2.2.11d For a primary election, generating ballots that segregate the choices in partisan contests by Yes
party affiliation
22.11e Generating ballots that contain identifying codes or marks uniquely associated with each Yes
format
2.2.11f Ensuring that vote response fields, selection buttons, or switches properly align with the Yes
specific candidate names and/or issues printed on the ballot display, ballot card or sheet, or
separate ballot pages
221.1¢g Paper-based voting systems shall also meet the following requirements applicable to the Yes
technology used: Enable voters to make selections by making a mark in areas designated for
this purpose upon each ballot sheet
2.2.1.1.h Paper-based voting systems shall also meet the following requirements applicable to the Yes
technology used: For marksense systems, ensure that the timing marks align properly with the
vote response fields
2.2.1.2 Ballot Formatting Ballot formatting is the process by which election officials or their Yes
designees use election databases and voting system software to define the specific contests
and related instructions contained on the ballot and present them in a layout permitted by
state law. All voting systems shall provide a capability for:
2.2.1.2.a Creation of newly defined elections Yes
2.2.1.2.b Rapid and error-free definition of elections and their associated ballot layouts Yes
2.2.1.2.c Uniform allocation of space and fonts used for each office, candidate, and contest such that Yes
the voter perceives no active voting position to be preferred to any other
2.2.1.2d Simultaneous display of the maximum number of choices for a single contest as indicated by Yes
the vendor in the system documentation
2.2.1.2.e Retention of previously defined formats for an election Yes
2.2.1.2.f Prevention of unauthorized modification of any ballot formats Yes
2.2.1.2.¢ Modification by authorized persons of a previously defined ballot format for use in a Yes
subsequent election
2.2.13 Ballot Production Ballot production is the process of converting ballot formats to a media Yes
ready for use in the physical ballot production or electronic presentation. The voting system
shall provide a means of printing or otherwise generating a ballot display that can be installed
in all voting equipment for which it is intended. All voting systems shall provide the
capabilities below.
2.2.13.a The electronic display or printed document on which the user views the ballot is capable of Yes
rendering an image of the ballot in any of the languages required by the Voting Rights Act of
1965, as amended.
2.2.1.3b The electronic display or printed document on which the user views the ballot does not show | Yes

any advertising or commercial logos of any kind, whether public service, commercial, or
political, unless specifically provided for in state law. Electronic displays shall not provide
connection to such material through hyperlink.
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2.2.13.c The ballot conforms to vendor specifications for type of paper stock, weight, size, shape, size | Yes
and location of mark field used to record votes, folding, bleed-through, and ink for printing if
paper ballot documents or paper displays are part of the system.

2.2.1.3end Vendor documentation for marksense systems shall include specifications for ballot materials | Yes
to ensure that vote selections are read from only a single ballot at a time, without detection
of marks from multiple ballots concurrently (e.g., reading of bleed-through from other
ballots).

2.2.2 Election Programming Election programming is the process by which election officials or their | Yes
designees use election databases and vendor system software to logically define the voter
choices associated with the contents of the ballots. All systems shall provide for the:

2.2.2.a Logical definition of the ballot, including the definition of the number of allowable choices for | Yes
each office and contest

2.2.2.b Logical definition of political and administrative subdivisions, where the list of candidates or Yes
contests varies between polling places

2.2.2.c Exclusion of any contest on the ballot in which the voter is prohibited from casting a ballot Yes
because of place of residence, or other such administrative or geographical criteria

2.2.2d Ability to select from a range of voting options to conform to the laws of the jurisdiction in Yes
which the system will be used

2.22.e Generation of all required master and distributed copies of the voting program, in Yes
conformance with the definition of the ballots for each voting device and polling place, and
for each tabulating device

2.2.3 Ballot and Program Installation and Control All systems shall provide a means of installing Yes
ballots and programs on each piece of polling place or central count equipment in accordance
with the ballot requirements of the election and the requirements of the jurisdiction in which
the equipment will be used. All systems shall include the following at the time of ballot and
program installation:

2.2.3.a A detailed work plan or other documentation providing a schedule and steps for the software | Yes
and ballot installation, which includes a table outlining the key dates, events and deliverables

2.2.3.b A capability for automatically verifying that the software has been properly selected and Yes
installed in the equipment or in programmable memory devices, and for indicating errors

2.2.3.c A capability for automatically validating that software correctly matches the ballot formats Yes
that it is intended to process, for detecting errors, and for immediately notifying an election
official of detected errors

224 Readiness Testing Election personnel conduct voting equipment and voting system readiness | Yes
tests prior to the start of an election to ensure that the voting system functions properly, to
confirm that voting equipment has been properly integrated, and to obtain equipment status
reports. All voting systems shall provide the capabilities to

2.24.a. Verify that voting equipment and precinct count equipment is properly prepared for an Yes
election, and collect data that verifies equipment readiness

2.2.4.b. Obtain status and data reports from each set of equipment Yes

2.24.c. Verify the correct installation and interface of all voting equipment Yes

2.2.4.d. Verify that hardware and software function correctly Yes

2.24.e. Generate consolidated data reports at the polling place and higher jurisdictional levels Yes

2.2.4.1. Segregate test data from actual voting data, either procedurally or by hardware/software Yes

features

——
©
| —
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Readiness Testing (cont’d) Resident test software, external devices, and special purpose test N/A
software connected to or installed in voting equipment to simulate operator and voter
functions may be used for these tests provided that the following standards are met:
2.24.8. These elements shall be capable of being tested separately, and shall be proven to be reliable | N/A
verification tools prior to their use
2.2.4.h. These elements shall be incapable of altering or introducing any residual effect on the N/A
intended operation of the voting device during any succeeding test and operational phase
2.2.4.i. Paper-based systems shall: Support conversion testing that uses all potential ballot positions Yes
as active positions
2.2.4.j. Paper-based systems shall: Support conversion testing of ballots with active position density N/A
for systems without pre-designated ballot positions
2.2.5 Verification at Polling Place Election officials perform verification at the polling place to Yes
ensure that all voting systems and voting equipment function properly before and during an
election. All voting systems shall provide a formal record of the following, in any media, upon
verification of the authenticity of the command source:
2.2.5.a. The election's identification data Yes
2.2.5.b. The identification of all equipment units Yes
2.2.5.c. The identification of the polling place Yes
2.2.5.d. The identification of all ballot formats Yes
2.2.5.e. The contents of each active candidate register by office and of each active measure register Yes
at all storage locations (showing that they contain only zeros)
2.2.51. A list of all ballot fields that can be used to invoke special voting options Yes
2.2.5.8. Other information needed to confirm the readiness of the equipment, and to accommodate Yes
administrative reporting requirements.
Verification at Polling Place (cont’d) To prepare voting devices to accept voted ballots, all Yes
voting systems shall provide the capability to test each device prior to opening to verify that
each is operating correctly. At a minimum, the tests shall include:
2.2.5.h. Confirmation that there are no hardware or software failures Yes
2.2.5.i. Confirmation that the device is ready to be activated for accepting votes Yes
2.2.5.end If a precinct count system includes equipment for the consolidation of polling place data at Yes
one or more central counting locations, it shall have means to verify the correct extraction of
voting data from transportable memory devices, or to verify the transmission of secure data
over secure communication links.
2.2.6 Verification at the Central Location Election officials perform verification at the central Yes
location to ensure that vote counting and vote consolidation equipment and software
function properly before and after an election. Upon verification of the authenticity of the
command source, any system used in a central count environment shall provide a printed
record of the following:
2.2.6.a The election's identification data Yes
2.2.6.b The contents of each active candidate register by office and of each active measure register Yes
at all storage locations (showing that they contain all zeros)
2.2.6.c Other information needed to ensure the readiness of the equipment and to accommodate Yes
administrative reporting requirements
2.3 Voting Capabilities Yes
2.3 All voting systems shall support: ¢Opening the polls #Casting a ballot. Additionally, all DRE Yes
systems shall support: #Activating the ballot. #Augmenting the election counter ¢Augmenting | (N/A-
the life-cycle counter. for
DRE)

10
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231 Opening the Polls The capabilities required for opening the polls are specific to individual Yes
voting system technologies. At a minimum, the systems shall provide the functional
capabilities indicated below.

23.1.1 Precinct Count Systems To allow voting devices to be activated for voting, all precinct count Yes
systems shall provide:

23.1.1.a An internal test or diagnostic capability to verify that all of the polling place tests specified in Yes
Subsection 2.2.5 have been successfully completed

2.3.11b Automatic disabling of any device that has not been tested until it has been tested Yes

2.3.1.2 Paper-Based System Requirements To facilitate opening the polls, all paper-based systems Yes
shall include:

23.1.2.a A means of verifying that ballot marking devices are properly prepared and ready to use Yes

2.3.1.2.b A voting booth or similar facility, in which the voter may mark the ballot in privacy; Yes

2.3.1.2.c Secure receptacles for holding voted ballots Yes
Paper-Based System Requirements (cont’d) In addition to the above requirements, all paper- Yes
based precinct count equipment shall include a means of:

2.3.1.2.d. Activating the ballot counting device Yes

2.3.1.2.e. Verifying that the device has been correctly activated and is functioning properly Yes

2.3.1.2.1. Identifying device failure and corrective action needed Yes

2.3.13 DRE System Requirements To facilitate opening the polls, all DRE systems shall include: N/A

23.13.a A security seal, a password, or a data code recognition capability to prevent the inadvertent N/A
or unauthorized actuation of the poll-opening function

2.3.1.3.b A means of enforcing the execution of steps in the proper sequence if more than one step is N/A
required

2.3.1.3.c A means of verifying the system has been activated correctly N/A

2.3.1.3.d A means of identifying system failure and any corrective action needed N/A

2.3.2 Activating the Ballot (DRE Systems) To activate the ballot, all DRE systems shall: N/A

23.2.a Enable election officials to control the content of the ballot presented to the voter, whether N/A
presented in printed form or electronic display, such that each voter is permitted to record
votes only in contests in which that voter is authorized to vote

2.3.2.b Allow each eligible voter to cast a ballot N/A

2.3.2.c Prevent a voter from voting on a ballot to which he or she is not entitled N/A

2.3.2d Prevent a voter from casting more than one ballot in the same election N/A

2.3.2.e Activate the casting of a ballot in a general election N/A

2.3.2.f Enable the selection of the ballot that is appropriate to the party affiliation declared by the N/A
voter in a primary election

2.3.2.g Activate all portions of the ballot upon which the voter is entitled to vote N/A

2.3.2.h Disable all portions of the ballot upon which the voter is not entitled to vote N/A

233 Casting a Ballot Some required capabilities for casting a ballot are common to all systems. N/A
Others are specific to individual voting technologies or intended use. Systems must provide
additional functional capabilities that enable accessibility to disabled voters as defined in
Subsection 3.2.

2.3.3.1 Common Requirements To facilitate casting a ballot, all systems shall: Yes

233.1.a Provide text that is at least 3 millimeters high and provide the capability to adjust or magnify Yes
the text to an apparent size of 6.3 millimeters

2.3.3.1b Protect the secrecy of the vote such that the system cannot reveal any information about how | Yes
a particular voter voted, except as otherwise required by individual state law

2.3.3.1.c Record the selection and non-selection of individual vote choices for each contest and ballot Yes

measure

11
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2.3.3.1d Record the voter’s selection of candidates whose names do not appear on the ballot, if Yes
permitted under state law, and record as many write-in votes as the number of candidates
the voter is allowed to select

2.3.3.1e In the event of a failure of the main power supply external to the voting system, provide the Yes
capability for any voter who is voting at the time to complete casting a ballot, allow for the
successful shutdown of the voting system without loss or degradation of the voting and audit
data, and allow voters to resume voting once the voting system has reverted to back-up
power

2.3.3.1.f Provide the capability for voters to continue casting ballots in the event of a failure of a Yes
telecommunications connection within the polling place or between the polling place and any
other location

2.3.3.2 Paper-Based System Requirements All paper-based systems shall: Yes

2.3.3.2.a Allow the voter to easily identify the voting field that is associated with each candidate or Yes
ballot measure response

2.3.3.2.b Allow the voter to mark the ballot to register a vote Yes

2.3.3.2.c Allow either the voter or the appropriate election official to place the voted ballot into the Yes
ballot counting device (for precinct count systems) or into a secure receptacle (for central
count systems)

2.3.3.2d Protect the secrecy of the vote throughout the process Yes
Paper-Based System Requirements (cont’d) In addition to the above requirements, all paper- Yes
based precinct count systems shall:

2.3.3.2.e. Provide feedback to the voter that identifies specific contests for which he or she has made Yes
no selection or fewer than the allowable number of selections (e.g., undervotes)

2.3.3.2.f. Notify the voter if he or she has made more than the allowable number of selections for any Yes
contest (e.g., overvotes)

2.3.3.28. Notify the voter before the ballot is cast and counted of the effect of making more than the Yes
allowable number of selections for a contest

2.3.3.2.h. Provide the voter opportunity to correct the ballot for either an undervote or overvote before | Yes
the ballot is cast and counted

2.3.3.3 DRE System Requirements In addition to the above common requirements, DRE systems shall: | N/A

2.3.3.3.a. Prohibit the voter from accessing or viewing any information on the display screen that has N/A
not been authorized by election officials and preprogrammed into the voting system (i.e., no
potential for display of external information or linking to other information sources)

2.3.3.3.b. Enable the voter to easily identify the selection button or switch, or the active area of the N/A
ballot display, that is associated with each candidate or ballot measure response

2.3.3.3.c. Allow the voter to select his or her preferences on the ballot in any legal number and N/A
combination

2.3.3.3.d. Indicate that a selection has been made or canceled N/A

2.3.33.e. Indicate to the voter when no selection, or an insufficient number of selections, has been N/A
made for a contest (e.g., undervotes)

2.3.3.3.1. Notify the voter if he or she has made more than the allowable number of selections for any N/A
contest (e.g., overvotes)

2.3.3.3.8. Notify the voter before the ballot is cast and counted of the effect of making more than the N/A
allowable number of selections for a contest

2.3.3.3.h Provide the voter opportunity to correct the ballot for either an undervote or overvote before | N/A
the ballot is cast and counted

2.3.3.3.i. Notify the voter when the selection of candidates and measures is completed N/A

2.3.3.3,j. Allow the voter, before the ballot is cast, to review his or her choices and, if the voter desires, | N/A

to delete or change his or her choices before the ballot is cast
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2.3.3.3.k. For electronic image displays, prompt the voter to confirm the voter's choices before casting N/A
his or her ballot, signifying to the voter that casting the ballot is irrevocable and directing the
voter to confirm the voter’s intention to cast the ballot

2.3.3.3.L Notify the voter after the vote has been stored successfully that the ballot has been cast N/A

2.3.3.3.m. Notify the voter that the ballot has not been cast successfully if it is not stored successfully, N/A
including storage of the ballot image, and provide clear instruction as to the steps the voter
should take to cast his or her ballot should this event occur

2.3.3.3.n. Provide sufficient computational performance to provide responses back to each voter entry N/A
in no more than three seconds

2.3.3.3.0. Ensure that the votes stored accurately represent the actual votes cast N/A

2.3.3.3.p. Prevent modification of the voter’s vote after the ballot is cast N/A

2.3.3.3.9. Provide a capability to retrieve ballot images in a form readable by humans [in accordance N/A
with the requirements of Subsections 2.1.2 (f) and 2.1.4 (k) and (I)]

2.3.3.3.r. Increment the proper ballot position registers or counters N/A

2.3.3.3.s. Protect the secrecy of the vote throughout the voting process N/A

2.3.3.3.t. Prohibit access to voted ballots until after the close of polls N/A

2.3.3.3.u. Provide the ability for election officials to submit test ballots for use in verifying the end-to- N/A
end integrity of the voting system

2.3.3.3.v. Isolate test ballots such that they are accounted for accurately in vote counts and are not N/A
reflected in official vote counts for specific candidates or measures

2.4 Post-Voting Capabilities All voting systems shall provide capabilities to accumulate and report | Yes
results for the jurisdiction and to generate audit trails. In addition, precinct count voting
systems must provide a means to close the polls including generating appropriate reports. If
the system provides the capability to broadcast results, additional standards apply.

2.4.1 Closing the Polls These requirements for closing the polls and locking voting systems against Yes
future voting are specific to precinct count systems. The voting system shall provide the
means for:

24.1.a Preventing the further casting of ballots once the polls has closed Yes

2.4.1.b Providing an internal test that verifies that the prescribed closing procedure has been Yes
followed, and that the device status is normal

24.1.c Incorporating a visible indication of system status Yes

241d Producing a diagnostic test record that verifies the sequence of events, and indicates that the | Yes
extraction of voting data has been activated

24.1.e Precluding the unauthorized reopening of the polls once the poll closing has been completed Yes
for that election

2.4.2 Consolidating Vote Data Yes

24.2 All systems shall provide a means to consolidate vote data from all polling places, and Yes
optionally from other sources such as absentee ballots, provisional ballots, and voted ballots
requiring human review (e.g., write-in votes).

243 Producing Reports All systems shall be able to create reports summarizing the vote data on Yes
multiple levels. All systems shall provide capabilities to:

243.a Support geographic reporting, which requires the reporting of all results for each contest at Yes
the precinct level and additional jurisdictional levels

2.43b Produce a printed report of the number of ballots counted by each tabulator Yes

243.c Produce a printed report for each tabulator of the results of each contest that includes the Yes

votes cast for each selection, the count of undervotes, and the count of overvotes
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243d Produce a consolidated printed report of the results for each contest of all votes cast Yes
(including the count of ballots from other sources supported by the system as specified by the
vendor) that includes the votes cast for each selection, the count of undervotes, and the
count of overvotes

243.e Be capable of producing a consolidated printed report of the combination of overvotes for Yes
any contest that is selected by an authorized official (e.g., the number of overvotes in a given
contest combining candidate A and candidate B, combining candidate A and candidate C, etc.)

243f Produce all system audit information required in Subsection 5.4 in the form of printed Yes
reports, or in electronic memory for printing centrally

243g Prevent data from being altered or destroyed by report generation, or by the transmission of Yes
results over telecommunications lines

243 Producing Reports (cont’d) All systems shall be able to create reports summarizing the vote Yes
data on multiple levels. In addition, all precinct count voting systems shall:

2.4.3.h. Prevent the printing of reports and the unauthorized extraction of data prior to the official Yes
close of the polls

2.4.3.i. Provide a means to extract information from a transportable programmable memory device Yes
or data storage medium for vote consolidation

2.4.3.]. Consolidate the data contained in each unit into a single report for the polling place when Yes
more than one voting machine or precinct tabulator is used

2.4.3.k. Prevent data in transportable memory from being altered or destroyed by report generation, Yes
or by the transmission of official results over telecommunications lines

2.4.4 Broadcasting Results (Optional capability; if supported by the vendor) Some voting systems Yes
offer the capability to make unofficial results available to external organizations such as the
news media, political party officials, and others. Although this capability is not required,
systems that make unofficial results available shall

2.44.a Provide only aggregated results, and not data from individual ballots Yes

244b Provide no access path from unofficial electronic reports or files to the storage devices for Yes
official data

2.44.c Clearly indicate on each report or file that the results it contains are unofficial Yes

2.5 Maintenance, Transportation, and Storage All systems shall be designed and manufacturedto | Yes
facilitate preventive and corrective maintenance, conforming to the hardware standards
described in Subsection 4.1. All vote casting and tally equipment designated for storage
between elections shall:

2.5.a Function without degradation in capabilities after transit to and from the place of use, as Yes
demonstrated by meeting the performance standards described in Subsection 4.1

2.5.b Function without degradation in capabilities after storage between elections, as Yes
demonstrated by meeting the performance standards described in Subsection 4.1

3.1 Usability and Accessibility Requirements Yes

3.1.1 Usability Testing Yes
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The vendor shall conduct summative usability tests on the voting system using individuals
representative of the general population. The vendor shall document the testing performed
and report the test results using the Common Industry Format. This documentation shall be
included in the Technical Data Package submitted to the EAC for national certification.
Discussion: Voting system developers are required to conduct realistic usability tests on the
final product. For the present, vendors can define their own testing protocols. Future
revisions to the Guidelines will include requirements for usability testing that will provide
specific performance benchmarks.

Yes

3.1.2

Functional Capabilities The voting process shall provide certain functional capabilities to
support voter usability.

Yes

3.1.2.a

The voting system shall provide feedback to the voter that identifies specific contests or ballot
issues for which he or she has made no selection or fewer than the allowable number of
selections (e.g., undervotes)

Yes

3.1.2.b

The voting system shall notify the voter if he or she has made more than the allowable
number of selections for any contest (e.g., overvotes)

Yes

3.1.2.c

The voting system shall notify the voter before the ballot is cast and counted of the effect of
making more than the allowable number of selections for a contest

Yes

3.1.2d

The voting system shall provide the voter the opportunity to correct the ballot for either an
undervote or overvote before the ballot is cast and counted

Yes

3.1.2e

The voting system shall allow the voter, at his or her choice, to submit an undervoted or
overvoted ballot without correction

Yes

3.1.2f

DRE voting machines shall allow the voter to change a vote within a contest before advancing
to the next contest. Discussion: The point here is that voters using a DRE should not have to
wait for the final ballot review screen in order to change a vote.

N/A

3.1.2.8

DRE voting machines should provide navigation controls that allow the voter to advance to
the next contest or go back to the previous contest before completing a vote on the contest
currently being presented (whether visually or aurally). Discussion: For example, the voter
should not be forced to proceed sequentially through all the contests before going back to
check his or her selection for a previous contest.

N/A

3.14

Cognitive Issues The voting process shall be designed to minimize cognitive difficulties for the
voter.

Yes

3.14.a

Consistent with election law, the voting system should support a process that does not
introduce any bias for or against any of the selections to be made by the voter. In both visual
and aural formats, contest choices shall be presented in an equivalent manner. Discussion:
Certain differences in presentation are mandated by state law, such as the order in which
candidates are listed and provisions for voting for write-in candidates. But comparable
characteristics such as font size or voice volume and speed must be the same for all choices.

Yes

3.14.b

The voting machine or related materials shall provide clear instructions and assistance to
allow voters to successfully execute and cast their ballots independently. Discussion: Voters
should not routinely need to ask for human assistance.

Yes

3.1.4.b.i

Voting machines or related materials shall provide a means for the voter to get help at any
time during the voting session. Discussion: The voter should always be able to get help if
needed. DRE voting machines may provide this with a distinctive “help” button. Any type of
voting equipment may provide written instructions that are separate from the ballot.

Yes

3.1.4.b.ii

The voting machine shall provide instructions for all its valid operations. Discussion: If an
operation is available to the voter, it must be documented. Examples include how to change a
vote, how to navigate among contests, how to cast a straight party vote, and how to cast a
write-in vote.

Yes
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3.14.c

The voting system shall provide the capability to design a ballot for maximum clarity and
comprehension.

Yes

3.1.4.c.

The voting equipment should not visually present a single contest spread over two pages or
two columns. Discussion: Such a visual separation poses the risk that the voter may perceive
one contest as two. If a contest has a large number of candidates, it may be infeasible to
observe this guideline.

Yes

3.1.4.c.ii

The ballot shall clearly indicate the maximum number of candidates for which one can vote
within a single contest.

Yes

3.1.4.c.iii

There shall be a consistent relationship between the name of a candidate and the mechanism
used to vote for that candidate. Discussion: For example, if the response field where voters
indicate their selections is located to the left of a candidate’s name, then each response field
shall be located to the left of the associated candidates’ names.

Yes

3.1.4d

Warnings and alerts issued by the voting system should clearly state the nature of the
problem and the set of responses available to the voter. The warning should clearly state
whether the voter has performed or attempted an invalid operation or whether the voting
equipment itself has malfunctioned in some way. Discussion: In case of an equipment failure,
the only action available to the voter might be to get assistance from a poll worker.

Yes

3.14.e

The use of color by the voting system should agree with common conventions: (a) green, blue
or white is used for general information or as a normal status indicator; (b) amber or yellow is
used to indicate warnings or a marginal status; (c) red is used to indicate error conditions or a
problem requiring immediate attention.

Yes

3.1.5

Perceptual Issues The voting process shall be designed to minimize perceptual difficulties for
the voter.

Yes

3.15.a

No voting machine display screen shall flicker with a frequency between 2 Hz and 55 Hz.
Discussion: Aside from usability concerns, this requirement protects voters with epilepsy.

Yes

3.1.5.b

Any aspect of the voting machine that is adjustable by the voter or poll worker, including font
size, color, contrast, and audio volume, shall automatically reset to a standard default value
upon completion of that voter's session. Discussion: The voting machine must present the
same initial appearance to every voter.

Yes

3.15.c

If any aspect of a voting machine is adjustable by the voter or poll worker, there shall be a
mechanism to reset all such aspects to their default values. Discussion: The purpose is to
allow a voter who has adjusted the machine into an undesirable state to reset all the aspects
to begin again.

Yes

3.1.5d

All electronic voting machines shall provide a minimum font size of 3.0 mm (measured as the
height of a capital letter) for all text.

Yes

3.1.5.e

All voting machines using paper ballots should make provisions for voters with poor reading
vision. Discussion: Possible solutions include: (a) providing paper ballots in at least two font
sizes, 3.0-4.0mm and 6.3-9.0mm and (b) providing a magnifying device.

Yes

3.1.5f

The default color coding shall maximize correct perception by voters with color blindness.
Discussion: There are many types of color blindness and no color coding can, by itself,
guarantee correct perception for everyone. However, designers should take into account such
factors as: red-green color blindness is the most common form; high luminosity contrast will
help colorblind voters to recognize visual features; and color-coded graphics can also use
shape to improve the ability to distinguish certain features.

Yes

3.15¢g

Color coding shall not be used as the sole means of conveying information, indicating an
action, prompting a response, or distinguishing a visual element. Discussion: While color can
be used for emphasis, some other non-color mode must also be used to convey the
information, such as a shape or text style. For example, red can be enclosed in an octagon
shape.

Yes
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3.1.5.h

All text intended for the voter should be presented in a sans serif font. Discussion:
Experimentation has shown that users prefer such a font and the legibility of serif and sans
serif fonts is equivalent.

Yes

3.1.5.i

The minimum figure-to-ground ambient contrast ratio for all text and informational graphics
(including icons) intended for the voter shall be 3:1.

Yes

3.1.6

Interaction Issues The voting process shall be designed to minimize interaction difficulties for
the voter.

Yes

3.1.6.a

Voting machines with electronic image displays shall not require page scrolling by the voter.
Discussion: This is not an intuitive operation for those unfamiliar with the use of computers.
Even those experienced with computers often do not notice a scroll bar and miss information
at the bottom of the “page.” Voting systems may require voters to move to the next or
previous page." "

Yes

3.1.6.b

The voting machine shall provide unambiguous feedback regarding the voter’s selection, such
as displaying a checkmark beside the selected option or conspicuously changing its
appearance.

Yes

3.1.6.c

If the voting machine requires a response by a voter within a specific period of time, it shall
issue an alert at least 20 seconds before this time period has expired and provide a means by
which the voter may receive additional time.

Yes

3.1.6.d

Input mechanisms shall be designed to minimize accidental activation.

Yes

3.1.6.d.i

On touch screens, the sensitive touch areas shall have a minimum height of 0.5 inches and
minimum width of 0.7 inches. The vertical distance between the centers of adjacent areas
shall be at least 0.6 inches, and the horizontal distance at least 0.8 inches.

Yes

3.1.6.d.ii

No key or control on a voting machine shall have a repetitive effect as a result of being held in
its active position. Discussion: This is to preclude accidental activation. For instance, if a voter
is typing in the name of a write-in candidate, depressing and holding the “e” key results in
only a single “e” added to the name.

Yes

3.1.7

Privacy

Yes

3.1.7

The voting process shall preclude anyone else from determining the content of a voter's
ballot, without the voter's cooperation. Discussion: Privacy ensures that the voter can make
selections based solely on his or her own preferences without intimidation or inhibition.
Among other practices, this forbids the issuance of a receipt to the voter that would provide
proof of how he or she voted.

Yes

3.1.7.1

Privacy at the Polls When deployed according to the installation instructions provided by the

vendor, the voting station shall prevent others from observing the contents of a voter’s ballot.

Yes

3.1.7.1a

The ballot and any input controls shall be visible only to the voter during the voting session
and ballot submission.

Yes

3.1.7.1b

The audio interface shall be audible only to the voter. Discussion: Voters who are hard of

hearing but need to use an audio interface may also need to increase the volume of the audio.

Such situations require headphones with low sound leakage.

Yes

3.1.7.1.c

As mandated by HAVA 301 (a)(1)(C), the voting system shall notify the voter of an attempted
overvote in a way that preserves the privacy of the voter and the confidentiality of the ballot.

Yes

3.1.7.2

No Recording of Alternate Format Usage Voter anonymity shall be maintained for alternative
format ballot presentation.

Yes

3.1.7.2.a

No information shall be kept within an electronic cast vote record that identifies any
alternative language feature(s) used by a voter.

Yes

3.1.7.2.b

No information shall be kept within an electronic cast vote record that identifies any
accessibility feature(s) used by a voter.

Yes

3.2

Accessibility Requirements

Yes
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321

General The voting process shall incorporate the following features that are applicable to all
types of disabilities:

Yes

3.2.1.a

When the provision of accessibility involves an alternative format for ballot presentation, then
all information presented to voters including instructions, warnings, error and other
messages, and ballot choices shall be presented in that alternative format.

Yes

3.2.1b

The support provided to voters with disabilities shall be intrinsic to the accessible voting
station. It shall not be necessary for the accessible voting station to be connected to any
personal assistive device of the voter in order for the voter to operate it correctly.

Yes

Discussion: This requirement does not preclude the accessible voting station from providing
interfaces to assistive technology. [See definition of “personal assistive devices” in the
Glossary.] Its purpose is to assure that disabled voters are not required to bring special
devices with them in order to vote successfully. The requirement does not assert that the
accessible voting station will obviate the need for a voter’s ordinary non-interfacing devices,
such as eyeglasses or canes. Jurisdictions should ensure that an accessible voting station
provides clean and sanitary devices for voters with dexterity disabilities.

Yes

3.21.c

When the primary means of voter identification or authentication uses biometric measures
that require a voter to possess particular biological characteristics, the voting process shall
provide a secondary means that does not depend on those characteristics. Discussion: For
example, if fingerprints are used for voter identification, another mechanism shall be
provided for voters

without usable fingerprints.

N/A

3.2.2

Vision

Yes

3.2.2

The voting process shall be accessible to voters with visual disabilities. Discussion: Note that
all aspects of the voting process are to be accessible, not just the voting machine.

Yes

3.2.21

Partial Vision

Yes

3.2.2.1a

The vendor shall conduct summative usability tests on the voting system using partially
sighted individuals. The vendor shall document the testing performed and report the test
results using the Common Industry Format. This documentation shall be included in the
Technical Data Package submitted to the EAC for national certification. Discussion: Voting
system developers are required to conduct realistic usability tests on the final product. For the
present, vendors can define their own testing protocols. Future revisions to the Guidelines
will include requirements for usability testing that will provide specific performance
benchmarks.

Yes

3.2.2.1b

The accessible voting station with an electronic image display shall be capable of showing all
information in at least two font sizes, (a) 3.0-4.0 mm and (b) 6.3-9.0 mm, under control of the
voter. Discussion: All millimeters will be calculated using Hard Metric Conversion. [See
Glossary for definition.] While larger font sizes may assist most voters with poor vision,
certain disabilities such as tunnel vision are best addressed by smaller font sizes.

Yes

3.2.2.1c

An accessible voting station with a monochrome-only electronic image display shall be
capable of showing all information in high contrast either by default or under the control of
the voter or poll worker. High contrast is a figure-to-ground ambient contrast ratio for text
and informational graphics of at least 6:1.

Yes

3.2.2.1d

An accessible voting station with a color electronic image display shall allow the voter to
adjust the color or the figure-to-ground ambient contrast ratio. Discussion: See Technical
Guide for Color, Contrast and Text Size in Appendix D for examples of how a voting station
may meet this requirement by offering a limited number of discrete choices. In particular, it is
not required that the station offer a continuous range of color or contrast values.

Yes
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3.2.21.e

Buttons and controls on accessible voting stations shall be distinguishable by both shape and
color. Discussion: The redundant cues have been found to be helpful to those with partial
vision.

Yes

3.2.2.1f

An accessible voting station using an electronic image display shall provide synchronized
audio output to convey the same information as that which is displayed on the screen.
Discussion: The redundant cues are helpful to those with low vision. They are also helpful to
individuals who may have difficulty reading the text on the screen.

Yes

3.2.2.2

Blindness

Yes

3.2.2.2.a

The vendor shall conduct summative usability tests on the voting system using individuals
who are blind. The vendor shall document the testing performed and report the test results
using the Common Industry Format. This documentation shall be included in the Technical
Data Package submitted to the EAC for national certification. Discussion: Voting system
developers are required to conduct realistic usability tests on the final product. For the
present, vendors can define their own testing protocols. Future revisions to the Guidelines
will include requirements for usability testing that will provide specific performance
benchmarks.

Yes

3.2.2.2b

The accessible voting station shall provide an audio-tactile interface (ATI) that supports the
full functionality of the visual ballot interface, as specified in Subsection 2.3.3. Discussion:
Note the necessity of both audio output and tactilely discernible controls for voter input. Full
functionality includes at least:

Yes

Instructions and feedback on initial activation of the ballot (such as insertion of a smart card)

Yes

3.2.2.2.b.i

The ATI of the accessible voting station shall provide the same capabilities to vote and cast a
ballot as are provided by other voting machines or by the visual interface of the standard
voting machine. Discussion: For example, if a visual ballot supports voting a straight party
ticket and then changing the choice in a single contest, so must the ATI.

Yes

3.2.2.2.b.ii

The ATl shall allow the voter to have any information provided by the voting system repeated.

Yes

3.2.2.2.b.iii

The ATl shall allow the voter to pause and resume the audio presentation.

Yes

3.2.2.2.iv

The ATl shall allow the voter to skip to the next contest or return to previous contests.
Discussion: This is analogous to the ability of sighted voters to move on to the next contest
once they have made a selection or to abstain from voting on a contest altogether.

Yes

3.2.2.2.v

The ATI shall allow the voter to skip over the reading of a referendum so as to be able to vote
on it immediately. Discussion: This is analogous to the ability of sighted voters to skip over the
wording of a referendum on which they have already made a decision prior to the voting
session (e.g., “Vote yes on proposition #123”).

Yes

3.2.22c

All voting stations that provide audio presentation of the ballot shall conform to the following
requirements: Discussion: These requirements apply to all voting machine audio output, not
just to the ATI of an accessible voting station.

Yes

3.2.2.2.ci

The ATI shall provide its audio signal through an industry standard connector for private
listening using a 3.5mm stereo headphone jack to allow voters to use their own audio
assistive devices.

Yes

3.2.2.2.ci

When a voting machine utilizes a telephone style handset or headphone to provide audio
information, it shall provide a wireless T-Coil coupling for assistive hearing devices so as to
provide access to that information for voters with partial hearing. That coupling shall achieve
at least a category T4 rating as defined by American National Standard for Methods of
Measurement of Compatibility between Wireless Communications Devices and Hearing Aids,
ANSI C63.19.

N/A
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3.2.2.2.c.ii

No voting equipment shall cause electromagnetic interference with assistive hearing devices
that would substantially degrade the performance of those devices. The voting equipment,
considered as a wireless device, shall achieve at least a category T4 rating as defined by
American National Standard for Methods of Measurement of Compatibility between Wireless
Communications Devices and Hearing Aids, ANSI C63.19. Discussion: Hearing devices" include
hearing aids and cochlear implants. "

Yes

3.2.2.2.c.iv

A sanitized headphone or handset shall be made available to each voter. Discussion: This
requirement can be achieved in various ways, including the use of throwaway" headphones

Yes

3.2.2.2.cv

The voting machine shall set the initial volume for each voter between 40 and 50 dB SPL.
Discussion: A voter does not "inherit" the volume as set by the previous user of the voting
station.

Yes

3.2.2.2.cvi

The voting machine shall provide a volume control with an adjustable volume from a
minimum of 20dB SPL up to a maximum of 100 dB SPL, in increments no greater than 10 dB.

Yes

3.2.2.2.cvii

The audio system shall be able to reproduce frequencies over the audible speech range of 315
Hz to 10 KHz.

Yes

3.2.2.2.c.viii

The audio presentation of verbal information should be readily comprehensible by voters who
have normal hearing and are proficient in the language. This includes such characteristics as
proper enunciation, normal intonation, appropriate rate of speech, and low background
noise. Candidate names should be pronounced as the candidate intends.

Yes

3.2.2.2.c.ix

The audio system shall allow voters to control the rate of speech. The range of speeds
supported should be at least 75% to 200% of the nominal rate. Discussion: Many blind voters
are accustomed to interacting with accelerated speech.

Yes

3.2.2.2d

If the normal procedure is to have voters initialize the activation of the ballot, the accessible
voting station shall provide features that enable voters who are blind to perform this
activation. Discussion: For example, smart cards might provide tactile cues so as to allow
correct insertion.

Yes

3.2.22.e

If the normal procedure is for voters to submit their own ballots, then the accessible voting
station shall provide features that enable voters who are blind to perform this submission.
Discussion: For example, if voters normally feed their own optical scan ballots into a reader,
blind voters should also be able to do so.

Yes

3.2.2.2f

All mechanically operated controls or keys on an accessible voting station shall be tactilely
discernible without activating those controls or keys.

Yes

3222¢

On an accessible voting station, the status of all locking or toggle controls or keys (such as the
shift" key) shall be visually discernible

Yes

3.2.3

Dexterity

Yes

3.23.a

The vendor shall conduct summative usability tests on the voting system using individuals
lacking fine motor control. The vendor shall document the testing performed and report the
test results using the Common Industry Format. This documentation shall be included in the
Technical Data Package submitted to the EAC for national certification. Discussion: Voting
system developers are required to conduct realistic usability tests on the final product. For the
present, vendors can define their own testing protocols. Future revisions to the Guidelines
will include requirements for usability testing that will provide specific performance
benchmarks.

Yes

3.23.b

All keys and controls on the accessible voting station shall be operable with one hand and
shall not require tight grasping, pinching, or twisting of the wrist. The force required to
activate controls and keys shall be no greater 5 Ibs. (22.2 N). Discussion: Controls are to be
operable without excessive force.

Yes
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3.23.c

The accessible voting station controls shall not require direct bodily contact or for the body to
be part of any electrical circuit. Discussion: This requirement ensures that controls are
operable by individuals using prosthetic devices.

Yes

3.2.3d

The accessible voting station shall provide a mechanism to enable non-manual input that is
functionally equivalent to tactile input. Discussion: This requirement ensures that the
accessible voting station is operable by individuals who do not have the use of their hands. All
the functionality of the accessible voting station (e.g., straight party voting, write-in
candidates) that is available through the other forms of input, such as tactile, must also be
available through a non-manual input mechanism if it is provided by the accessible voting
station.

Yes

3.23.e

If the normal procedure is for voters to submit their own ballots, then the accessible voting
station shall provide features that enable voters who lack fine motor control or the use of
their hands to perform this submission.

Yes

3.24

Mobility The voting process shall be accessible to voters who use mobility aids, including
wheelchairs.

Yes

3.24.a

The accessible voting station shall provide a clear floor space of 30 inches (760 mm) minimum
by 48 inches (1220 mm) minimum for a stationary mobility aid. The clear floor space shall be
level with no slope exceeding 1:48 and positioned

for a forward approach or a parallel approach.

Yes

3.2.4.b

All controls, keys, audio jacks and any other part of the accessible voting station necessary for
the voter to operate the voting machine shall be within reach as specified under the following
sub-requirements: Discussion: Note that these requirements have meaningful application
mainly to controls in a fixed location. A hand-held tethered control panel is another
acceptable way of providing reachable controls.

Yes

3.24.c

If the accessible voting station has a forward approach with no forward reach obstruction
then the high reach shall be 48 inches maximum and the low reach shall be 15 inches
minimum. See Figure 1.

Yes

3.24.d

If the accessible voting station has a forward approach with a forward reach obstruction, the
following requirements apply: See Figure 2.

Yes

3.2.4.d.i.

The forward obstruction shall be no greater than 25 inches in depth, its top no higher than 34
inches and its bottom surface no lower than 27 inches.

Yes

3.2.4.d.ii.

If the obstruction is no more than 20 inches in depth, then the maximum high reach shall be
48 inches, otherwise it shall be 44 inches.

Yes

3.2.4.d.iii.

Space under the obstruction between the finish floor or ground and 9 inches (230 mm) above
the finish floor or ground shall be considered toe clearance and shall comply with the
following provisions: Toe clearance shall extend 25 inches (635 mm) maximum under the
obstruction " The minimum toe clearance under the obstruction shall be either 17 inches (430
mm) or the depth required to reach over the obstruction to operate the accessible voting
station

Yes
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3.2.4.d.iv.

Space under the obstruction between 9 inches (230 mm) and 27 inches (685 mm) above the
finish floor or ground shall be considered knee clearance and shall comply with the following
provisions: Knee clearance shall extend 25 inches (635 mm) maximum under the obstruction
at 9 inches (230 mm) above the finish floor or ground. "

¢ The minimum knee clearance at 9 inches (230 mm) above the finish floor or ground shall be
either 11 inches (280 mm) or 6 inches less than the toe clearance, whichever is greater.

* Between 9 inches (230 mm) and 27 inches (685 mm) above the finish floor or ground, the
knee clearance shall be permitted to reduce at a rate of 1 inch (25 mm) in depth for each 6
inches (150 mm) in height.

Discussion: It follows that the minimum knee clearance at 27 inches above the finish floor or
ground shall be 3 inches less than the minimum knee clearance at 9 inches above the floor.

* Knee clearance shall be 30 inches (760 mm) wide minimum.

Yes

3.2.4.e

If the accessible voting station has a parallel approach with no side reach obstruction then the
maximum high reach shall be 48 inches and the minimum low reach shall be 15 inches. See
Figure 3.

Yes

3.24f

If the accessible voting station has a parallel approach with a side reach obstruction, the
following sub-requirements apply. See Figure 4.

Yes

3.2.4.f.i

The side obstruction shall be no greater than 24 inches in depth and its top no higher than 34
inches.

Yes

3.2.4.1iii

If the obstruction is no more than 10 inches in depth, then the maximum high reach shall be
48 inches, otherwise it shall be 46 inches. Discussion: Since this is a parallel approach, no
clearance under the obstruction is required.

Yes

3248

All labels, displays, controls, keys, audio jacks, and any other part of the accessible voting
station necessary for the voter to operate the voting machine shall be easily legible and visible
to a voter in a wheelchair with normal eyesight (no worse than 20/40, corrected) who is in an
appropriate position and orientation with respect to the accessible voting station Discussion:
There are a number of factors that could make relevant parts of the accessible voting station
difficult to see such as; small lettering, controls and labels tilted at an awkward angle from the
voter's viewpoint, and glare from overhead lighting.

Yes

3.2.5

Hearing The voting process shall be accessible to voters with hearing disabilities.

Yes

3.25.a

The accessible voting station shall incorporate the features listed under requirement 3.2.2.2
(c) for voting equipment that provides audio presentation of the ballot to provide accessibility
to voters with hearing disabilities. Discussion: Note especially the requirements for volume
initialization and control.

Yes

3.25.b

If voting equipment provides sound cues as a method to alert the voter, the tone shall be
accompanied by a visual cue, unless the station is in audio-only mode. Discussion: For
instance, the voting equipment might beep if the voter attempts to overvote. If so, there
would have to be an equivalent visual cue, such as the appearance of an icon, or a blinking
element. Some voting equipment may have an audio-only mode, in which case, there would
be no visual cue.

Yes

3.2.6

Speech The voting process shall be accessible to voters with speech disabilities.

Yes

3.2.6.a

No voting equipment shall require voter speech for its operation. Discussion: This does not
preclude voting equipment from offering speech input as an option, but speech must not be
the only means of input.

Yes

3.2.7

English Proficiency

Yes

3.2.7

For voters who lack proficiency in reading English, or whose primary language is unwritten,
the voting equipment shall provide spoken instructions and ballots in the preferred language
of the voter, consistent with state and federal law. The requirements of 3.2.2.2 (c) shall apply
to this mode of interaction.

Yes
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3.2.8

Cognition

Yes

3.2.8

The voting process should be accessible to voters with cognitive disabilities. Discussion: At
present there are no design features specifically aimed at helping those with cognitive
disabilities. Requirements 3.2.2.1 (f), the synchronization of audio with the screen in a DRE, is
helpful for some cognitive disabilities such as dyslexia. Requirements in Subsection 3.1.4 also
address cognitive issues relative to voting system usability.

Yes

Hardware Requirements This section contains the requirements for the machines and
manufactured devices that are part of a voting system. It specifies minimum values for certain
performance characteristics; physical characteristics; and design, construction, and
maintenance characteristics for the hardware and selected related components of all voting
systems, such as: Ballot printers " Ballot cards and sheets " Ballot displays " Voting devices
Removable electronic data storage media ® Servers ® Printers This section applies to the
combination of software and hardware to accomplish specific performance and system
control requirements. Standards that are specific to software alone are provided in Section 5.
The requirements of this section apply generally to all hardware used in voting systems,
including: ¢ Hardware provided by the voting system vendor and its suppliers ® Hardware
furnished by an external provider (for example, providers of commercial-off-the-shelf
equipment) where the hardware may be used in any way during voting system operation
Hardware provided by the voting jurisdiction

Yes

4.1

Performance Requirements The performance requirements address a broad range of
parameters, encompassing: Accuracy requirements

Yes

4.1

Performance requirements for voting systems represent the combined operational capability
of both system hardware and software. Accuracy, as measured by data error rate, and
operational failure are treated as distinct attributes in performance testing. All systems shall
meet the performance requirements under operating conditions and after storage under non-
operating conditions.

Yes

4.1.1

Accuracy Requirements Voting system accuracy addresses the accuracy of data for each of the
individual ballot positions that could be selected by a voter, including the positions that are
not selected. For a voting system, accuracy is defined as the ability of the system to capture,
record, store, consolidate and report the specific selections and absence of selections, made
by the voter for each ballot position without error. Required accuracy is defined in terms of an
error rate that for testing purposes represents the maximum number of errors allowed while
processing a specified volume of data. This rate is set at a sufficiently stringent level that the
likelihood of voting system errors affecting the outcome of an election is exceptionally remote
even in the closest of elections. The error rate is defined using a convention that recognizes
differences in how vote data is processed by different types of voting systems. Paper-based
and DRE systems have different processing steps. Some differences also exist between
precinct count and central count systems. Therefore, the acceptable error rate applies
separately and distinctly to each of the following functions:

Yes

4.11.a

For all paper-based voting systems:

Yes

4.11.a.i

Scanning ballot positions on paper ballots to detect selections for individual candidates and
contests

Yes

4.1.1.a.ii

Conversion of selections detected on paper ballots into digital data

Yes

4.1.1.b

For all DRE voting systems:

N/A

4.1.1.b.i

Recording the voter selections of candidates and contests into voting data storage

N/A

4.1.1.b.ii

Recording voter selections of candidates and contests into ballot image storage independently
from voting data storage

N/A

41.1.c

For precinct-count voting systems (paper-based and DRE):

Yes
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4.1.1.c.i

Consolidation of vote selection data from multiple precinct-based voting machines to
generate jurisdiction-wide vote counts, including storage and reporting of the consolidated
vote data

Yes

4.1.1.d

For central-count voting systems (paper-based and DRE):

Yes

4.1.1.d.i

Consolidation of vote selection data from multiple counting devices to generate jurisdiction-
wide vote counts, including storage and reporting of the consolidated vote data

Yes

4.1.1.end

For testing purposes, the acceptable error rate is defined using two parameters: the desired
error rate to be achieved, and the maximum error rate that should be accepted by the test
process. For each processing function indicated above, the voting system shall achieve a
target error rate of no more than one in 10,000,000 ballot positions, with a maximum
acceptable error rate in the test process of one in 500,000 ballot positions.

Yes

4.1.2

Environmental Requirements

Yes

4.1.2

The environmental requirements for voting systems include shelter, space, furnishings and
fixtures, supplied energy, environmental control, and external telecommunications services.
Environmental conditions applicable to the design and operation of voting systems consist of
the following categories: Natural environment ¢ Induced environment, including proper and
improper operation and handling of the system and its components during

the election processes ® Transportation and storage ® Electromagnetic signal environment,
including exposure to and generation of radio frequency energy

All voting systems shall be designed to withstand the environmental conditions contained in
the appropriate test procedures of the Guidelines. These procedures will be applied to all
devices for casting, scanning and counting ballots, except those that constitute COTS devices
that have not been modified in any manner to support their use as part of a voting system
and that have a documented record of performance under conditions defined in the
Guidelines.

The Technical Data Package supplied by the vendor shall include a statement of all
requirements and restrictions regarding environmental protection, electrical service,
recommended auxiliary power, telecommunications service, and any other facility or resource
required for the proper installation and operation of the system.

Yes

4.1.2.1

Shelter Requirements

Yes

41.21

All precinct count systems shall be designed for storage and operation in any enclosed facility
ordinarily used as a warehouse or polling place, with prominent instructions as to any special
storage requirements.

Yes

4.1.2.2

Space Requirements

Yes

4.1.2.2

There is no restriction on space allowed for the installation of voting systems, except that the
arrangement of these systems shall not impede performance of their duties by polling place
officials, the orderly flow of voters through the polling place or the ability for the voter to vote
in private.

Yes

4.1.2.3

Furnishings and Fixtures

Yes

4.1.2.3

Any furnishings or fixtures provided as a part of voting systems, and any components
provided by the vendor that are not a part of the voting system but that are used to support
its storage, transportation or operation, shall comply with the safety design of Subsection
4.3.8.

Yes

41.2.4

Electrical Supply Components of voting systems that require an electrical supply shall meet
the following standards:

Yes
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4.1.24.a Precinct count voting systems shall operate with the electrical supply ordinarily found in Yes
polling places (Nominal 120 Vac/60Hz/1 phase)
4.12.4b Central count voting systems shall operate with the electrical supply ordinarily found in Yes
central tabulation facilities or computer room facilities (Nominal 120 Vac/60Hz/1, nominal
208 Vac/60Hz/3 or nominal 240 Vac/60Hz/2)
4.1.2.4.c All voting machines shall also be capable of operating for a period of at least 2 hours on Yes
backup power, such that no voting data is lost or corrupted nor normal operations
interrupted. When backup power is exhausted the voting machine shall retain the contents of
all memories intact. The backup power capability is not required to provide lighting of the
voting area.
4.1.2.5 Electrical Power Disturbance Vote scanning and counting equipment for paper-based voting Yes
systems, and all DRE voting equipment, shall be able to withstand, without disruption of
normal operation or loss of data:
4.1.2.5.a Voltage dip of 30% of nominal @10 ms; Yes
4.1.2.5.b Voltage dip of 60% of nominal @100 ms & 1 sec Yes
4.1.2.5.c Voltage dip of >95% interrupt @5 sec Yes
4.1.2.5d Surges of +15% line variations of nominal line voltage Yes
4.1.2.5.e Electric power increases of 7.5% and reductions of 12.5% of nominal specified power supply Yes
for a period of up to four hours at each power level
4.1.2.6 Electrical Fast Transient Vote scanning and counting equipment for paper-based systems, and | Yes
all DRE equipment, shall be able to withstand, without disruption of normal operation or loss
of data, electrical fast transients of:
4.1.2.6.a +2 kV and - 2 kV on External Power lines (both AC and DC) Yes
4.1.2.6.b +1kVand -1kV on Input/Output lines(signal, data, and control lines) longer than 3 meters Yes
4.1.2.6.c Repetition Rate for all transient pulses will be 100 kHz Yes
4.1.2.7 Lightning Surge Vote scanning and counting equipment for paper-based systems, and all DRE Yes
equipment, shall be able to withstand, without disruption of normal operation or loss of data,
surges of:
4.1.2.7.a +2 kV AC line to line Yes
4.1.2.7.b +2 kV AC line to earth Yes
4.1.2.7.c +or—0.5kV DCline to line >10m Yes
41.2.7d +or—0.5kV DCline to earth >10m Yes
4.1.2.7.e +1 kV 1/0 sig/control >30m Yes
4.1.2.8 Electrostatic Disruption Yes
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4.1.2.8 Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall | Yes
be able to withstand +£15 kV air discharge and +8 kV contact discharge without damage or loss
of data. The equipment may reset or have momentary interruption so long as normal
operation is resumed without human intervention or loss of data. Loss of data means votes
that have been completed and confirmed to the voter.
4.1.2.9 Electromagnetic Emissions Yes
4.1.2.9 Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall | Yes
comply with the Rules and Regulations of the Federal Communications Commission, Part 15;
Class B requirements for both radiated and conducted emissions.
4.1.2.10 Electromagnetic Susceptibility Yes
4.1.2.10 Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall | Yes
be able to withstand an electromagnetic field of 10 V/m modulated by a 1 kHz 80% AM
modaulation over the frequency range of 80 MHz to 1000 MHz, without disruption of normal
operation or loss of data.
4.1.2.11 Conducted RF Immunity Vote scanning and counting equipment for paper-based systems, and | Yes
all DRE equipment, shall be able to withstand, without disruption of normal operation or loss
of data, conducted RF energy of:
4.1.2.11.a 10V rms over the frequency range 150 KHz to 80 MHz with an 80% amplitude modulation with | Yes
a 1 KHz sine wave AC & DC power
4.1.2.11.b 10V sig/control >3 m over the frequency range 150 KHz to 80 MHz with an 80% amplitude Yes
modulation with a 1 KHz sine wave
4.1.2.12 Magnetic Fields Immunity Yes
4.1.2.12 Vote scanning and counting equipment for paper-based systems, and all DRE equipment, shall | Yes
be able to withstand, without disruption of normal operation or loss of data, AC magnetic
fields of 30 A/m at 60 Hz.
4.1.2.13 Environmental Control — Operating Environment Yes
4.1.2.13 Equipment used for election management activities or vote counting (including both precinct Yes
and central count systems) shall be capable of operation in temperatures ranging from 50 to
95 degrees Fahrenheit.
4.1.2.14 Environmental Control — Transit and Storage Equipment used for vote casting or for counting Yes
votes in a precinct count system, shall meet these specific minimum performance standards
that simulate exposure to physical shock and vibration associated with handling and
transportation by surface and air common carriers, and to temperature conditions associated
with delivery and storage in an uncontrolled warehouse environment:
4.1.2.14.a High and low storage temperatures ranging from -4 to +140 degrees Fahrenheit, equivalentto | Yes
MIL-STD-810D, Methods 501.2 and 502.2, Procedure |-Storage
4.1.2.14.b Bench handling equivalent to the procedure of MIL-STD-810D, Method 516.3, Procedure VI Yes
4.1.2.14.c Vibration equivalent to the procedure of MIL-STD-810D, Method 514.3, Category 1- Basic Yes
Transportation, Common Carrier
4.1.2.14d Uncontrolled humidity equivalent to the procedure of MIL-STD-810D, Method 507.2, Yes
Procedure I-Natural Hot-Humid
4.1.2.15 Data Network Requirements Yes
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4.1.2.15 Voting systems may use a local or remote data network. If such a network is used, then all Yes
components of the network shall comply with the telecommunications requirements

described in Section 6 and the Security requirements described in Section 7.

41.3 Election Management System (EMS) Requirements The Election Management System (EMS) Yes
requirements address electronic hardware and software used to conduct the prevoting
functions defined in Section 2 with regard to ballot preparation, election programming, ballot
and program installation, readiness testing, verification at the polling place, and verification at
the central location.

41.3.1 Recording Requirements Voting systems shall accurately record all election management data | Yes
entered by the user, including election officials or their designees. For recording accuracy, all
systems shall:

4.1.3.1.a Record every entry made by the user Yes

4.1.3.1.b Add permissible voter selections correctly to the memory components of the device Yes

4.1.3.1.c Verify the correctness of detection of the user selections and the addition of the selections Yes
correctly to memory

41.3.1d Add various forms of data entered directly by the election official or designee, such as text, Yes
line art, logos, and images

4.13.1.e Verify the correctness of detection of data entered directly by the user and the addition of the | Yes
selections correctly to memory

4.1.3.1.f Preserve the integrity of election management data stored in memory against corruption by Yes
stray electromagnetic emissions, and internally generated spurious electrical signals

4131.¢ Log corrected data errors by the voting system Yes

4.1.3.2 Memory Stability Yes

4.1.3.2 Memory devices used to retain election management data shall have demonstrated error-free | Yes
data retention for a period of 22 months.

4.1.4 Vote Recording Requirements The vote recording requirements address the enclosure, Yes
equipment, and supplies used by voters to vote.

41.4.1 Common Requirements All voting systems shall provide voting booths or enclosures for poll Yes
site use. Such booths or enclosures may be integral to the voting system or supplied as
components of the voting system, and shall:

4.14.1.a Be integral to, or make provision for, the installation of the voting machine Yes

4.14.1.b Ensure by its structure stability against movement or overturning during entry, occupancy, Yes
and exit by the voter

4.14.1.c Provide privacy for the voter, and be designed in such a way as to prevent observation of the Yes
ballot by any person other than the voter

41.4.1d Be capable of meeting the accessibility requirements of Subsection 3.2 Yes

4.1.4.2 Paper-based Recording Requirements The paper-based recording requirements govern: Yes
Ballot cards or sheets

4.14.2.a Paper ballots used by paper-based voting systems shall meet the following standards: Yes

4.1.4.2.a. Marks that identify the unique ballot format shall be outside the area in which votes are Yes

recorded, so as to minimize the likelihood that these marks will be mistaken for vote
responses and the likelihood that recorded votes will obliterate these marks

27

——
| —




Manufacturer: Election Systems & Software LLC

Requirement Requirement Text Conform
4.1.4.2.a.i If printed alignment marks are used to locate the vote response fields on the ballot, these Yes
marks shall be outside the area in which votes are recorded, so as to minimize the likelihood
that these marks will be mistaken for vote responses and the likelihood that recorded votes
will obliterate these marks
4.1.4.2.a.iii The Technical Data Package shall specify the required paper stock, size, shape, opacity, color, Yes
watermarks, field layout, orientation, size and style of printing, size and location of mark fields
used for vote response fields and to identify unique ballot formats, placement of alignment
marks, ink for printing, and folding and bleed-through limitations for preparation of ballots
that are compatible with the system
4.14.2.b Marking Devices The Technical Data Package shall specify marking devices, which, if used to Yes
make the prescribed form of mark, produce readable marked ballots such that the system
meets the performance requirements for accuracy in Subsection 4.1.1. Marking devices can
be either manual (such as pens or pencils) or electronic. These specifications shall identify:
4.1.4.2.b.i Specific characteristics of marking devices that affect readability of marked ballots Yes
4.1.4.2.b.ii Performance capabilities with regard to each characteristic Yes
4.1.4.2.b.iii For marking devices manufactured by multiple external sources, a listing of sources and Yes
model numbers that are compatible with the system
4.1.4.2.c Frames or Fixtures for Printed Ballots A frame or fixture for printed ballot cards is optional. N/A
However, if such a device is provided, it shall:
4.1.4.2.c.i Be of any size and shape consistent with its intended use N/A
4.1.4.2.c.ii Position the card properly N/A
4.1.4.2.c.iii Hold the ballot card securely in its proper location and orientation for voting N/A
4.1.4.2.c.iv Comply with the requirements for design and construction contained in Subsection 4.3 N/A
4.1.4.2.d. Ballot Boxes and Ballot Transfer Boxes Ballot boxes and ballot transfer boxes, which serve as Yes
secure containers for the storage and transportation of voted ballots, shall:
4.1.4.2.d.i Be of any size, shape, and weight commensurate with their intended use Yes
4.1.4.2.d.ii Incorporate locks or seals, the specifications of which are described in the system Yes
documentation
4.1.4.2.d.iii Provide specific points where ballots are inserted, with all other points on the box constructed | Yes
in @ manner that prevents ballot insertion
4.1.4.2.d.iv For precinct count systems, contain separate compartments for the segregation of unread Yes
ballots, ballots containing write-in votes or any irregularities that may require special handling
or processing. In lieu of compartments, the conversion processing may mark such ballots with
an identifying spot or stripe to facilitate manual segregation
4143 DRE System Recording Requirements The DRE system recording requirements address the N/A
detection and recording of votes, including the logic and data processing functions required to
determine the validity of voter selections, to accept and record valid selections, and to reject
invalid selections. The requirements also address the physical environment in which ballots
are cast.
4.143.a Activity Indicator DRE systems shall include an audible or visible activity indicator providing N/A
the status of each voting device. This indicator shall:
4.1.43.a.i Indicate whether the device has been activated for voting N/A
4.1.4.3.a.ii Indicate whether the device is in use N/A
4.1.43.b Vote Recording Accuracy and Integrity To ensure vote recording accuracy and integrity while N/A

protecting the anonymity of the voter, all DRE systems shall:
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4.1.4.3.b.i Contain all mechanical, electromechanical, and electronic components; software; and controls | N/A
required to detect and record the activation of selections made by the voter in the process of
voting and casting a ballot
4.1.4.3.b.ii Incorporate redundant memories to detect and allow correction of errors caused by the N/A
failure of any of the individual memories
4.1.4.3.b.iii Provide at least two processes that record the voter’s selections that: To the extent possible N/A
4.1.4.3.b.iv Use a different process to store ballot images, for which the method of recording may include | N/A
any appropriate encoding or data compression procedure consistent with the regeneration of
an unequivocal record of the ballot as cast by the voter
4.1.4.3.b.v Provide a capability to retrieve ballot images in a form readable by humans N/A
4.1.4.3.b.vi Ensure that all processing and storage protects the anonymity of the voter N/A
4.1.43.c Recording Accuracy DRE systems shall meet the following requirements for recording N/A
accurately each vote and ballot cast:
4.1.4.3.c.i Detect every selection made by the voter N/A
4.1.4.3.c.ii Correctly add permissible selections to the memory components of the device N/A
4.1.4.3.c.iii Verify the correctness of the detection of the voter selections and the addition of the N/A
selections to memory
4.1.4.3.c.iv Achieve an error rate not to exceed the requirement indicated in Subsection 4.1.1 N/A
4.1.4.3.c.v Preserve the integrity of voting data and ballot images (for DRE machines) stored in memory N/A
for the official vote count and audit trail purposes against corruption by stray electromagnetic
emissions, and internally generated spurious electrical signals
4.1.4.3.c.vi Maintain a log of corrected data N/A
4.1.4.3.end Recording reliability refers to the ability of the DRE system to record votes accurately at its N/A
maximum rated processing volume for a specified period of time. The DRE system shall record
votes reliably in accordance with the requirements of Subsection 4.3.3.
4.1.5 Paper-based Conversion Requirements The paper-based conversion requirements address the | Yes
ability of the system to read the ballot card and to translate its pattern of marks into
electronic signals for later processing. These capabilities may be built into the voting system in
an integrated fashion, or may be provided by one or more components that are not unique to
the system, such as a general purpose data processing card reader or read head suitably
interfaced to the system. These requirements address two major functions: ballot handling
and ballot reading.
4.1.5 Ballot Handling Ballot handling consists of a ballot card’s acceptance, movement through the Yes
read station, and transfer into a collection station or receptacle.
4.15.1.a The capacity to convert the marks on individual ballots into signals is uniquely important to Yes
central count systems. The capacity for a central count system shall be documented by the
vendor. This documentation shall include the capacity for individual components that impact
the overall capacity
4.15.1.b Unreadable Ballots (Central Count Paper-based) When ballots are unreadable or some Yes
condition is detected requiring that the cards be segregated from normally processed ballots
for human review (e.g. write-ins), all central count paper-based systems shall do one of the
following:
4.1.5.1.b.i Outstack the ballot Yes
4.1.5.1.b.ii Stop the ballot reader and display a message prompting the election official or designee to Yes
remove the ballot
4.1.5.1.b.iii Mark the ballot with an identifying mark to facilitate its later identification N/A
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4.1.5.1.c Additionally, the system shall provide a capability that can be activated by an authorized Yes
election official to identify ballots containing overvotes, blank ballots, and ballots containing
undervotes in a designated contest. If enabled, these capabilities shall perform one of the
above actions in response to the indicated condition.

4.15.1d Unreadable Ballots (Precinct Count) When ballots are unreadable or when some condition is Yes
detected requiring that the cards be segregated from normally processed ballots for human
review (e.g. write-in votes) all precinct count systems shall:

4.1.5.1.d.i In response to an unreadable or blank ballot, return the ballot and provide a message Yes
prompting the voter to examine the ballot

4.1.5.1.d.ii In response to a ballot with a write-in vote, segregate the ballot or mark the ballot with an Yes
identifying mark to facilitate its later identification

4.1.5.1.d.iii In response to a ballot with an overvote the system shall: Provide a capability to identify an Yes
overvoted ballot " Return the ballot " Provide an indication prompting the voter to examine
the ballot " Allow the voter to correct the ballot " Provide a means for an authorized election
official to deactivate this capability entirely and by contest "

4.1.5.1.d.iv In response to a ballot with an undervote, the system shall: Provide a capability to identify an | Yes
undervoted ballot " Return the ballot " Provide an indication prompting the voter to examine
the ballot " Allow the voter to correct the ballot " Allow the voter to submit the ballot with the
undervote " Provide a means for an authorized election official to deactivate this capability "

4.15.1.e Ballot readers shall prevent multiple feed or detect and provide an alarm indicating multiple Yes
feed. Multiple feed occurs when a ballot reader attempts to read more than one ballot at a
time.

4.1.5.1.e.i If multiple feed is detected, the card reader shall halt in a manner that permits the operator Yes
to remove the unread cards causing the error, and reinsert them in the card input hopper

4.1.5.1.e.ii The frequency of multiple feeds with ballots intended for use with the system shall not exceed | Yes
l'in 10,000

4.1.5.2 Ballot Reading Accuracy This paper-based system requirement governs the conversion of the Yes
physical ballot into electronic data. Reading accuracy for ballot conversion refers to the ability
to:

4.15.2.a Recognize vote punches or marks, or the absence thereof, for each possible selection on the Yes
ballot

4.1.5.2.b Discriminate between valid punches or marks and extraneous perforations, smudges, and Yes
folds

4.15.2.c Convert the vote punches or marks, or the absence thereof, for each possible selection on the | Yes
ballot into digital signals

4.1.5.2.d To ensure accuracy, paper-based systems shall: Detect punches or marks that conform to Yes
vendor specifications with an error rate not exceeding the requirement indicated in
Subsection 4.1.1

4.15.2.e To ensure accuracy, paper-based systems shall: Ignore, and not record, extraneous Yes
perforations, smudges, and folds

4.1.5.2.f To ensure accuracy, paper-based systems shall: Reject ballots that meet all vendor Yes
specifications at a rate not to exceed 2 percent

4.1.6 Tabulation Processing Requirements Tabulation processing requirements apply to the Yes

hardware and software required to accumulate voting data for all candidates and measures
within voting machines and polling places, and to consolidate the voting data at a central level
or multiple levels. These requirements also address the generation and maintenance of audit
records, the detection and disabling of improper use or operation of the system, and the
monitoring of overall system status. Separate and distinct requirements for paper-based and
DRE voting systems are presented below.
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4.1.6.1 Paper Based Processing Requirements The paper-based processing requirements address all Yes
mechanical devices, electromechanical devices, electronic devices, and software required to
perform the logical and numerical functions of interpreting the electronic image of the voted
ballot, and assigning votes to the proper memory registers.

4.1.6.1.a Processing Accuracy Processing accuracy refers to the ability of the system to receive Yes
electronic signals produced by punches for punchcard systems and vote marks and timing
information for marksense systems; perform logical and numerical operations upon these
data; and reproduce the contents of memory when required, without error. Specific
requirements are detailed below:

4.1.6.1.a.i Processing accuracy shall be measured by vote selection error rate, the ratio of uncorrected Yes
vote selection errors to the total number of ballot positions that could be recorded across all
ballots when the system is operated at its nominal or design rate of processing

4.1.6.1.a.ii The vote selection error rate shall include data that denotes ballot style or precinct as well as Yes
data denoting a vote in a specific contest or ballot proposition

4.1.6.1.a.iii The vote selection error rate shall include all errors from any source Yes

4.1.6.1.a.iv The vote selection error rate shall not exceed the requirement indicated in Subsection 4.1.1 Yes
Paper-based Devices Yes

4.1.6.1.b Paper-based system memory devices, used to retain control programs and data, shall have Yes
demonstrated error-free data retention for a period of 22 months, under the environmental
conditions for operation and non-operation (i.e., storage).

4.1.6.2 DRE Voting Systems The DRE voting systems processing requirements address all mechanical N/A
devices, electromechanical devices, electronic devices, and software required to process
voting data after the polls are closed.

4.1.6.2.a. Processing Speed DRE voting systems shall meet the following requirements for processing N/A
speed:

4.1.6.2.a.i Operate at a speed sufficient to respond to any operator and voter input without perceptible N/A
delay (no more than three seconds)

4.1.6.2.a.ii If the consolidation of polling place data is done locally, perform this consolidation in a time N/A
not to exceed five minutes for each device in the polling place

4.1.6.2.b Processing Accuracy Processing accuracy is defined as the ability of the system to process N/A
voting data stored in DRE voting devices or in removable memory modules installed in such
devices. Processing includes all operations to consolidate voting data after the polls have been
closed. DRE voting systems shall:

4.1.6.2.b.i Produce reports that are completely consistent, with no discrepancy among reports of voting | N/A
device data produced at any level

4.1.6.2.b.ii Produce consolidated reports containing absentee, provisional or other voting data that are N/A
similarly error-free. Any discrepancy, regardless of source, is resolvable to a procedural error,
to the failure of a non-memory device or to an external cause

4.1.6.2.c Memory Stability N/A

4.1.6.2.c DRE system memory devices used to retain control programs and data shall have N/A
demonstrated error-free data retention for a period of 22 months. Error-free retention may
be achieved by the use of redundant memory elements, provided that the capability for
conflict resolution or correction among elements is included.

4.1.7 Reporting Requirements The reporting requirements govern all mechanical, Yes
electromechanical, and electronic devices required for voting systems to print audit record
entries and results of the tabulation. These requirements also address data storage media for
transportation of data to other sites.

41.7.1 Removable Storage Media Yes
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41.7.1 In voting systems that use storage media that can be removed from the system and Yes
transported to another location for readout and report generation, these media shall use
devices with demonstrated error-free retention for a period of 22
months under the environmental conditions for operation and non-operation contained in
Subsection 4.1.2. Examples of removable storage media include: programmable read-only
memory (PROM), random access memory (RAM) with battery backup, magnetic media or
optical media.
4.1.7.2 Printers All printers used to produce reports of the vote count shall be capable of producing: Yes
4.1.7.2.a Alphanumeric headers Yes
4.1.7.2.b Election, office and issue labels Yes
4.1.7.2.c Alphanumeric entries generated as part of the audit record Yes
4.1.8 Vote Data Management Requirements The vote data management requirements for all Yes
systems address capabilities that manage, process, and report voting data after the data has
been consolidated at the polling place or other jurisdictional levels. These capabilities allow
the system to: Consolidate voting data from polling place data memory or transfer devices "
Report polling place summaries " Process absentee ballots
4.18.1 Data File Management All voting systems shall provide the capability to: Yes
4.1.8.1.a Integrate voting data files with ballot definition files Yes
4.1.8.1.b Verify file compatibility Yes
4.1.8.1.c Edit and update files as required Yes
4.1.8.2 Data Report Generation Yes
4.1.8.2 All voting systems shall include report generators for producing output reports at the device, Yes
polling place, and summary level, with provisions for administrative and judicial subdivisions
as required by the using jurisdiction.
4.2 Physical Characteristics This subsection covers physical characteristics of all voting systems Yes
and components that affect their general utility and suitability for election operations.
42.1 Size Yes
421 There is no numerical limitation on the size of any voting equipment, but the size of each Yes
voting machine should be compatible with its intended use and the location at which the
equipment is to be used.
4.2.2 Weight Yes
4.2.2 There is no numerical limitation on the weight of any voting equipment, but the weight of Yes
each voting machine should be compatible with its intended use and the location at which the
equipment is to be used.
4.2.3 Transport and Storage of Precinct Systems: All precienct voting systems shall: Yes
4.2.3.a Provide a means to safely and easily handle, transport, and install voting equipment, such as Yes

wheels or a handle or handles
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4.2.3.b.i Be capable of using, or be provided with, a protective enclosure rendering the equipment Yes
capable of withstanding: Impact, shock and vibration loads associated with surface and air
transportation
4.2.3.b.ii Be capable of using, or be provided with, a protective enclosure rendering the equipment Yes
capable of withstanding: Stacking loads associated with storage
4.3 Design, Construction, and Maintenance Characteristics This subsection covers voting system Yes
materials, construction workmanship, and specific design characteristics important to the
successful operation and efficient maintenance of the voting system.
43.1 Materials, Processes, and Parts The approach to system design is unrestricted, and may Yes
incorporate any form or variant of technology capable of meeting the voting systems
requirements and standards.
43.1 Precinct count systems shall be designed in accordance with best commercial practice for Yes
microcomputers, process controllers, and their peripheral components. Central count voting
systems and equipment used in a central tabulating environment shall be designed in
accordance with best commercial and industrial practice.
431 All voting systems shall: Yes
43.1.a Be designed and constructed so that the frequency of equipment malfunctions and Yes
maintenance requirements are reduced to the lowest level consistent with cost constraints
43.1.b Include, as part of the accompanying Technical Data Package, an approved parts list Yes
43.1.c Exclude parts or components not included in the approved parts list Yes
4.3.2 Durability Yes
4.3.2 All voting systems shall be designed to withstand normal use without deterioration and Yes
without excessive maintenance cost for a period of ten years.
433 Reliability Yes
433 The reliability of voting system devices shall be measured as Mean Time Between Failure Yes
(MTBF) for the system submitted for testing. MBTF is defined as the value of the ratio of
operating time to the number of failures which have occurred in the specified time interval. A
typical system operations scenario consists of approximately 45 hours of equipment
operation, consisting of 30 hours of equipment set-up and readiness testing and 15 hours of
elections operations. For the purpose of demonstrating compliance with this requirement, a
failure is defined as any event which results in either the: Loss of one or more functions " e
Degradation of performance such that the device is unable to perform its intended function
for longer than 10 seconds
433 The MTBF demonstrated during certification testing shall be at least 163 hours. Yes
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43.4 Maintainability Maintainability represents the ease with which maintenance actions can be Yes
performed based on the design characteristics of equipment and software and the processes
the vendor and election officials have in place for preventing failures and for reacting to
failures. Maintainability includes the ability of equipment and software to self-diagnose
problems and make non-technical election workers aware of a problem. Maintainability
addresses all scheduled and unscheduled events, which are performed to: ? Determine the
operational status of the system or a component ? Adjust, align, tune or service components ?
Repair or replace a component having a specified operating life or replacement interval ?
Repair or replace a component that exhibits an undesirable predetermined physical condition
or performance degradation ? Repair or replace a component that has failed ? Verify the
restoration of a component or the system to operational status
43.4 Maintainability shall be determined based on the presence of specific physical attributes that | Yes
aid system maintenance activities, and the ease with which system maintenance tasks can be
performed by the test lab. Although a more quantitative basis for assessing maintainability,
such as the Mean Time to Repair the system is desirable, the certification of a system is
conducted before it is approved for sale and thus before a broader base of maintenance
experience can be obtained.
43.4.1 Physical Attributes The following physical attributes will be examined to assess reliability: Yes
4.3.4.1.a Presence of labels and the identification of test points Yes
43.4.1.b Provision of built-in test and diagnostic circuitry or physical indicators of condition Yes
43.4.1.c Presence of labels and alarms related to failures Yes
43.4.1d Presence of features that allow non-technicians to perform routine maintenance tasks (such Yes
as update of the system database)
434.2 Additional Attributes The following additional attributes will be considered to assess system Yes
maintainability:
4.3.4.2.a Ease of detecting that equipment has failed by a non-technician Yes
43.4.2.b Ease of diagnosing problems by a trained technician Yes
4.3.4.2.c Low false alarm rates (i.e., indications of problems that do not exist) Yes
43.4.2d Ease of access to components for replacement Yes
434.2.e Ease with which adjustment and alighment can be performed Yes
434.2f Ease with which database updates can be performed by a non-technician Yes
43.42.¢g Adjust, align, tune or service components Yes
435 Availability The availability of a voting system is defined as the probability that the equipment | Yes
(and supporting software) needed to perform designated voting functions will respond to
operational commands and accomplish the function. The voting system shall meet the
availability standard for each of the following voting functions:
4.3.5.a. For all paper-based systems: Yes
4.3.5.a.i Recording voter selections (such as by ballot marking or punch) Yes
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4.3.5.a.ii

Scanning the punches or marks on paper ballots and converting them into digital data

Yes

4.3.5b

For all DRE systems, recording and storing voter ballot selections

N/A

4.3.5.c

For precinct count systems (paper-based and DRE), consolidation of vote selection data from
multiple precinct based systems to generate jurisdiction-wide vote counts, including storage
and reporting of the consolidated vote data

Yes

4.3.5.d

For central-count systems (paper-based and DRE), consolidation of vote selection data from
multiple counting devices to generate jurisdiction-wide vote counts, including storage and
reporting of the consolidated vote data

Yes

4.3.5

System availability is measured as the ratio of the time during which the system is operational
(up time) to the total time period of operation (up time plus down time). Inherent availability
(Ai) is the fraction of time a system is functional, based upon Mean Time Between Failure
(MTBF) and Mean Time To Repair (MTTR), that is: Ai = (MTBF)/(MTBF + MTTR) MTTR is the
average time required to perform a corrective maintenance task during periods of system
operation. Corrective maintenance task time is active repair time, plus the time attributable
to other factors that could lead to logistic or administrative delays, such as travel notification
of qualified maintenance personnel and travel time for such personnel to arrive at the
appropriate site. Corrective maintenance may consist of substitution of the complete device
or one of its components, as in the case of precinct count and some central count systems, or
it may consist of on-site repair. The voting system shall achieve at least 99 percent availability
during normal operation for the functions indicated above. This standard encompasses for
each function the combination of all devices and components that support the function,
including their MTTR and MTBF attributes.

Yes

4.3.5

Vendors shall specify the typical system configuration that is to be used to assess availability,
and any assumptions made with regard to any parameters that impact the MTTR. These
factors shall include at a minimum:

Yes

435.e

Recommended number and locations of spare devices or components to be kept on hand for
repair purposes during periods of system operation

Yes

4.3.5.f

Recommended number and locations of qualified maintenance personnel who need to be
available to support repair calls during system operation

Yes

4.3.5.¢

Organizational affiliation (i.e., jurisdiction, vendor) of qualified maintenance personnel

Yes

4.3.6

Product Marking All voting systems shall:

Yes

4.3.6.a

Identify all devices by means of a permanently affixed nameplate or label containing the
name of the manufacturer or vendor, the name of the device, its part or model number, its
revision letter, its serial number, and if applicable, its power requirements

Yes

4.3.6.b

Display on each device a separate data plate containing a schedule for and list of operations
required to service or to perform preventive maintenance

Yes

4.3.6.c

Display advisory caution and warning instructions to ensure safe operation of the equipment
and to avoid exposure to hazardous electrical voltages and moving parts at all locations where
operation or exposure may occur

Yes

4.3.7

Workmanship To help ensure proper workmanship, all manufacturers of voting systems shall:

Yes

43.7.a

Adopt and adhere to practices and procedures to ensure that their products are free from
damage or defect that could make them unsatisfactory for their intended purpose

Yes

4.3.7.b

Ensure that components provided by external suppliers are free from damage or defect that
could make them unsatisfactory for their intended purpose

Yes

4.3.8

Safety All voting systems shall meet the following requirements for safety:

Yes

35

——
| —




Manufacturer: Election Systems & Software LLC

Requirement Requirement Text Conform
4.3.8.a All voting systems and their components shall be designed to eliminate hazards to personnel Yes
or to the equipment itself
43.8.b Defects in design and construction that can result in personal injury or equipment damage Yes
must be detected and corrected before voting systems and components are placed into
service
4.3.8.c Equipment design for personnel safety shall be equal to or better than the appropriate Yes
requirements of the Occupational Safety and Health Act, Code of Federal Regulations, Title
29, Part 1910
5 Software Requirements The requirements of this section are intended to ensure that voting Yes
system software is reliable, robust, testable, and maintainable. The requirements in this
section also support system accuracy, logical correctness, privacy, security and integrity. The
general requirements of this section apply to software used to support the entire range of
voting system activities described in Section 2.
5.3 Data and Document Retention All systems shall: Yes
5.3.a Maintain the integrity of voting and audit data during an election, and for at least 22 months Yes
thereafter, a time sufficient to resolve most contested elections and support other activities
related to the reconstruction and investigation of a contested election
5.3.b Protect against the failure of any data input or storage device at a location controlled by the Yes
jurisdiction or its contractors, and against any attempt at improper data entry or retrieval
5.4 Audit Record Data Yes
5.4 Audit trails are essential to ensure the integrity of a voting system. Operational requirements | Yes
for audit trails are described in Subsection 2.5.1.1. Audit record data are generated by these
procedures. The audit record data in the following subsections are essential to the complete
recording of election operations and reporting of the vote tally. This list of audit records may
not reflect the design constructs of some systems. Therefore, vendors shall supplement it
with information relevant to the operation of their specific systems.
54.1 Pre-election Audit Records Yes
54.1 During election definition and ballot preparation, the system shall audit the preparation of the | Yes
baseline ballot formats and modifications to them, a description of these modifications, and
corresponding dates. The log shall include:
5.4.1.a The allowable number of selections a contest Yes
5.4.1.b The combinations of voting patterns permitted or required by the jurisdiction Yes
54.1.c The inclusion or exclusion of contests as the result of multiple districting within the polling Yes
place
5.4.1d Any other characteristics that may be peculiar to the jurisdiction, the election or the polling Yes
place location
5.4.1.e Manual data maintained by election personnel Yes
5.4.1.f Samples of all final ballot formats Yes
54.1g Ballot preparation edit listings Yes
5.4.2 System Readiness Audit Records The following minimum requirements apply to system Yes

readiness audit records:
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5.4.2.a Prior to the start of ballot counting, a system process shall verify hardware and software Yes
status and generate a readiness audit record. This record shall include the identification of the
software release, the identification of the election to be processed, and the results of
software and hardware diagnostic tests

5.4.2.b In the case of systems used at the polling place, the record shall include polling place Yes
identification

54.2.c The ballot interpretation logic shall test and record the correct installation of ballot formats Yes
on voting devices

54.2d The software shall check and record the status of all data paths and memory locations to be Yes
used in vote recording to protect against contamination of voting data

5.4.2.e Upon the conclusion of the tests, the software shall provide evidence in the audit record that | Yes
the test data have been expunged

5.4.2.f If required and provided, the ballot reader and arithmetic-logic unit shall be evaluated for Yes
accuracy, and the system shall record the results. It shall allow the processing or simulated
processing of sufficient test ballots to provide a statistical estimate of processing accuracy

5.4.2.¢g For systems that use a public network, provide a report of test ballots that includes: N/A

5.4.2.g. Number of ballots sent N/A

5.4.2.g.ii When each ballot was sent N/A

5.4.2.g.iii Machine from which each ballot was sent N/A

5.4.2.g.iv Specific votes or selections contained in the ballot N/A

5.4.3 In-Process Audit Records In-process audit records document system operations during Yes
diagnostic routines and the casting and tallying of ballots. At a minimum, the in-process audit
records shall contain:

5.4.3.a Machine generated error and exception messages to demonstrate successful recovery. Yes
Examples include, but are not necessarily limited to:

5.43.a.i The source and disposition of system interrupts resulting in entry into exception handling Yes
routines

5.4.3.a.ii All messages generated by exception handlers Yes

5.4.3.a.iii The identification code and number of occurrences for each hardware and software error or Yes
failure

5.4.3.a.iv Notification of system login or access errors, file access errors, and physical violations of Yes
security as they occur, and a summary record of these events after processing

5.43.a.v Other exception events such as power failures, failure of critical hardware components, data Yes
transmission errors or other types of operating anomalies

5.43.b Critical system status messages other than informational messages displayed by the system Yes
during the course of normal operations. These items include, but are not limited to:

5.4.3.b.i Diagnostic and status messages upon startup Yes

5.4.3.b.ii The “zero totals” check conducted before opening the polling place or counting a precinct Yes
centrally

5.4.3.b.iii For paper-based systems, the initiation or termination of card reader and communications Yes
equipment operation

5.4.3.b.iv For DRE machines at controlled voting locations, the event (and time, if available) of activating | N/A
and casting each ballot (i.e., each voter's transaction as an event). This data can be compared
with the public counter for reconciliation purposes

5.43.c Non-critical status messages that are generated by the machine's data quality monitor or by Yes

software and hardware condition monitors
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5.43.d System generated log of all normal process activity and system events that require operator Yes
intervention, so that each operator access can be monitored and access sequence can be
constructed
5.4.4 Vote Tally Data In addition to the audit requirements described above, other election-related | Yes
data is essential for reporting results to interested parties, the press, and the voting public,
and is vital to verifying an accurate count.
5.4.4 Voting systems shall meet these reporting requirements by providing software capable of Yes
obtaining data concerning various aspects of vote counting and producing printed reports. At
a minimum, vote tally data shall include:
54.4.a Number of ballots cast, using each ballot configuration, by tabulator, by precinct, and by Yes
political subdivision
5.4.4b Candidate and measure vote totals for each contest, by tabulator Yes
5.4.4.c The number of ballots read within each precinct and for additional jurisdictional levels, by Yes
configuration, including separate totals for each party in primary elections
5.44.d Separate accumulation of overvotes and undervotes for each contest, by tabulator, precinct Yes
and for additional jurisdictional levels (no overvotes would be indicated for DRE voting
devices)
5.4.4.e For paper-based systems only, the total number of ballots both able to be processed and Yes
unable to be processed; and if there are multiple card ballots, the total number of cards read
5.4.4.end For systems that produce an electronic file containing vote tally data, the contents of the file Yes
shall include the same minimum data cited above for printed vote tally reports.
5.5 Voter Secrecy (DRE Systems) All DRE systems shall ensure vote secrecy by: N/A
5.5.a Immediately after the voter chooses to cast his or her ballot, record the voter’s selections in N/A
the memory to be used for vote counting and audit data (including ballot images), and erase
the selections from the display, memory, and all other storage, including all forms of
temporary storage
5.5.b Immediately after the voter chooses to cancel his or her ballot, erase the selections from the N/A
display and all other storage, including buffers and other temporary storage
6 Telecommunications Requirements N/A
6.1.2 Telecommunications Operations and Providers This section applies to voting-related N/A
transmissions over public networks, such as those provided by local distribution and long
distance carriers. This section also applies to private networks regardless of whether the
network is owned and operated by the election jurisdiction. For systems that transmit official
data over public networks, this section applies to telecommunications components installed
and operated at locations supervised by election officials, such as polling places or central
offices. This includes: Components acquired by the jurisdiction for the purpose of voting
6.1.3 Data Transmissions N/A
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6.1.3

These requirements apply to the use of telecommunications to transmit data for the
preparation of the system for an election, the execution of an election, and the preservation
of the system data and audit trails during and following an election. While this section does
not assume a specific model of voting system operations and does not assume a specific
model for the use of telecommunications to support such operations, it does address the
following types of data, where applicable: Voter Authentication: Coded information that
confirms the identity of a voter for security purposes for a system that transmits votes
individually over a public network Ballot Definition: Information that describes to a voting
machine the content and appearance of the ballots to be used in an election Vote
Transmission: For systems that transmit votes individually over a public network, the
transmission of a single vote within a network at a polling place and to the county (or
contractor) for consolidation with other county vote data Vote Count: Information
representing the tabulation of votes at any level within the control of the jurisdiction, such as
the polling place, precinct or central count List of Voters: A listing of the individual voters who
have cast ballots in a specific election

Additional data transmissions used to operate a voting system in the conduct of an election,
but not explicitly listed above, are also subject to the requirements of this section. For
systems that transmit data using public networks, this section applies to telecommunications
hardware and software for transmissions within and among all combinations of senders and
receivers located at polling places, precinct count facilities and central count facilities
(whether operated by the jurisdiction or a contractor).

N/A

6.2

Design, Construction, and Maintenance Requirements Design, construction, and maintenance
requirements for telecommunications represent the operational capability of both system
hardware and software. These capabilities shall be considered basic to all data transmissions.

N/A

6.2.1

Accuracy

N/A

6.2.1

The telecommunications components of all voting systems shall meet the accuracy
requirements of Subsection 4.1.1.

N/A

6.2.2

Durability

N/A

6.2.2

The telecommunications components of all voting systems shall meet the durability
requirements of Subsection 4.3.2.

N/A

6.2.3

Reliability

N/A

6.2.3

The telecommunications components of all voting systems shall meet the reliability
requirements of Subsection 4.3.3.

N/A

6.2.4

Maintainability

N/A

6.2.4

The telecommunications components of all voting systems shall meet the maintainability
requirements of Subsection 4.3.4.

N/A

6.2.5

Availability

N/A

6.2.5

The telecommunications components of all voting systems shall meet the availability
requirements of Subsection 4.3.5.

N/A

6.2.6

Integrity For WANSs using public telecommunications, boundary definition and
implementation shall meet the requirements below.

N/A

6.2.6.a

Outside service providers and subscribers of such providers shall not be given direct access or
control of any resource inside the boundary.

N/A

6.2.6.b

Voting system administrators shall not require any type of control of resources outside this
boundary. Typically, an end point of a telecommunications circuit will be a subscriber
termination on a Digital Service Unit/Customer Service Unit although the specific technology
configuration may vary. Regardless of the technology used, the boundary point must ensure
that everything on the voting system side is locally configured and controlled by the election
jurisdiction while everything on the public network side is controlled by an outside service
provider.

N/A
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6.2.6.c The system shall be designed and configured such that it is not vulnerable to a single point of N/A
failure in the connection to the public network which could cause total loss of voting

capabilities at any polling place.
6.2.7 Confirmation N/A
6.2.7 Confirmation occurs when the system notifies the user of the successful or unsuccessful N/A

completion of the data transmission, where successful completion is defined as accurate

receipt of the transmitted data. To provide confirmation, the telecommunications

components of a voting system shall notify the user of the successful or unsuccessful

completion of the data transmission. In the event of unsuccessful transmission the user shall

be notified of the action to be taken.
7 Security Requirements Yes
7.2 Access Control Yes
7.2.1 General Access Control Policy The vendor shall specify the general features and capabilities of | Yes

the access control policy recommended to provide effective voting system security. Although

the jurisdiction in which the voting system is operated is responsible for determining the

access policies for each election, the vendor shall provide a description of recommended

policies for:
7.2.1.a Software access controls Yes
7.2.1b Hardware access controls Yes
7.21.c Communications Yes
7.2.1d Effective password management Yes
7.2.1.e Protection abilities of a particular operating system Yes
7.2.1.f General characteristics of supervisory access privileges Yes
7.21.g Segregation of duties Yes
7.2.1.h Any additional relevant characteristics Yes
7.2.11 Individual Access Privileges Voting system vendors shall: Yes
7.2.1.1.a Identify each person to whom access is granted, and the specific functions and data to which Yes

each person holds authorized access
7.2.1.1b Specify whether an individual’s authorization is limited to a specific time, time interval or Yes

phase of the voting or counting operations
7.2.1.1.c Permit the voter to cast a ballot expeditiously, but preclude voter access to all aspects of the Yes

vote counting processes
7.2.1.2 Access Control Measures Vendors shall provide a detailed description of all system access Yes

control measures designed to permit authorized access to the system and prevent

unauthorized access. Examples of such measures include:
7.2.1.2.a Use of data and user authorization Yes
7.2.1.2.b Program unit ownership and other regional boundaries Yes
7.2.1.2.c One-end or two-end port protection devices Yes
7.2.1.2d Security kernels Yes
7.2.1.2.e Computer-generated password keys Yes
7.2.1.2.f Special protocols Yes
7.2.12¢g Message encryption Yes
7.2.1.2.h Controlled access security Yes
7.2.1.2.end Vendors also shall define and provide a detailed description of the methods used to prevent Yes

unauthorized access to the access control capabilities of the system itself.
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7.3

Physical Security Measures A voting system’s sensitivity to disruption or corruption of data
depends, in part, on the physical location of equipment and data media, and on the
establishment of secure telecommunications among various locations. Most often, the
disruption of voting and vote counting results from a physical violation of one or more areas
of the system thought to be protected. Therefore, security procedures shall address physical
threats and the corresponding means to defeat them.

Yes

7.3.1

Polling Place Security

Yes

7.3.1

For polling place operations, vendors shall develop and provide detailed documentation of
measures to enable poll workers to physically protect and perform orderly shutdown of voting
equipment to counteract vandalism, civil disobedience, and similar occurrences.

Yes

7.3.1

The measures shall allow the immediate detection of tampering with vote casting devices and
precinct ballot counters. They also shall control physical access to a telecommunications link if
such a link is used

Yes

7.3.2

Central Count Location Security

Yes

7.3.2

Vendors shall develop and document in detail the measures to be taken in a central counting
environment. These measures shall include physical and procedural controls related to the
handling of ballot boxes, preparing of ballots for counting, counting operations and reporting
data.

Yes

7.4

Software Security Voting systems shall meet specific security requirements for the installation
of software and for protection against malicious software.

Yes

7.4.1

Software and Firmware Installation The system shall meet the following requirements for
installation of software, including hardware with embedded firmware.

Yes

74.1.a

If software is resident in the system as firmware, the vendor shall require and state in the
system documentation that every device is to be retested to validate each ROM prior to the
start of elections operations.

Yes

7.4.1b

To prevent alteration of executable code, no software shall be permanently installed or
resident in the voting system unless the system documentation states that the jurisdiction
must provide a secure physical and procedural environment for the storage, handling,
preparation, and transportation of the system hardware.

Yes

7.4.1.c

The voting system bootstrap, monitor, and device-controller software may be resident
permanently as firmware, provided that this firmware has been shown to be inaccessible to
activation or control by any means other than by the authorized initiation and execution of
the vote counting program, and its associated exception handlers.

Yes

7.4.1d

The election-specific programming may be installed and resident as firmware, provided that
such firmware is installed on a component (such as a computer chip) other than the
component on which the operating system resides.

Yes

7.4.1.e

After initiation of election day testing, no source code or compilers or assemblers shall be
resident or accessible.

Yes

7.4.2

Protection Against Malicious Software

Yes

7.4.2

Voting systems shall deploy protection against the many forms of threats to which they may
be exposed such as file and macro viruses, worms, Trojan horses, and logic bombs. Vendors
shall develop and document the procedures to be followed to ensure that such protection is
maintained in a current status.

Yes

7.5

Telecommunications and Data Transmission There are four areas that must be addressed by
telecommunications and data transmission security capabilities: access control, data integrity,
detection and prevention of data interception, and protection against external threats.

N/A

7.5.1

Maintaining Data Integrity Voting systems that use telecommunications to communicate
between system components and locations are subject to the same security requirements
governing access to any other system hardware, software, and data function.

N/A
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7.5.1a Voting systems that use electrical or optical transmission of data shall ensure the receipt of N/A
valid vote records is verified at the receiving station. This should include standard
transmission error detection and correction methods such as checksums or message digest
hashes. Verification of correct transmission shall occur at the voting system application level
and ensure that the correct data is recorded on all relevant components consolidated within
the polling place prior to the voter completing casting of his or her ballot.
7.5.1b Voting systems that use telecommunications to communicate between system components N/A
and locations before the polling place is officially closed shall:
7.5.1.b.i Implement an encryption standard currently documented and validated for use by an agency N/A
of the U.S. government
7.5.1.b.ii Provide a means to detect the presence of an intrusive process, such as an Intrusion Detection | N/A
System
7.5.2 Protection Against External Threats N/A
7.5.2.a Voting systems that use public telecommunications networks shall implement protections N/A
against external threats to which commercial products used in the system may be susceptible.
7.5.2.b Voting systems that use public telecommunications networks shall provide system N/A
7.5.2.b.i documentation that clearly identifies all COTS hardware and software products and
communications services used in the development and/or operation of the voting system,
including operating systems, communications routers, modem drivers and dial-up networking
software. i. Such documentation shall identify the name, vendor, and version used for each
such component.
7.5.2.c. Voting systems that use public telecommunications networks shall use protective software at | N/A
the receiving-end of all communications paths to:
7.5.2.c.i Detect the presence of a threat in a transmission N/A
7.5.2.c.ii Remove the threat from infected files/data N/A
7.5.2.c.iii Prevent against storage of the threat anywhere on the receiving device N/A
7.5.2.c.iv Provide the capability to confirm that no threats are stored in system memory and in N/A
connected storage media
7.5.2.cv Provide data to the system audit log indicating the detection of a threat and the processing N/A
performed
7.5.2d Vendors shall use multiple forms of protective software as needed to provide capabilities for N/A
the full range of products used by the voting system.
7.5.3 Monitoring and Responding to External Threats Voting systems that use public N/A
telecommunications networks may become vulnerable, by virtue of their system components,
to external threats to the accuracy and integrity of vote recording, vote counting, and vote
consolidation and reporting processes. Therefore, vendors of such systems shall document
how they plan to monitor and respond to known threats to which their voting systems are
vulnerable. This documentation shall provide a detailed description, including scheduling
information, of the procedures the vendor will use to:
7.5.4 Shared Operating Environment Ballot recording and vote counting can be performed in either | Yes
a dedicated or non-dedicated environment. If ballot recording and vote counting operations
are performed in an environment that is shared with other data processing functions, both
hardware and software features shall be present to protect the integrity of vote counting and
of vote data. Systems that use a shared operating environment shall:
7.5.4.. Use security procedures and logging records to control access to system functions Yes
7.5.4.b Partition or compartmentalize voting system functions from other concurrent functions at Yes
least logically, and preferably physically as well
7.5.4.c Control system access by means of passwords, and restrict account access to necessary Yes

functions only
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7.5.4d

Have capabilities in place to control the flow of information, precluding data leakage through
shared system resources

Yes

7.5.5

Incomplete Election Returns If the voting system provides access to incomplete election
returns and interactive inquiries before the completion of the official count, the system shall:

Yes

7.5.5.a.

Be designed to provide external access to incomplete election returns (for equipment that
operates in a central counting environment), only if that access for these purposes is
authorized by the statutes and regulations of the using agency. This requirement applies as
well to polling place equipment that contains a removable memory module or that may be
removed in its entirety to a central place for the consolidation of polling place returns

Yes

7.5.5.b

Design voting system software and its security environment such that data accessible to
interactive queries resides in an external file or database created and maintained by the
elections software under the restrictions applying to any other output report:

Yes

7.5.5.b.i

The output file or database has no provision for write access back to the system

Yes

7.5.5.b.ii

Persons whose only authorized access is to the file or database are denied write access, both
to the file or database, and to the system

Yes

7.6

Use of Public Communications Networks Voting systems that transmit data over public
telecommunications networks face security risks that are not present in other voting systems.
This section describes standards applicable to voting systems that use public
telecommunications networks.

N/A

7.6.1

Data Transmission All systems that transmit data over public telecommunications networks
shall:

N/A

7.6.1.a

Preserve the secrecy of voter ballot selections and prevent anyone from violating ballot
privacy

N/A

7.6.1.b

Employ digital signatures for all communications between the vote server and other devices
that communicate with the server over the network

N/A

7.6.1.c

Require that at least two authorized election officials activate any critical operation regarding
the processing of ballots transmitted over a public communications network, i.e. the
passwords or cryptographic keys of at least two employees are required to perform
processing of votes

N/A

7.6.2

Casting Individual Ballots Systems designed for transmission of telecommunications over
public networks shall meet security standards that address the security risks attendant with
the casting of ballots from polling places controlled by election officials using voting devices
configured and installed by election officials and/or their vendor or contractor, and using in-
person authentication of individual voters.

N/A

7.6.2.1

Documentation of Mandatory Security Activities Vendors of voting systems that cast
individual ballots over a public telecommunications network shall provide detailed
descriptions of:

N/A

7.6.2.1.a

All activities mandatory to ensuring effective voting system security to be performed in
setting up the system for operation, including testing of security before an election

N/A

7.6.2.1.b

All activities that should be prohibited during voting equipment setup and during the
timeframe for voting operations, including both the hours when polls are open and when
polls are closed

N/A

7.6.2.2

Ability to Operate During Interruption of Service These systems shall provide the following
capabilities to provide resistance to interruptions of telecommunications service that prevent
voting devices at the polling place from communicating with external components via
telecommunications:

N/A

7.6.2.2.a

Detect the occurrence of a telecommunications interruption at the polling place and switch to
an alternative mode of operation that is not dependent on the connection between polling
place voting devices and external system components

N/A
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7.6.2.2.b

Provide an alternate mode of operation that includes the functionality of a conventional
electronic voting system without losing any single vote

N/A

7.6.2.2.c

Create and preserve an audit trail of every vote cast during the period of interrupted
communication and system operation in conventional electronic voting system mode

N/A

7.6.2.2.d

Upon reestablishment of communications, transmit and process votes accumulated while
operating in conventional electronic voting system mode with all security safeguards in effect

N/A

7.6.2.2.e

Ensure that all safeguards related to voter identification and authentication are not affected
by the procedures employed by the system to counteract potential interruptions of
telecommunications capabilities

N/A

7.7

Wireless Communications This section provides requirements for implementing and using
wireless communications within a voting system. These requirements reduce, but do not
eliminate, the risk of using wireless communications for voting systems. (See VVSG Vol. 1
Section 7 for further information pertaining to Wireless)

N/A

7.7.2

Identifying Usage Since there are a wide variety of wireless technologies (both standard and
proprietary) and differing physical properties of wireless signals, it is important to identify
some of the characteristics of the wireless technologies used in the voting system.

N/A

7.7.2.a

If a voting system provides wireless communications capabilities, then there shall be a
method for determining the existence of the wireless communications capabilities.

N/A

7.7.2.b

If a voting system provides wireless communications capabilities, then there shall be an
indication that allows one to determine when the wireless communications (such as radio
frequencies) capability is active.

N/A

7.7.2.c

The indication shall be visual.

N/A

7.7.2.d

If a voting system provides wireless communications capabilities, then the type of wireless
communications used (such as radio frequencies) shall be identified either via a label or via
the voting system documentation.

N/A

7.7.3

Protecting Transmitted Data The transmitted data, especially via wireless communications,
needs to be protected to ensure confidentiality and integrity. Examples of election
information that needs to be protected include: ballot definitions, voting device counts,
precinct counts, opening of poll signal, and closing of poll signal. Examples of other
information that needs to be protected include: protocol messages, address or device
identification information, and passwords. Since radio frequency wireless signals radiate in all
directions and pass through most construction material, anyone may easily receive the
wireless signals. In contrast, infrared signals are line of sight and do not pass through most
construction material. However, infrared signals can still be received by other devices that are
in the line of sight. Similarly, wireless signals can be transmitted by others to create unwanted
signals. Thus, encryption is required to protect the privacy and confidentiality of the voting
information.

N/A

7.7.3.a

All information transmitted via wireless communications shall be encrypted and
authenticated--with the exception of wireless T-coil coupling--to protect against
eavesdropping and data manipulation including modification, insertion, and deletion.

N/A

7.7.3.a.i

The encryption shall be as defined in Federal Information Processing Standards (FIPS) 197,
“Advanced Encryption Standard (AES).”

N/A

7.7.3.a.ii

The cryptographic modules used shall comply with FIPS 140-2, Security Requirements for
Cryptographic Modules.

N/A

7.73b

The capability to transmit non-encrypted and non-authenticated information via wireless
communications shall not exist.

N/A

7.7.3.c

If audible wireless communication is used, and the receiver of the wireless transmission is the
human ear, then the information shall not be encrypted. Discussion: This specifically covers
wireless T-Coil coupling for assistive devices used by people who are hard of hearing.

N/A
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7.7.4

Protecting the Wireless Path If wireless communications are used, then the following
capabilities shall exist in order to mitigate the effects of a denial of service (DoS) attack:

N/A

7.7.4.a

The voting system shall be able to function properly throughout a DoS attack, since the DoS
attack may continue throughout the voting period.

N/A

7.74.b

The voting system shall function properly as if the wireless capability were never available for
use.

N/A

7.7.4.c

Alternative procedures or capabilities shall exist to accomplish the same functions that the
wireless communications capability would have done.

N/A

7.7.4d

If infrared is being used, the shielding shall be strong enough to prevent escape of the voting
system signal, as well as strong enough to prevent infrared saturation jamming. Discussion:
Since infrared has the line-of-sight property, securing the wireless path can be accomplished
by shielding the path between the communicating devices with an opaque enclosure.
However, this is only practical for short distances. This shielding would also help prevent
accidental eye damage from the infrared signal.

N/A

7.7.5

Protecting the Voting System Physical security measures to prevent access to a voting system
are not possible when using a wireless communications interface because there is no discrete
physical communications path that can be secured.

N/A

7.7.5.a

The security requirements in Subsection 2.1.1 shall be applicable to systems with wireless
communications.

N/A

7.7.5.b

The accuracy requirements in Subsection 2.1.2 shall be applicable to systems with wireless
communications.

N/A

7.7.5.c

The use of wireless communications that may cause impact to the system accuracy through
electromagnetic stresses is prohibited.

N/A

7.7.5.d

The error recovery requirements in Subsection 2.1.3 shall be applicable to systems with
wireless communications.

N/A

7.75.e

All wireless communications actions shall be logged.

N/A

7.7.5.e.i

The log shall contain at least the following entries: times when the wireless is activated and
deactivated, services accessed, identification of device to which data was transmitted to or
received from, identification of authorized user, and successful and unsuccessful attempts to
access wireless communications or service. Discussion: Other information such as the number
of frames or packets transmitted or received at various logical layers may be useful, but is
dependent on the wireless technology used.

N/A

7.7.5.f

Device authentication shall occur before any access to, or services from, the voting system are
granted through wireless communications. Discussion: Authentication is an important
element to protect the security of wireless communications. Authentication verifies the
identity and legitimacy of users, devices, and services.

N/A

7.7.5.fi

User authentication shall be at least level 2 as per NIST Special Publication 800-63 Version
1.0.1, Electronic Authentication Guideline.

N/A

7.8

Independent Verification Systems

N/A

7.8.1

Overview Independent verification (IV) systems are electronic voting systems that produce
multiple independent cast vote records of voter ballot selections, which can be audited to a
high level of precision. For this to happen, the cast vote records must be handled according to
the following protocol: At least two cast vote records of the voter’s selections are produced
and one of the records is then stored in a manner that it cannot be modified by the voting
system. For example

N/A
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7.8.2

Basic Characteristics of IV Systems This section describes a preliminary set of basic
characteristics that apply to all types of IV systems. This information is provided for the
purpose of introducing these concepts for consideration in voting system design. It is
anticipated that future voting systems will be required to provide some type of independent
verification feature to enable voters to have confidence that their ballot selections are
correctly recorded and counted.

N/A

7.9

Voter Verifiable Paper Audit Trail Requirements This section contains requirements for DREs
with a Voter Verifiable Paper Audit Trail (VVPAT) component. VVPAT capability is not required
for national certification. However, these requirements will be applied for certification testing
of DRE systems that are intended for use in states that require DREs to provide this capability.
The vendor’s certification testing application to the EAC must indicate whether the system
being presented for testing includes this capability, as provided under Subsection 1.6.2.5
extensions.

N/A

7.9.1

Display and Print a Paper Record

N/A

79.1a

The voting system shall print and display a paper record of the voter ballot selections prior to
the voter making his or her selections final by casting the ballot. Discussion: This is the basic
requirement for VVPAT capability. It requires the paper record to be created as a distinct
representation of the voter ballot selections. It requires the paper record to contain the same
information as the electronic record and be suitable for use in verifications of the voting
machine’s electronic records.

N/A

7.9.1b

The paper record shall constitute a complete record of ballot selections that can be used to
assess the accuracy of the voting machine’s electronic record, to verify the election results,
and, if required by state law, in full recounts. Discussion: This requirement exists to make
clear that it is possible to use the paper record for checks of the voting machine’s accuracy in
recording voter ballot selections, as well as usable for election audits (such as mandatory 1%
recounts). The paper record shall also be suitable for use in full recounts of the election if
required by state law.

N/A

7.9.1.c

The paper record shall contain all voter selection information stored in the electronic (ballot
image) record. Discussion: The electronic ballot image record cannot hide any information
related to ballot selections; all information relating to voter selections must be equally
present in both records. The electronic record may contain other items that don't necessarily
need to be on the paper record, such as digital signature information.

N/A

7.9.2

Approve or Void the Paper Record

N/A

7.9.2.a

The voting equipment shall allow the voter to approve or void the paper record. Discussion:
There are three possible scenarios regarding the voter’s disposition of the paper record. The
voter can verify that the ballot selections displayed on the DRE summary screen and those
printed on the paper record are the same. If they are

N/A

7.9.2.b

The voting equipment shall, in the presence of the voter, mark the paper record as being
approved by the voter if the ballot selections are accepted; or voided or if the voter decides to
change one or more selections.

N/A

7.9.2.c

If the records do not match, the voting equipment shall mark and preserve the paper record
and shall provide a means to preserve the corresponding electronic record so the source of
error or malfunction can be analyzed. Discussion: The voting machine shall be withdrawn
from service immediately and its use discontinued in accordance with jurisdiction procedures.

N/A

7.9.2d

The voting machine shall not record the electronic record until the paper record has been
approved by the voter.

N/A
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7.9.2.e

Vendor documentation shall include procedures to enable the election official to return a
voting machine to correct operation after a voter has used it incompletely or incorrectly. This
procedure shall not cause discrepancies between the tallies of the electronic and paper
records.

N/A

7.9.3

Electronic and Paper Record Structure

N/A

7.93.a

All cryptographic software in the voting system shall be approved by the U.S. Government’s
Cryptographic Module Validation Program, as applicable. Discussion: Cryptographic software
may be used for a number of different purposes, including calculating checksums, encrypting
records, authentication, generating random numbers, and digital signatures. This software
should be reviewed and approved by the Cryptographic Module Validation Program (CMVP).
There may be cryptographic voting schemes where the cryptographic algorithms used are
necessarily different from any algorithms that have approved CMVP implementations, thus
CMVP approved software should be used where feasible but is not required. The CMVP
website is http://csrc.nist.gov/cryptval.

N/A

7.9.3.b

The electronic ballot image and paper records shall include information about the election.

N/A

7.9.3.b.i

The voting equipment shall be able to include an identification of the particular election, the
voting site and precinct, and the voting machine. Discussion: If the voting site and precinct are
different, both should be included.

N/A

7.9.3.b.ii

The records shall include information identifying whether the balloting is provisional, early, or
on election day, and information that identifies the ballot style in use.

N/A

7.9.3.b.iii

The records shall include a voting session identifier that is generated when the voting
equipment is placed in voting mode, and that can be used to identify the records as being
created during that voting session. Discussion: If there are several voting sessions on the same
voting machine on the same day, the voting session identifiers must be different. They should
be generated from a random number generator.

N/A

7.9.3.c

The electronic ballot image and paper records shall be linked by including a unique identifier
within each record that can be used to identify each record uniquely and each record’s
corresponding record. Discussion: The identifier serves the purpose of uniquely identifying
and linking the records for cross-checking.

N/A

7.9.3d

The voting machine should generate and store a digital signature for each electronic record.

N/A

7.93.e

The electronic ballot image records shall be able to be exported for auditing or analysis on
standards-based and /or COTS information technology computing platforms.

N/A

7.9.3.ei

The exported electronic ballot image records shall be in a publicly available, non-proprietary
format. Discussion: It is advantageous when all electronic records, regardless of manufacturer,
use the same format or can easily be converted to a publicly available, non-proprietary
format; for example, the OASIS Election Markup Language (EML) Standard.

N/A

7.9.3.e.ii

The records should be exported with a digital signature, which shall be calculated on the
entire set of electronic records and their associated digital signatures. Discussion: This is
necessary to determine if records are missing or substituted.

N/A

7.9.3.e.iii

The voting system vendor shall provide documentation as to the structure of the exported
ballot image records and how they shall be read and processed by software.

N/A

7.9.3.e.iv

The voting system vendor shall provide a software program that will display the exported
ballot image records and that may include other capabilities such as providing vote tallies and
indications of undervotes.

N/A

7.9.3.vi

The voting system vendor shall provide full documentation of procedures for exporting
electronic ballot image records and reconciling those records with the paper audit records.

N/A

7.9.3.f

The paper record should be created in a format that may be made available across different
manufacturers of electronic voting systems. Discussion: There may be a future requirement
for some commonality in the format of paper records.

N/A
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7.9.3.8

The paper record shall be created such that its contents are machine readable. Discussion:
This can be done by using specific OCR fonts or barcodes.

N/A

7.9.3.8.

The paper record shall contain error correcting codes for the purpose of detecting read errors
and for preventing other markings on the paper record from being misinterpreted when
machine reading the paper record. Discussion: This requirement is not mandatory if a state
prohibits the paper record from containing any information that cannot be read and
understood by the voter. This requirement serves the purpose of detecting scanning errors
and preventing stray or deliberate markings on the paper from being interpreted as valid
data.

N/A

7.9.3.h

If barcode is used, the voting equipment shall be able to print a barcode with each paper
record that contains the human-readable contents of the paper record. Discussion: This
requirement is not mandatory if a state prohibits the paper record from containing any
information that cannot be read and understood by the voter.

N/A

7.9.3.h.i

The barcode shall use an industry standard format and shall be able to be read using readily
available commercial technology. Discussion: Examples of such codes are Maxi Code or
PDF417.

N/A

7.9.3.h.ii

If the corresponding electronic record contains a digital signature, the digital signature shall
be included in the barcode on the paper record.

N/A

7.9.3.h.iii

The barcode shall not contain any information other than the paper record’s human-readable
content, error correcting codes, and digital signature information.

N/A

7.9.4

Equipment Security and Reliability

N/A

7.9.4.a

The voting machine shall provide a standard, publicly documented printer port (or the
equivalent) using a standard communication protocol. Discussion: Using a standard, publicly
documented printer protocol assists in security evaluations of system software.

N/A

7.9.4.b

Tamper-evident seals or physical security measures shall protect the connection between the
printer and the voting machine.

N/A

7.9.4.c

If the connection between the voting machine and the printer has been broken, the voting
machine shall detect this event and record it in the DRE internal audit log.

N/A

7.9.4.d

The paper path between the printing, viewing and storage of the paper record shall be
protected and sealed from access except by authorized election officials.

N/A

79.4.e

The printer shall not be permitted to communicate with any system or machine other than
the voting machine to which it is connected.

N/A

7.9.4.f

The printer shall only be able to function as a printer; it shall not contain any other services
(e.g., provide copier or fax functions) or network capability.

N/A

79.4.8

The voting machine shall detect errors and malfunctions such as paper jams or low supplies of
consumables such as paper and ink that may prevent paper records from being correctly
displayed, printed or stored. Discussion: This could be accomplished in a variety of different
ways; for example, a printer that is out of paper or jammed could issue audible alarms, with
the alarm different for each condition.

N/A

7.9.4.h

If an error or malfunction occurs, the voting machine shall suspend voting operations and
should present a clear indication to the voter and election officials of the malfunction.

N/A

7.9.4.

The voting machine shall not record votes if an error or malfunction occurs.

N/A

7.9.4.]

Printing devices should contain sufficient supplies of paper and ink to avoid reloading or
opening equipment covers or enclosures and thus potential circumvention of security
features; or be able to reload paper and ink with minimal disruption to voting and without
circumvention of security features such as seals.

N/A

7.9.4.k

Vendor documentation shall include procedures for investigating and resolving printer
malfunctions including, but not limited to; printer operations, misreporting of votes,
unreadable paper records, and power failures.

N/A
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7.9.4.1

Vendor documentation shall include printer reliability specifications including Mean Time
Between Failure estimates, and shall include recommendations for appropriate quantities of
backup printers and supplies.

N/A

7.9.4.m

Protective coverings intended to be transparent on voting equipment shall be maintainable
via a predefined cleaning process. If the coverings become damaged such that they obscure
the paper record, they shall be replaceable.

N/A

7.9.4.n

The paper record shall be sturdy, clean, and of sufficient durability to be used for verifications,
reconciliations, and recounts conducted manually or by automated processing.

N/A

7.9.5

Preserving Voter Privacy VVPAT records can be printed and stored by two different methods:
Printed and stored on a continuous spool-to-spool paper roll where the voter views the paper
record in a window " Printed on separate pieces of paper

N/A

7.9.5.a

Voter privacy shall be preserved during the process of recording, verifying and auditing his or
her ballot selections. Discussion: The privacy requirements from Section 3 also apply to voting
equipment with VVPAT.

N/A

7.9.5.b

When a VVPAT with a spool-to-spool continuous paper record is used, a means shall be
provided to preserve the secrecy of the paper record of voter selections.

N/A

7.9.5.c

When a VVPAT with a spool-to-spool continuous paper record is used, no record shall be
maintained of which voters used which voting machine or the order in which they voted.

N/A

7.9.5.d

The electronic and paper records shall be created and stored in ways that preserve the privacy
of the voter. Discussion: For VVPAT systems that use separate pieces of paper for the record,
this can be accomplished in various ways including shuffling the order of the records or other
methods to separate the order of stored records.

N/A

7.9.5.e

The privacy of voters whose paper records contain an alternative language shall be
maintained.

N/A

7.9.5.f

Unique identifiers shall not be displayed in a way that is easily memorable by the voter.
Discussion: Unique identifiers on the paper record are displayed or formatted in such a way
that they are not memorable to voters, such as by obscuring them in other characters.

N/A

79.5.¢

Both paper rolls and paper record secure receptacles shall be controlled, protected, and
preserved with the same security as a ballot box.

N/A

7.9.6

VVPAT Usability

N/A

7.9.6.a

All usability requirements from Subsection 3.1 shall apply to voting machines with VVPAT.
Discussion: The requirements in this section are in addition to those in Subsection 3.1.

N/A

7.9.6.b

The voting equipment shall be capable of showing the information on the paper in a font size
of at least 3.0 mm and should be capable of showing the information in at least two font
ranges; 3.0-4.0 mm, and 6.3-9.0 mm, under control of the voter or poll worker. Discussion: In
keeping with requirements in Subsection 3.1, the paper record should use the same font sizes
as displayed by the voting machine, but at least be capable of 3.0 mm. While larger font sizes
may assist voters with poor vision, certain disabilities such as tunnel vision are best addressed
by smaller font sizes.

N/A

7.9.6.c

The voting equipment shall display, print and store the paper record in any of the written
alternative languages chosen for the ballot.

N/A

7.9.6.c.i

To assist with manual auditing, candidate names on the paper record shall be presented in the
same language as used on the DRE summary screen.

N/A

7.9.6.c.ii

Information on the paper record not needed by the voter to perform verification shall be in
English. Discussion: In addition to the voter ballot selections, the marking of the paper record
as accepted or void, and the indication of the ballot page number need to be printed in the
alternative language. Other information, such as precinct and election identifiers, shall be in
English to facilitate use of the paper record for auditing.

N/A
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Requirement Requirement Text Conform
7.9.6.d The paper and electronic records shall be presented to allow the voter to read and compare N/A
the records without the voter having to shift his or her position.
7.9.6.e If the paper record cannot be displayed in its entirety on a single page, a means shall be N/A
provided to allow the voter to view the entire record. Discussion: Possible solutions include
scrolling the paper or printing a new sheet of paper. The voter should be notified if it is not
possible to scroll in reverse, so they will know to complete verification in one pass.
7.9.6.f If the paper record cannot be displayed in its entirety on a single page, each page of the N/A
record shall be numbered and shall include the total count of pages for the record. Discussion:
Possible numbering schemes include “Page X of Y.”
7.9.6.g The instructions for performing the verification process shall be made available to the voterin | N/A
a location on the voting machine. Discussion: All instructions must meet the usability
requirements contained in Subsection 3.1.
7.9.7 VVPAT Accessibility N/A
7.9.7.a All accessibility requirements from Subsection 3.2 shall apply to voting machines with VVPAT. | N/A
7.9.7.b If the normal voting procedure includes VVPAT, the accessible voting equipment should N/A
provide features that enable voters who are visually impaired and voters with an unwritten
language to perform this verification. If state statute designates the paper record produced by
the VVPAT to be the official ballot or the determinative record on a recount, the accessible
voting equipment shall provide features that enable visually impaired voters and voters with
an unwritten language to review the paper record. Discussion: For example, the accessible
voting equipment might provide an automated reader that converts the paper record
contents into audio output.
8 Quality Assurance Requirements Yes
8.2 General Requirements The voting system vendor is responsible for designing and Yes
implementing a quality assurance program to ensure that the design, workmanship, and
performance requirements are achieved in all delivered systems and components. At a
minimum, this program shall:
8.2.a Include procedures for specifying, procuring, inspecting, accepting, and controlling parts and Yes
raw materials of the requisite quality
8.2.b Require the documentation of the hardware and software development process Yes
8.2.c.i Identify and enforce all requirements for: In-process inspection and testing that the Yes
manufacturer deems necessary to ensure proper fabrication and assembly of hardware
8.2.c.ii Identify and enforce all requirements for: Installation and operation of software and firmware | Yes
8.2d Include plans and procedures for post-production environmental screening and acceptance Yes
testing
8.2.e Include a procedure for maintaining all data and records required to document and verify the | Yes
quality inspections and tests
8.3 Components from Third Parties Yes
8.3 A vendor who does not manufacture all the components of its voting system, but instead Yes
procures components as standard commercial items for assembly and integration into a
voting system, shall verify that the supplier vendors follow documented quality assurance
procedures that are at least as stringent as those used internally by the voting system vendor.
8.4 Responsibility for Tests Yes
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Requirement Requirement Text Conform
8.4 The manufacturer or vendor shall be responsible for performing all quality assurance tests, Yes
acquiring and documenting test data, and providing test reports for examination by the test
lab as part of the national certification process. These reports shall also be provided to the
purchaser upon request.
8.5 Parts & Materials Special Tests and Examinations In order to ensure that voting system parts Yes
and materials function properly, vendors shall:
8.5.a Select parts and materials to be used in voting systems and components according to their Yes
suitability for the intended application. Suitability may be determined by similarity of this
application to existing standard practice or by means of special tests
8.5.b Design special tests, if needed, to evaluate the part or material under conditions accurately Yes
simulating the actual voting system operating environment
8.5.c Maintain the resulting test data as part of the quality assurance program documentation Yes
8.6 Quality Conformance Inspections The vendor performs conformance inspections to ensure Yes
the overall quality of the voting system and components delivered to the test lab for national
certification testing and to the jurisdiction for implementation. To meet the conformance
inspection requirements the vendor or manufacturer shall:
8.6.a Inspect and test each voting system or component to verify that it meets all inspection and Yes
test requirements for the system
8.6.b Deliver a record of tests or a certificate of satisfactory completion with each system or Yes
component
8.7 Documentation Vendors are required to produce documentation to support the independent | Yes
testing required for their products to be granted national certification. Volume Il, Section 2,
Description of the Technical Data Package, identifies the documentation required for the
national certification testing process. This documentation shall be sufficient to serve the
needs of the test lab, election officials, and maintenance technicians. It shall be prepared and
published in accordance with standard commercial practice for information technology and
electronic and mechanical equipment. It shall include, at a minimum, the following:
e System overview
¢ System functionality description
¢ System hardware specification
¢ Software design and specifications
¢ System security specification
¢ System test and verification specification
¢ System operations procedures
e System maintenance procedures
¢ Personnel deployment and training requirements
e Configuration management plan
e Quality assurance program
¢ System change notes
9 Configuration Management This section contains specific requirements for configuration Yes
management of voting systems. For the purpose of the Guidelines, configuration
management is defined as a set of activities and associated practices that ensures full
knowledge and control of the components of a system, starting with its initial development
and progressing through its ongoing maintenance and enhancement. This section describes
activities in terms of their purposes and outcomes. It does not describe specific procedures or
steps to be employed to accomplish them. Specific steps and procedures are left to the
vendor to select.
9.1.1 Configuration Management Requirements Yes
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9.11 Configuration management addresses a broad set of record keeping, auditing, and reporting Yes
activities that contribute to full knowledge and control of a system and its components. These
activities include: Identifying discrete system components " Creating records of a formal
baseline and later versions of components " Controlling changes made to the system and its
components " Releasing new versions of the system " Auditing the system
9.1.2 Organization of Configuration Management Requirements Yes
9.1.2 The requirements for configuration management include: Yes
¢ Application of configuration management requirements
e Configuration management policy
¢ Configuration identification
¢ Baseline, promotion, and demotion procedures
e Configuration control procedures
® Release process
¢ Configuration audits
e Configuration management resources
9.1.3 Application of Configuration Management Requirements Yes
9.1.3 Requirements for configuration management apply to all components of voting systems Yes
regardless of the specific technologies employed. These components include: Software "
Hardware " Communications " Documentation " Identification and naming conventions
(including changes to these conventions) for software programs and data files " Development
and testing artifacts such as test data and scripts " File archiving and data repositories "

9.2 Configuration Management Policy Yes
9.2 The vendor shall describe its policies for configuration management in the Technical Data Yes
Package. This description shall address the following elements: Scope and nature of

configuration management program activities " Breadth of application of the vendor’s policies
and practices to the voting system
9.3 Configuration Identification Configuration identification is the process of identifying, naming, Yes
and acquiring configuration items. Configuration identification encompasses all system
components.
9.3.1 Classification and Naming Configuration Items Yes
9.3.1 The vendor shall describe the procedures and conventions used to classify configuration items | Yes
into categories and subcategories, uniquely number or otherwise identify configuration items
and name configuration items.
9.3.2 Versioning Conventions When a system component is part of a higher level system element Yes
such as a subsystem, the vendor shall describe the conventions used to:
9.3.2.a Identify the specific versions of individual configuration items and sets of items that are Yes
incorporated in higher level system elements such as subsystems
9.3.2.b Uniquely number or otherwise identify versions Yes
9.3.2.c Name versions Yes
9.4 Baseline and Promotion Procedures The vendor shall establish formal procedures and Yes
conventions for establishing and providing a complete description of the procedures and
related conventions used to:
9.4.a Establish a particular instance of a component as the starting baseline Yes
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9.4.b Promote subsequent instances of a component to baseline status as development progresses | Yes
through to completion of the initial completed version released to the accredited test lab for
testing
9.4.c Promote subsequent instances of a component to baseline status as the component is Yes
maintained throughout its life cycle until system retirement (i.e., the system is no longer sold
or maintained by the vendor)
9.5 Configuration Control Procedures Configuration control is the process of approving and Yes
implementing changes to a configuration item to prevent unauthorized additions, changes or
deletions. The vendor shall establish such procedures and related conventions, providing a
complete description of those procedures used to:
9.5.a Develop and maintain internally developed items Yes
9.5.b Acquire and maintain third-party items Yes
9.5.c Resolve internally identified defects for items regardless of their origin Yes
9.5.d Resolve externally identified and reported defects (i.e., by customers and accredited test labs) | Yes
9.6 Release Process The release process is the means by which the vendor installs, transfers or Yes
migrates the system to the accredited test lab and, eventually, to its customers. The vendor
shall establish such procedures and related conventions, providing a complete description of
those used to:
9.6.a Perform a first release of the system to an accredited test lab Yes
9.6.b Perform a subsequent maintenance or upgrade release of the system or particular Yes
components, to an accredited test lab
9.6.c Perform the initial delivery and installation of the system to a customer, including Yes
confirmation that the installed version of the system matches exactly the certified system
version
9.6.d Perform a subsequent maintenance or upgrade release of the system or a particular Yes
component to a customer, including confirmation that the installed version of the system
matches exactly the certified system version
9.7 Configuration Audits Yes
9.7.1 Physical Configuration Audit The Physical Configuration Audit is conducted by the accredited Yes
test lab to compare the voting system components submitted for certification to the vendor’s
technical documentation. For the PCA, a vendor shall provide:
9.7.1.a Identification of all items that are to be a part of the software release Yes
9.7.1.b Specification of compiler (or choice of compilers) to be used to generate executable programs | Yes
9.7.1.c Identification of all hardware that interfaces with the software Yes
9.7.1d Configuration baseline data for all hardware that is unique to the system Yes
9.7.1e Copies of all software documentation intended for distribution to users, including program Yes
listings, specifications, operations manual, voter manual, and maintenance manual
9.7.1.f User acceptance test procedures and acceptance criteria Yes
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Requirement Text

Conform

9.7.1g

Identification of any changes between the physical configuration of the system submitted for
the PCA and that submitted for the FCA, with a certification that any differences do not
degrade the functional characteristics

Yes

9.7.1.h.i

Complete descriptions of its procedures and related conventions used to support this audit
by: Establishing a configuration baseline of the software and hardware to be tested

Yes

9.7.1.h.ii

Complete descriptions of its procedures and related conventions used to support this audit
by: Confirming whether the system documentation matches the corresponding system
components

Yes

9.7.2

Functional Configuration Audit The Functional Configuration Audit is conducted by the
accredited test lab to verify that the system performs all the functions described in the system
documentation. The vendor shall:

Yes

9.7.2.a

Completely describe its procedures and related conventions used to support this audit for all
system components

Yes

9.7.2.b.i

Provide the following information to support this audit: Copies of all procedures used for
module or unit testing, integration testing, and system testing

Yes

9.7.2.b.ii

Provide the following information to support this audit: Copies of all test cases generated for
each module and integration test, and sample ballot formats or other test cases used for
system tests

Yes

9.7.2.b.iii

Provide the following information to support this audit: Records of all tests performed by the
procedures listed above, including error corrections and retests

Yes

9.8

Configuration Management Resources Often, configuration management activities are
performed with the aid of automated tools. Assuring that such tools are available throughout
the system life cycle, including if the vendor is acquired by or merged with another
organization, is critical to effective configuration management. Vendors may choose the
specific tools they use to perform the record keeping, audit, and reporting activities of the
configuration management standards. The resources documentation standard provided
below focus on assuring that procedures are in place to record information about the tools to
help ensure that they, and the data they contain, can be transferred effectively and promptly
to a third party should the need arise. Within this context, a vendor is required to develop and
provide a complete description of the procedures and related practices for maintaining
information about:

Yes

9.8.a

Specific tools used, current version, and operating environment;

Yes

9.8.b

Physical location of the tools, including designation of computer directories and files;

Yes

9.8.c

Procedures and training materials for using the tools.

Yes
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APPENDIX F DOCUMENTATION MAP

This appendix provides a map of documentented procedures for system tasks that require significant
cross-refernencing between multiple ES&S documents .

Table of Changes

Revision Description of Change

1.0 1.24.2012 Initial document

2.0 3.25.2012 Updated document footers.

3.0 4.17.2012 Updated document identifier in the footer.

4.0 8.15.2012 Removed components from the system configuration.
Contents
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1.

system. Skip any procedures that are not required for your system configuration.

Documentation Map

ELECTION MANAGEMENT SYSTEM INSTALLATION

Table F.1.1 catalogs the documented procedures for securing and installing your election management

5 § &
e % 5 2
@ 5 » £
a vy £ 8 x
T &z & &6
Required Task or Product installation Documented Procedure Configurations
1. Secure the EMS PC Hardening the EMS PC Guide L L
(EVS5000_SSS02_Hardening Procedures)
2. Install Windows 7 Hardening the EMS PC Guide L L
(EVS5000_SSS02_Hardening Procedures)
3. Install Windows Server 2008 R2 Hardening the EMS PC Guide L] L4
(EVS5000_SSS02_Hardening Procedures)
4.  AVG Business 2011 Hardening the EMS PC Guide L4 L L4 L
(EVS5000_SSS02_Hardening Procedures)
5. Install Cerberus FTP Network Configuration Guide L] L4
(EVS5000_SOP00_NetworkConfigurationGuide)
6. Install Adobe Acrobat Standard version  OEM or COTS install instructions L
9.0 or better.
7. Install RM/Cobol 12.06 Election Reporting Manager User’s Guide L
(EVS5000_SOPQ0_ERM)
8.  Microsoft Office Excel 2003 or greater OEM or COTS install instructions L
9. Install ES&S Event Log Service ES&S Event Log Service User’s Guide L L
(EVS5000_SOP00_UELS)
10. Install Removable Media Service ElectionWare Administrator’s Guide L
(EVS5000_SOP00_ElectionWare01_Admin)
11. Install Election Reporting Manager (ERM) Election Reporting Manager User’s Guide L]
(EVS5000_SOPQ0_ERM)
12. Install VAT Preview ElectionWare Administrator’s Guide L
(EVS5000_SOPO00_ElectionWare01_Admin)
13. Install ElectionWare ElectionWare Administrator’s Guide L L

Table F.1.1 Voting System Installation Documentation Map
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